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- selection of communication modes

- synchronisation of processes

- end-to-end recovery between processes
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0. Introduction

This paper deals with a level 4/5 protocol named "Message
Link Protocol"™ (MLP) investigated and implemented at the
computer centre of the Max-Planck-Institute for Plasma

Physics, Garching, FRG.

1t formally describes the functions of the MLP and shows
the interfaces to the levels below and above (i.e. to the
network machine and to the user of the MLP).

Hint: : .
The "user" may not only be a user-written application
program but also a higher lewel protocol

In order to make efficiently use of a network service
protocol like CCITT recommendation X.25, there must be a
connection between a pair of users (local and remote) .This
connection is called "message 1link" , because user data
("messages") is transferred via this logical link.

(The user is not urged to install a message link only with a
remote partner, he also can communicate wvia MLP with a
process on its local site without using the network service
at all).
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1. Interface: Network Machine - MLP

1.1 As we see the network

Independently of the chosen network one can see the
. network as a module which offers services to 1its |users.
Partly these services however, are tightly connected to the
underlying network protocol like -in our case- X.25, because
there must be a mapping function which enables the
correspondence between exported network services and the
internal network primitives like types of packets etc. (one
may think at the X.25 Interrupt procedure which is not part
of all networks). -

Oon the other hand there have to be services with overall
significance like installing a (network) link, transferring
data, or resetting the link. -

1.2 Exported Network Services

The aim of this section is to enumerate the exported
network services and shortly characterize the meanings of
them.

Independently of the implementation one might choose the
following syntax for the services of the network machine:

ID (par 1, ... ,par n)

ID is thereby a symbolic name for the service
par i ( i=l,...,n ) the parameters of the service

(1) RESERVE ( MLN )
This service has only local significance (i.e. no data
transfer takes place) and means that the wuser of the
service intends to make use of the network facilities.
Primarily, the action taking place is making the user's
name (i.e. MLN ) known:-to the (local) network machine.
( MLN = Message Link Name )

(2) FREE ( MLN )
The opposite of RESERVE.
All resources occupied by the user MLN are freed and
the user's name is made unknown.

(3) INIT ( MLN , sender , receiver , type )
The user wishes to install a virtual circuit. 1In the
case of a switched wvirtual channel this service |is
mapped onto the X.25 CALL procedure. The parameters
"sender" and "receiver" are X.25 DTE addresses. The
parameter “type"- indicates the type -of channel.
permanent or switched.
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(4)

(5)

(6)

(7)

(8)

TERM ( LCN )

Opposite of INIT.

The wuser finishes the data transfer period and
therefore no longer a X.25 logical channel has to be
reserved for him. Only for switched channels this
service is.mapped onto the X.25 CLEAR procedure. ( LCN
= logical X.25 channel number )

XFER ( LCN , data )

Over the installed logical X.25 channel the user would
like to transfer data. If the service ends with no
success (showing by the imported sevice DATACK), wait
for RESUME (see 1.3.).

RCV ( LCN , @BUF , LBUF ).
This operation is issued to receive a prior (by DATA,

see 1.3) signalled message in the indicated buffer w1th
length LBUF.

RESET ( LCN , code ) .

Due to a detected error on the message 1ink the wuser
intends to reset "his" line.

This service is mapped onto the X.25 RESET procedure.

IRPT ( LCN , data )

The user has data ( one byte only ) which should be
transfarred outside the normal flow control mechanism
of X.25. (i.e. with the X.25 interrupt procedure).

The user himself has to take care of synchronisation.
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1.3 Imported Network Services

As we have seen the exported network services act only in
one direction ,. namely from MLP to " network machine
downwards.

Naturally it 1is necessary to install services .in the
opposite direction from network machine to MLP , for
instance if a logical X.25 channel was ordered from a remote
host, if a channel has to be cleared, if data is recelved or
if a reset has to be done on a channel.

In all these situations the network machine 1is urged to
react and deliver information to the attached network user.
This information transfer wupwards 1is called "imported
service" (from the standpoint of the deliverer).

(1) READY ( LCN, MLN , success )
If a X.25 channel was "called" (by INIT from the 1local
.or the remote user) , the network machine informs .the
user.
The parameter "success" is a boolean variable , which
-if false- means that there 1is no free channel (as
_response to INIT). :

(2) CLEAR ( LCN, MLN , code ) '
In the cAase that the channel was cleared by the remote
partner or by the network, this is the information for
the netwerk user.

(3) DATA ( LCN ) C
If there was data recelved , the user is signalled with
this service.

(4) DATACK ( TCN success )
After having issued the service XFER the user must wait
for this data acknowledge before intending to transfer
more data. The parameter 'success' indicates .the result
of the previous issued XFER.

(5) RESUME ( LCN )
Due to temporary shortage of buffers for 1nstance, the
user must not issue the exported service XFER until not
receiving this signal RESUME. ( The wuser was first
notified from the shortage by the parameter ‘'success'
in DATACK ).

(6) RESET ( LCN , code )
Due to a X.25 reset ( or restart ) the associated |user
is informed. The parameter "code" signals the cause of
the reset.
( In the case of a restart all users are informed ).

(7) IRPT ( LCN , data ) ) '
Outside the normal flow control mechanism the remote
partner has transferred data (one byte) , which |is
given to the receiver (=MLN).
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(8) RESTART ( LCN-group )
This service 1is necessary to signal the wuser the
re-starting of the network-machine. All connections for
this group of channels are thus closed.
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Fig. 3 : Imported Network Services

The formalized connection between exported and imported
network services =-which is referenced later on- is shown 1in
the following simple figure:
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I i I i I

Fig. 4 : Network Services



2. Interface: MLP - User

As the network machine the message link layer ( level 4/5
protocol, transport service ) ‘also offers services to 1its
users., . :

This services comprises the set up, handling, and clearing
of the message link. It also gives means of selecting the
communication modes, synchronizing of users and end-to-end
recovery.

All these services are available to the user at the
. interface MLP - User , which is implementation-dependent and
need not be the same on both ends of the message link.

It is invisible to the user that there exist 1layers below
MLP, because modularity and layering of protocols is
desirable.

Each level of protocol should be independent of the details
of the lower level protocol(s) that support - it. The primary
effect of this guideline is that MLP control information |is
not imbedded within X.25 control packets. .

In the following chapters all the exported and imported
services of the MLP are explalned without details of the
level 4/5 protocol :

2.1 Exported MLP services

(1) ALLOCATE ( PI )

This service has only local significance (i.e. no data
transfer takes place) and means that the user ( = PI ,
process identifier ) of the service intends to make use
of the MLP facilities.

Primarily, the action taking place is maklng knOWn the
user's name for further actions. After wusing this
service the MLP is able to identify the user.

(2) RELEASE ( PI )
The opposite of ALLOCATE.
All resources occupied 'by the user PI are freed and the
user's name is made unknown.
All messages for an unknown user are discarded.

(3) ECONN ( code, PIs, PIr, ([Password,billing specs] )
code active or passive ECONN request
PI process identifier (s=sender, r=receiver)
PIr must contain the DTE address
of the receiving host.
Password
optional parameters
billing specs

The ECONN service is ‘used to install a message link
between PIs and PIr with support by an X.25 1logical
channel (permanent or switched)

Two kinds of ECONN requests are available:




L

(4)

(5)

(6)

(7)

(8)

a) Active ECONN

The PIs issues a ECONN request: The MLP
initiates to "call" an X.25 channel and then
it tries to install a message link.

° b) Passive ECONN
The PIs issues a. ECONN request: no attempt 1s
made to install a message link but the MLP is
waiting for an incoming ECONN request.

Hint:
Are passive ECONN requests ordered on both
sides, no message link can be installed , that
means: one partner has to be active.

EDISC ( PI, code )
code reason for closing the connection

The EDISC service is provided to close a message link.
MLP implementation will ensure that data sent by PI
prior to the EDISC request are delivered to the remote
host and made available to the remote process.

EOPEN ( PI , CM )
PI name of sending process
CM communication mode '

This service is used to "open" a (new) communication
mode, e.g. identifying the types of higher level
protocols ( >5 ) before starting with data transfer.

In the first implementation one might choose only the
"Virtual Terminal Protocol" and/or the "Communication
Variable Protocol". : '

{ See ADN s ssasssmensenss) The Resting of this service
is for further study.

ECLOSE ( PI , code )

A previous "opened" communication mode is closed. ( In
the case of nested communication modes the last opened
one is cleared , i.e. the youngest in the stack ).

ETRANS ( PI , @MSG , LMSG , success )

The message exchange operation ETRANS is issued if a
user wants to transmit a message of length LMSG stored
in the buffer @MSG. This operation should cause copying
the message from the user space to the MLP address
space ( because the user space 1is then not tied up
during message transmission and may be rolled out or
paged out ). The parameter 'success' signals the
success of the service: if there was no possibility to
take over the message into the area of MLP-process
because of temporary shortage of buffers, the user has
to wait for 'CONTINUE' (see 2.2.).

EREC ( PI , @BUF , LBUF , success ) )
This operation is issued to receive a message 1in the
indicated buffet @BUF with length LBUF. If a message 1is

waiting in the receive gqueue of MLP, it is copied Into
the buffer and the user continues. If there 1is no
message, the wuser 1is notified by the parameter

'success' and he has to wait for the service 'MSG' (see




2.2.). It is implementation- -dependent, whether the
user goes into wait state or not.

(9) EIRPT ( PI , data ) -
This service is used to send interrupt-data to the
remote host outside the normal flow control mechanism.
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Fig. 5 : Exported MLP Services

2.2 Imported MLP Services

As with the imported network services the imported MLP -
services act also upwards, namely from MLP to User, i.e. the
MLP process issues them and the wuser process gets the
associated information. - ‘
Mainly these services are responses to previously issued
eXported MLP services. Beneath they indicate the arrival of
information (such as messages, interrupts, "close"
requests,... ) from the remote host.

The implementation may vary from host to host: it 1is not
strictly necessary to introduce all these services
explicitely ( for instance by supervisor call ) , but one
may also imagine that it is possible to 1integrate part of
the imported 'services in the exported services as return
code for instance.

What is illustrated in this chapter is the logical function
of the interface User-MLP in the upward direction.

(1) ICONN ( PI , code )
This is the response to a ECONN service from the local
user respectively the indication of a remote ECONN
request. ‘ ' ' L
The result ( positive or negative ) 1is given by the
parameter "“code" '

(2) IDISC ( PI , code )
The IDISC primitive indicates the shut down of a
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message link ( either response or remote indication )
The parameter "code" shows the reason of the
disconnection. -

(3) IOPEN ( PI , CM , code )

This operation is issued if a remoté EOPEN was ordered
or as response to a local EOPEN.
Has it been impossible to open a new communication
mode, "code" signals the reason.

(4) ICLOSE ( PI , CM , code )

This is the response to a local ECLOSE or the
indication of a remote ECLOSE.

(5) MSG ( PI )

In the case that the MLP receives a message the
associated user PI is informed and he has to get. his
message with EREC.

(6) IIRPT ( PI , data )

-1f an interrupt-message has been received at MLP and
both ends of the message link are already synchronized
the MLP issues IIRPT and tells the user the reason of
the interrupt. ' :

(7) CONTINUE ( PI )

This service is uced if a temporary shortage of buffers
is cleared and the user had tried to send messages in
the meantime. In this way the user tries only once to
deliver a message if there 1is a shortage in the
MLP-process.
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Fig. 6 : Imported -MLP Services
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3. MLP ?rotocols

It is possible to distinguish between five kinds of
protocols inside the MLP:

- Establishing of a message link

- Closing a message link

- Choosing the mode of communication
- Data transferring

- Interrupt protocol

These subprotocols are explained 'in this section by means of
figures showing the actions of the protocols in conjunction
with time characteristics. These figures are not as exactly
as - necessary for implementation because some relevant
details are not incorporated, but they give an overview over
the flow of exported and imported services as defined iIn the
above chapters.

Because of simplicity the services are not given in the
exact notation: the parameters are omitted or replaced by a
symbolic variable which is explained in the figure.

3.1 Establ:shing a message link

‘ A message link is the logical connection between a pair
of users of the MLP for the sake of transferring messages.
These users need not be 1located in different hosts
(geographically separated) but they also can be in the same
host ( e.g..connecting a locally hooked up terminal with an
output processor ). In this case installing a message 1link
means to establish a path between two ‘"processes" 1in the
same host over which the processes can communicate with each
other. This procedure uses only the MLP services as defined
above and no underlying service is attached.

A more complex way to establish a message 1link 1is over a
network service like X.25:

The wusers which wish to communicate are located in
geographically separated (network-) hosts. The difficulty
herein is that first of all before installing a message link
there must be a network resource called logical channel in
.X.25 notation connected to the MLP processor over which the
"connect request" is to be transmitted.

3.1.1 ML-Establishment without conflict

The establishment of a message link without conflict is
only guaranteed in the case that one partner 1issues an
active ECONN and the other a passive ECONN.

It should be predetermined which user is passive, because if
both use this MLP-service no ML could be established.
Under the presumption that host B has already . issued a

passive connect request ECONN with specified parameters,
host A initiates the establishment of a message link by an
active ECONN (with specified parameters).

First of all, MLP has to cater for a network connection
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between host A and host B. This 1is done by the network
service INIT. Thereby, if no problems arise, the remote user
of the network (=MLP) is informed about the "called" channel
and also the initiator of INIT by the service READY.

With this signal host A 1is able to transmit over the
installed logical channel thé message "connect request" to
the remote partner, who waits for this message. If all the
parameters match - delivered within the connect message -
the remote partner sends back a positive acknowledgement and
the message link between these partners is installed . (see
Eige uwde) ,

But if the relevant parameters don't match ra negative
acknowledgement is sent back and no message 1link could be
installed. The occupied network connection has to be
released. (see fig. 3.2.) T

Besides it is up to the users to try it once more with
modified parameters or with another partner.
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3.1.2 ML-Establishment with conflicts

Conflicts arise if only one message 1link should be
installed and both participants (=user of the MLP) issue an
active ECONN. | : ’

What happens thereby?

Both ends of the planned ML simultaneously cater for a
network connection between the locally separated hosts, they
initiate the establishment of a X.25 logical channel.

In this way two network connections exist but this 1s one
too much because each side uses 1its "own" channel: the
connect request message divergates.

This problem cannot be detected by the network for it should
not have any information about higher protocols.

The MLP however has to detect and resolve this coenflict
which is named CONTENTION.

MLP—Strategy for detecting and resolving CONTENTION:

(1) Detecting CONTENTION S
MLP is able to detect CONTENTION if it already has sent
a connect request message over the 1installed "own"
logical channel and there is . also a connect request
message in the opposite direction and over another than
the "own" channel.
If time characteristics are ihcluded the detection of
the conflict is much more complicated: suppose the
remote host (host B) is quicker than host A. Then the
connect request message from host B could arrive at
host A even if no "own" logical channel was installed.
But host A knows about the installation of the channel
which is used by host B for transmission. Therefore
perhaps it would be desirable to insert into the "call
user data"™ of the X.25 call request packet the port
number MLN of the called MLP and give it with the READY
signal to the receiving MLP. This technique enables the
MLP to detect CONTENTION earlier. »
Once detected CONTENTION has to be resolved.

(2) Resolving CONTENTION .

An arbitrary criterion for resolving contention is the
network address of the hosts which is known by the MLP
when contention is detected:

The MLP with the 1lower network address 1ignores the
incoming connect indication message from the remote
side, the MLP with the higher network address cancels
his own connect request (i.e. he dcesn't wait for
answer) , sends -back a connect confirmation message
over this 1logical channel which has delivered the
connect indication and clears the "own" installed X.25
switched channel. (see figures 3.3 , 3.4. , 3.5.)
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CONTENTION there can be another problem when

establishing message links.
Assuming user 1 of host A intends to install a message 1link

to user

message
takes a

links the data rate is high and the communication
long time, so it is useful to allocate a network

connection between host A and host B A which . is named
permanent logical channel (X.25 notation). The 1installation

of this

permanent channel is done at network subscription

time, so no X.25 call packets are exchanged: the network
connection over this channel is inherent. )

Now it is possible (only 1if wusers have the ability to
allocate permanent channels) that both sides of the two
planned message links allocate the same permanent channel
and transfer messages over it.

This conflict is named COLLISION.

USER 1

HOST A

USER 2

+4-—+ < - - = - - -ML = = = = = - = > +-——+ :
|| " | | USER 1
== - N

| +--+ NETWORK +--+ |

#=x| M| R s e R M ] <=4

| L|<->|PERMANENT CHANN|<->|L | HOST B

+->| P i e e e e e + | | <+

. ' S+ ]
+—-t +--+
| | | USER 2
-+ { = = = = = =-ML - - = = = - - > +——+

In order to make efficiently use of a 1level 4/5 protocol
like MLP it is necessary that the protocol-overhead tends to
a minimum. This can be achieved 1if the number of
theoretically possible conflicts is low.

Therefore the MLP should be designed in the way that no
collision occurs.

This fact is already gqguaranteed if no user of the MLP can
allocate by the exported network service INIT the network
resource "permanent logical channel”.

So all the message links using switched wvirtual circuits are
installed for a finite time 1interval and then released

_whereas

infinite time interval at system generation time and never

those using permanent channels are installed for an .

released. :

This assumption makes protocol handling easier and reduces
the overhead without 'loss of efficiency, because there is no
user who must transfer his data through the network by
permanent X.25 channels.

1 of host B , and wuser 2 of host B wants to
establish a message link to user 2 of host A, For both




3.2 Closing the messagé link

After having finished the data transfer to the remote
partner and the communication line is no longer needed one
of the connected partners must close the message link.

This is achieved by issuing the exported MLP service EDNTSC.
The remote partner is informed and has to answer with a
confirmation message. After receiving this acknowledgement
the associated installed switched logical channel has to be
cleared. (see fig. 3.6.)

In the case of a collision (simultaneously 1ssued EDISC) no
confirmation message needs to be . sent, the -eventually
resulting "clear collision" at X.25 level 3 1s resolved Dby
the network machine (see fig. 3.7.).

{mmmmm HOST A ——=————- > Lmmemm——- HOST B —————————— »
+-+ s +-+ . +=+ . +-+ . +-+
. . || . || . || . .
[ 1 . 1 . IN| . || . ||
| | EDISC || |E| 1 [
| | =i > | T | .
|| | | XFER x Wl || |1
|| | e >|0] . |1 |1
b I IR| DATA I I
|1 || L R s > | ||
lul || | | RCV x | | IDISC Ul
sl I'M| | M| €= | M| rsememnmnaes >1s|
|E| LI |A] XFER vy L1 |E|
IR| |P| | £ Smomzanad I[P IR
(I | | DATA |H| | I
I | | <= 3] | I
| | IBISC | | RCV y IN| | ||
| J e | o= >|E| - |
|| | | || .
|| | | TERM ([ | I
|| | |=rmm———eees > | . |1
|| (. | | CLEAR | T |1
|| | | CLEAR | e ¥l 1 |1
|| 17 | Gremmemeas | I | |
[ I I . (I
+—+ +-+ +-+ +-+ +-+
X disconnect message
Yy disconnect confirmation message

Fig. 3.6. : Closing'ML
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3.3 Choosing the mode of communication

This protocol of MLP is very simple and realized by the
MLP services EOPEN, ECLOSE, IOPEN, ICLOSE. :
Having established a message link, the two partner-processes
have to stipulate the type of data they want to transfer.
Only if both processes agree it is guaranteed that both ends
of the message link use the same kind of interpreting the
received data. _

Two modes of communication are available:

- Data in accordance with VTP and MLP
- Data in accordance with MLP -only

The meaning of these modes is illustrated in the following
figure: '

ettt +
I USER |
ettt Akt bttt bty +
| 'I
| | MODE 1
| MODE 2 N
| I
| I
| |
| e Vo +
| I VTP |
e ————— Vemm e e +
| MLP |
e +
I
|
e A +
| N ETWORK |
o +

Mode 1 means that the entrance of the user to the MLP is
through VTP , and mode 2 uses none protocol above MLP.

. Sometimes the nesting of communication modes is desirable
and easy to implement. But if nesting is not mandatory the
whole protocol can be omitted, because-it is able to insert
the communication mode as parameter into the ECONN service.
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3.4 Data Transferring

After having established a message link and having chosen
the communication mode (explicitly or implicitly) the
"owners" of the ML are able to transfer data across this ML
to the subscriber-partner. _

The quantum which can be delivered to the MLP 1is called
"message", the length of which must not exceed a maximum
value of 256 octets.

Sending a message means issuing the exported MLP service
ETRANS. The parameter "success" of this service signals the
success: if there was no possibility to take over the
message into the area of MLP the .user has to wait for the
imported MLP service CONTINUE and then issuing once more
ETRANS with the same message, otherwise the user can go on
with data transferring.

Receiving a message generally means issuing the exported MLP
service EREC after having been signalled by the imported MLP
service MSG. o

{mmmm e HOST A —=————e—- > {mmmm——— HOST B —=———————— >
+—-+ . +-+ = +-+ 5 +-+ - +-+
I % (. . (| . |1 . I
| 2 |1 : IN| " I " =
I | |E| | |
| | ETRANS x -| | 17 | |1
| |=—mm——- > W] . ||
| | 10| || ||
(| | IR | |l
|- ' | | CONTINUE [|K]| | | |1
Ul | <= ——— || | jul
|S| ETRANS x |M] I M| M| 18]
|[E|======——- >IL]| Al IL] |E|
IR |P| XFER x Lad] P IR
I | | >|H| (| ||
I || |I| DATA | ||
| ] || IN| === >1 | ‘ ||
| ] [ |[E|l RCV x | | MSG | 1
. I | |1<——=—======] |-===—=——- >
|| I I | | EREC x | |
|| I I s (.
|| || | | |1
+—+ +-+ +-+ +—+ +—+
X data message
;% buffer bottleneck

Fig. 3.10: Data. transferring and receiving




3.5 Interrupt Protocol

The interrupt mechanism on a message link allows a wuser to
transmit one octet of data to his correspondent outside the
normal flow control procedure which governs the packets of
data inside the network machine. '

This does mean, however, the interrupt packet could be
transferred through the network with a higher prlorlty than
data packets and is able to overtake them.

To overcome this uncertainity MLP has to provide a tool for
synchronizing the data exchange . phase of the two
correspondents after an interrupt message was sent.
Achieving this MLP has to signal the correct sequence of
data-messages to the remote partner by .a separate message
called "MARK", which is inserted into the stream of data-
-messages at the same time when the interrupt message 1is
sent. The remote MLP does the same when receiving the
interrupt message. Then the processes are synchronized if
both have got the mark message from the correspondent: they
can continue exchanging messages or do anything other.

{————————— HOST A ———————-— > ——————= HOST B ——=——————— >
+-+ . +-+ . +-+ % +-+ e +-+
|1 . || . I . | E ||
[ | 1 . IN| . |1 . ||
| | ETRANS u | | lE| - 1 .
| |=——————— >| | XFER u | T | | | ETRANS v | |
|| | |eoesmansmsrs > W] I e [
| | EIRPT I : |0] XFER v || ||
I e >|" | IRPT |IR|{=mmmmmm e | I
I I >IK| IRPT | (.
Ul |1 B > | IIRPT Ul
IS |M| DATA M| J M o >8]
|E| | eSS |A] DATA LI [E|
IR| MSG |IP| RCV v |Cl-—=—=———- >|P IR|
| | | |-—————— >|H] RCV u | | MSG .
| | EREC v | | XFER x |T]<—====—=—- I >
| | == > |- >|IN| XFER y | | EREC u |1
| | | DATA LE | dr=m=ranms | | {smmrsesie | |
| | 1&—=——===——~ | | DATA I I |1
| | MSG | | RCV y I 4 O ||
| | e e > | RCV x | | MSG 1
| | ERECy | | | | | | s >
.- S| | 1 | | EREC x | |
|1 (. I | 1€ |1
+—+ +-+ +-+ +=+ +-+
u,v data messages sent prior to 1nterrupt message
X,y - mark messages for re-synchronisation

Fig« 3:11. : Interrupt Protocol




4., MLP-Automaton

The following state diagramms show the actions taken by MLP
in receipt of messages from the remote MLP.
Five major states of MLP are available:

sl Network channel, but no message link
52 Connect request messade sent

S3 Wait for connect request message

sS4 Message link established

S5 Disconnect message sent

There are three substates of S54:

S4/1 Open message sent, wait for confirmation
.84/2 Close message sent, wait for confirmation
s4/3 Wiait for mark message - :

State diagram conventions:

- states are represented by circles containing the
stat2 number as explained above -

- input a in state A causing output b and transition
to state B is represented by

a

O——®

a. . g b ; '
- — indicates input a causes no output

- ﬁ&—no input but output a

- contl indicates contention, lower DTE@
- cont2 indicates contention, higher DTE@
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