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ABSTRACT
In this paper, we outline thirteen propositions on the state of the
Internet and digital infrastructures. The core of our theses is that
the centralizing Internet of today will not be sustainable and re-
silient, neither in terms of its energy needs nor in the face of a
“burning world”, i.e., the rapidly changing world, facing an unprece-
dented human-made climate disaster and countless other shifts we
currently find ourselves living in. Furthermore, we highlight that
ongoing policy decisions do not necessarily benefit the resilience of
the Internet in the future to come. Our propositions are based on our
own research contributions published in the past, public discourse,
and most certainly rooted in system administration lore and our
own experience as system administrators. They are intentionally
bold, to form a foundation for discussion, and we make no personal
claim to originality and completeness. Finally, we note that, they
do not aim at providing simple solutions, but hint at interrelations
and challenges we must resolve to survive the future to come.
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1 PROPOSITIONS
Proposition 1

Operating systems requires operators to execute care,
towards their system, their users, and the infrastructure
as a whole.

As Kaur et al. [16] describe, system administration has a major
component of care work and emotional labor. This aspect alone
should be self-evident to any system administrator who ever had
a user ask them if they happened to have ‘a backup’ of something
important the user lost. Maintaining the user’s emotions, fear, and
anxiety, regardless of whether a backup is present, is the major part
of the task.
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However, we also claim that the necessity to care for users ex-
tends beyond this example. To operate systems means caring to
create those backups in the first place. System administrators need
to plan in advance, anticipating needs, and provide solutions for
problems before they materialize and are realized by users.

Furthermore, system administration means caring for systems in
their whole life cycle. While building a system is fun, ensuring that
it keeps running is a different and more complex task—especially
under the security and privacy guarantees users expect. Following,
e.g., the gist of Limoncelli et al.’s book on system administration [19],
providing a service is a responsibility that has to be fulfilled, and
the hard part is continuing to fulfill it.

Proposition 2

The centralization of the Internet has been promoted by
a lack of care.

The early Internet used to be a rather collaborative network, and
that also showed in the protocols that were developed for it [11].
Initial visions for SMTP (open relays being the default) or DNS (ne-
glecting the issue of spoofing) serve as examples of how paradigms
turned from useful to dangerous. Especially the abuse of DNS gave
rise to large-scale Denial-of-Serivce (DoS) attacks [28].

The prevalence of high-bandwidth DoS attacks essentially made
it impossible to reliably run a service that is not shielded by the
‘just having a bigger pipe’ of a hypergiant (like Cloudflare, Amazon
or Google). Hence, this plays a major role in systems migrating to
or behind hypergiants, besides all the existing economic incentives
of centralization.

However, these DoS attacks are enabled by careless system ad-
ministration, like operators that leave amplifiers readily connected
to the Internet or vendors that roll out carelessly-thrown together
IoT devices, shipped with default credentials. It has become the
custom to provide services and run infrastructure without taking
responsibility and caring for its impact on others.

Proposition 3

There is a tension between privacy and security pitting
decentralization vs. centralization.

A major component of centralization and migrating to central-
ized cloud infrastructures is the reduction of capital expenses in
terms of knowledge. While this means that organizations become
dependent as they no longer retain the ability to run their own in-
frastructure [10], it also hints at the issue of security being ‘easier’
for centralized clouds.

While security in itself is already easier in a centralized ‘walled
garden’—simply because there is more knowledge onwhat is normal
to work with and detect anomalies—it is also easier when there are
the resources there to run systems properly. A dedicated security
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team is simply unrealistic for smaller organizations, let alone small
communities. In addition, building a system that tolerates human
error [17] and lessens the impact of security misconfigurations [5]
needs a certain scale.

Polemically speaking, this ultimately creates a choice between
the devil and the deep blue sea: Either you allow a selected hyper-
giant to—technically be able to—read your emails and their ‘walled
garden’ will keep your mails and you secure. Or you host your own
system and might be less able to deliver your mails to others [13],
or may even find them leaked due to a configuration mistake.

Proposition 4

Centralization and profit are inherently incompatible
with care for infrastructures.

Controlling the infrastructure means power [15, 31]. In our global
economy, this power is accumulated by corporations, which natu-
rally have the goal of maximizing their profit.

This aspect is, in our perspective, inherently incompatible with
care for systems as specified in Proposition 1. Caring for systems
and users’ needs is costly. Needs are always diverse, and applying
appropriate care lets you digress from the cattle-style approach
needed in scaling operations [19].

Hence, in a profit-oriented world, it can become fiscally un-
tenable to maintain sufficient care for a service and its users. To
conserve their bottom line, corporations will discontinue services
users rely on, or apply support mechanics that can not provide the
care some users may need. While for a corporation, this is a rational
decision, it will mean a significant loss for users, no matter how
mundane (your fancy home automation no longer working [1]),
unusual, or obviously essential (visual implants becoming obso-
lete [34]) a service is.

Proposition 5

We have to be prepared for hypergiants’ failing.

As unusual as the idea of Amazon, Facebook, Apple, and Google
going bankrupt or disappearing may sound, it is a possibility we
must expect. Similar to Lehman Brothers having been considered
too big to fail, we do not expect these hypergiants to disappear
either.

Small ripples can cause a hypergiant to tumble, and our burning
world is sending out the first signals. Infrastructure supported by
the exploitation of labor in a globalized world will not sustain itself
forever [23]. Moreover, the skyrocketing energy prices cause issues
for major energy consumers, and a single data center can consume
the equivalent electricity of 50,000 homes [33].

Ultimately, for the Internet, though, the question of why hyper-
giants fail is not essential. The important question is howwe handle
them disappearing when the majority of websites contains fonts
hosted by, e.g., Google [7, 22], while dealing with legacy systems
remains a major issue [25].

Proposition 6

Communities caring for local and distributed infras-
tructure are the future in a world falling apart.

Our world is changing and—by our own hands—not necessarily
for the better. So, following the question of what we do when the
hypergiants fail, we also have to ask ourselves what we could do
when even more significant parts of the Internet fail in the shifts to
come.

Rapenne, an OpenBSD developer, published a thought exper-
iment on rebuilding the world based on the central assumption
that “[...] we would still have *some* power available [...]” [30]. Her
worth reading future scenario involves having generators and solar
panels while the surroundings are littered with computers and net-
work technology. As those could be used to run local (potentially
interconnected) networks (of networks), this could provide primary
services for communities.

This perspective on critical IT infrastructure contradicts the
further evolution of the platform economy and centralization of the
current Internet. We project that the task of ‘making it run even
though the cloud controller is gone’ will be an essential occupation
in a potential future. Local communities will (have to) find ways to
utilize technology and provide working services.

Proposition 7

The slow adoption of IPv6 hinders a re-decentralization
of the Internet.

The IPv4 address space is, for all practical matters exhausted and in
any case globally unjustly distributed [26]. With the Internet still
being very much IPv4 centric—at least when it comes to the path
outside of hypergiants—communities running their own services
still need IPv4 addresses to provide services. Considering the state
of the IPv4 address market, this would mean an investment of tens
of thousands of dollars 1. While this is a prohibitive cost for a small
community project, it enables hypergiants and large hosting cor-
porations to further collect addresses on a relatively cheap price
compared to their annual operating expenses, thereby further cen-
tralizing the Internet [12, 20, 21]. If we want to re-distribute the
Internet, the IPv6 migration is imperative.

Proposition 8

In a burning world, functionality is more important
than security, but remains trumped by safety.

If we ever—and we hope it does not come to it—face a world burnt
to its foundations, with an Internet fallen apart and hypergiants
failed, paradigms of ‘what is important’ will shift dramatically. We
will find ourselves in a situation where the utility and functionality
of systems will superimpose their security even stronger as in the
current world. We predict that in such a world, threat modeling
will see a significant shift away from security against threats from
the larger Internet, back towards the question of ‘What harm can
be done if it is not secure?’. Essentially, threat modeling will become
a question of safety [9]. Ultimately, the physical safety of local
communities will have the highest importance.

1At the time of writing the IPv4 address price hovered around $60 per address.
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Proposition 9

Systems that are too complex to be understood by a
single person cannot be sustainable.

Over the past decades, IT systems have become increasingly com-
plex. There are countless discussions about the explosion in com-
plexity of protocols, for example email [13], and the ‘DNSCamel’ [3]
is certainly one of the most iconic illustrations of this issue. Fur-
thermore, this trend continues into the operation of systems. While
the introduction of Infrastructure-as-Code, and DevOps aims to
make systems more maintainable and succeeds in certain contexts,
it also adds layer upon layer of abstraction. To illustrate this issue
with an anecdote: When we tried to set up monitoring for a small
self-hosted video conferencing setup supporting a faculty in teach-
ing during the COVID-19 pandemic, we ultimately ended up using
decades-old monitoring software. We did so because all more recent
monitoring tools would drag along a software stack as complex,
and sometimes even more complex, than the setup it was supposed
to monitor.

Again, Rapenne provided the foundation of this proposition in a
blog article [29]. This article succeeds in dissecting the reliance of
automation and complex systems on its building blocks that need
to be understood before they can be ‘abstracted away’. However,
to be sustainable in a burning world, systems will have to be run
(and understood) by small teams and communities (see Proposi-
tion 7). Hence, while in an ever-growing and centralizing Internet
automation is a necessity, its complexity might become a curse in
an Internet that is supposed to survive in a burning world. Or, to
put it in an example: Without a central docker repository, there is
no place where curl | sudo bash can pull the image from.

Proposition 10

Systems should enable a better tomorrow and not burn
the world even further.

The aforementioned increasing complexity of systems also adds
back to their resource hunger. However, with the wide availability
of automation and support infrastructure—which of course has their
good in enabling many people to build—these systems are being
used, adding to a growing ball of systems supporting other systems
in abstracting something simple to something more complex. This,
in turn, eats itself into how we build and design systems, adding
layers and utilizing more resources for the same functionality. This
development has been brought to the extreme by Bitcoin and its
proof-of-work siblings, churning through energy on a nation-state
scale [14], while having no purpose except for profit. Bitcoin may
very well be the perfect piece of performance art, illustrating the
fall of a species burning its planet in the strife for more, merely for
the sake of more.

As such, we claim that it is an engineer’s responsibility to ensure
that the systems they build contribute to a beneficial purpose and
do not harm society or the environment by needless and redundant
processing.

Proposition 11

There are no technical solutions for social and societal
problems.

This proposition is a long-standing dictum in the German hacker
community. It originates around the observation that local com-
munities of hackers will often try to fiddle together a technical
solution if they encounter a social problem. The most commonly
experienced situation is the issue of ‘unreliable’ payments being
provided for the drinks usually available via a public fridge, paid for
in an honor system. Usually and periodically, several tech-savvy
people start to implement a complex digital cash-and-credit system
to solve this issue, usually in a way that also includes a touch-screen
and a RasberryPi. Ultimately, that approach will suffer from limited
adoption and the same issues as before, and a social solution will
have to be found. If the community is very unlucky, the technical
solution also introduces new social problems. The insufficient solu-
tion nevertheless stays in place, usually until the next generation
of local nerds experiences this issue, and repeats the circle. To sum-
marize this with colloquial wisdom from the “Industry 4.0” and
production industry: “Digitizing a shitty process won’t result in a
better process, but in a digitized shitty process”.

The point here is that we try to apply the same reasoning to
problems we are facing at the much larger scale of the Internet.
The problem is that this solution mechanism outlined above is
also used at the much larger scale of the Internet. We consistently
face the impact of—ultimately—social and societal issues (opera-
tors announcing routes they should not [4], attackers launching
DoS attacks using amplifiers—and operators running amplifiers or
failing to implement BCP38 [2, 8, 18]). To counter them, we devel-
oped technical solutions, for example, RPKI to handle the issue of
routes being announced by entities that should not announce them.
Given the example of the drink accounting system, though, the real
question is, what a better solution would be.

Proposition 12

Internet sanctions: What once has been thought can
never be taken back. The Internet will be falling apart.

This proposition starts with a quote from Friedrich Dürrenmatt’s
“Die Physiker” and ties tightly with Proposition 10. In his book,
this quote relates to a physicist’s perspective on the probability
of keeping one’s dangerous inventions—ultimately an analogy for
nuclear fission—from the world. However, it is also highly relevant
in terms of the Internet as technology and proposals with certainly
good intentions are developed. A concrete example: In the wake of
the war waged by Russia against Ukraine, members of the Internet
community and several politicians called for a multi-stakeholder
approach to ‘Internet Sanctions’ [35]. In short, the authors of that
open letter call for a multistakeholder mechanism that populates
databases, which willing Internet participants can utilize to partici-
pate in sanctions against specific netblocks and domains, ideally by
using existing infrastructure for blocklisting IP routes.

However, this means that due to the tiered nature of the In-
ternet the optionality of this approach is severely limited for net-
work participants relying on upstream providers, as long as enough
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Figure 1: Reachability of 178.248.233.26 (Sputnik News) in RIPE Atlas after Internet sanctions were applied [27].

Tier 1/Tier 2 operators participate. For reference, see Figure 1, which
depicts the reachability of 178.248.233.26 (Sputnik News) from
RIPE Atlas probes after sanctions were applied. We see that the ad-
dress is unreachable from Europe, but also from the AFRINIC region
which regularly transits through Europe. Yet, other global north
regions, e.g., the U.S. and Australia, show a significantly higher
reachability.

Furthermore, and this is the far more crucial point, this case
demonstrates that it is possible to sanction specific IP addresses and
networks. In the past approaches against, e.g., piratebay.org or
wikileaks.org were mostly circumventable DNS based blocking
attempts [24], with the organized chiming of the Internet commu-
nity that blocking individual sites is not really possible unless a
system like a ‘Great National Firewall’ is implemented. The Internet
now success demonstrated that state sanction blocking of resources
is possible. We claim that policy makers will not forget this, and
this approach will find its use in the future again. It will also put
Internet sanctions on the diplomatic agenda, and in turn lead to a
fragmentation of the Internet.

Proposition 13

Digital sovereignty is being used wrong.

Digital sovereignty is currently one of the most pressing issues
in the digital policy arena [32]. However, it is usually understood
as ‘ensuring that a state can exert policy on the systems used by its
constituents, while ensuring that only their own policy is applied to
them.’ The classical example of attempts to realize this with policy
is most likely the ongoing discussion of the ‘Safe Harbor’. The more
technical approach is ‘Schengen Routing’ [6].

However, in either case, themore fundamentalmeaning of sovereignty
is usually missed: The ability to (re)build and maintain one’s infras-
tructure independent of another party.

One might argue that this is not an issue in a globalized world.
Yet, in a burning world, it may be essential to have the know how
to keep systems running wide spread and locally available. Coming
back to the sum of the earlier propositions, the policy aspect may
even be secondary. In the end it is about running systems, providing
services, and caring for users. Everywhere. As long as we can
rebuild.

2 CONCLUSION
This paper presents thirteen propositions around a resilient and
sustainable Internet, which should be run with care for its users and
the infrastructure itself. They might be overly bold, lack concrete
solutions, and paint a disturbingly dire picture of the world.

Still, given the state of the world, we claim that we are past the
point of raising awareness and hiding behind ‘they would never’;
We can no longer risk staying complacent in the hopes for a better
future. We have to talk about these issues now and find tangible
solutions. The future will be bleak if we do not make it better, and
whether the world goes down in flames or not, preparation is better
than reaction.
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