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Self-testing with dishonest parties and device-independent entanglement certification in
quantum networks
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Here we consider the task of device-independent certification of the quantum state distributed in
a network when some of the nodes in this network may collude and act dishonestly. We introduce
the paradigm of self-testing with dishonest parties and present a protocol to self-test the GHZ state
in this framework. We apply this result for state certification in a network with dishonest parties and
also provide robust statements about the fidelity of the shared state. Finally, we extend our results
to the cluster scenario, where several subgroups of parties may collude during the state certification.
Our findings provide a new operational motivation for the strong definition of genuine multipartite
nonlocality as originally introduced by Svetlichny in [PRD 35, 3066 (1987)].

I. INTRODUCTION

With recent progress in quantum network commu-
nication we are approaching the technological devel-
opments required to implement protocols that go be-
yond point-to-point quantum key distribution (QKD).
In particular, proof-of-principle implementations of con-
ference key agreement (CKA) [1], as well as its general-
ization to an anonymous setup [2, 3], have been recently
demonstrated [4, 5], showing that the power of multi-
partite entanglement can be already explored.

Genuine multipartite correlations, as for example
the one encountered in the the Greenberger-Horne-
Zeilinger (GHZ) state [6], constitute the essential re-
source for important network tasks, such as secret
sharing [7], multiparty quantum computation [8], and
anonymous quantum transmission [9]. Therefore, cer-
tifying the entanglement properties of the state dis-
tributed in a network, by a potentially untrusted source,
is essential to ensure the correct implementation of such
network tasks.

Entanglement certification in a network can be
achieved with different adversarial levels. If the par-
ties in the network are honest and trust their measure-
ment apparatuses, entanglement can be verified using
quantum state tomography or entanglement witness
schemes [10]. If, however, the devices of some (steer-
ing scenario) or all the parties (device-independent sce-
nario) are untrusted, i.e. they could be partially char-
acterized or potentially produced by an unturstworthy
provider, then multipartite entanglement can be cer-
tified using steering inequalities [11] or Bell inequali-
ties [12]. In particular, in the device-independent sce-
nario, self-testing results allows us to make strong state-
ments about the precise form of the shared state [13]. Fi-
nally, in the network scenario, we can have yet another
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adversarial level, namely some of the parties in the net-
work may be dishonest and, in particular, collude with
each other in order to jeopardize the state certification.
In protocols where information needs to be concealed
from some of the parties in the network, such as in se-
cret sharing and anonymous communication, the parties
have an incentive to act maliciously throughout the pro-
tocol in order to try to access the hidden information.

The task of entanglement certification in a network
with dishonest parties was first considered in [14]. Such
a verification scheme lifted the anonymous communica-
tion protocol of [9] to the untrusted source scenario [15].
Subsequently the certification protocol of [14] was im-
proved and implemented in [16], and more recently gen-
eralized to certify all graph states [17].

Here we consider the task of entanglement certifica-
tion in a quantum network with dishonest parties and
uncharacterized devices. We introduce the paradigm of
self-testing with dishonest parties and present a proto-
col to self-test the GHZ state in this framework. We ap-
ply this result to design a protocol to certify the GHZ
state in a network with dishonest parties and also pro-
vide robust statements about the fidelity of the shared
state. Finally, we extend our results to the cluster sce-
nario, where different subgroups of parties may collude
during the state certification.

II. THE NETWORK SCENARIO

We consider a network with IV parties/nodes and a
source that distributes an N-partite state. Every pair of
parties in the network is connected by a private classi-
cal channel. The parties in the network may be honest
or dishonest. Let H, |H| = k — 1, represent the set of
honest parties, and D, |D| = N — k + 1, be the set of dis-
honest parties. While parties in H are assumed to fol-
low all the specifications of the protocol, the unknown
subset of N — k 4 1 dishonest parties may deviate arbi-
trarily from the protocol’s description and even control
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the source in order to jeopardize the state certification.
Additionally, we do not make any assumptions about
the internal working of the devices of the honest par-
ties, i.e, we consider a device-independent scenario. The
goal of the parties is to certify, in a device-independent
way, the state distributed by the source in the presence
of potential dishonest parties. For this work we assume
an IID (identically and independently distribute) setup,
i.e., that the distributed quantum state and the strategies
applied by the honest/dishonest parties are the same in
every round.

For the proposed certification scheme, we will con-
sider a Bell scenario involving dishonest parties. As-
sume that each party receives one dichotomic input
x; € {0,1} and has to provide a dichotomic output
a; € {0,1}. Upon collecting many rounds of outputs,
the corresponding statistics is described by a collection
of conditional distributions p(a; ...an|x1...zx). The
most general classical correlations achieved in the net-
work scenario are then described by
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where dp and Zp are vectors collecting the outputs and
inputs of all the dishonest parties. Note that p(dp|Zp)
is allowed to be an arbitrary (even signaling) probabil-
ity distribution, to account for the most general strategy
that the dishonest parties can apply.

In a quantum realization, the action of the honest
parties is described by measuring a binary observable

Agff = Iy, — Iy}, where II,, |, is the POVM element
associated with outcome a; for party i. In contrast, we
associate a global observable for the action of the dis-
honest parties. Since we will consider a Bell inequality
that only depends on the parity of the dishonest parties’
outcomes, J(dp) = jep @j, We can define the follow-

ing observable to describe their action

D
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where Il 7, is the POVM element associated with the
string dp of outcomes of the dishonest parties for input
Ip.

A key ingredient of our result is a Bell inequality that
witnesses genuine multipartite nonlocality in the sense
that was first introduced by Svetlichny [18]. Specifically
we make use of the family of N-partite Svetlichny in-
equalities [18, 19] defined by the expression:
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where & = (z1,3,...,2x) € {0,1} " isa string of N
bits that labels the parties” inputs, and wz is the Ham-
ming weight of string Z. Moreover the correlators are

defined as
(AN AR AND) = plalz) — p(@l7) ()
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where @ = (a1,as,...,ayx) € {0,1}*" is the string of
outcomes, and J(@) = @jvzl a; is the partity of string .
The Svetlichny inequalities read

L Q
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where £/Q denotes the classical/quantum bound. The
classical bound, |S5| < 2N~1, constraints all the distri-
butions that can be decomposed into the form
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where p(@p|ZpA) is an arbitrary distribution between
the parties in set subset P, and P¢ denotes the comple-
mentary set.

By grouping the dishonest parties together, with

respective observables M g), as defined in (2), the
Svetlichny expression (3) can be written in terms of k-
partite correlators, involving the & — 1 observables of
honest parties and a joint observable of the dishonest
group. The symmetries of the Svetlichny inequalities
ensure that a violation of the N-partite Svetlichny in-
equality in this setting implies a violation of a k-partite
Svetlichny inequality for the non-communicating hon-
est parties and the group of dishonest parties, as stated
in the following proposition. The proof of Proposition 1
is presented in Appendix A.

Proposition 1. If a strategy achieves value sy for the N-
partite Svetlichny inequality, then the same strategy achieves
value sy, for a k-partite Svetlichny inequality, with

S
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where k — 1 parties perform their respective individual strat-
egy, and N — k + 1 parties are grouped together, potentially
performing a joint strategy, with their joint outcome defined
by a = J(ap)

III. SELF-TESTING WITH DISHONEST PARTIES

Proposition 1 shows that a violation of the N-partite
Svetlichny inequality witnesses the violation of a k-
partite Svetlichny inequality by the honest parties and
the set of dishonest parties. Now we prove that a strong
characterization of the distributed state and measure-
ments can be achieved when the maximal violation of
the Svetlichny inequality is observed. For that, let us
introduce a notion of self-testing that is suitable to the
scenario with dishonest parties. To make the following
expressions more concise, we take D = {k,k+1...,N},
which can always be obtained by relabeling the parties.



Definition 1. A set of observed correlations p(a|Z) self-
tests the k-partite state |®) in a dishonest parties sce-
nario if, for any state p with purification |v) compatible
with p(@|Z) for some measurements described by observables
A;ll), e Ag{kj), M é?, there exist local isometries {Ai}f;f
for the honest parties and a global isometry Ap for the dishon-
est parties such that
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where |¢) denotes some uncorrelated degrees of freedom. Ad-
ditionally, the same correlation also self-tests a set of target
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Note that the self-testing statement accounts for col-
lective operations involving all the dishonest parties,
since one cannot a priori exclude that all the N — k + 1
parties are acting maliciously and cooperating as a joint
effective party. For that reason, the best one can hope for
is to self-test an entangled state shared between the hon-
est parties and a single additional party, representing the
dishonest ones as a collective. In other words, the self-
tested state |¢) belongs to a k-partite Hilbert space. With
that in mind, we are able to show what follows.

Theorem 1. The maximum violation of the N-partite
Svetlichny inequality with a set of dishonest parties D, |D| =
N — k + 1, self-tests that a k-partite GHZ state is shared by
the honest parties and the set of dishonest parties. Moreover,
the same correlations also self-test a set of Pauli observables
for the measurements performed by the honest parties and the
joint measurements of the dishonest parties.

The proof of Thm. 5 and a detailed description of the
self-tested measurements are presented in Appendix B.

Thm. 5 is a stronger form of self-testing statement
that allows us to infer the existence of a specific shared
state even in the presence of dishonest parties. Indeed,
when the dishonest parties implement a joint measure-
ment that leads to the maximal violation of the N-partite
Svetlichny inequality, the resulting statistics will max-
imally violate a k-partite Svetlichny inequality, where
now we have the standard Bell scenario with the k — 1
honest parties and the group of dishonest parties per-
forming local measurements. As a collorary of Thm. 5,
when |D| < 1 we obtain a standard self-testing result for
the Svetlichny inequalities.

Corollary 1. The maximal violation of an N-partite
Svetilichny inequality, in the standard Bell scenario, self-tests
the N-partite GHZ state, and the respective Pauli observables
that lead to maximal violation of Sx.

Note that even though the family of MABK Bell in-
equalities [20-22] can be used to self-test the GHZ state

in the standard Bell scenario, it fails to provide a self-
testing statement in the presence of dishonest parties.
Indeed, the strong form of genuine multipartite nonlo-
cality witnessed by the Svetlichny inequality seems to
be a crucial ingredient for self-testing in the presence
of dishonest parties. It is worth mentioning that differ-
ent definitions of genuine multipartite nonlocality have
been introduced [23, 24], where the decomposition in
(6) is restricted to non-signalling or time-ordered distri-
butions with one-way signalling. In particular, in [24]
it is shown that Svetlichny’s original definition of gen-
uine multipartite nonlocality is inconsistent with a gen-
eral operational framework for nonlocality. Neverthe-
less, Svetlichny’s strong definition of genuine multipar-
tite nonlocality is appropriate in our scenario because
we consider a setup where the dishonest parties may
collude and perform a joint strategy, which is fairly
captured by a signalling probability distribution. The
strong form of nonlocality witnessed by the Svetlichny
inequality was also shown to have potential application
for device-independent secret sharing [25, 26].

IV. GENUINE MULTIPARTITE ENTANGLEMENT
CERTIFICATION IN QUANTUM NETWORKS

Using the previous results, we now introduce a pro-
tocol for device-independent entanglement certification
in a network with dishonest parties.

Protocol 1

One of the parties, denoted the Verifier, will proceed
to certify the state generated by the source. W.l.o.g. we
can assume the Verifier to be party A;.

1. Repeat several times:

1.1. For each i € {1,..., N}, the Verifier selects a
random input z; € {0,1}. The Verifier keeps
their corresponding input z; and sends z; to
party A, using a private channel.

1.2. Upon receiving input z;, party A; produces
output a; and sends it to the Verifier using a
private channel.

2. The Verifier computes the value sy for the
Svetlichny inequality, SJJ(,, from the observed dis-
tribution of inputs and outputs.

Our first result is a qualitative statement about the en-
tanglement properties of the distributed state.

Theorem 2. If an honest Verifier observes a violation of the
Svetlichny ienquality, sy > 2N=1, then Protocol 1 certifies
genuine multipartite entanglement between the honest parties
and the set of unknown dishonest parties.

Proof of Theorem 2. By Proposition 1, the violation of the
N-partite Svetlichny inequality implies that the k¥ — 1



honest parties and the set of dishonest parties also vi-
olate a k-partite Svetlichny inequality in the standard k-
partite Bell scenario. Moreover, the definition of the lo-
cal bound for the Svetlichny inequality, eq. (6), implies
that a violation of a k-partite inequality in the standard
Bell scenario witnesses k-partite entanglement. O

The self-testing results provided in the previous sec-
tion allow us to go beyond a qualitative detection of
genuine multipartite entanglement, and instead we can
make a statement about the shape of the shared state.
We recall that in the scenario with dishonest parties the
best one can do is to certify the state up to a joint opera-
tion on the dishonest parties’ systems (see [14]).

Theorem 3. If the Verifier is honest and the maximal viola-
tion of the Svetlichny inequality is observed. Protocol 1 cer-
tifies the N-partite GHZ state up to local isometries on the
honest parties and a global isometry on the dishonest parties.

Proof. By Theorem 5 and the definition of self-testing
with dishonest parties, the maximal violation of the
Svetlichny inequality implies that for any state p with
purification |¢) shared by the parties, it holds that

M ®... @M1 ®Ap([9) = @) ®[C)  (10)

for some isometries Aj...,Ar_1,Ap, where |®%) =
%(H) ...0) +[1...1)) is the k-partite GHZ state. Now,

using the freedom of operations on the dishonest set, an
additional CNOT operation on the set of dishonest par-
ties brings the state to the target N-partite state

M®...® Ay @ Ap([0)
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where CNOTY ™" corresponds to the CNOT gate ap-
plied to N — k ancillas on the state |0) with control on
system D, and |®%) is the GHZ state of N parties. [

Thm. 3 resembles the certification guarantees as first
defined in [14]. The difference here is that, in the device-
independent scenario, the state is certified up to local
isometries in the honest parties.

The strong self-testing properties of the Svetlichny in-
equalities can also provide robust guarantees about the
distributed state. We will now derive bounds on the
device-independent fidelity of the shared state as a func-
tion of the observed violation. For that, we define the
following figure of merit for the network scenario

FP(sy)= inf max F(QpcyAp @A ~,<I>N7
pi(sn) 5eS(sD) ApoAp, (®p,enlp, p(P) )
PeH
(12)
where &V = |®V)(®V|, Ap, denote local channels on

the system of the honest parties, P, € H, and Ap is a
joint quantum channel on the systems of the dishonest
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parties D, and S(s%)) is the set of all quantum states that
achieves value at least s for an N-partite Svetlichny in-
equality when the parties in D can apply a joint strategy.
The fidelity is defined as F(p, o) = (Tr |\/ﬁ\ﬁ|)2

Eq. (12) generalizes the concept of extractability intro-
duced in [27] to the dishonest parties’ scenario. Bounds
for the fidelity as a function of the Bell violation in the
standard Bell scenario can be derived using the self-
testing from operator inequalities (STOPI) method in-
troduced in [27] (see also [28]). The STOPI method
generates bounds of the following type for a k-partite
Svetlichny inequality

Fpr(sk) > fusk — (13)

where Fp;(sy,) correspond to eq. (12) for |D| < 1, and fi
and py, are constants that depend on the Svetlichny in-
quality. Note that we drop the superscript D to highlight
that eq. (13) refers to the standard Bell scenario with %
non-collaborating parties.

In the following theorem, we show that bounds for
the standard Bell scenario, (13), can be used to bound
our quantity of interest, F5} (sy).

Theorem 4. If an honest Verifier observes a violation sy in
Protocol 1, then the following fidelity can be certified

SN
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where fi, and py, are the constants for the k-partite Svetlichny
inequalities, as defined in (13).
Proof. The proof follows from the chain of inequalities:
D|=N—k+1
Fp;
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where s}, = 53%%. In (16) we use the fact that every state
that violates an N-partite Svetlichny inequality with dis-
honest set D by an amount sy, also violates a k-partite
inequality by s, = s.. For (17), we fix a particular map,
where A}, AL are chosen to be the maps that maximize
(19) and CNOTY " corresponds to the CNOT gate ap-
plied to N — k ancillas on the state |0) with control on



system D. Inequality (18) follows from data-processing
F(A(p),A(o)) > F(p, o). Finally (20) corresponds to the
bound for the standard k-partite Bell scenario. O

Note that the bounds FIL=N"**! for different val-
ues of k may not be ordered, because as k increases
the infimum is taken over a smaller set of states (i.e.
those achieving the given violation with fewer dishon-
est parties), but the maximum is also taken over a
smaller set of operations (since we have more honest
parties constrained to acting locally). This is illustrated

in Fig. 1, where we plot bounds for Fg;I:N_kH based
on numerical evidence obtained using the STOPI tech-
nique [27, 28]. Details of the numerical evidence are pre-
sented in Appendix C.
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FIG. 1. Numerical lower bounds on the fidelity as function
of the violation of a 4-partite Svetlichny inequality. The curves
represent scenarios with different number of dishonest parties.

Thm. 4 gives a route to bound FJ; for an arbitrary set
of dishonest parties of unknown size, as we can consider
the worst case scenario

Fg 2 min { Fl=V 1Y (1)

This provides a robust device-independent state certifi-
cation in a network with dishonest parties.

V. SELF-TESTING WITH COOPERATING CLUSTERS

Finally, we remark that the results derived in the pre-
vious sections can be extended to the scenario where dif-
ferent subgroups of parties may collude. We denote it a
network with cooperating clusters, see Fig. 2. This sce-
nario is motivated by a network where specific sets of
parties are more likely to collaborate with each other.

a)

alu

FIG. 2. a) Effective network for self-testing, where each cluster
is treated as a single party. b) Corresponding pictorial repre-
sentation of a network with cooperating clusters. Shaded blue
and red regions indicate nodes that are likely to collude.

The results also follow from the symmetries of the
Svetlichny inequalities. Indeed, in a scenario with &
disjoint clusters, a violation of the N-partite Svetlichny
inequality also implies the violation of a k-partite
Svetlichny inequality where each party represents one
cluster. Therefore it is straightforward to see that all the
self-testing and entanglement certification results de-
rived in the previous section also extend to the cluster
scenario. For more details see Appendix D.

VI. DISCUSSION

We investigated the task of device-independent state
certification in a network with dishonest parties. We
introduced the concept of self-testing with dishonest
parties, and proved self-testing of the GHZ state and
Pauli measurements based on the N-partite Svetlichny
inequalities.

The Svetlichny inequalities, with their ability to wit-
ness strong multipartite nonlocality, as defined in (6),
seems to be a crucial ingredient for our results. Indeed,
we conjecture that witnessing genuine multipartite non-
locality in the sense originally defined by Svetlichny is
necessary for self-testing and device-independent en-
tanglement certification with dishonest parties.

We applied the self-testing results to design a proto-
col that can certify the GHZ state in a network with dis-
honest parties. Our protocol can witness genuine mul-
tipartite entanglement among the honest parties and
the set of dishonest parties and also allows us to make
strong statements about the fidelity of the distributed
state with an N-partite GHZ state in the dishonest sce-
nario. Our results are proved under the IID assumption,
i.e. that the state distributed by the source and the strate-
gies of the parties are the same in every round of the



protocol. An interesting outlook is to investigate how to
drop this assumption in order to consider a fully adver-
sarial scenario.

The results derived in this work have direct applica-
tion to relax the trusted source assumption for network
protocols based on the GHZ state, similarly to what
was done in [15]. It is interesting to ask whether we
can extend the results to self-test other classes of mul-
tipartite state in the presence of dishonest parties. In
particular a protocol to certify the W-state [29] can lift
the anonymous transmission protocol of [30] to the un-
trusted source scenario.
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APPENDIX A: Proof of Proposition 1

Proposition A.1. If a strategy achieves value sy for the N-partite Svetlichny inequality, then the same strategy achieves value
sy, for a k-partite Svetlichny inequality, with

SN (A1)

where k — 1 parties perform their respective individual strategy, and N — k + 1 parties are grouped together with their joint
outcome defined by o' = J(dp).

Proof. Without loss of generality, let us take D = {k,k+1..., N}, and consider the N-partite Svetlichny inequal-
ity Sy given in Eq. (5). The action of the dishonest parties is now represented by the joint binary observables

D . N .
Mékgkﬂ_”m with outcome o’ = ;" a;, i.e.

AR A1) A(N) g (D)
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where Ski’ #n_, 1s the k-partite Svetlichny inequality with the set of dishonest parties using the pair of observables
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Now let sy = |S};| and sj, = max{|Sk . |S]::fN—k|}' Then we have
Iy WEan_ptD wiy_p Cay D 4
sv=| X DT T St X (DT TS,
Zn_p€{0,1}* Nk Fn_ke{0,1} XNk
Wiy, odd Wi €ven
+
< Z ‘Sk Fnvon| T Z ‘Sk,fN—k (A6)
Fn_n€{0,1}XN- k Fn_re{0,1}XN- k
Wz, 0dd Wz Ny EVen
N—k
<V Fmax {55z, 15Tz, I}
=N~k Sk
This 1mp11es that there is a k-partite Svetlichny inequality, among the {Sk P S,jw }, that achieves a value

Sk Z 2N —k -

A similar result can be straightforwardly derived for S,. Moreover, permutational invariance of the Svetlichny
inequality implies the result for an arbitrary set D. Therefore, when N — k + 1 parties collaborate in order to achieve
a Vlolatlon sy for the N-partite Svetlichny inequality, the same strategy violates a k-partite Svetlichny inequality by
at least s, >

SN
N-F"

APPENDIX B: Self-testing with dishonest parties

In order to prove self-testing for the Svetlichny inequality with dishonest parties, we introduce a sum of squares
decomposition for the shifted Bell operator 2V~1y/21 — S assuming the set of dishonest parties employ the joint
observables M. 1; where S, is the operator associated to the Bell inequality S%. To do so, we use the symmetries
of the Svetlichny inequality, explored in the proof of Proposition 1, in order to break it into sums of CHSH- hke
inequalities [31], where the inputs of N — 2 parties is fixed. Rewriting (A3) for the case of a decomposition into S5
terms, one gets

+ SineaWinoa D “in-p Win oo tD |
Sy = > (=1) Syin_at > (=1 2 83z (B1)
En—2€{0,1}* N2 Fn—2€{0,1}* V2
wry_, odd Wiy o €Ven

where we can now write explicitly

Siae . = (AN AR AEDND) (A AP AETD M)A AP AR M) AV AP Ak DD
(B2)

and

Syzn_y = (ASD AP AR M PN 4 (AP AP AE DM (AP AP A DD (A AP A D)

(B3)
Note that, as opposed to the previous Appendix, here we are taking a decomposition that involves both trusted and
untrusted parties. That is, while we keep having IV — k + 1 untrusted parties, with k arbitrary, the decomposition
(B1) is taken to be according to the 2| N — 2 partition independently from the value of k. One can also see that the
inequalities S _, are simply two variations of CHSH, played between party 1 and 2, while the settings of the other

parties are flxed. We can then write a SOS for both of these inequalities

),

).
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and combine them to get a SOS for the whole inequality
. . 2
- & 1 vinoa oyt AN 4 AT L @
En 0,1} XN—2
2
“in g Way ot A(l) - A(l) ~(2 D
+ (1 - (_1) 2 07\51145 ) A(mlz } 91(7D)
(B6)
1 “in g Way ot A(l) — A(l) 2 D
+— 1-(-1)— = 20 L a® Aoy
V2 26{20:1}XN2 ( V2 -
Z),;N727 even

. 2
P G I Oy | O I | R B .
+ <1+(—1) 2 07\@1145 )...Agfij)Mép)

This indeed proves that the maximal violation of S}; achievable by quantum correlations considering the global
action of dishonest parties is also 2V ~11/2. Moreover, the state achieving it satisfies to following conditions

wpn o wzy o+ A (D) (1)
=2 “FN-2 AO —‘y—Al

TN-—2
(1) J5 A ALTDMEY ) = ) wey ., odd, (87)
Win_o Way_ oD A(l) — A(l)
(O S A AT ) = [9) wsy, 0dd, (B8)
“in g Wiy ot A(l) - A(l)
(()TETE TR AP AGTIMD ) = ) way, even, )
wiy o @iy o+t A0 4D
()T BT AR AGTIME W) = 1) wa,, even (B10)
We will now show that by introducing the substitutions
D440 _ s Al) AW %
\/i - 1 ) \/§ 1
AV =27, AV =X, i=2... k-1,
PN CPNERE VI Wiy o tD@zy  +2)
M(g;sz\ffk = (_1) = 2 = Zk ) Ml(zz\f,k = _(_1) = 2 = Xk: ’ wa—k even (Bll)
wiN*k(wiN7k+1) R (w.;;N +1)(W;N k+2) R
MP =) X, MP) =(-1) z Zx, wiy., odd

some of the conditions arising from the SOS correspond to the stabilizing conditions of the generators of a fully-
connected graph states of k parties [32]. That is, equations of the form S; [¢)) = [¢) foralli = 1,.. ., k, where

Si=Xi Q % (B12)
jelk/i
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Let us see that explicitly: take an arbitrary input string #n_j, for the untrusted parties k+1, ..., N. First, consider con-
ditions (B9), (B10) for the string choice Znx_2 = 0...00Zn_y, if wz,_, is even and string choice Zy_2 = 0...01Zn_j
if odd. The corresponding Hamming weight reads wz, , = wzy_, (Wzy_, + 1) when wz,,_, is even (odd). In both
cases, wz, _, is indeed an even number. Written with the substitutions (B11), the two conditions become

X12275... 7 ) =) (B13)
*21X223 ce Zk ) = — ) (B14)

which correspond to the stabilising conditions for Sy and S,. Then, consider all the strings g _3 of length k£ — 3 with
Hamming weight 1 (that is, where all except one entry are 0). We take the condition (B7) for the strings Zn_o =
009;—30Z N if wz, _, is even and string choice Zy_2 = 00y%_31Zn_j if odd. The corresponding Hamming weight
reads wz, , = wzy_, + 1 (wzy_, +2) when wz, _, is even (odd). Hence, we fulfill the required condition of it being
an odd number. For each string g, _3 and after applying the substitutions, (B7) reads

(D) Crn w22y Zi 4 XiZigr . Ze W) = [¥)  wz,_, even

()N 2V 2y . Zia XiZiwr - Zi [0) = |¢)  way_, odd, (B15)
where i = 3,...,k — 1 corresponds to the position where a 1 appears in the string 004 3. In both cases the minus
signs compensate each other and the equations (B15) recover the stabilising conditions S; fori = 3,...,k — 1. We

are now left with the last stabilising condition to be recovered. For that, we consider again equation (B7), with
string choice Zny_2 = 0...01Zy_j if wz,_, is even and string choice Zny_2 = 0...00Zn_}, if odd. The corresponding
Hamming weight reads wz, , = wz,_, +1 (wz,_,) whenwz, _, is even (odd). In both cases, wz, _, is an odd number
as required. After applying once again the substitutions (B11), the condition becomes

(—=Z1)Zs . Zpa(=Xp) [¥) = |¥) (B16)

which is exactly the stabilising condition for Sy. Hence, we have recovered all the stabilizing conditions for the N
generators S; = X; ®j€[k]/i Zj fori=1,... k.

Recall now that a fully-connected graph state is local-unitary equivalent to a GHZ state [32]. From here on, we
can proceed as done in [33] and prove both measurement and state self-testing from the maximal violation of the
Svetlichny inequality. For the sake of clarity, we will revise here the main steps of the proof, stating them in the
framework of a dishonest-parties scenario.

Step 1: Operator properties. Notice that the operators X, Z, anticommute by construction, while X? = Z? = 1 for

all ¢ # 1. By following the same steps as in [33], one can exploit the stabilising conditions (B13),(B14),(B15) to show
that

(X, Zi} o) = ) (B17)
ZE 1) = XZ 1) =) (B18)
foralli =1,..., k. Notice that from here on we are defining the operators Xy, Zk by fixing a specific choice of input

string &y _.

Step 2: SWAP isometry with dishonest parties. Let us now define the isometries mapping the measured state to the
target GHZ state. For that, we introduce a modification of the so-called SWAP isometry that is apt to a scenario with
dishonest parties. The output of the SWAP isometry reads as follows

k
ARew))= Y me (§_§>Z” ), (B19)

7€{0,1}*

where X; and Z; are those defined in (B11) and we have also defined ZAi(T") = [1+(—1)7 Z;]/2, while the summation
is over all k-element sequences (71, ..., 7;) with each 7; € {0,1}. The action of this isometry is to perform a unitary
operation A = Ay ® ... A1 ® Ap on the state |+>®k ® |¢). Each unitary A; for i < k — 1 acts on the i-th particle
of |¢) and one of the qubits in the state |+), while the last unitary Ap acts globally on the N — k — 1 particles of the
dishonest parties and a single qubit state |+). This follows from the fact that the operators X}, Z;, are defined by
involving measurement operators of all dishonest parties. A visual representation of a local branch and the global
branch of the isometry A is shown in Fig. 3.
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a) b)
+) H
. I ! I
[ =1 ,
Pi Zz Xi
\

FIG. 3. a) A local branch A; of the SWAP gate. Each local branch acts on the subsystem of |¢) in possession of the i-th honest
party and one ancillary qubit in the state |[+). b) The global branch Ap of the SWAP gate, acting jointly on the subsystems of |¢)
shared by set of N — k — 1 dishonest parties and a single ancillary qubit in the state |+).

Step 3: Self-testing statements. With the SWAP isometry defined in (B19), we can now proceed in exactly the same
way as in [33]. By applying a properly chosen sequence of substitutions coming from the properties (B17) and the
stabilising conditions (B13),(B14),(B15), one can show

k
Al em) = X (0O e (QZ” | v

7€{0,1}*
1) ©10). (520)
where |() = (®§:1 Z j(_o)) |1) represent some uncorrelated degrees of freedom and
o)=Y (=1)"7|r) (B21)
7€{0,1}*

is exactly the expression of the k-partite fully connected graph state in the computational basis [32], n(7) counting the
number of edges connecting qubits which are in state |1) in ket |7). Since the GHZ state is locally-unitary equivalent
to |c), we have just shown the existence of an isometry of the form A; ®. .. Ay_1 ® Ap mapping the state maximally
violating the Svetlichny inequality with dishonest parties to a k-partite GHZ state. With an analogous procedure,
one can show measurement self-testing, namely

k - D i T(k— ik
A (|+>® AV ®...0 A D g MD \q,z;)) =AV ®...@ AV e AP |ye) 0 ¢), (B22)
where the states |¢)¢) and |¢) are defined as before and the target measurements are

- , — - .+ o

A(l) _ Og [ep* ’ A(l) _ _0-1 z

’ V2 ' V2

/L()i)zaz , Agi)zaz, 1=2,....,k—1,
B Wiy @z D B @iy _p D@y, +2)
AR, =) e AR = —(-)T T o, we,, even (B3
- Wiy @iy D - (@i y_ gt D@y +2)
Ay o =—(C0 T e AN =0T T T o wey, odd

with 0., 0, being the qubit Pauli operators. Notice that the correlations obtained by performing the above choice
of measurements on the state |¢)¢) maximally violates a k-partite Svetlichny inequality for any pair of operators for
the grouped dishonest parties associated to a specific input string Zn_. Notice that, since the last N — k + 1 parties

7

are untrusted, the only measurement self-testing statement we can make about them is that the operators Ag;)N—k

AY;)N% behave as +o,, 0, measurements on the k-th party. Hence we can not deduce whether the N — k + 1 parties
are actually gathered together, simply measuring the two Pauli operators on a single qubit, or they are actually
different space-like-separated parties performing local Pauli measurements on a N-partite GHZ state.
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Lastly, if we take the special case of & = N, namely at most one dishonest party, the above self-testing result
implies that the maximal violation of the Svetlichy inequality self-tests a N-partite GHZ state and the corresponding
measurements, in the standard definition of self-testing.

The above proves Theorem 5 for S5;. The result for Sy, follows straightforwardly if we note that Sy can be obtained

from S}, by taking Agi) — —Agi) Vi, which corresponds to rellabling the outcomes of Agi):

_ 'wf(wi—l) W
Sy =Y ()T (-1 AD AR AN

=3 (-1)TTEF (AL AR ANy (B24)

- st

APPENDIX C: Numerical evidence for robust self-testing with dishonest parties

Theorem 4 shows that bounds on the device-independent fidelity with dishonest parties can be obtained from
bounds for the device-independent fidelity in the standard Bell scenario. Therefore, our task reduces to finding coef-
ficients fj, and py, that bound the device-independent fidelity as a function of the violation of the k-partite Svetlichny
inequality in the standard scenario, i.e. we want to bound

Foi(sk) > fesk — b, (C1)
where

Fpi(sk) = inf max F(A ®...A(p), <I>N), (C2)
PES(sk) {Ai}?:l

with A;, ¢ € [k], being a quantum channel, and the infimum taken over all states that achieve violation s;, for the
k-partite Svetlichny inequality.

In order to find such bounds, we employ the self-testing from operator inequality (STOPI) method introduced
in [27] and further developed in [28]. The method consists in choosing a particular extractable channel, i.e. fixing the

maps {Ai}f:1 in (C2), and turning (C1) into an operator inequality that is valid for any quantum state. This is done
by noting that for fixed quantum state and channels, the r.h.s. of (C2) can be turned into

F(®71Ai(p), Pr) = Tr (2, Mi(p) )
= Tr (9, A7 (®4)p) (C3)
=Tr (Kp)

where K := ®f:1A;r(<I>k). Moreover s, = Tr(Wp), where W is the Bell operator that represents the Svetlichny
inequality. Therefore a valid bound of the form (C1) is obtained for every f , % such that following operator

K — fiW + 1 (C4)

is positive. For more details we refer the reader to [28].
For k = 2 the Svetlichny inequality reduces to the CHSH inequality. An analytical lower bound of the form (C1)
has already been proved in [27], namely

4452 1+ 2v2
Fpi(s2) > TG i

Using the STOPI method of [27, 28] we obtained numerical evidence to conjecture the following analytical results
for k = 3,4:

(C5)

3(1+v2) 2432
16 274
(14++2) V2

FDI(S4) Z TS4 — 7 (C7)

FDI(53) Z (C6)
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In order to derive these bounds, we first note that the Svetlichny inequality consists of binary inputs and outputs,
and therefore the analysis can be restricted to qubits and projective measurements (see [27]). Next, we fix the same
extractable channels of refs. [27], i.e., for each party i, A is a dephasing channel determined by the angle a; between
the observables used for the Svetlichny violation (the observables that define the operator IV, see egs. (8) and (9) in
ref. [27]). A lower bound on Fp; can then be obtained by (i) fixing 5 as a function of f, in order to obtain fidelity one
for maximal violation, then (ii) minimize (C4) over the angles between the observables used by the parties for each
value of f;, and finally (iii) taking fs to be the threshold value for which the minimum eigenvalue of (C4) becomes
positive.

In order to obtain the analytical conjectures, for & = 3, we numerically computed the minimum eigenvalue of
(C4) with different fixed values of f;. We noted that, for f3 < f3¥ * the minimum is negative and achieved for

the angles {(7/2,0,0),(0,0,0)} (and the respective permutations). And for f3 > f5**, the minimum is achieved at

(7/4,7/4,7/4) and equals zero. So the analytical value fJ" = 3(1%{2) is obtained by f3 such that the minimum

eigenvalue of (C4) for the angles {(7/2,0,0), (0,0,0) } becomes zero. The derived analytical bound was subsequently
checked using a grid, as previously done in [28] for another Bell inequality.

For the case k£ = 4, numerical evidence shows that minimum eigenvalue of (C4) is achieved at (7/4,7/4,7/4,d)
(and permutations), with d depending on f4, for f; < f*. And for f; > f*, the minimum is achieved at

fopt _ 1+V2

(m/4,7/4,7/4,7/4) and equals zero. Similarly, the analytical value f;"" = = is determined by imposing that

the minimum eigenvalue of (C4) for the angles (7/4,7/4,7/4,d) becomes zero. The result was also numerically
checked using a grid.

APPENDIX D: Networks with clusters

In order to show that our results extend to the cluster scenario, we start by generalizing Proposition 1 to this
scenario.

Proposition D.1. If the N-parties in the network achieve a value sy for the N-partite Svetlichny inequality, then the same
strategy achieves value sy, for a k-partite Svetlichny inequality where the parties are grouped in k different subsets, S; ... Sk,
and the outcome of each subset S; is given by a; = P, ¢ s, ai, with

S
s > 21%16 (D1)

Proof. We now consider the scenario where different disjoint subsets of the IV parties are collaborating. Specifically
let’s consider that the N parties are divided into k disjoint subsets S; ... Sy of size N1, Ns, ... Ny, respectively, such
that Ny + Ny + ...+ N = N. We can then associate a global observable to the joint strategy performed by subset S;

Si (Si,Nl) S;
A;Sii)...Awsm — M;Si}lmzsi% (D2)

and let us split the string of outcome labels into the following two vectors

T = (x31,1ax52,17"'7x3k,1) (D3)

IN—k = (x51,2""7x51,N17x32,2’""xsz,sz"'msk.zv"wxsk,Nk)v (D4)

where we numbered the parties of each subset S; as {S; 1,...,Sin; }-
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The Svetlichny inequality can then be re-written as

£ (wgt1)
+ _ E oy (81) (Sk)
SN ( 1) <Ma?51‘1 ...mslle e Mmsk.l "'r’sk,Nk > (D5)
ze{0,1}*V
<wfk+wa—k)‘(wfk+w5N—k+1)
= — ) (s1) (sk)
> S - (MED o MED ) (D6)
Iy _r€{0,1}*NF B e{0,1}%F
W (waz +1) Wz, (wa, +1)
_ (71)% (71) bk — twz Wiy, <M(sl) M(sk)
Z Z Ts11%s1,0Tsy Ny T T Tep 1 T oo Top Ny
Fn_p€{0,1} XNk #re{0,1}%F
(D7)
Wiy (wp o +D) wg, (wg, —1)
TN—k TN—k T T
= - = -1 2 M) o M) D
Y - Y (- MED o MED ) D8)
Fn_r€{0,1}*NF #re{0,1}%F
w,;Nik odd
wg (wg +1) wz (wa +1)
TN—k TN—k T Th
- =z —1)— = (M M) D
Y S (MED o MED ) (D9)
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where the Ski’ #n_, 1 the k-partite Svetlichny inequality where the observables corresponding to each set S; are
labelled by &y given in (D4).
The rest of the proof follows as the proof of Proposition 1. O

Similarly, the self-testing proof in Appendix B can be generalised by replacing the operators AP with

VA ~fori = 1,...,k — 1 and relabeling M ég) as M) . This directly proves the follow-

Ts; ) Ts; poTay y Tsp1Psp,2Tsp, Ny
ing result

Theorem 5. The maximum violation of the N-partite Svetlichny inequality where the parties are grouped in k disjoint col-
laborating subsets, Sy ... Sy, self-tests that a k—partite GHZ state is shared by the different clusters. Moreover, the same
correlations also self-tests a set of Pauli observables for the joint measurements performed by each cluster.
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