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Dear Readers, 

Guest Editorial

Artificial Intelligence (AI) has the potential to help us in many 
ways. One of the promising fields in which AI can be employed 
is in the fight against crime, as is spotlighted by a number of 
contributions in this issue, e.g. on AI’s impact on anti-money-
laundering regimes or on the employment of AI to prevent 
cross-border human trafficking. AI also shows its immense 
potential when applied in the field of forensic analysis, where 
robots equipped with advanced imaging and analysis capa-
bilities can assist. They are not only capable of processing 
evidence, collecting fingerprints, analysing DNA samples, and 
performing other tasks that require technical precision and 
complex calculations; they also open up effective options for 
surveillance: Robots equipped with cameras and sensors can 
be deployed for surveillance purposes, without restrictions on 
working hours or other human constraints. 

In “I, Robot”, Isaac Asimov writes: “You just can’t differentiate 
between a robot and the very best of humans.” In our view, this 
is not true: In some ways, robots are better. And law enforce-
ment seems to agree, as their hope is that AI monitoring of 
public areas and the gathering of video footage can help in 
the prevention and detection of crimes as well as in the en-
hancement of public safety, with robots being deployed to pa-
trol high-security areas. Robots can also be utilized in search 
and rescue operations, especially in hazardous environments 
in which human access is limited or dangerous. They can navi-
gate debris, locate missing persons, and provide rescue teams 
with critical information. Robots designed for bomb disposal 
can be used to handle potentially explosive devices safely and 
defuse dangerous situations without risking human lives.

However, the benefits are accompanied by drawbacks. Two 
research projects have been launched to fully understand the 
pros and cons: at the University of Basel on “Human-Robot In-
teractions: Legal Blame, Criminal Law and Procedure” and at 
the University of Luxembourg on “Criminal Proceedings and 
the use of AI Output as Evidence”. They do not only explore 
in detail the possible impact of AI on fact-finding in criminal 
justice but they also tackle other legal and societal concerns, 
including the detrimental effects on democracy when surveil-
lance becomes a permanent feature of daily life, the lack of 
accountability for decisions taken by AI, and potential biases 
in algorithmic decision-making that can lead to discrimination. 

These concerns have led to a demand for regulation, which is 
a complex issue. By now, several fixpoints for mitigating the 
risks have been identified, such as more transparency in AI 
systems to allow humans to better understand the decision-
making process and trace bias. While regulators grapple with 
the construction of an adequate legal framework by which 
to harness the benefits of AI, they must also ensure that it 
is balanced with the preservation of data privacy, safety, and 
security. 

There are many reasons why human supervision and respon-
sibility will be key for the application of AI, with a differentia-
tion between more or less sensitive areas. Thus, the poten-
tially most provocative question is asked in this issue: Why 
do we still need a “human court” if we could use an AI-driven 
tool to render decisions much more cheaply, quickly, and 
possibly even more fairly? The answer might well be that we, 
as humans, want to take meaningful responsibility for deci-
sions made on the lives of others and for shaping the society 
they live in. After all, we wish to avoid a future like the one 
described in Alex Garland’s “Ex Machina”: “AI looks back on 
us the same way we look at fossil skeletons on the plains of 
Africa. An upright ape living in dust with crude language and 
tools, all set for extinction.” 

To avoid this, the core human task persists: to understand the 
capabilities and limitations of technology and use it wisely 
based on scientific research.

Sabine Gless, Professor of Criminal Law and Criminal  
Proceedings at the University of Basel, Switzerland;  
Katalin Ligeti, Professor of European and International  
Criminal Law, University of Luxembourg.

Sabine Gless Katalin Ligeti
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Editor’s Remarks

Dear Readers,

The first eucrim issue in 2023 starts into the future with a 
modern, fresh design and a new subtitle on its cover. At its 
meeting on 17 March 2023, the editorial board agreed to 
change the subtitle to “European Law Forum: Prevention, 
Investigation, Prosecution”. This change emphasises that 
eucrim is a project at the crossroads of European adminis-
trative law and criminal law, focusing not only on criminal 
law enforcement but also on concepts of preventive justice. 
From the very beginning, eucrim has sought to broaden the 
content in its news bulletins and articles beyond pure crimi-
nal law, but this was not always visible. We now hope that 
more and more colleagues specialised in constitutional, pub-
lic, and administrative law will feel as welcome as their crimi-
nal law peers to share their views on developing new visions 
and models for the European cooperation and integration of 
the national law systems in the supra-national European con-
text – eucrim’s core mission. Today, it is no longer possible 
to treat administrative law and criminal law separately; the 
lines between legal areas are blurring. At the Union level, this 
has become obvious, for example, in the institutional setting 
for the protection of the EU’s financial interests: the European 
Anti-Fraud Office is responsible for administrative investiga-
tions, on the one hand, and the European Public Prosecutor’s 
Office is responsible for criminal investigations, on the other, 
but both bodies must closely work together. It is also true 
for competition law, environmental law, the market regulatory 
framework, and anti-money laundering measures, to name 
only a few. We hope that the new subtitle will make these 
interconnections more visible to the public and help solicit 
written contributions in the field of “criministrative justice”.

The editorial board also unanimously agreed to keep the 
words “European” and “forum” in the subtitle. “European” 
means first and foremost that eucrim continues to cover 
current developments both within the European Union and 
also as regards the Council of Europe. Second, it reflects that 
eucrim covers developments both at the European (EU and 
CoE) level and at the national level. The deliberate choice of 
the word “forum” (instead of “journal” or “law review”) even 
has four implications: First, eucrim invites both legal practi-
tioners and academics to share their views on topical issues 
of European “criministrative” law. Second, we aim to strength-
en intra- and interdisciplinary research into the current chal-

lenges Europe is facing. Third, the content is published online 
on an ongoing basis via the eucrim website (https://eucrim.
eu/) as well as in a complete issue available on the website 
and as a hard copy. Fourth, even though explicit reference is 
no longer made to them in the subtitle, eucrim continues to 
support the national Associations on the Protection of the 
EU’s Financial Interests/European Criminal Law by providing 
a platform for them to make their unique networks of prac-
titioners and academics visible to the general public and to 
exchange information on their activities and projects.

The new eucrim issue also comes with a new, more colourful 
design for the cover, showing continuity but also underlining 
the new impetus and reflecting suggestions from our reader-
ship. Changes have also made on the pages inside, which 
feature new fonts and sans serif lettering in order to make 
the texts easier to read. Lastly, we adapted some titles in 
the news section to reflect that the news items cover current 
developments in both criminal law and administrative law. 
We have introduced a new “rule of law” category under the 
heading “Foundations”. Up to now, news reports on recent 
rule-of-law developments were scattered throughout differ-
ent news categories. Now, all rule-of-law developments can 
be found in the new category, including those on the condi-
tionality mechanism. Similar considerations led us to estab-
lish a separate category for “Artificial Intelligence” (AI) under 
the section Foundations, because the impact of AI in the field 
of security and criminal law has become increasingly signifi-
cant; this is also reflected in the guest editorial and by the 
selection of articles in this special issue.

Improvements to eucrim can only be made with the valuable 
support we gratefully receive from you as readers and users. 
We would like to encourage you to provide feedback using 
the evaluation form (available in the footer of the eucrim 
website under “Tools & Feedback”) and to contribute to the 
forum by providing information on key developments in your 
country, by debating a hotly discussed topic, and by inform-
ing us about or reporting on an interesting conference. 

We hope you enjoy reading this issue and all the issues yet 
to come!

The Editors of eucrim and the Members of the eucrim  
Editorial Board

https://eucrim.eu/
https://eucrim.eu/
https://survey.academiccloud.de/index.php/162758
https://eucrim.eu/about-us/
https://eucrim.eu/about-us/


eucrim   1 / 2023  | 3

News
Actualités / Kurzmeldungen

News
Actualités / Kurzmeldungen*

European Union
Reported by Thomas Wahl (TW), Cornelia Riehle (CR),  
and Dr. Anna Pingen (AP)

Foundations

Fundamental Rights

Council Emphasises Civic Space 
in Protecting and Promoting 
Fundamental Rights

On 10 March 2023, the JHA Coun-
cil adopted conclusions on the role 
of the civic space in protecting and 
promoting fundamental rights in the 
EU. The conclusions emphasise the 
essential role freedom of associa-
tion plays in ensuring a democratic 
and pluralist society and the proper 
functioning of public life. Unjustified 
restrictions to the operating space 
of civil society organisations (CSOs) 
and human rights defenders can pre-
sent a threat to the rule of law. Mem-
ber States are called on to do the  
following:
	� Safeguarding and promoting an 

enabling environment for CSOs and  
human rights defenders;
	� Providing CSOs with a range of op-

portunities to cooperate;
	� Taking targeted actions against 

threats, attacks, smear campaigns 

etc. against oranisations, staff and 
volunteers;
	� Establishing the possibilities that 

CSOs and human rights defenders can 
act safely and independently in the 
digital space;
	� Tackling challenges related to 

funding by ensuring fair distribution 
through transparent and non-discrimi-
natory criteria;
	� Ensuring meaningful participation of 

CSOs when legislation and policy meas-
ures are drafted and implemented.

The Commission is, inter alia, in-
vited to continue providing adequate 
and accessible funding, simplify open 
calls and continue to use innovative 
approaches. (TW)

Rule of Law

Parliament’s Assessment of 
Commission’s 2022 Rule of Law 
Report

On 30 March 2023, the European Par-
liament voted on a resolution com-
prising Parliament’s assessment of 
the Commission’s 2022 rule of law re-

port (eucrim 3/2022, 166–167) and 
the overall state of EU values. MEPs 
welcomed improvements in the Com-
mission’s annual reporting tool but 
called for the scope of analysis to be 
expanded in order to cover the entire 
range of EU values. They also criticized 
the persistent politicisation of national 
councils of judiciary in some countries 
and the lack of country-specific recom-
mendations regarding the illegal use of 
spyware by Member States. The resolu-
tion set out outstanding calls from the 
EP, such as the creation of a direct link 
between the annual rule of law reports, 
among other sources, and the Rule of 
Law Conditionality Mechanism.

Together with Věra Jourová, the Vice 
President of the Commission, the MEPs 
also discussed the democratic back-
sliding of some Member States. They 
noted a certain amount of regression 
in Greece in terms of judicial independ-
ence, corruption, and the monitoring 
of journalists, political rivals, and other 
persons of interest. As regards Spain, 
the MEPs discussed judicial reforms, 
judicial independence, and the impasse 
over filling positions on the national 
council of the judiciary. The main top-
ics of discussion with regard to Malta 
were the general political climate of the 
nation, the fight against corruption, and 
the investigations  and prosecutions 
related to the murder of investigative 
journalist Daphne Caruana Galizia. (AP)

* Unless stated otherwise, the news items 
in the following sections (both EU and CoE) 
cover the period 1 January – 30 April 2023. 
Have a look at the eucrim website (https://
eucrim.eu), too, where the complete news 
items have been published beforehand.

https://data.consilium.europa.eu/doc/document/ST-7388-2023-INIT/en/pdf
https://data.consilium.europa.eu/doc/document/ST-7388-2023-INIT/en/pdf
https://www.europarl.europa.eu/doceo/document/TA-9-2023-0094_EN.html
https://eucrim.eu/news/commissions-2022-rule-of-law-report/
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Poland: Rule-of-Law Developments 
January – April 2023

This news item continues the overview 
of rule-of-law development in Poland 
(as far as they relate to Europen law) 
from 1 January to 30 April 2023. They 
follow up the last update in eucrim 
4/2022, 222–223. 
	� 13/16 January 2023: The Sejm (lower 

house of the Polish Parliament) passes 
the bill “Projekt ustawy” and transmits it 
to the Senate. The bill aims to make fur-
ther reforms to the disciplinary regime 
in the Polish judiciary in order to meet 
the milestones as requested by the EU 
institutions for receiving money from 
the Recovery and Resilience Facility. 
The bill transfers the powers of adjudi-
cating disciplinary cases against judges 
of the Supreme Court, Military Courts 
and ordinary courts from the Chamber 
of Professional Liability at the Supreme 
Court to the Supreme Administrative 
Court (SAC) of Poland. The Chamber of 
Professional Liability was only estab-
lished in June 2022 to replace the con-
troversial Supreme Court’s Disciplinary 
Chamber whose independence was 
called into question by the ECtHR and 
CJEU (eucrim 2/2022, 82). In addi-
tion, the bill makes further clarifications 
to the disciplinary grounds, thus sup-
plementing amendments made in June 
2022 to the disciplinary grounds intro-
duced in 2020. Accordingly, disciplinary 
liablity of judges would be excluded 
for the content of judgements or for  
assessments on the criteria of “a tribu-
nal established by law” with regard to 
the appointment prodecures of judges. 
	� 25 January 2023: The OSCE Office 

for Democratic Institutions and Hu-
man Rights (ODHIR) provides an opin-
ion on the recent bill of 13 January 
2023 (see above). ODHIR concludes 
that “the Bill introduces mechanisms 
to address some of the existing issues 
in the justice system, the efficiency 
and effectiveness of the proposed 
solution, as it is, remains doubtful.” 
ODHIR mainly criticizes that independ-
ence and impartilality of the SAC itself 

is not guaranteed since it is, to a signif-
icant degree, composed of neo-judges 
appointed by the still flawed National 
Council of the Judiciary (NCJ). More-
over, broad and vague disciplinary 
grounds for judges have not been re-
pealed making the disciplinary regime 
still subject to potential arbitrariness. 
	� 6 February 2023: The Sejm’s Jus-

tice and Human Rights Committee re-
jects amendments to the bill “Projekt 
ustawy” (see above) put forward by 
the Polish Senate. The Senate, inter 
alia, proposed transferring disciplinary 
cases on judges and other legal pro-
fessions to the Criminal Chamber of 
the Supreme Court (instead to the Su-
preme Administrative Court), declar-
ing that the rulings of the Disciplinary 
Chamber of the Supreme Court are 
invalid, and eliminating the provisions 
of the Muzzle Act. EU Minister Szymon 
Szynkowski vel Sęk argued that chang-
es to the bill are impossible anymore 
because everything “has been accept-
ed by the European Commission”. 
	� 15 February 2023: The European 

Commission refers Poland to the ECJ 
for violation of EU law by the Polish 
Constitutional Tribunal. The underly-
ing infringement procedure against 
Poland was opened on 22 December 
2021. The Commission tackles above 
all the Constitutional Tribunal’s deci-
sions of 14 July and 7 October 2021 
in which it considered provisions of 
the EU Treaty incompatible with the 
Polish Constitution, thus question-
ing the primacy of EU law. According 
to the Commission, this case law not 
only infringes the general principles 
of autonomy, primacy, effectiveness, 
uniform application of Union law and 
the binding effect of CJEU rulings, but 
also Art. 19(1) TEU, which guarantees 
the right to effective judicial protec-
tion. Moreover, the Commission con-
siders that the Constitutional Tribunal 
no longer meets the requirements of 
an independent and impartial tribunal 
previously established by law. The Pol-
ish government’s was unable to dispel 

the Commission’s concerns in the pre-
phase of the Court proceedings.
	� 16 February 2023: The Polish Gov-

ernment informs the Registry of the 
ECtHR that Poland will not respect 
interim measures indicated by the 
ECtHR on 6 December 2022 to rein-
state three Polish judges in the crimi-
nal division of the Warsaw Court of Ap-
peal. The Polish Governement refers to 
a statement by Piotr Schab, President 
of the Court of Appeal in Warsaw, that 
“there were no factual or legal grounds 
for doing so”. He pointed to the Consti-
tutional Tribunal’s judgment of March 
2022 questioning the ECtHR’s authori-
ty to intervene in cases concerning the 
judiciary (eucrim 1/2022, 6). This is 
the first time that Poland has refused 
to comply with the ECtHR’s interim 
measures in such cases. 
	� 1/6 March 2023: The struggle be-

tween “old” judges and “neo-judges” at 
the Polish Supreme Court continues. 
Małgorzata Manowska, acting as the 
First President of the Supreme Court, 
has seemingly refused to hand over 
files of CJEU rulings questioning the 
legality of appointments of adjudicat-
ing judges by the politicised National 
Council of the Judiciary (NCJ). Judges 
at the Supreme Court further report 
that they are arbitrarily moved to other 
positions by the Court’s President. In 
addition, Polish Minister of Justice, 
Zbigniew Ziobro, is alleged to continue 
his policy to install his “own people” as 
Presidents in Polish courts. 
	� 17 March 2023: More than 1700 

judges and prosecutors sign a letter 
defending Judge Joanna Knobel who 
acquitted 32 defendants a few days be-
fore. The defendants were indicted for 
their protests in the Poznán Cathedral 
in October 2020 against the ruling of the 
Polish Constitutional Tribunal tighten-
ing the abortion law. Judge Knobel was 
attacked for the acquittal by the Polish 
Minister of Justice and the president of 
the NCJ. The letter reacts by giving sup-
port to the decision and by defending 
judicial independence. 

https://eucrim.eu/news/poland-rule-of-law-developments-november-december-2022/
https://eucrim.eu/news/poland-rule-of-law-developments-november-december-2022/
https://www.senat.gov.pl/prace/proces-legislacyjny-w-senacie/ustawy-uchwalone-przez-sejm/ustawy-uchwalone-przez-sejm/ustawa,1464.html
https://data.consilium.europa.eu/doc/document/ST-9728-2022-INIT/en/pdf
https://data.consilium.europa.eu/doc/document/ST-9728-2022-INIT/en/pdf
https://eucrim.eu/media/issue/pdf/eucrim_issue_2022-02.pdf
https://legislationline.org/sites/default/files/2023-01/2023-01-25%20FINAL%20Urgent%20Interim%20Opinion_Judiciary_Poland_ENGLISH6.pdf
https://legislationline.org/sites/default/files/2023-01/2023-01-25%20FINAL%20Urgent%20Interim%20Opinion_Judiciary_Poland_ENGLISH6.pdf
https://ruleoflaw.pl/justice-committee-recommends-the-rejection-of-the-senates-amendments-ziobros-people-vote-with-pis/
https://ruleoflaw.pl/justice-committee-recommends-the-rejection-of-the-senates-amendments-ziobros-people-vote-with-pis/
https://ruleoflaw.pl/justice-committee-recommends-the-rejection-of-the-senates-amendments-ziobros-people-vote-with-pis/
https://ec.europa.eu/commission/presscorner/detail/en/ip_23_842
https://ec.europa.eu/commission/presscorner/detail/en/ip_21_7070
https://ec.europa.eu/commission/presscorner/detail/en/ip_21_7070
https://hudoc.echr.coe.int/app/conversion/pdf/?library=ECHR&id=003-7573075-10409301&filename=Non-compliance%20with%20interim%20measure%20in%20Polish%20judiciary%20cases.pdf
https://hudoc.echr.coe.int/app/conversion/pdf/?library=ECHR&id=003-7573075-10409301&filename=Non-compliance%20with%20interim%20measure%20in%20Polish%20judiciary%20cases.pdf
https://eucrim.eu/media/issue/pdf/eucrim_issue_2022-01.pdf
https://ruleoflaw.pl/manowska-of-the-supreme-court-is-now-blocking-the-execution-of-the-3rd-cjeu-ruling/
https://ruleoflaw.pl/manowska-of-the-supreme-court-is-now-blocking-the-execution-of-the-3rd-cjeu-ruling/
https://ruleoflaw.pl/judge-raczka-supreme-court-harassment/
https://ruleoflaw.pl/ziobro-takes-the-courts-in-poznan-poland/
https://ruleoflaw.pl/1759-judges-and-prosecutors-are-defending-judge-knobel-who-is-being-attacked-for-her-judgment/
https://ruleoflaw.pl/1759-judges-and-prosecutors-are-defending-judge-knobel-who-is-being-attacked-for-her-judgment/
https://ruleoflaw.pl/1759-judges-and-prosecutors-are-defending-judge-knobel-who-is-being-attacked-for-her-judgment/
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FOUNDATIONS

	� 23 March 2023: On the occasion of 
the latest developments on the Polish 
judiciary, a discussion takes place in 
the EP’s Committee on Civil Liberties, 
Justice and Home Affairs (LIBE). The 
opinion of ODHIR of 25 January 2023 
on the compatibility of the bill “Projekt 
ustawy” with rule-of-law standards (cf. 
supra) was presented. The discus-
sion focused on the problematic po-
liticisation of the NCJ and the growing 
number of judges appointed after the 
NCJ’s reform. Justice Commissioner 
Didier Reynders expressed concern 
about the situation in Poland, where 
the decisions of the CJEU and ECtHR 
on independence continue to be inef-
fectively implemented. Regarding the 
Art. 7-TEU-procedure, he called for the 
blockade in the Council to be resolved.
	� 4/20 April 2023: The press reports 

that disciplinary commissioners initi-
ated disciplinary proceedings against 
judges who took decisions in which 
they challenged the status of neo-
judges at the bench applying the case 
law of the CJEU and ECtHR. The pro-
ceedings come despite a compromise 
found between the Polish government 
and the European Commission to re-
form the so-called muzzle law against 
Polish judges. The arrangement actu-
ally included to stop attacks against 
judges who apply EU law. 
	� 21 April 2023: In the infringement 

proceedings in Case C-204/21 be-
tween the Commission and Poland, 
the Vice-President of the ECJ orders 
a reduction of the amount of the peri-
odic penalty payment against Poland 
from €1 million to €500,000 per day. 
In October 2021, Poland was ordered 
to pay €1 million per day in order to 
give effect to interim measures set 
out previously in July 2021 (eucrim 
4/2021, 200 and eucrim 3/2021, 135). 
The measures aimed at complying 
with EU rule-of-law standards after 
the Commission brought to Court Po-
land’s reform of the organisation of 
the judiciary. The reduction of the daily 
penalty payment takes into account 

that Poland meanwhile put in place 
certain reform measures, in particular 
the abolishment of the controversial 
Disciplinary Chamber. However, the 
Vice-President’s order also emphasis-
es that the measures adopted are not 
sufficient to ensure that all the interim 
measures set out in the order of 14 
July 2021 have been put into effect. In 
addition, it is clarified that the reduc-
tion has no retroactive effect. (TW)

Hungary: Rule-of-Law Developments 
January – April 2023

This news item continues the overview 
of previous eucrim issues reporting on 
recent rule-of-law developments in 
Hungary (as far as they relate to Euro-
pean law). The overview follows up the 
one in eucrim 3/2022, 169–170.
	� 23 January 2023: In a contribution 

for the European Commission‘s 2023 
rule of law report, the Hungarian Hel-
sinki Committee (HHC) showcases 
the negative effects of the rule-of-law 
backsliding in Hungary on institutions 
and mechanisms crucial for a well-
functioning criminal justice system. 
The criticism includes undermining the 
independence of the judiciary, govern-
mental attacks against lawyers, and 
hasty legal changes without meaning-
ful public consultation.
	� 3/21 February 2023: NGOs assess 

the Hungarian bill that will bring about 
changes to the judicial system in Hun-
gary and which was presented in Janu-
ary 2023. The bill is intended to fulfil the 
“super milestones” concerning the ju-
diciary, which were agreed with the EU 
institutions in order to unblock money 
from the EU’s Recovery and Resilience 
Facility (RRF). The NGOs found that 
there are milestone elements the Gov-
ernment’s proposal fully complies with, 
but these are mostly the ones that are 
rather technical in nature. At the same 
time, milestones that demand core 
changes in the judicial system remain 
non-implemented. In a summary table, 
the NGOs listed the milestones and the 
problems with implementation. 

	� 24 February 2023: The Hungarian 
Helsinki Committee (HHC) explains 
Hungary’s current legal framework of 
special legal order regimes and voices 
its concern over the prolonging gov-
ernance under the state of danger. 
According to the HHC’s paper, since 
1 November 2022, the state of danger 
has a new constitutional and statutory 
basis, but these legislative changes 
mainly mean that problematic prac-
tices developed during the COVID-19 
pandemic have been cemented by the 
legislature into the Hungarian legal 
system. The state of danger currently 
persists with reference to the war in 
Ukraine. 
	� 17 April 2023: The dispute contin-

ues on whether the planned Hungar-
ian legislative reforms concerning the 
judiciary fully comply with the super 
milestones for the sake of unfreezing 
RRF grants (cf. supra). The debate is 
specifically on the extent to which Hun-
gary must remove the ability of public 
authorities to challenge final decisions 
of the ordinary courts before the Hun-
garian Constitutional Court. Such re-
moval is required by milestone no 216. 
The Commission particularly criticised 
that allowing public authorities to file 
a constitutional complaint for breach 
of their rights undermined the right to 
an effective remedy of other parties as 
well as the right to respect the res iu-
dicata character of a final judicial deci-
sion. Civil society organisations claim 
that the Hungarian legislature should 
expressis verbis exclude the possibility 
of public authorities acting in their ca-
pacity as such, to submit a constitution-
al complaint before the Constitutional 
Court, which has not been done so far. 
	� 22 April 2023: Hungary’s President 

Katalin Novák vetoes a parliamentary 
act that would enable people to report 
on those who challenge the “consti-
tutionally recognized role of marriage 
and the family” and those who contest 
children’s rights “to an identity appro-
priate to their sex at birth.” In particu-
lar, citizens would have been enabled 

https://multimedia.europarl.europa.eu/en/webstreaming/committee-on-civil-liberties-justice-and-home-affairs_20230323-1045-COMMITTEE-LIBE
https://ruleoflaw.pl/judge-maczuga-from-krakow-is-being-prosecuted-for-applying-eu-law/
https://ruleoflaw.pl/judge-maczuga-from-krakow-is-being-prosecuted-for-applying-eu-law/
https://ruleoflaw.pl/ziobros-enforcers-are-after-judges-glowacka-and-baranska-for-applying-eu-law/
https://ruleoflaw.pl/ziobros-enforcers-are-after-judges-glowacka-and-baranska-for-applying-eu-law/
https://curia.europa.eu/jcms/upload/docs/application/pdf/2023-04/cp230065en.pdf
https://curia.europa.eu/jcms/upload/docs/application/pdf/2023-04/cp230065en.pdf
https://curia.europa.eu/jcms/upload/docs/application/pdf/2023-04/cp230065en.pdf
https://eucrim.eu/media/issue/pdf/eucrim_issue_2021-04.pdf
https://eucrim.eu/media/issue/pdf/eucrim_issue_2021-04.pdf
https://eucrim.eu/media/issue/pdf/eucrim_issue_2021-03.pdf
https://eucrim.eu/news/hungary-rule-of-law-developments-july-october-2022/
https://helsinki.hu/en/wp-content/uploads/sites/2/2023/01/HHC_criminal_justice_and_RoL_HU_012023.pdf
https://helsinki.hu/en/wp-content/uploads/sites/2/2023/01/HHC_criminal_justice_and_RoL_HU_012023.pdf
https://helsinki.hu/en/wp-content/uploads/sites/2/2023/01/HHC_criminal_justice_and_RoL_HU_012023.pdf
https://helsinki.hu/en/wp-content/uploads/sites/2/2023/02/2023judicial_package_assessment_AIHU_EKINT_HHC.pdf
https://helsinki.hu/en/wp-content/uploads/sites/2/2023/02/2023judicial_package_assessment_AIHU_EKINT_HHC.pdf
https://helsinki.hu/en/wp-content/uploads/sites/2/2023/02/compliance_judicial_milestones_20230221.pdf
https://helsinki.hu/en/wp-content/uploads/sites/2/2023/02/HHC_Hungary_state_of_danger_24022023.pdf
https://helsinki.hu/en/wp-content/uploads/sites/2/2023/02/HHC_Hungary_state_of_danger_24022023.pdf
https://helsinki.hu/en/qa-on-super-milestone-216/
https://helsinki.hu/en/qa-on-super-milestone-216/
https://www.politico.eu/article/hungary-president-katalin-novak-vetoes-viktor-orban-anti-lgbtq-law/
https://www.politico.eu/article/hungary-president-katalin-novak-vetoes-viktor-orban-anti-lgbtq-law/
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to anonymously report same-sex cou-
ples raising children together. The law 
was criticised for being discriminatory 
toward LGBTQ+. This is the first time 
that a head of state had objected to a 
law of great importance to Victor Or-
bán‘s ultra-conservative ideology since 
the right-wing populist Prime Minister 
came into office in 2010.
	� 25 April 2023: Hungarian civil so-

ciety organisations present a full as-
sessment of the steps taken by the 
Hungarian Government to comply with 
the milestones established by the EU 
institutions to access EU funds (cf. 
supra). According to the assessment, 
numerous issues related to the anti-
corruption framework, competition in 
public procurement, judicial independ-
ence, the predictability, quality and 
transparency of law-making, the rights 
of refugees and asylum-seekers, aca-
demic freedom and the rights of LG-
BTQI+ persons remain unresolved, 
and remedial measures taken so far 
remain unsatisfactory. 
	� 3 May 2023: The Hungarian parlia-

ment passes an act that entails judicial 
reforms. The reform is designed to meet 
the four super milestones on the judici-
ary (cf. supra). The act strengthens the 
powers and role of the National Judicial 
Council, reinforces the independence 
of Hungary’s Supreme Court (Kúria), 
abolishes the power of public authori-
ties to lodge constitutional complaints 
(see above), and removes obstacles to 
references for preliminary rulings to the 
ECJ. It is now up to the Commission to 
endorse whether the reforms can un-
lock EU money. Observers believe that 
Hungary can now have access to over 
€13.2 billion in EU funds. (TW)

Ukraine Conflict

EU Reactions to Russian War against 
Ukraine: Overview January 2023 – 
June 2023

This news item continues the report-
ing on key EU reactions following the 

Russian invasion of Ukraine on 24 Feb-
ruary 2022: the impact of the invasion 
on the EU’s internal security policy, on 
criminal law, and on the protection of 
the EU’s financial interests. The follow-
ing overview covers the period from 
the beginning of January 2023 to the 
end of June 2023. For overviews of 
the developments from February 2022 
to mid-July 2022   eucrim 2/2022, 
74–80; for the developments from the 
end of July 2022 to the end of Octo-
ber 2022  eucrim 3/2022, 170–171; 
for the developments from Novem-
ber 2022 to December 2022 eucrim 
4/2022, 226–228.
	� 17 January 2023: The European 

Commission publishes an update of 
„Frequently Asked Questions“ in re-
lation to the prohibition to provide 
services to the Russian government 
and legal persons in Russia. They re-
late to Article 5n of Council Regula-
tion 833/2014 concerning restrictive 
measures in view of Russia‘s actions 
destabilising the situation in Ukraine, 
which was considerably amended by 
Council Regulation 2022/1904. The 
amendment was introduced following 
the eight package of sanctions against 
Russia (eucrim 3/2022, 171). It ex-
pands the ban to provide services, 
such as IT consultancy and legal ad-
visory. Bars of lawyers particularly 
see the ban for legal advisory critically 
(see also below).
	� 19 January 2023: The European Par-

liament adopts a resolution on the es-
tablishment of a tribunal on the crime 
of aggression against Ukraine. The 
International Criminal Court (ICC) can-
not currently investigate the crime of 
aggression when it comes to Ukraine. 
The MEPs therefore urge the EU, in 
close cooperation with Ukraine and the 
international community, to push for 
the creation of a special international 
tribunal to prosecute Russia’s politi-
cal and military leadership and its al-
lies. This special international tribunal 
must have jurisdiction to investigate 
not only Vladimir Putin and the politi-

cal and military leadership of Russia, 
but also Aliaksandr Lukashenka and 
his cronies in Belarus. In the MEPs‘ 
opinion, the creation of a special tribu-
nal would send a very strong message 
to both Russian society and the inter-
national community that President 
Putin and the Russian government as 
a whole are subject to prosecution for 
the crime of aggression in Ukraine.
	� 27 January 2023: The Council de-

cides to prolong by six months (un-
til 31 July 2023) the restrictive meas-
ures targeting specific sectors of the 
economy of the Russian Federation 
in reaction to the military aggression 
against Ukraine.
	� 27 January 2023: At the informal 

JHA Council meeting in Stockholm, 
the ministers of justice discuss the 
crimes committed in Ukraine under 
international law and possibilities of 
dealing with them under criminal law, 
both with regard to the establishment 
of a special tribunal for Ukraine and 
the setting up of a provisional inter-
national prosecution authority. In this 
context, Eurojust informs of a new 
evidence database (see below). This 
will enable the collection, preservation 
and transfer of evidence relating to the 
core crimes of international criminal 
law to the competent national and in-
ternational judicial authorities, includ-
ing the International Criminal Court 
based in The Hague. The meeting was 
also attended by the Denys Maliuska, 
Minister of Justice of Ukraine, who re-
ported on the current state of affairs 
in Ukraine.
	� 2 February 2023: Aiming at providing 

necessary non-lethal equipment and 
supplies as well as services to back 
training activities in Ukraine, the Coun-
cil adopts assistance measures under 
the European Peace Facility (EPF) pro-
viding further military assistance to the 
armed forces of Ukraine. These consist 
of a seventh package worth €500 mil-
lion and a new €45 million assistance 
measure to support the training efforts 
of the European Union Military Assis-

https://helsinki.hu/en/the-hungarian-government-is-yet-to-comply-with-conditions-to-access-eu-funds/
https://helsinki.hu/en/the-hungarian-government-is-yet-to-comply-with-conditions-to-access-eu-funds/
https://www.politico.eu/article/hungary-embarks-on-judicial-reform-hoping-to-unlock-eu-cash/
https://www.politico.eu/article/hungary-embarks-on-judicial-reform-hoping-to-unlock-eu-cash/
https://eucrim.eu/issues/2022-02/
https://eucrim.eu/issues/2022-02/
https://eucrim.eu/news/eu-reactions-to-russian-war-in-ukraine-overview-july-october-2022/
https://eucrim.eu/news/eu-reactions-to-russian-war-against-ukraine-overview-november-december-2022/
https://eucrim.eu/news/eu-reactions-to-russian-war-against-ukraine-overview-november-december-2022/
https://www.rak-koeln.de/content/download/4051/53802/file/Neue%20FAQ%20zum%20Rechtsdienstleistungsverbot%20in%20Russland%20-%20Sanktionen.pdf
https://www.rak-koeln.de/content/download/4051/53802/file/Neue%20FAQ%20zum%20Rechtsdienstleistungsverbot%20in%20Russland%20-%20Sanktionen.pdf
https://www.rak-koeln.de/content/download/4051/53802/file/Neue%20FAQ%20zum%20Rechtsdienstleistungsverbot%20in%20Russland%20-%20Sanktionen.pdf
https://www.rak-koeln.de/content/download/4051/53802/file/Neue%20FAQ%20zum%20Rechtsdienstleistungsverbot%20in%20Russland%20-%20Sanktionen.pdf
https://eucrim.eu/issues/2022-03/
https://www.brak.de/presse/presseerklaerungen/2022/presseerklaerung-9-2022-scharfe-kritik-am-8-eu-sanktionspaket/
https://www.europarl.europa.eu/doceo/document/TA-9-2023-0015_EN.html
https://www.europarl.europa.eu/doceo/document/TA-9-2023-0015_EN.html
https://www.europarl.europa.eu/doceo/document/TA-9-2023-0015_EN.html
https://www.consilium.europa.eu/en/press/press-releases/2023/01/27/russia-eu-prolongs-economic-sanctions-over-russia-s-military-aggression-against-ukraine/
https://swedish-presidency.consilium.europa.eu/en/news/judicial-cooperation-to-combat-organised-crime-and-ensure-accountability-for-core-international-crimes-in-ukraine/
https://swedish-presidency.consilium.europa.eu/en/news/judicial-cooperation-to-combat-organised-crime-and-ensure-accountability-for-core-international-crimes-in-ukraine/
https://www.consilium.europa.eu/en/press/press-releases/2023/02/02/ukraine-council-agrees-on-further-military-support-under-the-european-peace-facility/
https://www.consilium.europa.eu/en/press/press-releases/2023/02/02/ukraine-council-agrees-on-further-military-support-under-the-european-peace-facility/
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tance Mission in support of Ukraine 
(EUMAM Ukraine). This brings the total 
EU contribution for Ukraine under the 
EPF to €3.6 billion.
	� 3 February 2023: The 24th EU-

Ukraine summit, the first summit since 
the start of the Russian aggression, 
takes place in Kyiv. On this occasion, 
Charles Michel, President of the Euro-
pean Council, and Ursula von der Leyen, 
President of the European Commis-
sion, meet with Volodymyr Zelenskyy, 
President of Ukraine. Among other 
things, they discussed Ukraine’s path 
in Europe and the accession of Ukraine 
to the European Union, the EU‘s re-
sponse to Russia‘s war of aggression 
against Ukraine, Ukraine‘s initiatives 
for just peace and accountability, etc. 
In a joint statement, the leaders reiter-
ate the EU’s unwavering support of and 
commitment to Ukraine’s independ-
ence, sovereignty, and territorial integ-
rity within its internationally recognised 
borders. Additionally, they denounce 
Russia‘s routine deployment of mis-
siles and drones to target civilians, civil-
ian property, and civilian infrastructure 
throughout Ukraine, which is in viola-
tion of international humanitarian law. 
They reaffirm that the EU will continue 
to provide and coordinate the full range 
of humanitarian assistance to and sup-
port for Ukrainian society. In order to 
ensure accountability for the perpetra-
tors of international crimes, they renew 
their support for investigations by the 
Prosecutor of the International Crimi-
nal Court. Furthermore, they express 
their support for the establishment of 
an International Centre for the Pros-
ecution of the Crime of Aggression in 
Ukraine (ICPA) in The Hague. This cen-
tre would be linked to the existing Joint 
Investigation Team supported by Euro-
just (eucrim 2/2022, 79–80).
	� 4 February 2023: The Council sets 

two price caps for petroleum products 
falling under CN code 2710, which 
originate in or are exported from Rus-
sia. The first price cap for petroleum 
products traded at a discount to crude 

oil is set at $45 per barrel, while the 
second price cap for petroleum prod-
ucts traded at a premium to crude oil 
is set at $100 per barrel.
	� 9 February 2023: The heads of state 

and government hold a special meet-
ing of the European Council. In their 
summit conclusions, they reaffirm the 
commitments already expressed and 
taken up in the joint statement issued 
after the 24th EU-Ukraine Summit of 3 
February 2023. They repeat their reso-
lute condemnation of Russia’s war of 
aggression against Ukraine and their 
commitment in holding accountable 
all commanders, perpetrators, and 
accomplices of war crimes and other 
most serious crimes committed in 
connection with the war. The support 
for establishing an appropriate mecha-
nism for the prosecution of the crime 
of aggression is underpinned. The Eu-
ropean Council also reaffirms the con-
tinuous financial support to Ukraine 
and its people which so far amounts 
to at least €67 billion.
	� 15 February 2023: The Committee 

of Permanent Representatives of the 
Member States decides to set up an 
ad hoc working group on the use of 
frozen Russian assets for reconstruc-
tion in Ukraine. The working group is to 
be chaired by Anders Ahnlid, Swedish 
Ambassador to the EU, and mandated 
to conduct a comprehensive legal, fi-
nancial, economic and political analy-
sis of the possibilities of using frozen 
Russian assets. The group will work 
closely with the „Freeze and Seize Task 
Force“, which the Commission already 
established in March 2022 (eucrim 
2/2022, 76–77).
	� 20 February 2023: The actions be-

fore the General Court to annul the ban 
on the provision of legal services in the 
EU‘s 8th Sanctions Package against 
Russia are published in the Official 
Journal C-63, 61–62 (separate news 
item, pp. 9–10).
	� 23 February 2023: Eurojust gives an 

overview of its support to the judicial 
response to alleged core international 

crimes committed in Ukraine. It pre-
sents the newly established Core In-
ternational Crimes Evidence Database 
(CICED) and updates on the setting 
up of the new International Centre for 
Prosecution of the Crime of Aggression 
against Ukraine (separate news item, 
p. 11).
	� 25 February 2023: The Council 

adopts the 10th package of economic 
and individual sanctions, imposing 
further export bans on critical, techno-
logical, and industrial goods (such as 
electronics, machine parts, spare parts 
for trucks and jet engines, etc.) to the 
Russian Federation. The 10th pack-
age also targets dual use goods, e.g. 
pyrotechnic articles that can have a 
dual military and commercial use. The 
transit through Russia of EU-exported 
dual use goods and technology is 
prohibited. The package expands the 
list of individual entities directly sup-
porting Russia’s military and industrial 
complex in its war of aggression by an 
additional 96 entities. Taking into ac-
count the direct connection between 
Iranian manufacturers of unmanned 
aerial vehicles and the Russian mili-
tary and industrial complex as well as 
the concrete risk that certain goods or 
technology are used for the manufac-
ture of military systems contributing 
to Russia’s war against Ukraine, this 
list includes seven Iranian entities for 
the first time. Addressing Russia’s sys-
tematic campaign of disinformation, 
the Council added two additional me-
dia outlets to the list, suspending their 
broadcasting licences: RT Arabic and 
Sputnik Arabic. Moreover, the Council 
introduces more detailed reporting 
obligations for funds and economic 
resources belonging to listed individu-
als and entities that have been frozen 
or were subject to any move shortly 
before the listing. The list of entities 
subject to the asset freeze and the 
ban on releasing money and other re-
sources for the economy now includes 
three Russian banks. Altogether, EU‘s 
restrictive measures in respect of the 

https://www.consilium.europa.eu/en/meetings/international-summit/2023/02/03/
https://www.consilium.europa.eu/en/meetings/international-summit/2023/02/03/
https://www.consilium.europa.eu/en/press/press-releases/2023/02/03/joint-statement-following-the-24th-eu-ukraine-summit/
https://eucrim.eu/news/eu-supports-icc-investigation-international-crimes-ukraine/
https://www.consilium.europa.eu/en/press/press-releases/2023/02/04/eu-agrees-on-level-of-price-caps-for-russian-petroleum-products/
https://www.consilium.europa.eu/media/61997/2023-02-09-euco-conclusions-en.pdf
https://swedish-presidency.consilium.europa.eu/en/news/eu-working-group-to-look-at-using-frozen-russian-assets-for-reconstruction-of-ukraine/
https://swedish-presidency.consilium.europa.eu/en/news/eu-working-group-to-look-at-using-frozen-russian-assets-for-reconstruction-of-ukraine/
https://swedish-presidency.consilium.europa.eu/en/news/eu-working-group-to-look-at-using-frozen-russian-assets-for-reconstruction-of-ukraine/
https://eucrim.eu/news/eus-freeze-and-seize-task-force-tackles-oligarchs-money/
https://eucrim.eu/news/eus-freeze-and-seize-task-force-tackles-oligarchs-money/
https://eucrim.eu/news/actions-against-ban-on-legal-advisory-services-in-8th-sanctions-package/
https://eucrim.eu/news/actions-against-ban-on-legal-advisory-services-in-8th-sanctions-package/
https://www.eurojust.europa.eu/news/start-operations-core-international-crimes-evidence-database-and-new-international-centre
https://www.eurojust.europa.eu/news/start-operations-core-international-crimes-evidence-database-and-new-international-centre
https://eucrim.eu/news/eurojust-one-year-of-judicial-support-for-ukraine/
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ:L:2023:059I:TOC
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ:L:2023:059I:TOC
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war in Ukraine now apply to a total of 1 
473 individuals and 205 entities.
	� 8 March 2023: The General Court 

decides to annul the restrictive meas-
ures applied to Ms Violette Prigozhina, 
mother of Mr Yevgeniy Prigozhin. The 
latter is responsible for the deploy-
ment of Wagner Group mercenaries 
in Ukraine in the context of Russia’s 
war against Ukraine. (separate news 
item, p. 9).
	� 9/10 March 2023: At the JHA Coun-

cil meeting, the justice and home 
affairs ministers of the EU Member 
States discuss internal security issues 
and judicial responses in relation to 
Russia‘s war of aggression in Ukraine. 
The importance of CSDP missions for 
advice and capacity building in Ukraine 
is underlined and closer cooperation 
between these missions and the JHA 
area envisaged. An update is given on 
actions taken by national authorities 
and at the EU level to fight impunity of 
crimes committed in connection with 
Russia’s aggression.
	� 13 March 2023: The Council pro-

longs restrictive measures targeting 
1473 individuals and 205 entities re-
sponsible for undermining or threaten-
ing the territorial integrity, sovereignty, 
and independence of Ukraine for an-
other six months (until 15 September 
2023).
	� 20 March 2023: Responding to 

Ukraine‘s urgent needs, the Council 
agrees on a three-track approach with 
the aim, in particular, of speeding up 
delivery and joint procurement, aim-
ing at one million rounds of artillery 
ammunition for Ukraine. This is a joint 
effort over the next twelve months and 
calls for swift implementation.
	� 23 March 2023: The President of 

Ukraine, Volodymyr Zelenskyy joins 
the European Council’s meeting via 
video conference. EU leaders wel-
come a resolution by the UN General 
Assembly on „Principles of the Char-
ter of the United Nations underlying a 
comprehensive, just and lasting peace 
in Ukraine“, which was adopted with 

broad support from the international 
community. Support for President 
Zelenskyy‘s peace plan is also given. 
The European Council takes note of 
the arrest warrants against Russia‘s 
President and his Commissioner for 
Children‘s Rights recently issued by 
the International Criminal Court for 
the war crime of unlawful deportation 
and transfer of Ukrainian children from 
occupied areas of Ukraine to Russia. 
It also acknowledges Ukraine‘s com-
mitment and reform efforts, underlin-
ing the importance of Ukraine‘s EU 
accession process. Again, the agree-
ment to create the new International 
Centre for Prosecution of the Crime of 
Aggression against Ukraine (ICPA) in 
The Hague is welcomed. Possible fur-
ther restrictive measures and efforts 
towards the use of Russia‘s frozen as-
sets for the reconstruction of Ukraine 
are discussed.
	� 30 March 2023: The EU JHA agen-

cies publish an updated overview of 
their activities to support the Ukraine 
after the start of the Russian invasion 
in February 2022 (separate news 
item, p. 10).
	� 13 April 2023: The Council adds the 

Wagner Group, a Russia-based unin-
corporated private military entity es-
tablished in 2014, and RIA FAN, a Rus-
sian news agency, to the list of those 
subject to EU restrictive measures for 
actions that undermine or threaten the 
territorial integrity, sovereignty and 
independence of Ukraine. While the 
Wagner Group is actively participat-
ing in the Russian war of aggression 
against Ukraine and spearheaded the 
attacks against the Ukrainian towns of 
Soledar and Bakhmut, RIA FAN is in-
volved in pro-government propaganda 
and disinformation on Russia’s war 
against Ukraine.
	� 13 April 2023: As part of the Coun-

cil agreement of 20 March 2023 on 
a three-track approach intended to 
speed up the delivery and joint pro-
curement of artillery ammunition, the 
Council adopts an assistance meas-

ure worth €1 billion under the Europe-
an Peace Facility (EPF) to support the 
Ukrainian Armed Forces. This meas-
ure allows the EU to reimburse Mem-
ber States for ammunition donated to 
Ukraine between 9 February and 31 
May 2023.
	� 24 April 2023: The Foreign Affairs 

Council exchange views on the Rus-
sian aggression against Ukraine. 
The discussion starts with a briefing 
by the Foreign Minister of Ukraine,  
Dmytro Kuleba, addressing EU min-
isters on the latest developments on 
the ground and Ukraine‘s military pri-
orities and needs, especially in terms 
of ammunition and missiles. During 
the discussion, Josep Borrell, High 
Representative for Foreign Affairs and 
Security Policy, stress that the EU and 
its Member States have facilitated the 
delivery of over €13 billion in military 
support. He updates ministers on the 
EU‘s military support to Ukraine in the 
context of the three-track plan to pro-
vide Ukraine with one million rounds 
of artillery ammunition. The Foreign 
Affairs Council then discusses the im-
plementation of the EU action plan on 
the geopolitical consequences of the 
Russian aggression. Due to instability 
brought by the Russian war in Ukraine 
and a fragmented geopolitical context, 
the EU aims to strengthen its partner-
ships around the world, based on po-
litical and economic engagement and 
mutual cooperation.
	� 25 May 2023: The Council adopts 

a Regulation on temporary trade  
liberalisation supplementing trade 
concessions applicable to Ukrainian 
products. In order to maintain the sta-
bility of Ukraine’s trade relations with 
the EU and keep its economy going 
under very challenging circumstances, 
the Regulation renews the suspen-
sion of all customs duties, quotas, and 
trade defence measures on Ukrainian 
exports to the EU for another year (un-
til June 2024). The regulation concerns 
all outstanding customs duties under 
Title IV of the Association Agreement 

https://curia.europa.eu/juris/document/document.jsf;jsessionid=8EDCFF88522E79B479683216EA29E07D?text=&docid=271011&pageIndex=0&doclang=FR&mode=req&dir=&occ=first&part=1&cid=1076705
https://curia.europa.eu/juris/document/document.jsf;jsessionid=8EDCFF88522E79B479683216EA29E07D?text=&docid=271011&pageIndex=0&doclang=FR&mode=req&dir=&occ=first&part=1&cid=1076705
https://curia.europa.eu/juris/document/document.jsf;jsessionid=8EDCFF88522E79B479683216EA29E07D?text=&docid=271011&pageIndex=0&doclang=FR&mode=req&dir=&occ=first&part=1&cid=1076705
https://eucrim.eu/news/annulment-of-restrictive-measures-applied-to-mother-of-wagner-group-founder/
https://eucrim.eu/news/annulment-of-restrictive-measures-applied-to-mother-of-wagner-group-founder/
https://www.consilium.europa.eu/en/meetings/jha/2023/03/09-10/?utm_source=dsms-au-to&utm_medium=email&utm_campaign=Justice+and+Home+Affairs+Council
https://www.consilium.europa.eu/en/meetings/jha/2023/03/09-10/?utm_source=dsms-au-to&utm_medium=email&utm_campaign=Justice+and+Home+Affairs+Council
https://www.consilium.europa.eu/en/press/press-releases/2023/03/13/ukraine-s-territorial-integrity-sovereignty-and-independence-eu-renews-individual-restrictive-measures-for-six-months/
https://www.consilium.europa.eu/en/press/press-releases/2023/03/13/ukraine-s-territorial-integrity-sovereignty-and-independence-eu-renews-individual-restrictive-measures-for-six-months/
https://data.consilium.europa.eu/doc/document/ST-7632-2023-INIT/en/pdf
https://data.consilium.europa.eu/doc/document/ST-4-2023-INIT/en/pdf
https://euaa.europa.eu/publications/jhaan-joint-paper-jha-agencies-contribution-eu-solidarity-ukraine
https://euaa.europa.eu/publications/jhaan-joint-paper-jha-agencies-contribution-eu-solidarity-ukraine
https://eucrim.eu/news/update-on-jhaan-joint-paper-on-solidarity-with-ukraine/
https://eucrim.eu/news/update-on-jhaan-joint-paper-on-solidarity-with-ukraine/
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ:L:2023:100I:TOC
https://www.consilium.europa.eu/en/press/press-releases/2023/04/13/ammunition-for-ukraine-council-agrees-1-billion-support-under-the-european-peace-facility/?utm_source=dsms-auto&utm_medium=email&utm_campaign=Ammunition%20for%20Ukraine%3A%20Council%20agrees%20%25u20ac1%20billion%20support%20under%20the%20European%20Peace%20Facility
https://www.consilium.europa.eu/en/press/press-releases/2023/04/13/ammunition-for-ukraine-council-agrees-1-billion-support-under-the-european-peace-facility/?utm_source=dsms-auto&utm_medium=email&utm_campaign=Ammunition%20for%20Ukraine%3A%20Council%20agrees%20%25u20ac1%20billion%20support%20under%20the%20European%20Peace%20Facility
https://www.consilium.europa.eu/en/meetings/fac/2023/04/24/
https://www.consilium.europa.eu/en/meetings/fac/2023/04/24/
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CONSIL%3AST_9396_2023_REV_1&qid=1685699855261
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CONSIL%3AST_9396_2023_REV_1&qid=1685699855261
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CONSIL%3AST_9396_2023_REV_1&qid=1685699855261
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CONSIL%3AST_9396_2023_REV_1&qid=1685699855261
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between the EU and Ukraine establish-
ing an in-depth and comprehensive 
free trade area (DCFTA), the collec-
tion of anti-dumping duties on imports 
originating in Ukraine as of the date of 
entry into force of this Regulation, and 
the application of the common rules 
for imports (safeguards) with respect 
to imports originating in Ukraine. The 
Regulation enters into force on 6 June 
2023.
	� 9 June 2023: The Council agrees 

on a general approach for the draft EU  
Directive on the definition of criminal 
offences and penalties for the viola-
tion of Union restrictive measures. 
Compared to the Commission pro-
posal of 2 December 2022 (eucrim 
4/2022, 225), the Council‘s approach 
strengthens the definition of offences 
that need to be criminalised, tightens 
the penalties, which must be effec-
tive, proportionate and dissuasive in 
the Member States, and advocates 
stricter enforcement. The general ap-
proach is the basis for entering into 
interinstitutional negotiations with 
the European Parliament. The new EU 
legislation aims to ensure that EU‘s 
restrictive measures against persons 
who support Russia‘s war of aggres-
sion in Ukraine are fully implemented 
and violation of these measures will be 
subject to deterrent effects.
	� 23 June 2023: The Council adopts 

the 11th package of economic and in-
dividual sanctions in view of Russia‘s 
aggression of war in Ukraine. The ac-
tions, among other things, strengthen 
bilateral and multilateral cooperation 
with third countries to impede sanc-
tions’ circumvention, prohibit the 
transit of goods and technology via 
Russia, tighten export restrictions 
(particularly in relation to dual use 
goods and technology), and further 
suspend licences of media outlets in-
volved in disinformation campaigns. 
Furthermore, the EU imposes restric-
tive measures on an additional 71 in-
dividuals and 33 entities responsible 
for actions undermining or threaten-

ing the territorial integrity, sovereignty 
and independence of Ukraine. In this 
context, the Council extended the 
existing listing criterion on circum-
vention and adopted the first listing 
related to sanctions circumvention. In 
response to the information warfare 
conducted by Russia, a new listing 
criterion to cover companies in the 
IT sector that provide critical technol-
ogy and software to the Russian intel-
ligence community is introduced as 
well; this led to first listings of IT com-
panies in this respect. Other designa-
tions include officials and companies 
active in the Russian military and de-
fence sector, individuals responsible 
for the forced transfers and deporta-
tion of Ukrainian children, persons re-
sponsible for the looting of Ukraine’s 
cultural heritage, and actors involved 
in disinformation. Lastly, also mem-
bers of the judiciary who took po-
litically motivated decisions against 
Ukrainian citizens who opposed the 
annexation of Crimea, as well as busi-
nesspersons, a deputy minister and a 
number of Russian local officials and 
two banks are put on the list. The EU‘s 
restrictive measures in respect of ac-
tions undermining or threatening the 
territorial integrity, sovereignty and in-
dependence of Ukraine now apply to 
almost 1800 individuals and entities 
altogether. (AP/TW)

Annulment of Restrictive Measures 
Applied to Mother of Wagner Group 
Founder

On 8 March 2023, the General Court 
decided to annul the restrictive meas-
ures applied to Ms Violetta Prigozhina, 
mother of Mr Yevgeniy Prigozhin, who 
is responsible for the deployment of 
Wagner Group mercenaries in Ukraine 
in the context of Russia’s war against 
Ukraine.

The Council had adopted a series 
of restrictive measures on 17 March 
2014 in response to the illegal annexa-
tion of Crimea and the city of Sevas-
topol by Russia in March 2014 and in 

response to Russia’s destabilising ac-
tions in eastern Ukraine. The restrictive 
measures were directed against cer-
tain persons responsible for actions 
or policies that undermine or threaten 
the territorial integrity, sovereignty, and 
independence of Ukraine and against 
persons, entities, or bodies associated 
with them.

After Russia’s war against Ukraine 
began in February 2022, the Council, 
in its acts of 23 February 2022, added 
more persons to the lists of those sub-
ject to restrictive measures. In this con-
text, it added Ms Violetta Prigozhina‘s 
name as the owner of different under-
takings with links to her son, Yevgeniy 
Prigozhin, and therefore supporting 
actions and policies that undermine 
the territorial integrity, sovereignty, and 
independence of Ukraine.

On 21 April 2022, Ms Prigozhina 
brought an action against the ap-
plication of the restrictive measures 
before the CJEU and requested an-
nulment of the contested act. The 
General Court granted her request, 
remarking that the link establishing 
an association between the two per-
sons at the time of the adoption of 
the contested acts is based solely on 
their family relationship. According to 
the judges in Luxembourg, this is not 
sufficient to justify the mother‘s inclu-
sion on the contested lists. An appeal, 
limited to points of law only, may be 
filed with the ECJ within two months 
and ten days of being notified of the 
decision. (AP)

Actions against Ban on Legal 
Advisory Services in 8th Sanctions 
Package

On 20 February 2023, the actions 
brought by the Ordre néerlandais des 
avocats du barreau de Bruxelles and 
Others v Council (reference: Case 
T-797/22) and by the Ordre des avo-
cats à la cour de Paris and Couturier 
v Council (reference: Case T-798/22) 
against the ban on legal advisory ser-
vices contained in the EU’s 8th sanc-

https://www.consilium.europa.eu/en/press/press-releases/2023/06/09/eu-sanctions-council-finalises-position-on-law-that-aligns-penalties-for-violations/
https://eucrim.eu/news/commission-proposes-penalisation-of-violation-of-restrictive-measures/
https://eucrim.eu/news/commission-proposes-penalisation-of-violation-of-restrictive-measures/
https://www.consilium.europa.eu/en/press/press-releases/2023/06/23/russia-s-war-of-aggression-against-ukraine-eu-adopts-11th-package-of-economic-and-individual-sanctions/
https://www.consilium.europa.eu/en/press/press-releases/2023/06/23/russia-s-war-of-aggression-against-ukraine-eu-adopts-11th-package-of-economic-and-individual-sanctions/
https://www.consilium.europa.eu/en/press/press-releases/2023/06/23/11th-package-of-sanctions-on-russia-s-war-of-aggression-against-ukraine-additional-71-individuals-and-33-entities-included-in-the-eu-s-sanctions-list-and-new-tools-to-counter-circumvention-and-information-warfare/
https://www.consilium.europa.eu/en/press/press-releases/2023/06/23/11th-package-of-sanctions-on-russia-s-war-of-aggression-against-ukraine-additional-71-individuals-and-33-entities-included-in-the-eu-s-sanctions-list-and-new-tools-to-counter-circumvention-and-information-warfare/
https://www.consilium.europa.eu/en/press/press-releases/2023/06/23/11th-package-of-sanctions-on-russia-s-war-of-aggression-against-ukraine-additional-71-individuals-and-33-entities-included-in-the-eu-s-sanctions-list-and-new-tools-to-counter-circumvention-and-information-warfare/
https://curia.europa.eu/juris/document/document.jsf;jsessionid=8EDCFF88522E79B479683216EA29E07D?text=&docid=271011&pageIndex=0&doclang=FR&mode=req&dir=&occ=first&part=1&cid=1076705
https://curia.europa.eu/juris/document/document.jsf;jsessionid=8EDCFF88522E79B479683216EA29E07D?text=&docid=271011&pageIndex=0&doclang=FR&mode=req&dir=&occ=first&part=1&cid=1076705
https://curia.europa.eu/juris/document/document.jsf;jsessionid=8EDCFF88522E79B479683216EA29E07D?text=&docid=271011&pageIndex=0&doclang=FR&mode=req&dir=&occ=first&part=1&cid=1076705
https://curia.europa.eu/jcms/upload/docs/application/pdf/2023-03/cp230043en.pdf
https://curia.europa.eu/juris/fiche.jsf;jsessionid=FC01038B45FCDFBA0DE5995A6A9D229E?id=T%3B797%3B22%3BRD%3B1%3BP%3B1%3BT2022%2F0797%2FP&nat=or&mat=or&pcs=Oor&jur=C%2CT%2CF&num=T-797%252F22&for=&jge=&dates=&language=en&pro=&cit=none%252CC%252CCJ%252CR%252C2008E%252C%252C%252C%252C%252C%252C%252C%252C%252C%252Ctrue%252Cfalse%252Cfalse&oqp=&td=%3BALL&avg=&lgrec=en&lg=&cid=486238
https://curia.europa.eu/juris/fiche.jsf;jsessionid=FC01038B45FCDFBA0DE5995A6A9D229E?id=T%3B797%3B22%3BRD%3B1%3BP%3B1%3BT2022%2F0797%2FP&nat=or&mat=or&pcs=Oor&jur=C%2CT%2CF&num=T-797%252F22&for=&jge=&dates=&language=en&pro=&cit=none%252CC%252CCJ%252CR%252C2008E%252C%252C%252C%252C%252C%252C%252C%252C%252C%252Ctrue%252Cfalse%252Cfalse&oqp=&td=%3BALL&avg=&lgrec=en&lg=&cid=486238
https://curia.europa.eu/juris/fiche.jsf?id=T%3B798%3B22%3BRD%3B1%3BP%3B1%3BT2022%2F0798%2FP&nat=or&mat=or&pcs=Oor&jur=C%2CT%2CF&num=T-798%252F22&for=&jge=&dates=&language=en&pro=&cit=none%252CC%252CCJ%252CR%252C2008E%252C%252C%252C%252C%252C%252C%252C%252C%252C%252Ctrue%252Cfalse%252Cfalse&oqp=&td=%3BALL&avg=&lgrec=en&lg=&cid=486578
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tions package against Russia were 
published in the EU‘s Official Journal. 
The Council adopted the 8th pack-
age of sanctions for Russia’s contin-
ued aggression against Ukraine on 
6 October 2022 (eucrim 3/2022, 
171). Both actions before the General 
Court seek to achieve the following:
	� Annulment of Art. 1(12) of Council 

Regulation (EU) 2022/1904 of 6 Oc-
tober 2022 amending Regulation (EU) 
No 833/2014 concerning restrictive 
measures in view of Russia’s actions 
destabilising the situation in Ukraine;
	� Annulment of Art. 1(13) of Coun-

cil Regulation (EU) 2022/2474 of 16 
December 2022 amending Regula-
tion (EU) No 833/2014 concerning re-
strictive measures in view of Russia’s 
actions destabilising the situation in 
Ukraine.

The Ordre néerlandais des avocats 
du barreau de Bruxelles and Others 
claim that the general prohibition 
on the provision of legal advisory 
services infringes on Arts. 7 and 47 
CFR. They further allege a breach of 
the principle of proportionality, as the 
introduction of a general prohibition 
on the provision of legal advisory 
services is not viewed as suitable for 
achieving the legitimate objectives 
pursued by the EU in the context of the 
conflict between Russia and Ukraine. 
They claim a general prohibition goes 
beyond what is strictly necessary to 
achieve those objectives. Lastly, the 
applicants consider a breach of the 
principle of legal certainty.

The Ordre des avocats à la cour de 
Paris and Couturier claim an infringe-
ment of the obligation to state rea-
sons as laid down in Art. 296 TFEU by 
the general prohibition on the provi-
sion of legal advisory services. They 
argue that the Council provides no 
explanation as to the reason for the 
general prohibition on the provision 
of legal advisory services in non-con-
tentious matters. They further allege 
an infringement of the legal profes-
sional privilege of the lawyer and of 

the right to be „counselled“ by a law-
yer. (AP)

Update on JHAAN Joint Paper on 
Solidarity with Ukraine

On 30 March 2023, the network of the 
EU Justice and Home Affairs Agen-
cies (JHAAN) published an update of 
the joint paper on its contribution to 
the EU’s solidarity with Ukraine (for 
the initial paper eucrim news of 14 
October 2022). The update sets out 
the main activities of the agencies 
in the period from February 2022 to 
February 2023 in their effort to sup-
port EU Member States and institu-
tions in response to Russia‘s military 
aggression against Ukraine and to 

help people affected and displaced 
by the war.

The activities of the agencies dur-
ing this period include the following:
	� Producing targeted analytical prod-

ucts and reports;
	� Identifying key fundamental rights 

challenges and ways to overcome 
them;
	� Providing operational support to 

investigations into core international 
crimes allegedly committed in Ukraine;
	� Providing operational support to 

national authorities, with a particular 
emphasis on Member States border-
ing Ukraine and Moldova;
	� Providing information on provision-

related activities and support;

In an article published on 22 February 2023, 
researchers (T. Babina, B. Hilgenstock,  
O. Itskhoki, M. Mironov, and E. Ribakova) 
assessed the impact of international sanc-
tions on Russian oil exports. They focused 
on the EU’s embargo on seaborne crude 
oil and the Group of Seven’s (G7) price cap 
mechanism, both having taken effect on 
5 December 2022. The paper established 
four key findings:

	� In 2022, Russia’s exports of products 
hit a record $532 billion, resulting in an 
all-time high trade surplus of $316 bil-
lion, due to the fact that sanctions on 
Russian energy were only put in place 
toward the end of the year;

	� Without sacrificing volume, Russia 
was able to divert crude oil exports 
from Europe to substitute markets 
like India, China, and Turkey, but at 
the cost of giving discounts in some 
of the areas in which the EU embargo 
has significantly reduced demand (i.e. 
shipments from Baltic and Black Sea 
ports);

	� The crude oil discounts were not as 
significant as those indicated in Urals 
prices: based on the data, the aver-
age export price for Russian crude 
oil stood at about $74 per barrel in 
the post-embargo/price cap period 
against Urals at $52 per barrel;

	� Russian oil exports from Pacific Ocean 
ports do not comply with the G7 price 

cap. The 50% shipments of oil, which 
are not transported via Sovcomflot or 
the shadow fleet, should be subject to 
the cap, as they involve Western ship-
ping services.

The study put forth three policy recom-
mendations:

	� The sanctions on Russian oil exports 
should not be abolished, as the EU 
embargo on Russian oil played a key 
role in driving the deep discounts on 
Russian oil. The enforcement of sanc-
tions on Russian oil exports, including 
ensuring compliance with price cap-
related restrictions on shipping, mari-
time insurance, and other services is 
crucial;

	� The fact that a sizeable portion of 
Russian crude oil is being sold consid-
erably over the $60/barrel price ceil-
ing level urgently requires additional 
scrutiny of these transactions and 
reinforces the need for increased en-
forcement;

	� The price caps on crude oil should be 
lowered as soon as possible. As the 
post- embargo period has demonstrat-
ed, Russia is willing to accept lower 
prices on some of its shipments and is 
unlikely to cut volumes as long as the 
price cap level remains above produc-
tion costs. A lower cap could therefore 
significantly impact Russia’s earnings 
from crude oil exports. (AP)

Study on Impact of International Sanctions on Russian Oil Exports 

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:62022TN0797
https://eucrim.eu/news/eu-reactions-to-russian-war-in-ukraine-overview-july-october-2022/
https://eucrim.eu/news/eu-reactions-to-russian-war-in-ukraine-overview-july-october-2022/
https://fra.europa.eu/en/news/2023/joint-paper-agencies-contribution-eu-solidarity-ukraine
https://fra.europa.eu/sites/default/files/fra_uploads/jhaan_joint_paper_on_jha_agencies_contribution_to_eu_solidarity_with_ua_march_2023_en.pdf
https://eucrim.eu/news/jhaan-joint-paper-on-eus-solidarity-with-ukraine/
https://eucrim.eu/news/jhaan-joint-paper-on-eus-solidarity-with-ukraine/
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4366337
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	� Contributing to the enforcement of 
EU sanctions;
	� Supporting the authorities of 

Ukraine and Moldova.
The update was prepared by the 

European Union Agency of Asylum 
(EUAA), which holds the Presidency of 
the JHAAN in 2023. Agencies of the 
JHAAN include CEPOL, EIGE, EMCD-
DA, EUAA, eu-LISA, Eurojust, Europol, 
FRA, and Frontex. (CR)

Eurojust Launches Core International 
Crimes Evidence Database and Gives 
Overview of Judicial Support for 
Ukraine 

One year after the start of the war 
in Ukraine, Eurojust and its partners 
looked back on a range of measures 
and actions to support the judicial re-
sponse to alleged core international 
crimes. In addition to the review, Euro-
just updated about the following:

On 23 February 2023, the newly es-
tablished Core International Crimes Evi-
dence Database (CICED) began opera-
tion. CICED is a tailor-made, centralised 
judicial database set up by Eurojust to 
preserve, store, and analyse evidence 
of core international crimes in a secure 
mode. With the help of the CICED, sys-
tematic actions behind core interna-
tional crimes shall be made identifiable 
and, in this way, help advance national 
and international investigations, thereby 
ensuring that efforts are not duplicated. 
The CICED consists of three compo-
nents: a safe digital data transmission 
method, secure data storage, and ad-
vanced analysis tools. 

The database also contains a regis-
ter of information on who submitted the 
evidence as well as the event and type 
of crime being referred to. Evidence can 
only be submitted by competent nation-
al authorities from EU Member States 
and countries with Liaison Prosecutors 
at Eurojust. The submission of evidence 
is voluntary, and it is not shared with-
out the permission of the submitting 
authority. A factsheet on the CICED is 
available here.

In addition, Eurojust is in the pro-
cess of setting up a new Interna-
tional Centre for Prosecution of the 
Crime of Aggression against Ukraine 
(ICPA). The aim of the centre will be 
to support and enhance investiga-
tions into the crime of aggression by 
securing key evidence and facilitating 
case building at the earliest possible 
stage. The centre will become an inte-
gral part of the existing support struc-
ture for the Joint Investigation Team 
(JIT) on Ukraine at Eurojust (see be-
low), with Eurojust providing legal, 
operational, and logistic support. The 
centre was announced by European 
Commission President Ursula von 
der Leyen at a joint press conference 
with Ukrainian President Zelensky on 
2 February 2023. It was made official 
at the United for Justice Conference 
that took place on 3–5 March 2023 in 
Ukraine.

At the conference, the ICPA offi-
cially joined the JIT agreement on al-
leged core international crimes com-
mitted in Ukraine that was signed on 
25 March 2022 by Lithuania, Poland, 
and Ukraine. Estonia, Latvia, Slova-
kia, and Romania as well as the ICC 
have since joined (eucrim news of 
21 June 2022). In support of this JIT, 
Eurojust provided legal, logistical, fi-
nancial, and analytical support and 
hosted 14 coordination meetings over 
the last 12 months. On 3 March 2023, 
the seven national authorities partici-
pating in the JIT also signed a Memo-
randum of Understanding (MoU) with 
the United States Department of Jus-
tice. The MoU enhances coordination 
between the partner countries and 
the US authorities regarding investi-
gations in connection with the war in 
Ukraine.

To keep track of Eurojust’s role in 
the judicial proceedings with regard 
to the war in Ukraine, a dedicated 
webpage includes the latest develop-
ments, press releases, tweets, and 
videos. The webpage can be found 
here. (CR)

Schengen

Upgraded Schengen Information 
System Went Live

On 7 March 2023, the renewed Schen-
gen Information System (SIS) was 
launched and became fully operation-
al. Law enforcement authorities in 30 
European countries are now able to 
enter and see new categories of alerts 
and share more data. The legal bases 
for the upgraded SIS was already laid 
in 2018 (eucrim 4/2018, 192–193), 
but it took until now to put the legal 
provisions into operation (“SIS 3.0“). 
The main new features of the SIS in-
clude:
	� In addition to photographs and 

fingerprints, the SIS will contain new 
types of biometrics, e.g., palm prints, 
fingermarks and palmmarks, as well 
as DNA records (but only in relation 
to missing persons), so that persons 
sought can be more easily located and 
identified;
	� New inquiry check alerts will allow 

to collect targeted information on sus-
pects of serious crime or terrorism. 
There will be alerts on “unknown want-
ed persons” containing only the prints 
of unknown perpetrators that are dis-
covered at the scenes of terrorist of-
fences or serious crime;
	� In addition to existing alerts on 

missing persons, national authorities 
will be able to issue preventive alerts 
in the system to protect people in need 
(children at risk of abduction or poten-
tial victims of terrorism, trafficking in 
human beings, gender-based violence, 
or armed conflict/hostilities);
	� With a view to better prevent and 

deter irregular migration, a new alert 
on return decisions allows national 
authorities to verify if third-country 
nationals have the legal right to stay 
in the EU. SIS will also contain data on 
falsified documents, including travel 
documents and visa stickers;
	� Access rights are expanded, i.e. 

Europol and national immigration au-
thorities now have access to all alert 

https://www.eurojust.europa.eu/news/start-operations-core-international-crimes-evidence-database-and-new-international-centre
https://www.eurojust.europa.eu/news/start-operations-core-international-crimes-evidence-database-and-new-international-centre
https://www.eurojust.europa.eu/news/start-operations-core-international-crimes-evidence-database-and-new-international-centre
https://www.eurojust.europa.eu/sites/default/files/assets/ciced-leaflet.pdf
https://www.eurojust.europa.eu/news/start-operations-core-international-crimes-evidence-database-and-new-international-centre
https://www.eurojust.europa.eu/news/start-operations-core-international-crimes-evidence-database-and-new-international-centre
https://neighbourhood-enlargement.ec.europa.eu/news/statement-president-von-der-leyen-joint-press-conference-ukrainian-president-zelenskyy-2023-02-02_en
https://www.eurojust.europa.eu/news/international-centre-prosecution-crime-aggression-made-official-united-justice-conference
https://eucrim.eu/news/eu-supports-icc-investigation-international-crimes-ukraine/
https://eucrim.eu/news/eu-supports-icc-investigation-international-crimes-ukraine/
https://www.eurojust.europa.eu/news/national-authorities-ukraine-joint-investigation-team-sign-memorandum-understanding-usa
https://www.eurojust.europa.eu/news/national-authorities-ukraine-joint-investigation-team-sign-memorandum-understanding-usa
https://www.eurojust.europa.eu/eurojust-and-the-war-in-ukraine
https://ec.europa.eu/commission/presscorner/detail/en/ip_23_1505
https://ec.europa.eu/commission/presscorner/detail/en/ip_23_1505
https://ec.europa.eu/commission/presscorner/detail/en/ip_23_1505
https://eucrim.eu/news/new-legal-framework-schengen-information-system/
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categories in SIS. Full access by Fron-
tex’s teams will follow.

The SIS is the most widely used 
security database in Europe. It con-
tains more than 90 million data sets. 
In 2022 alone, competent authorities 
consulted the SIS almost 35 million 
times a day. An alert entered in SIS by 
one country becomes available in real 
time in all other countries that use SIS, 
so that competent authorities across 
the EU can find the alert. (TW)

Security Union

New EU Cyber Solidarity Act 
Proposed

On 18 April 2023, the Commission 
adopted a proposal for a regulation 
of the European Parliament and of 
the Council amending Regulation (EU) 
2019/881 as regards managed secu-
rity services and presented a Cyberse-
curity Skills Academy.

With the EU Cyber Solidarity Act, 
the Commission aims to strengthen 
the capacity to detect, prepare for, and 
respond to significant and large-scale 
cybersecurity threats and attacks in 
the EU by creating a European Cyber-
security Shield and a comprehensive 
Cyber Emergency Mechanism. The 

European Cybersecurity Shield, a pan-
European infrastructure consisting 
of national and cross-border Security 
Operations Centres (SOCs) across the 
EU, will detect and respond to cyber 
threats using artificial intelligence (AI) 
data analysis. The Cyber Emergency 
Mechanism will increase prepared-
ness and improve incident response 
capabilities in the EU. Both could be 
operational by 2024.

With the EU Cybersecurity Skills 
Academy, the Commission aims to 
close the cybersecurity talent gap by 
bringing together private and public 
initiatives and providing training and 
certification for interested citizens in a 
single online location.

The proposed regulation will now be 
examined by the European Parliament 
and the Council. (AP)

Artificial Intelligence

The Impact of ChatGPT on Law 
Enforcement

spot 
light

At the end of March 2023, Eu-
ropol’s Innovation Lab pub-
lished a new Tech Watch Flash 

Report looking at Large Language 
Models (LLMs), such as ChatGPT, and 
their impact on law enforcement. The 
report is based on the results of dedi-
cated expert workshops in which the 
behaviour of an LLM, namely ChatGPT, 
was tested when confronted with po-
tentially criminal cases of malicious 
use.

ChatGPT (in the GPT-3.5 version) is 
capable of processing and generating 
human-like text in response to user 
prompts. It can answer questions on 
a variety of topics, translate text, en-
gage in conversational exchanges, 
and summarise text to provide key 
points. It is capable of performing 
sentiment analysis, generating text 
based on a given prompt (i.e. writing 
a story or poem), as well as explain-
ing, producing, and improving code in 
some of the most common program-

ming languages (Python, Java, C++, 
JavaScript, PHP, Ruby, HTML, CSS, 
SQL). Although several safety fea-
tures were included in ChatGPT, with 
a view to preventing malicious use 
of the model by its users, the report 
shows that these safeguards can be 
circumvented. The process of refining 
the precise way a question is asked in 
order to influence the output generat-
ed by an AI system (so-called prompt 
engineering) can also be used to set 
these safeguards aside.

As for its criminal use, in particular, 
the report finds that ChatGPT can be 
used to better understand and sub-
sequently carry out various types of 
crime. It offers new opportunities, es-
pecially for crimes involving social en-
gineering, phishing, and online fraud 
as well as way to generate propagan-
da, disinformation, and fake news. Its 
capability of producing code makes 
ChatGPT a viable tool for malicious 
actors to create malware and other 
assistance to cybercriminal purposes.

From the impression of the real im-
pact that LLMs already have and their 
rapid growth and further improve-
ment, the report strongly underlines 
the need for law enforcement to un-
derstand this impact and be in a posi-
tion to anticipate and prevent abuse. 
To this end, Europol also offers a more 
in-depth report for law enforcement 
only. (CR) 

FRA Report on Use of AI in Predictive 
Policing and Offensive Speech 
Detection

spot 
light

On 8 Dezember 2022, the Euro-
pean Union Agency for Funda-
mental Rights (FRA) published 

its report on the use of artificial intelli-
gence (AI) in predictive policing and 
offensive speech detection. The report 
took a closer look at the possible bias 
in algorithms that can amplify over 
time and affect people’s lives, poten-
tially leading to discrimination. The 
FRA stressed that the question on bias 
of algorithms is still underresearched 

New CERIS Newsletter for  
Security Research in the EU

On 4 April 2023, the platform Community 
for European Research and Innovation 
for Security (CERIS) managed by the 
Directorate-General for Migration and 
Home Affairs (DG HOME) launched a 
newsletter on its activities. The CERIS 
platform facilitates interactions within 
the security research community and 
among users of research results by 
bringing together nearly 2000 policy 
makers, security practitioners, and re-
searchers as well as representatives 
from academia, civil society, and indus-
try from across Europe. With the news-
letter, CERIS aims to address a specific 
interest in security research news. (AP)

https://digital-strategy.ec.europa.eu/en/policies/cyber-solidarity
https://digital-strategy.ec.europa.eu/en/policies/cyber-solidarity
https://digital-strategy.ec.europa.eu/en/policies/cyber-solidarity
https://digital-strategy.ec.europa.eu/en/policies/cyber-solidarity
https://digital-strategy.ec.europa.eu/en/policies/cyber-solidarity
https://digital-strategy.ec.europa.eu/en/library/communication-cybersecurity-skills-academy
https://digital-strategy.ec.europa.eu/en/library/communication-cybersecurity-skills-academy
https://www.europol.europa.eu/cms/sites/default/files/documents/Tech%20Watch%20Flash%20-%20The%20Impact%20of%20Large%20Language%20Models%20on%20Law%20Enforcement.pdf
https://fra.europa.eu/sites/default/files/fra_uploads/fra-2022-bias-in-algorithms_en.pdf
https://ec.europa.eu/newsroom/home/newsletter-archives/44646
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and evidence-based assessments are 
lacking. The two „use cases“ on 
(faulty) crime predictions and (legiti-
mate) content posted online should 
contribute to fill this gap. The FRA 
makes six recommendations:
	� The quality of training data and oth-

er sources influencing bias need to be 
assessed by users of predictive algo-
rithms. Using data based on outputs 
of algorithmic systems becomes the 
basis for updated algorithms, which 
might amplify the bias over time. 
With regard to predictive policing, this 
means that an assessment needs to 
be made before and during the use of 
algorithm.
	� Additional implementing guidance 

on the collection of sensitive data un-
der Art. 10 (5) of the proposed Artificial 
Intelligence Act should be considered, 
notably with respect to the use of prox-
ies and to outline protected grounds 
(such as ethnic origin or sexual orien-
tation).
	� Increased transparency and as-

sessments of algorithms are required 
as the first step when safeguarding 
against discrimination. Companies 
and public bodies using speech de-
tection should be required to share 
the information necessary to as-
sess bias, with relevant oversight 
bodies and – to the extent possible 
– with the public. When exercising 
their mandates, oversight entities 
responsible for upholding fundamen-
tal rights, such as equality commis-
sions and data protection authorities, 
should pay special attention to the 
potential discrimination in language-
based prediction models.
	� Given that speech algorithms in-

clude strong bias against persons 
based on several different characteris-
tics (such as ethnic origin, gender, re-
ligion, and sexual orientation), the EU 
legislator and Member States should 
strive to ensure consistent and high 
levels of protection against discrimi-
nation on all grounds. This discrimina-
tion is to be tackled by applying exist-

ing laws that safeguard fundamental 
rights. Existing data protection laws 
must also be used to ensure non-dis-
crimination when algorithms are used 
for decision-making. Equality bodies 
should employ specialised staff and 
cooperate with data protection au-
thorities and other relevant oversight 
bodies in order to step up their efforts 
to address discrimination complaints 
and cases linked to the use of algo-
rithms.
	� The EU and its Member States 

need to consider measures fostering 
greater language diversity in Natural 
Language Processing (NLP) tools as 
a way of mitigating bias in algorithms 
and improving the accuracy of data. 
As a first step, this should include pro-
moting and funding NLP research on 
a range of EU languages other than 
English in order to promote the use 
of properly tested, documented, and 
maintained language tools for all of-
ficial EU languages. The EU and its 
Member States should also consider 
building a repository of data for bias 
testing in NLP.
	� An increase in EU and national fund-

ing for fundamental rights assess-
ments of current software and algo-
rithms is required for studies of the 
available, general-purpose algorithms 
in order to increase the deployment 
of trustworthy AI that complies with 
fundamental rights. The EU and its 
Member States could improve access 
to data and data infrastructures when 
identifying and combating the risk of 
bias in algorithmic systems by ensur-
ing access to data infrastructures for 
EU-based researchers. Investments 
in storage and cloud computing in-
frastructures that meet EU criteria 
for data protection, software security, 
and energy efficiency would help to 
achieve this.

FRA‘s report aims to inform policy-
makers, human rights practitioners 
and the general public about risk of 
bias when using AI. It particularly feeds 
into the discussion on the proposed 

Artificial Intelligence Act (eucrim 
2/2021, 77). Here, the question on the 
protection of fundamental rights plays 
an important role. (AP) 

Legislation

Discussion and Criticism of Proposal 
to Prevent and Combat Child Sexual 
Abuse

On 19 May 2023, the European Parlia-
ment‘s rapporteur Javier Zarzalejos 
published a draft report on the con-
troversial Commission proposal for a 
regulation of the European Parliament 
and of the Council laying down rules 
to prevent and combat child sexual 
abuse (COM (2022) 0209 eucrim 
2/2022, 91–92). Zarzalejos did not 
propose any substantial changes and 
wholly welcomed the European Com-
mission’s proposal. He supports the 
approach based on the assessment 
conducted by each provider of the 
risks of their services being misused 
for the purpose of child sexual abuse. 
Zarzalejos pointed out that the set of 
safeguards introduced in the propos-
al and the EDPB-EDPS Joint Opinion 
04/2022 represented a major contri-
bution to his assessment. Further-
more, he advocated the controversial 
possibility for providers to process 
metadata that can detect suspicious 
patterns of behaviour, even in the 
case of end-to-end encryption. The 
report endorsed the creation of the 
EU Centre on Child Sexual Abuse and 
proposed setting up a Victims’ Con-
sultation Forum in order to strength-
en the position of victims.

Meanwhile, the European Parlia-
ment‘s Research Service raised con-
cerns about the privacy and technical 
implications of the draft law in a com-
plementary impact assessment pub-
lished in April 2023. The study con-
cluded that the overall effectiveness 
of the proposal is expected to be lim-
ited due to several factors. For exam-
ple, perpetrators who wish to continue 

https://eucrim.eu/news/commission-proposes-artificial-intelligence-act/
https://eucrim.eu/news/commission-proposes-artificial-intelligence-act/
https://www.europarl.europa.eu/doceo/document/LIBE-PR-746811_EN.pdf
https://www.europarl.europa.eu/RegData/etudes/STUD/2023/740248/EPRS_STU(2023)740248_EN.pdf
https://www.europarl.europa.eu/RegData/etudes/STUD/2023/740248/EPRS_STU(2023)740248_EN.pdf
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their activities without being targeted 
by the measure introduced by the pro-
posal are likely to resort to the dark 
and deep web, where identification is 
more difficult. The analysis also calls 
into question end-to-end encryption, 
because there is currently no techno-
logical solution that would allow for 
scanning of the confidential commu-
nications required by warrants with-
out jeopardizing end-to-end encryp-
tion. The evaluation also made clear 
that the proposal would interfere with 
Articles 7 and 8 of the EU Charter of 
Fundamental Rights by violating the 
prohibition of general data retention 
and the prohibition of general surveil-
lance obligations. While the proposal 
would generally benefit the protection 
of children, it would interfere with the 
fundamental rights of service users, 
which would not be justified. These 
criticisms echo those voiced by civil 
society and, more recently, by the Ger-
man Bar Association. (AP)

First Designations under the Digital 
Services Act 

Following the entry into force of the 
Digital Services Act (DSA) (eucrim 
4/2020, 273–274 and eucrim 4/22, 
228–230) in mid-November 2022, the 
Commission adopted the first desig-
nation under the DSA on 25 April 2023. 
The following platforms are affected:
	� Seventeen Very Large Online Plat-

forms (VLOPs) – including Amazon 
Store, Apple AppStore, Facebook, Tik-
Tok, Twitter, Wikipedia, etc.;
	� Two Very Large Online Search En-

gines (VLOSEs) – Bing and Google 
Search.

They each reach at least 45 million 
active users monthly. These compa-
nies will have four months from des-
ignation to comply with the DSA‘s set 
of obligations. The DSA aims to em-
power users, better protect minors, in-
crease transparency and accountabil-
ity, and ensure more careful content 
moderation. Designated companies 
will also have to report their first an-

nual risk assessment to the Commis-
sion. (AP)

Regulation Implementing the Digital 
Markets Act (DMA)

On 14 April 2023, the Commission pub-
lished the Regulation implementing its 
Digital Markets Act (DMA). The Regula-
tion details procedural aspects related 
to the implementation and enforcement 
of the DMA, which entered into force on 
1 November 2022 and become appli-
cable on 2 May 2023, e.g. the parties‘ 
right to be heard and have file access. 
It intends to promote effective proceed-
ings and give the involved companies, 
including those appointed as gatekeep-
ers, legal certainty regarding procedural 
rights and obligations. The DMA is an 
EU regulatory tool that comprehensive-
ly regulates the gatekeeper power of 
the largest digital companies in order to 
make the markets in the digital sector 
fairer and more contestable (eucrim 
4/2022, 228–230). (AP)

Institutions

Court of Justice of the European 
Union (CJEU)**

Rules of Procedures of General Court 
Amended

On 1 April 2023, significant amend-
ments to the Rules of Procedure of 
the General Court of the EU came into 
force. Their aim is to clarify, supple-
ment, and simplify provisions. In addi-
tion to the revised Rules of Procedure, 
the General Court also amended its 
Practice Rules for the Implementation 
of its Rules of Procedure.

Now that the General Court has 
adopted a legal and technical frame-
work for this purpose, videoconfer-
encing can be used for hearings. The 
newly created document „Practical 
recommendations for representatives 
making oral submissions by videocon-

ference“ further assists parties’ repre-
sentatives in this regard. Additionally, 
the rules now allow for judgements 
and orders of the General Court to be 
signed electronically. The rules specify 
the terms for the qualified electronic 
signature and the rules for long-term 
secure storage of original electronic 
versions of these documents.

In the context of proactive case 
management, the new rules also of-
fer new guarantees for so-called pilot 
cases (i.e. in pending cases raising the 
same issue of law, one of these cases 
is to be identified as the pilot case and 
the others are stayed). This means the 
pilot case will be given priority over 
stayed cases, which will be heard once 
they are resumed. Furthermore, the 
General Court may now organise joint 
hearings of two or more cases when 
there are similarities between them, 
irrespective of whether the conditions 
for joinder are met or not.

In the area of data protection, the 
Rules of Procedure now clearly distin-
guish between the processing of per-
sonal data of natural persons and the 
processing of data that is not personal 
data. Lastly, the General Court has in-
troduced a new document (Provision 
of indicative model applications) to as-
sist parties’ representatives in prepar-
ing their actions, and it has updated the 

**  With this issue, we are changing the 
abbreviations used for the Court of Justice 
of the European Union. In the past, we 
used the abbreviation “CJEU“ for both the 
institution and the judgments of the Court 
of Justice; we will now use “CJEU” only if 
we are referring to the institution as such 
or the Court in a wider, general sense. In 
order to better reflect that the “CJEU” actu-
ally consists of two courts – the Court of 
Justice and the General Court – we will use 
different abbreviations when we refer to 
judgments/decisions of these courts. If we 
report on a judgment that is handed down 
by the Court of Justice, e.g. in references 
for preliminary rulings and in actions for 
failure to fulfil obligations or on appeal, we 
will use the abbreviation “ECJ” (standing 
for the “[European] Court of Justice”). If a 
judgment is handed down by the General 
Court (formerly the Court of First Instance 
– “CFI”), we will use the abbreviation “GC”.

https://anwaltverein.de/de/maildrum/onlineversion/7b5f631e-ddd8-11ed-9e8f-0cc47a07813e
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https://eucrim.eu/news/commission-proposes-new-regulations-responsibilities-digital-services/
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https://eucrim.eu/news/new-eu-rules-for-online-platforms/
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https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32023R0814&lang1=EN&from=DE&lang3=choose&lang2=choose&_csrf=64090285-bdb6-4027-8ff9-a05b3c2324ab
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https://eucrim.eu/news/new-eu-rules-for-online-platforms/
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following documents for parties’ repre-
sentatives:
	� Aide-mémoire – Application;
	� Model summary of the pleas in law 

and main arguments relied on in the 
application;
	� Aide-mémoire – Hearing of oral argu-

ment;
	� Omission of data vis-à-vis the public 

in judicial proceedings. (CR)

CJEU’s 2022 Judicial Stats
According to its judicial statistics for 
the year 2022, the CJEU confirms a 
structural increase in the number of 
cases brought before the Court of Jus-
tice and the General Court of the Euro-
pean Union. As in previous years, both 
courts together received more than 
1500 cases.

The key statistics for both courts:
	� In 2022, the Court of Justice re-

ceived 806 new cases, the General 
Court 904 new cases;
	� Both courts completed 1666 cases;
	� 2585 cases were pending before 

both courts.
The key statistics for the Court of 

Justice:
	� The average duration of preliminary 

ruling proceedings before the court in-
creased slightly from 16.7 months in 
2021 to 17.3 months in 2022;
	� The court noted an increased num-

ber of cases with sensitive and com-
plex issues, calling for greater reflec-
tion and time;
	� References for a preliminary ruling 

came mainly from German (98), Italian 
(63), Bulgarian (43), Spanish (41), and 
Polish (39) courts.

The key statistics for the General 
Court:
	� The year 2022 was marked by the 

emergence of cases involving the re-
strictive measures adopted by the EU 
in the context of the war in Ukraine;
	� Cases involving restrictive meas-

ures represented 11.4% of all new cas-
es brought before the court in 2022;
	� The average duration of proceed-

ings closed by judgment or by order 

was 16.2 months (compared to 17.3 
months in 2021) and 20.4 months for 
cases closed by judgment only.

To preserve its capacity to deliver 
high-quality decisions within a reason-
able time, the Court of Justice submit-
ted on 30 November 2022 a request 
to the EU legislature with a view to 
amending Protocol No 3 on the Stat-
ute of the Court of Justice of the EU. 
In concrete terms, the Court of Justice 
is seeking a transfer of jurisdiction to 
the General Court to give preliminary 
rulings in certain specific areas:
	� The common system of value add-

ed tax;
	� Excise duties;
	� The Customs Code and the tariff 

classification of goods under the Com-
bined Nomenclature;
	� Compensation and assistance to 

passengers;
	� The scheme for greenhouse gas 

emission allowance trading.
It is also seeking an extension of 

the mechanism to determine whether 
an appeal can be allowed to proceed 
against decisions of the General Court. 
(CR)

New Registrar at the General Court
On 26 April 2023, Mr Vittorio Di Bucci 
was appointed Registrar of the Gen-
eral Court of the EU. Prior to his ap-
pointment, Mr Di Bucci, who joined the 
European institution in 1987, served 
as principal legal adviser/director in 
the Legal Service of the European 
Commission, heading the business 
law team. Di Bucci succeeds Mr Hans 
Jung (1989–2005) and Mr Emmanuel 
Coulon (2005–2023). (CR)

OLAF

New Working Arrangement Fosters 
Cooperation between Eurojust and 
OLAF

On 29 March 2023, Eurojust and OLAF 
signed a new Working Arrangement 
to enhance their cooperation in the 

fight against fraud, corruption, envi-
ronmental crime, intellectual property 
crime, and other crimes affecting the 
EU‘s financial interests. The Working 
Arrangement replaces the 15-year-
old Practical Agreement on arrange-
ments of cooperation between Euro-
just and OLAF signed in 2008.

The new Working Arrangement 
outlines practical details of the in-
stitutional, strategic, and operational 
cooperation between Eurojust and 
OLAF. Both parties will establish liai-
son teams to serve as contact points 
and coordinate cooperation between 
the two agencies and to prepare the 
annual high-level meetings between 
OLAF‘s Director-General and Euro-
just‘s President. OLAF and Eurojust 
agree to exchange information of a 
strategic nature and collaborate with 
regard to training, workshops, semi-
nars, and conferences. The second-
ment of a representative to the other 
party is also possible.

In the area of operational coop-
eration, the bodies may, for instance, 
provide each other with mutual as-
sistance and advice, seek judicial 
recommendations, and participate in 
coordination meetings, coordination 
centres, and other operational meet-
ings. Furthermore, they may coop-
erate in Joint Investigations Teams 
(JITs) by informing the other party 
of a relevant JIT and asking the rel-
evant Member State to invite the oth-
er party to take part in it. In addition, 
OLAF may request Eurojust to ask the 
competent authority of the Member 
States concerned to set up a JIT in 
cases dealing with an illegal activity 
within OLAF’s mandate. Lastly, the Ar-
rangement sets out detailed rules for 
the exchange of operational informa-
tion, respective communication chan-
nels, data protection rules, access 
to documents, communication with 
the media, and expenses. The new 
Working Arrangement had immediate 
effect and entered into force on 30 
March 2023. (CR)

https://curia.europa.eu/jcms/upload/docs/application/pdf/2023-03/aide_memoire_requete_en.pdf
https://curia.europa.eu/jcms/upload/docs/application/pdf/2023-03/modele_resume_en.pdf
https://curia.europa.eu/jcms/upload/docs/application/pdf/2023-03/modele_resume_en.pdf
https://curia.europa.eu/jcms/upload/docs/application/pdf/2023-03/modele_resume_en.pdf
https://curia.europa.eu/jcms/upload/docs/application/pdf/2023-03/aide_memoire_audience__en.pdf
https://curia.europa.eu/jcms/upload/docs/application/pdf/2023-03/aide_memoire_audience__en.pdf
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https://curia.europa.eu/jcms/upload/docs/application/pdf/2023-04/cp230068en.pdf
https://www.eurojust.europa.eu/news/eurojust-and-olaf-sign-new-working-arrangement-step-cooperation
https://www.eurojust.europa.eu/sites/default/files/assets/2023-olaf-eurojust-working-arrangement-signed.pdf
https://www.eurojust.europa.eu/sites/default/files/InternationalAgreements/Eurojust-OLAF-2008-09-24-EN.pdf
https://www.eurojust.europa.eu/sites/default/files/InternationalAgreements/Eurojust-OLAF-2008-09-24-EN.pdf
https://www.eurojust.europa.eu/sites/default/files/InternationalAgreements/Eurojust-OLAF-2008-09-24-EN.pdf
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OLAF Fosters Cooperation with State 
Audit Service of Ukraine

On 27 March 2023, OLAF Director- 
General Ville Itälä signed an adminis-
trative cooperation arrangement with 
the State Audit Service of Ukraine 
(SAS). The SAS is the national con-
tact point for cooperation with OLAF. 
The arrangement will facilitate the 
exchange of information and coopera-
tion in investigative activities. 

OLAF will also support the Ukrainian 
authorities in their national anti-fraud 
efforts and strategies, for example by 
helping increase anti-fraud knowledge 
for prevention, by contributing to ca-
pacity building and by providing train-
ing to protect EU funds. It is also envis-
aged that Ukraine is associated to the 
Union Anti-Fraud Programme (UAFP). 

Cooperation with Ukrainian authori-
ties is important since the EU has de-
livered unprecedented financial sup-
port after Russia’s aggression, and will 
continue to do so in the future. The 
fight against corruption and fraud will 
therefore be key to protect the taxpay-
ers’ money and to help Ukraine emerge 
from war damage. (TW)

OLAF Gets Access to Spanish 
Notaries’ Data

On 22 March 2023, OLAF signed a co-
operation agreement with the General 
Council of Notaries of Spain (CGN). 
The core feature of the agreement is 
that OLAF will be enabled to have ac-
cess to the data of the CGN’s Central-
ized Body for the Prevention of Money 
Laundering (OCP). 

The databases include data on 
beneficial owners of over 2.4 million 
commercial entities, nearly 164,000 
non-commercial legal entities, such 
as associations, foundations or po-
litical parties, and more than 50,000 
foreign entities. In addition, another 
database identifies nearly 25,000 
persons who hold public responsibil-
ity by election or designation; nearly 
31,000 related persons (family mem-
bers and persons with professional or 

commercial ties) and over 4,000 com-
panies in which persons with public 
responsibility hold shares (data from 
January 2021). 

The Single Computerised Notarial 
Index stores and electronically clas-
sifies the content of the deeds and 
public acts authorised by the more 
than 2,800 Spanish notaries leading to 
a bulk of information on public docu-
ments. 

Access to these data sources is 
considered extremely helpful for OLAF 
since perpetrators of EU fraud of-
ten hide their traces behind intricate 
schemes of companies and corporate 
entities. The CGN will set up a web 
platform from which OLAF’s informa-
tion requests will be channelled. (TW)

OLAF Signs Arrangements with US 
Authorities

On 20 March 2023, OLAF Director- 
General Ville Itälä signed two adminis-
trative cooperation arrangements with 
partners in the USA. 

The arrangement with the U.S. Bu-
reau of Industry and Security sets out 
the framework for cooperation in the 
fight against customs fraud, in par-
ticular regarding trade in prohibited or 
restricted goods. It will facilitate the 
exchange of strategic information and 
risk analysis and foster assistance in 
investigations.

The arrangement with the U.S. Inter-
national Development Financing Co-
operation (DFC) covers the prevention 
of double financing and the possibility 
of joint or parallel investigations, tech-
nical assistance and strategic analy-
sis. Cooperation enables OLAF better 
oversight in multiple countries where 
the DFC is active.

By the new arrangements, OLAF ex-
pands formal partnerships with US au-
thorities. Administrative cooperation 
arrangements already exist with the 
United States Agency for International 
Development (USAID) and the U.S. 
Bureau of Alcohol, Tobacco, Firearms 
and Explosives. (TW)

Illicit Tobacco Trade in 2022
On 4 April 2023, OLAF presented the 
results of its operations against tobac-
co smuggling in 2022. For the results 
in 2021 eucrim 1/2022, 14; for the 
results in 2020 eucrim 1/2021, 14.

International operations involving 
OLAF throughout 2022 led to the sei-
zure of 531 million contraband ciga-
rettes, more than 205 tonnes of raw 
tobacco, and 65 tonnes of water-pipe 
tobacco. Investigations indicated that 
there is an increasing trend towards il-
licit factories combining raw materials 
in the European Union. Nearly 60% of 
the cigarettes seized (over 316 million 
cigarettes) had been illegally produced 
in the EU. In addition, around 200 mil-
lion cigarettes could be prevented 
from entering the EU at its external 
borders. 2022 also saw an increase in 
the smuggling of water-pipe tobacco, 
another emerging trend.

Smuggling networks usually take 
advantage of the differences and gaps 
between the various national systems. 
OLAF’s role is, above all, to gather intel-
ligence, to put the relevant information 
together and into concrete operations, 
and to promptly provide the competent 
national authorities with this informa-
tion, so that they can take action. (TW)

OLAF’s Operational Work:  
January–May 2023

This news item summarises OLAF’s 
operational work from January to May 
2023 in chronological order:
	� 23 February 2023: OLAF concludes 

investigations into a project in Hun-
gary which was designed to equip el-
ementary and high schools with digital 
technologies. The project was funded 
by the European Social Fund. OLAF 
detected several breaches in public 
procurement procedures and recom-
mends that the competent Commis-
sion directorate recovers more than 
3.6 million.
	� 29 March 2023: OLAF is awarded 

the Montreal Protocol Award for Cus-
toms and Enforcement Officers for 

https://anti-fraud.ec.europa.eu/media-corner/news/olaf-signs-cooperation-arrangement-ukraines-state-audit-service-2023-04-03_en
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https://anti-fraud.ec.europa.eu/media-corner/news/olaf-signs-cooperation-agreement-spanish-general-council-notaries-2023-03-22_en
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https://anti-fraud.ec.europa.eu/media-corner/news/illicit-tobacco-trade-over-half-billion-cigarettes-seized-2022-2023-04-04_en
https://eucrim.eu/news/illegal-tobacco-trade-operations-in-2021/
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its work against smuggling in ozone-
depleting substances and fluorinated 
global warming substances controlled 
under the Montreal Protocol. Tackling 
illicit trade in climate-damaging gases 
has been one of OLAF’s operational 
priorities for several years. OLAF’s 
operations led to the seizure and de-
tention of almost 800 tonnes of illegal 
refrigerants over the past few years.
	� 31 March 2023: OLAF reports that 

it supported the successful seizure of 
11 tonnes of pesticides in a joint ac-
tion with the Bulgarian Food Safety 
Agency and the Bulgarian National Po-
lice General Directorate. Investigators 
found several violations, including the 
trade with banned substances in the 
EU. OLAF stressed that several illicit 
substances seized are very dangerous 
for human health and bees. 
	� 10 May 2023: In a joint action, 

French and Spanish authorities with 
the support of OLAF, Europol, and Eu-

rojust were able to dismantle an organ-
ised crime group that illegally breeded 
and trafficked eels. 1.5 tonnes of live 
eels were seized, 27 persons arrest-
ed and financial assets valued at €2  
million frozen. (TW)

European Public Prosecutor’s Office

ECBA: Courts in the Assisting 
Member State Must Have Full Review 
Powers 

On 27 February 2023, the ECJ held a 
Grand Chamber hearing in the first 
reference for a preliminary ruling deal-
ing with the interpretation of the EPPO 
Regulation (Case C-281/22, GK and 
Others eucrim 2/2022, 96). On the 
eve of this hearing, the European Crim-
inal Bar Association (ECBA) published 
an open letter in which the views of the 
defence lawyers on the case are pre-
sented. The reference for preliminary 

ruling by the Oberlandesgericht Wien 
concerns the question as to which 
extent the courts of the assisting Eu-
ropean Delegated Prosecutor (EDP) 
can verify an investigative measure 
under their national law when it was 
authorised in the Member State of the 
EDP handling the case (analysis by  
A. Venegoni, eucrim 4/2022, 282). 

First, the ECBA points out the ex-
isting structural inequality of arms in 
EPPO proceedings: while the EPPO as 
an institution is allowed to participate 
actively in the proceedings before the 
CJEU, defence lawyer organisations 
representing the bars cannot intervene.

Second, the ECBA strongly advo-
cates that the courts in the assisting 
EDP’s Member States must be allowed 
to review the substantive reasons 
for the investigative measure to be 
adopted. A substantive review by the 
courts in the assisting Member State 
is already required in order to assess 
fundamental rights, immunities and 
privileges (such as legal privilege) 
that exist in the laws of the assisting 
Member State. The ECBA further ar-
gues that legal reviews in the assisting 
Member State cannot be a mere rub-
ber-stamping exercise when it comes 
to mutual legal assistance situations 
under the EPPO regime. 

Third, the ECBA opposes the argu-
ment that legal reviews in cross-border 
cooperation situations under the EPPO 
regime cannot be more cumbersome 
than in the system established by the 
European Investigation Order (EIO). 
According to the ECBA, the courts in 
the Member States executing an EIO 
would also have the power to review 
the “substantive reasons” for issuing 
a measure if the fundamental rights 
of persons targeted by investigative 
measures are at stake. 

In sum, the ECBA’s open letter em-
phasises that an interpretation of the 
EPPO Regulation in Case C-281/22 
should not lead to a preponderance of 
the effectiveness of EPPO investiga-
tions. (TW)

The Jean Monnet Module “EPPO and EU 
Law: A Step Forward in Integration” (STEP-
PO) hosted by Milano-Bicocca University is a 
3-year teaching module, which offers insights 
into the functioning of the European Public 
Prosecutor’s Office (EPPO). The project be-
gan in 2021; it is co-funded by the EU Eras-
mus+ Programme (European Commission) 
and supported by the European Parliament.

The Module’s participants can learn more 
about the EPPO through dialogue between 
prosecutors, law enforcement officers, EU 
officials, customs authorities, legal practi-
tioners, academics, students, and the general 
public. Key achievements of the module in-
clude:

	� Dissemination of learning modules (290 
attendees in 2023);

	� Leveraging social media with more than 70 
blogs and posts that have been published 
on the website (>1000 users involved);

	� A digital collection of lessons on the web-
site with direct and open access to video 
recordings and presentations of the ses-
sions using VR Code technology;

	� Development of VR training (in progress) 
to enable attendees to participate in an 
EPPO investigation simulation;

	� Database of cases, containing (so far) 
over 50 cases from various EU Member 
States on the topic;

	� A strong network of professionals from 
different legal spheres is organised in 
the form of 19 subcommittees of the 
Module.

Moreover, after the expiration of the Mod-
ule, the project group will continue its work 
in the form of the Jean Monnet Centre of 
Excellence starting in 2024 (EPPO: A New 
Frontier in Integration (EPPONFI)). This 
Centre of Excellence has been officially 
supported by the European Commission 
and will last until 2026. 

More information on the STEPPO and up-
coming EPPONFI is available at: <https://
www.steppo-eulaw.com/>.

Ass. Prof. Benedetta Ubertazzi (Module 
Coordinator) and Antony Zhilkin, Milan-

Bicocca University

Jean Monnet Module on the European Public Prosecutor’s Office at Milano-
Bicocca University: Promoting European Integration through the EPPO
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EPPO’s Annual Report for 2022
On 1 March 2023, the EPPO presented 
its annual report for 2022. It is the first 
annual report that provides the picture 
of a full calendar year after the EPPO 
had started to exercise its compe-
tence on 1 June 2021 (for the first an-
nual report covering the period of op-
erations from 1 June to 31 December 
2022 eucrim 1/2022, 15–16). In 13 
chapters, the annual report for 2022 
provides information, inter alia, on the 
following issues:
	� EPPO’s operational activity, includ-

ing figures from each participating 
Member State;
	� The activity of EPPO’s organisa-

tional entities, such as the College, the 
Permanent Chambers, the European 
Delegated Prosecutors, and the Opera-
tions and College Support Unit;
	� The Case Management System and 

IT;
	� Human resources and staff devel-

opment;
	� Relations of the EPPO with its part-

ners, including relations with non-
participating Member States and third 
countries. 

The EPPO reports that it processed 
3318 crime reports and opened 865 in-
vestigations in 2022. Judges granted 
the freezing of €359.1 million in EPPO 
investigations, more than seven times 
the body’s 2022 budget. Other key fig-
ures include the following:
	� By the end of 2022, the EPPO had a 

total of 1117 active investigations for 
overall estimated damages of €14.1 
billion;
	� Over 28% of the active investiga-

tions had a cross-border dimension;
	� The EPPO opened 865 investiga-

tions with estimated damages of €9.9 
billion;
	� Regarding the typologies identified 

in the active cases, most (679) deal 
with non-procurement expenditure 
fraud followed by VAT fraud (427 cas-
es);
	� Nearly half of the estimated dam-

ages (€6.7 billion) concerns VAT fraud;

	� The proportion of reports about 
suspicions of fraud from private par-
ties is at 58%;
	� 114 European Delegated Prosecu-

tors in active employment; 
	� 217 staff members at the central of-

fice in Luxembourg.
When presenting the report, Euro-

pean Chief Prosecutor Laura Kövesi 
stressed that, in 2022, the EPPO dem-
onstrated its unprecedented capacity 
to identify and trace volatile financial 
flows and opaque legal arrangements. 
She added that the EPPO, however, is 
far from having reached its full poten-
tial. In doing so, the EPPO Regulation 
should be reviewed as soon as pos-
sible on several critical aspects. (TW)

Arrangement between EPPO and 
Hellenic Independent Authority of 
Public Revenues Signed

On 17 February 2023, the EPPO signed 
a working arrangement with the Hel-
lenic Independent Authority of Public 
Revenues (IAPR). The arrangement 
aims to provide a structured frame-
work for closer cooperation, in particu-
lar through the following:
	� Establishing modalities and chan-

nels for the exchange of information;
	� Ensuring that the IAPR provides the 

EPPO with the appropriate investiga-
tive support;
	� Ensuring that the IAPR conducts in-

vestigations in EPPO cases as a mat-
ter of priority;
	� Setting out further possibilities of 

customized cooperation, including the 
exchange of strategic information.

According to the arrangement, the 
IAPR will identify and inform the EPPO 
of all cases that fall within EPPO’s 
mandate. In the course of EPPO inves-
tigations, the IAPR will provide support 
by giving access to information and 
databases, supplying technical exper-
tise, and undertaking preliminary in-
vestigations. 

The arrangement also foresees that 
both parties designate contact points 
for operational cooperation. The EPPO 

and the IAPR will organise regular 
high-level meetings as well as techni-
cal meetings at both operational and 
administrative levels.

Given the IAPR’s key role in the 
Greek system, the arrangement will 
strengthen the fight against organ-
ised crime connected to smuggling 
of goods, corruption, fraud, including 
cross-border VAT fraud, and any other 
criminal offence or illegal activity ad-
versely affecting the European Union’s 
financial interests. (TW) 

Convictions in VAT Carousel Fraud 
Case with Luxury Cars

German criminal courts handed down 
first judgments in a major EPPO case 
that dismantled a VAT carousel fraud 
ring involving luxury cars. This scheme 
was investigated since 2021 by the 
EPPO in Germany, and is estimated to 
have caused losses of at least €13 mil-
lion (eucrim 4/2021, 211). In an op-
eration in October 2021, ten suspects 
were arrested and afterwards indicted. 
It was revealed that three suspects 
have links to the Italian mafia organi-
sation ‚Ndrangheta. Thanks to EPPO’s 
investigations, law enforcement au-
thorities also prosecuted suspects for 
major drug trafficking offences involv-
ing Germany, Italy and Bulgaria. 

On 16 December 2022, the Regional 
Court of Ingolstadt (Germany), handed 
down the first judgment against one 
of the arrested persons. The defend-
ant was given a combined sentence of 
nine years’ imprisonment for tax eva-
sion and drug trafficking with weapons.

On 13 February 2023, the Regional 
Court of München II convicted four 
more suspects. Having found them 
guilty for VAT fraud, three suspects 
will have to serve prison sentences of 
between 2 years 3 months and 3 years, 
and the fourth received 1 year and 10 
months of probation. Moreover, the 
court made a confiscation order of 
over €1 million.

On 28 March 2023, the Regional 
Court of Landshut imposed sentences 
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on two other defendants for VAT fraud. 
They will have to serve prison sen-
tences of 4 years and 9 months, and 
2 years and 9 months, respectively. In 
addition, the court made a confisca-
tion order of over €5 million. (TW) 

Overview of Convictions in EPPO 
Cases: January–April 2023

The following provides an overview 
of court verdicts in EPPO cases in 
the various participating EU Mem-
ber States, as far as reported by the 
EPPO. It covers the period from 1 Jan-
uary to 30 April 2023 and continues 
the overview in eucrim 2/2022, 96. 
The overview is in reverse chronologi-
cal order.
	� 11 April 2023: The EPPO in Bratisla-

va (Slovakia) files an appeal against 
the judgement of the Specialised 
Criminal Court in Slovakia in a VAT 
fraud case based on the overevalua-
tion of machinery to obtain EU funds. 
The EPPO seeks verification of the 
light sentences against the two main 
offenders (seven years’ imprisonment 
and five years and six months’ impris-
onment, respectively) and an acquittal 
of another defendant. In addition, the 
EPPO questions the legal qualifica-
tion which should consider that the 
crimes were committed by an organ-
ised group. 
	� 5 April 2023: After the EPPO had 

filed an indictment on 10 March 2023, 
the Zemgale District Court in Riga 
(Latvia) convicts two individuals for 
fraud involving EU agricultural funds. 
The first defendant was given a sus-
pended sentence of two years and 
nine months’ imprisonment, the sec-
ond defendant was given a suspended 
sentence of two years and six months’ 
imprisonment. In addition, both individ-
uals must pay a fine and are excluded 
from applying to EU-funded projects 
until 2025. €100,000 of unlawfully ob-
tained EU funds were fully recovered 
before the trial. The sentence is based 
on plea bargains between the defend-
ants and the EDP.

	� 4 April 2023: In the context of a 
large-scale VAT fraud case conducted 
by the EPPO in Milan, a police officer of 
the Guardia di Finanza is sentenced to 
five years of imprisonment for corrup-
tion. The Tribunal of Brescia found that 
the official received bribes of €50,000 
from a businessperson, with the pur-
pose of softening or excluding the 
businessperson’s responsibilities, and 
those of some of his family members, 
from the criminal investigation in the 
VAT case. The Tribunal also ordered 
the confiscation of €50,000 as pro-
ceeds of the crime, and the extended 
confiscation of additional property – 
believed to derive from criminal con-
duct – with a value of over €470,000.
	� 16 February 2023: The Paris Crimi-

nal Court passes the first verdict of 
an EPPO case in France. The director 
of a rental car company was given an 
18-month conditional sentence. His 
accomplice was sentenced to five 
months’ imprisonment, that was also 
suspended. In addition, the convicted 
persons were sentenced to jointly 
pay  a fine of €150,000. The defend-
ants imported luxury cars from Swit-
zerland to France without paying cus-
toms duties and import VAT; damages 
of €110,000 incurred to the EU and the 
national budgets. The case before the 
Paris criminal court was concluded by 
a simplified procedure in which the de-
fendants pleaded guilty to all charges. 
The director was ordered to pay the 
damages to the EU and the national 
treasury in full.
	� 15 February 2023: The Regional 

Court of Frankfurt (Landgericht Frank-
furt) convicts two persons for VAT 
fraud. The first defendant was sen-
tenced to five years and nine months 
of imprisonment. He was the head be-
hind a VAT carousel fraud scheme that 
illegally received more than €33 million 
for businesses with Voice over Internet 
Protocol (VoIP) services. He handled 
several fake companies and issued 
false invoices for VoIP services that 
never took place. The second defend-

ant was given a suspended sentence 
of two years. He knew the fraudulent 
activities and did not ensure proper 
taxation. The case involved several tax 
investigation offices in Germany. (TW)

EPPO’s Operational Activities: 
January–April 2023

The following provides an overview 
of EPPO’s main operational activities 
in the first four months of 2023 (1 
January – 30 April 2023). It continues 
the periodic reports of the last issues 
(for the previous overview eucrim 
4/2022, 236–237). The overview is in 
reverse chronological order.
	� 21 April 2023: Investigations by the 

EPPO in Palermo (Italy) lead to house 
arrests of three suspects. A public 
school principal and her deputy are 
suspected of having embezzled EU 
and national funds for school projects 
in disadvantaged communities. School 
projects had not or partially not been 
implemented, and expensive comput-
ers, which were intended for the pupils, 
were stored inside the principal’s office 
where they were misappropriated by 
the principal and her deputy. In addi-
tion, the third suspect’s company was 
seemingly unlawfully favoured to sup-
ply the technological material follow-
ing the payment of bribes. Damages 
to the budgets are estimated at over 
€100,000.
	� 4 April 2023: In the context of a 

probe into a tobacco fraud scheme led 
by the EPPO in Iași (Romania), Roma-
nian law enforcement authorities seize 
real estate and cash in different cur-
rencies in order to recover damages 
to the national and EU budgets. Under 
suspicion are several individuals (in-
cluding customs officials) and compa-
nies from Czechia, Germany, Italy, Lith-
uania, Poland, Slovakia and Ukraine. 
They allegedly built up a system of dis-
guising movements of tobacco prod-
ucts imported from the United Arab 
Emirates and Turkey. Shipments of 
processed tobacco products were de-
clared as being in transit through the 
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EU with destinations to non-EU coun-
tries (for which excise duties and VAT 
is suspended), but instead the goods 
were sold within EU countries at huge 
profits. The losses amount at least to 
€650,000. 
	� 4 April 2023: The EPPO has five in-

dividuals arrested in Croatia. Together 
with a company, they are suspected 
of having committed criminal offenc-
es of abuse of office and authority, in 
connection with the public procure-
ment proceedings for the project of 
construction of a plant for sorting 
collected waste, located at Mihačeva 
Draga (Croatia).
	� 31 March 2023: The Bulgarian police 

is looking for the seizure of documents 
and electronic evidence in several lo-
cations in Sofia (Bulgaria). The under-
lying EPPO investigation deals with 
corruption and the mismanagement 
of funds that had been allocated to the 
restoration of Sofia’s historic centre. It 
is believed that undue payments were 
made because contractors falsely 
certified that works had been carried 
out in accordance with specifications. 
The works were co-financed by the Eu-
ropean  Regional Development Fund 
(ERDF). Following media reports, the 
EPPO opened investigations “ex of-
ficio” in autumn 2022. The estimated 
damage is at least €3 million. 
	� 28 March 2023: The Belgian police 

carries out a raid in several locations 
in Belgium, including at Liège Airport, 
and arrests four suspects. The code-
named operation “Silk Road” is led by 
the EPPO in Brussels and supported 
by Europol and other Belgian customs, 
tax and law enforcement authorities. 
The investigations target Chinese 
exporters who built up a complex 
system that allowed the evasion of 
VAT and customs duties for their ex-
ported goods (electronic equipment, 
toys and accessories). The suspects 
disguised that the goods have not 
been further transported to other EU 
Member States after importation (for 
which VAT is exempted). Instead, the 

goods were directly sold to consum-
ers with prices including VAT which 
has never been paid to the tax au-
thorities. In order to evade payments 
of VAT and customs duties, criminals 
used private customs authorities that 
falsely declared the final destination, 
established shell companies in vari-
ous EU Member States, and submit-
ted false invoices and falsified trans-
port documents. It is believed that 
the damage to the budgets is around 
€310 million. 
	� 23 March 2023: An EPPO investiga-

tion involving the EU Next Generation 
Programme revealed an alleged fraud 
up to €1 million by an Italian company 
and its representative. The legal rep-
resentative is put under house arrest. 
He is suspected of having submitted 
several falsified applications for subsi-
dised loans and non-repayable funds. 
	� 23 March 2023: The EPPO in Bolo-

gna (Italy) has assets worth up to €149 
million seized. EPPO investigations 
target a Missing Trader Intra-Commu-
nity (MTIC) fraud with fuels. Three Ital-
ians are suspected of having formed 
a criminal group by introducing fuel 
products into the Italian territory from 
other EU Member States for their sub-
sequent resale at a low cost, using a 
string of shell companies and a buffer 
company. It is estimated that more 
than €92 million VAT have been unpaid 
since the existence of the scheme in 
2016.
	� 21 March 2023: In an operation 

led by the EPPO in Naples and Milan 
(Italy), the Guardia di Finanza arrests 
12 persons (five entrepreneurs, three 
accountants and four public officials). 
They are suspected of being part of a 
professional organised crime group lo-
cated in Naples that sold VAT evasion 
schemes. The case involves a com-
plex VAT carousel with over 170 shell 
companies in several European coun-
tries and the USA. In order to evade 
VAT payments, fictious invoices were 
issued for the trade in electronic equip-
ment (mainly AirPods). In addition to 

the arrests, a freezing order for a value 
of approximately €8 million was ex-
ecuted. 
	� 9 March 2023: Upon request by the 

EPPO, Romanian law enforcement au-
thorities carry out house searches in 
five counties in Romania and arrest 
three suspects. The suspects are ac-
cused of having collaborated in unduly 
receiving money from the European 
Structural and Investments Funds. 
They provided false documents and 
inflated equipment costs and thus 
received EU money for their personal 
profits. 
	� 9 March 2023: The EU-funded event 

“Water – World Forum for Life” that 
took place in Reguengos de Monsaraz 
(Portugal) in June 2021 to raise aware-
ness of environmental sustainability is 
subject to EPPO investigations. The 
Portuguese Polícia Judiciária carries 
out searches in the municipality for 
suspicion of subsidy fraud, active and 
passive corruption and financial com-
plicity in business fraud by a public 
official. The fraud may concern over 
€800,000.
	� 6 March 2023: In a case involving 

the supply of protective masks during 
the COVID-19 pandemic in Spain, EP-
PO’s Permanent Chamber dismisses 
the criminal proceedings. It was found 
that the price paid for the masks was 
not disproportionate in relation to the 
quality of the material offered and 
delivered. It seemed that the public 
money (the contract was worth more 
than €1.5 million for 250,000 FFP2–3 
masks) was spent correctly. 
	� 3 March 2023: The Guardia di Finan-

za executes a preventive seizure order 
against a farmer in Sicily. In an EPPO 
investigation, the farmer is suspected 
of having made false statements and 
submitted false lease contracts in or-
der to receive money from the EU ag-
ricultural funds. The farmer claimed 
to be in possession of parcels of land 
which he has actually never owned. 
The damage to the EU budget is esti-
mated at around €600,000. 
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INSTITUTIONS

	� 27 February 2023: Bulgarian law 
enforcement authorities carry out sei-
zures and other investigative measures 
in the context of EPPO investigations 
into multi-million euro fraud regarding 
greenhouse gas emissions. A private 
Bulgarian company is suspected of 
having knowingly submitted false data 
in annual reports on greenhouse gas 
emissions produced by thermal power 
plants and heating plants in Bulgaria. 
Thus, competent national authorities 
were misled as to the actual amount 
of emissions and these remained un-
paid under the EU Emissions Trading 
System (EU ETS). Losses for the EU 
and national budgets ran into millions. 
	� 23 February 2023: In EPPO investi-

gations against MEP Stefania Zambelli 
and four of her assistants, the Guar-
dia di Finanza in Brescia seizes bank 
accounts and luxury cars worth more 
than €170,000. This is the damage al-
legedly caused by MEP Zambelli and 
her staff members to the EU budget 
because of false declarations of the 
work assistants were hired for and for 
having declared false educational and 
professional skills. According to the 
investigations, the assistants have not 
or only partially carried out activities 
for the European Parliament despite of 
having received parliamentary allow-
ances. 
	� 22 February 2023: It is revealed that 

operation “VAT Games” (see below) 
has connections with a VAT carousel 
fraud investigated by the EPPO in Ma-
drid (Spain). In operation “Marengo 
Rosso”, law enforcement authorities in 
Spain, Czechia, Hungary, Italy, Luxem-
bourg, Portugal, Poland, and Slovakia 
crack down on a criminal organisation 
that is believed to have orchestrated a 
massive €25 million VAT fraud through 
the sales of mobile phones and other 
electronic equipment. The ringleader is 
supposed to have been arrested on 17 
February in Milan under operation “VAT 
Games” following another investigation 
by the EPPO in Milan. Operation “Maren-
go Rosso” led to the arrest of 17 per-

sons and the seizure of a considerable 
amount of assets, including real estate 
and luxury cars. The arrested persons 
are alleged to have established a chain 
of shell companies by which they re-
ceived unjustified VAT reimbursements 
for the trade in electronic devices and 
equipment. Illicit profits were laundered 
and reinvested in high-value real estate 
in different countries. Europol and Eu-
rojust were also involved in the law en-
forcement action against the criminal 
organisation.
	� 17 February 2023: Six persons are 

arrested and assets are seized in a 
major operation led by the EPPO in Mi-
lan (Italy). The operation dubbed “VAT 
Games” targeted a criminal organisa-
tion that established a complex net-
work of companies in order to commit 
VAT carousel fraud. Companies were 
established in Bulgaria, the Nether-
lands, Poland and Slovakia from where 
they sold electronics and computer 
equipment to shell companies in Italy. 
The latter ones were administered by 
figureheads, in order to evade the pay-
ment of VAT. The estimated VAT loss-
es are around €40 million. First actions 
against the organisation were already 
carried out in October 2022. 
	� 15 February 2023: On the EPPO’s 

request, law enforcement authorities 
take action against an organised crimi-
nal group in Iaşi (Romania). 13 houses 
and premises are searched. 12 indi-
viduals are confronted with findings 
that they have fraudulently obtained 
€1.6 million from employment funds. 
The EU co-financed trainings of unem-
ployed people. It was revealed, how-
ever, that employment contracts were 
only formally terminated in order to 
receive the money and some trainings 
never happened. The suspects provid-
ed false documents and certificates. 
	� 9 February 2023: In an investigation 

code-named “Water Diviner” the EPPO 
has €1.6 million seized in Italy. The in-
vestigations involve an Italian start-up 
that promised to develop “thermody-
namic machines” for the purification 

and filtering of water in remote areas 
and thus received money from EU 
and regional funds. However, the ma-
chines have never gone operational. 
The start-up falsified statements and 
certificates, provided fraudulent assur-
ances and rigged tenders. The case 
was initially opened by OLAF in 2020 
and later taken over by the EPPO.
	� 1 February 2023: In an EPPO-led  

operation, Italian and French law en-
forcement authorities crack down 
on several suspects of an organised 
criminal group that smuggled counter-
feited cigarettes from Tunisia to Italy 
before selling them on the Italian and 
French black markets. Investigations 
against the group were already opened 
by the Public Prosecutor’s Office of 
Genoa (Italy) in September 2020 and 
the case was taken over by the EPPO 
in December 2021. The damage to the 
public budget is at least €450.000. 
	� 31 January 2023: The EPPO in Vil-

nius (Lithuania) indicts six defend-
ants for fraud relating to procurement 
procedures, which caused damages 
of €580 000 to the EU budget. The 
defendants colluded in manipulating 
tenders and issuing fictious invoices. 
The defendants confessed to having 
committed the criminal offences and 
the damage to the EU budget could be 
fully recovered. 
	� 31 January 2023: The Guardia di Fi-

nanza in Palermo carries out a preven-
tive seizure order of over €7 million, re-
quested by the EPPO in Palermo. The 
suspects are believed to have fraudu-
lently received agricultural funds by is-
suing invoices with a higher price than 
the actual price of their expenses. 
	� 26 January 2023: The EPPO and the 

Guardia di Finanza in South Tyrol crack 
down on an organised criminal group 
that built up a VAT evasion scheme on 
the trade in stationery and consuma-
bles for printing equipment. The op-
eration, code-named “Cheap Ink”, led 
to the arrest of 18 suspects and the 
seizure of money and financial assets, 
vehicles and real estate of a total val-
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ue of approximately €58 million. The 
EPPO in Italy cooperated with investi-
gators from Czechia, Poland, Austria, 
Slovakia, the Netherlands, Germany 
and the UK.
	� 24 January 2023: The EPPO carries 

out an action day for an investigation 
led by the EPPO in Munich. 61 business 
premises are searched and 5 persons 
arrested. “Operation Display” involves 
10 EU countries and targets a organ-
ised criminal group that established a 
missing trader intra-community fraud 
scheme for the trade in small elec-
tronic devices in Europe. The EPPO 
in Munich began investigations short 
after the start of EPPO’s operations in 
June 2021. The estimated loss of VAT 
is around €32 million. 
	� 24 January 2023: The EPPO in Riga 

has searches carried out and persons 
arrested at Daugavpils  University (Lat-
via). Suspects are believed to have 
illegally received €600,000 from the 
European Social Fund by rigging public 
procurement procedures. 
	� 23 January 2023: The EPPO in Za-

greb (Croatia) indicts six defendants 
for the criminal offences of illegal 
trade of cigarettes, tax or customs 
duty evasion and bribery. They were al-
legedly part of a criminal organisation 
that smuggled cigarettes from Dubai 
to Croatia without paying taxes. The 
damage to the public finances is esti-
mated at around €3.3 million. 
	� 17 January 2023: The Guardia di 

Finanza executes search, seizure and 
freezing orders (requested by the 
EPPO) against a company located in 
Lecco-Brianza (Italy). Italian managers 
of the company constructed a tax eva-
sion scheme with bogus companies in 
the Netherlands achieving exempt of 
VAT from their products actually mer-
chandised in Italy. The registration of 
several ostensible companies in the 
Netherlands, including in tax havens 
such as the Netherlands Antilles, for 
tax evasion purposes is also knows as 
the “Dutch sandwich”. It is estimated 
that VAT of over €10 million has not 

been paid between 2013 and 2018. 
	� 11 January 2023: The EPPO in 

Hamburg (Germany) updates on the 
investigations against an international 
criminal group that operated also in 
Lithuania, the Netherlands, and Esto-
nia and that deceived customs author-
ities as to the true value of imported 
luxury cars (eucrim 1/2022, 17–18). 
€3.5 million were lost in import duties. 
The EPPO seized several smuggled 
luxury cars for a total value of almost 
€1 million and brought 32 cases to trial 
before the Osnabrück Regional Court 
(Große Wirtschaftsstrafkammer, Land-
gericht Osnabrück).
	� 5 January 2023: The EPPO starts 

an investigation into EU subsidy fraud 
against an individual and a company 
in Zlín (Czechia). They are suspected 
of having submitted false invoices in 
order to receive more money from the 
EU Structural Fund that financed the 
expansion of a technological centre. 
Update: In June 2023, the EPPO re-
vealed the involvement of two more 
individuals and two more companies 
suspected of having helped the main 
suspect to receive €1.8 million in EU 
funds. (TW)

Europol

Agreement between Europol and New 
Zealand Approved

On 14 February 2023, the Council of 
the EU approved an Agreement be-
tween the European Union and New 
Zealand on the exchange of personal 
data between the European Union 
Agency for Law Enforcement (Europol) 
and the authorities in New Zealand 
competent for fighting serious crime 
and terrorism. The agreement enables 
the transfer of personal data between 
Europol and the competent authorities 
in New Zealand, with a view to fighting 
serious crime and terrorism and pro-
tecting the security of the Union and 
its inhabitants. It includes provisions 
on the exchange of information and 

data protection, the rights of data sub-
jects, the establishment of a supervi-
sory authority, and administrative and 
judicial redress.

The agreement was formally pub-
lished in the EU‘s Official Journal on 20 
February 2023. It enters into force on 
the date of receipt of the last written 
notification in which the contracting 
parties notify each other that the re-
spective procedures have been com-
pleted through diplomatic channels.

The agreement will be one of the first 
ones under the current Europol‘s legal 
framework, i.e. Regulation 2016/794, 
which provides that it is possible for 
Europol to transfer personal data to 
an authority of a third country on the 
basis of a bilateral agreement between 
the EU and the third country. Currently, 
Europol works together with the New 
Zealand Police on the basis of Working 
Arrangement concluded in 2019. The 
Arrangement has not provided a legal 
basis for the transfer of personal data 
by Europol to the law enforcement au-
thorities of New Zealand.

The concluded Agreement will al-
low the exchange of personal data for 
the first time that is linked to serious 
crime and/or terrorism. It had been 
mainly motivated by the terrorist at-
tacks in Christchurch in March 2019. 
(CR)

Europol Enhances Cooperation with 
ICC 

On 25 April 2023, Europol and the Inter-
national Criminal Court (ICC) signed a 
Working Arrangement to enhance their 
cooperation, in particular through the 
exchange of information, knowledge, 
experience, and expertise inherent to 
their respective mandates. Areas of 
cooperation under the Arrangement 
include the following:
	� Exchanging specialist knowledge;
	� Evidence gathering;
	� Generating general situation re-

ports;
	� Sharing results of strategic anal- 

ysis;

https://www.eppo.europa.eu/en/news/eppo-investigation-cross-border-vat-fraud-estimated-damages-eu32-million-61-searches-10
https://www.eppo.europa.eu/en/news/eppo-carries-out-searches-latvian-university-probe-suspected-fraud
https://www.eppo.europa.eu/en/news/eppo-carries-out-searches-latvian-university-probe-suspected-fraud
https://www.eppo.europa.eu/en/news/croatia-six-indicted-smuggling-millions-cigarettes
https://www.eppo.europa.eu/en/news/croatia-six-indicted-smuggling-millions-cigarettes
https://www.eppo.europa.eu/en/news/croatia-six-indicted-smuggling-millions-cigarettes
https://www.eppo.europa.eu/en/news/croatia-six-indicted-smuggling-millions-cigarettes
https://www.eppo.europa.eu/en/news/italy-eu10-million-frozen-investigation-dutch-sandwich-tax-evasion-scheme
https://www.eppo.europa.eu/en/news/italy-eu10-million-frozen-investigation-dutch-sandwich-tax-evasion-scheme
https://www.eppo.europa.eu/en/news/italy-eu10-million-frozen-investigation-dutch-sandwich-tax-evasion-scheme
https://www.eppo.europa.eu/en/news/eppo-hamburg-discovers-case-professional-smuggling-luxury-cars-eu35-million-lost-import-duties
https://eucrim.eu/news/eppo-operational-activities-reports-from-january-to-march-2022/
https://www.eppo.europa.eu/en/news/operation-czechia-seizures-more-eu2-million-eppo-investigation-related-subsidy-fraud
https://www.eppo.europa.eu/en/news/operation-czechia-seizures-more-eu2-million-eppo-investigation-related-subsidy-fraud
https://www.eppo.europa.eu/en/news/operation-czechia-seizures-more-eu2-million-eppo-investigation-related-subsidy-fraud
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32023D0368&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2023.051.01.0004.01.ENG&toc=OJ%3AL%3A2023%3A051%3ATOC
https://www.europol.europa.eu/cms/sites/default/files/documents/working_arrangement_europol-new_zealand.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/working_arrangement_europol-new_zealand.pdf
https://www.europol.europa.eu/media-press/newsroom/news/icc-and-europol-conclude-working-arrangement-to-enhance-cooperation
https://www.europol.europa.eu/cms/sites/default/files/documents/Working_Arrangement_between_the_International_Criminal_Court_%28ICC%29_and_Europol.PDF
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	� Exchanging information on criminal 
investigation procedures;
	� Providing information on crime pre-

vention methods;
	� Participating in training activities;
	� Providing advice and support in in-

dividual criminal investigations.
Both parties shall designate points 

of contact and organise regular high-
level meetings. The ICC may agree 
to deploy Liaison Officers to Europol. 
The establishment and operation of 
a secure communication line for the 
purpose of exchange of information 
between Europol and the ICC is also 
envisaged. Furthermore, the Arrange-
ment sets out rules for the onward 
transmission of information, the ex-
change of personal data, the security 
of information, and for disputes and 
liability. (CR)

Successful EU Most Wanted Fugitives 
Campaign 2022

With 14 cases of fugitive criminals 
solved, the 2022 campaign of the Eu-
rope’s Most Wanted Fugitives website 
marked its most successful year since 
2019. The website, launched in 2016, 
provides profiles of fugitives and the 
possibility to send a (anonymous) 
message to the ENFAST teams to help 
find them. Since the website‘s start, 
392 profiles of fugitives have been 
listed and 136 of them have been ar-
rested, with 49 of those arrests being 
directly linked to publication of the 
fugitive profile on the website. The 
European Network of Fugitive Active 
Search Teams (ENFAST) used social 
media and billboards in Brussels and 
Barcelona to increase public aware-
ness of the campaign. A far-reaching 
communication campaign by Europol 
also helped make the 2022 campaign 
so successful. (CR)

Europol Organised First Forensic 
Sprint

For the first time, Europol organised 
a “Forensic Sprint” at its headquar-
ters. 15 experts from eight countries 

met at Europol HQ from 6 to 9 March 
2023 in order to jointly extract data 
from seized devices. The sprint built 
on previous raids that had been con-
ducted against a Chinese sexual ex-
ploitation ring within the Operational 
Task Force Lotus. During the raids in 
February of this year, 31 suspects were 
arrested (for their alleged involvement 
in the sexual exploitation of Chinese 
victims), 200 victims identified, and 
hundreds of mobile devices seized. 
The devices were being used by the 
suspects to communicate with clients 
and send instructions to the victims. 
By means of the forensic sprint, data 
from these devices were able to be 
extracted much more quickly and ef-
ficiently than if each country had per-
formed this task itself. (CR)

Eurojust

New Administrative Director at 
Eurojust Takes Office

1 March 2023 marked the beginning 
of the mandate of Eurojust’s new Ad-
ministrative Director, Mr Evert van Wal-
sum. For the next four years, Mr van 
Walsum, a Dutch national with long-
standing experience in managerial 
positions for national and European 
financial regulators, will be respon-
sible for the day-to-day administra-
tion and staff management of Euro-
just (eucrim news of 23 November 
2022). (CR)

New National Member for Estonia at 
Eurojust

At the beginning of March 2023, Ms 
Piret Paukštys took up her five-year 
mandate at Eurojust as new National 
Member for Estonia. Prior to joining 
the EU‘s Agency for criminal justice 
cooperation, Ms Paukštys worked as 
state prosecutor in the Estonian Office 
of the Prosecutor General, where she 
specialised in the prosecution of eco-
nomic, financial, and cybercrime cases 
as well as in international cooperation 

matters. Ms Paukštys succeeds Ms 
Laura Vaik. (CR)

New National Member for Bulgaria at 
Eurojust

In May 2023, Ms Biserca Ivanova Stoy-
anova commenced her five-year man-
date as National Member for Bulgaria 
at Eurojust. Prior to joining Eurojust, 
Stoyanova worked for several Bulgar-
ian investigation services as an inves-
tigating magistrate for over 26 years. 
Her last position was as Head of First 
Specialised Department at the Nation-
al Investigation Service in Bulgaria. Ms 
Stoyanova succeeds Ms Ivanka Koto-
rova. (CR)

European Judicial Network (EJN)

EJN Provides Form for MLA with UK
In order to assist with requests for 
mutual legal assistance in criminal 
matters to the UK under the Trade and 
Cooperation Agreement, the EJN now 
offers a form that can be downloaded 
from its website. The form, which can 
be used on a voluntary basis, is availa-
ble in all EU languages in Word format. 
Information about the UK‘s competent 
authorities and other important prac-
ticalities can be found by referring to 
the UK section of the EJN website. The 
EJN plans to integrate the forms into 
its Compendium which facilitates the 
drafting of requests for MLA. (CR)

EJN Launched Updated E-tools
On 9 February 2023, the EJN launched 
its improved, more user-friendly e-tools 
Atlas, Fiches Belges, and Compendium. 
The tools are tailored to assist practi-
tioners in drafting and sending requests 
for mutual legal assistance. They are 
publicly available on the EJN website 
without prior authorisation for use.
	� Atlas helps practitioners find the 

competent authority in the EU Member 
States and Norway for communicating 
a request, depending on the required 
investigative/procedural measure;

https://www.europol.europa.eu/media-press/newsroom/news/outstanding-results-for-2022-eu-most-wanted-campaign
https://eumostwanted.eu/
https://eumostwanted.eu/
https://www.europol.europa.eu/media-press/newsroom/news/first-forensic-sprint-europol-to-speed-human-trafficking-investigations
https://www.eurojust.europa.eu/news/evert-van-walsum-takes-office-administrative-director-eurojust
https://www.eurojust.europa.eu/news/evert-van-walsum-takes-office-administrative-director-eurojust
https://eucrim.eu/news/appointment-of-new-administrative-director-at-eurojust/
https://eucrim.eu/news/appointment-of-new-administrative-director-at-eurojust/
https://www.eurojust.europa.eu/news/new-national-member-estonia-joins-eurojust
https://www.eurojust.europa.eu/news/new-national-member-bulgaria-joins-eurojust
https://www.eurojust.europa.eu/news/new-national-member-bulgaria-joins-eurojust
https://www.ejn-crimjust.europa.eu/ejn2021/ContentDetail/EN/1/357
https://www.ejn-crimjust.europa.eu/ejn/libdocumentproperties/EN/3755
https://www.ejn-crimjust.europa.eu/ejn2021/ContentDetail/EN/5/31
https://www.ejn-crimjust.europa.eu/Ejn2021/Compendium/EN
https://www.ejn-crimjust.europa.eu/ejn2021/AtlasChooseCountry/EN
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	� Fiches Belges contain concise and 
practical information on the national 
regulation of investigative/procedural 
measures such as, for instance, the 
European Arrest Warrant or the Euro-
pean Investigation Order;
	� Compendium is intended to facili-

tate the drafting of a request directly 
via the EJN website, automatically 
completing those parts of the form 
that require the population of the de-
tails of the relevant competent authori-
ties. The forms can also be printed and 
sent. (CR)

Frontex

Frontex Annual Report 2022
On 28 February 2023, Frontex pub-
lished its Annual Report for the year 
2022. The report outlines the changes 
Frontex saw in 2022, gives a picture of 
the deployment of its standing corps 
and their operational support, and pro-
vides examples of its crisis response. 
It illustrates the agency’s fight against 
cross-border crime, its work regarding 
return and reintegration, and its efforts 
to put fundamental rights at the centre 
of its activities.

In 2022, Frontex deployed more 
than 2000 standing corps officers at 
the EU’s external borders every month. 
Outside the EU, the agency was active 
in operations in Moldova, Serbia, Mon-
tenegro and Albania. A crisis response 
team/mechanism provided support at 
the EU-Ukraine borders and assisted 
non-Ukrainian and non-EU citizens 
fleeing the war in Ukraine in reaching 
their home countries. Five joint action 
days were also coordinated by Frontex 
to deal with drug and firearms smug-
gling, document fraud, stolen cars, and 
the trafficking of human beings (THB).

Other noteworthy figures are: In 
2022, 24,850 persons were returned 
and 53,000 persons were rescued at 
sea with Frontex‘ support. 1888 people 
smugglers were arrested, 2174 weap-
ons and 96 tonnes of drugs seized, 

and 406 stolen cars detected. 134 po-
tential victims of THB were able to be 
detected and 104 new criminal cases 
opened.

However, in the year 2022, the agen-
cy also faced a series of internal tur-
bulences, including the resignation of 
the Executive Director (eucrim news 
of 21 June 2022) and investigations 
by OLAF into serious misconduct on 
the part of Frontex (eucrim news of 
30 November 2022). Hence, in 2022, 
the agency implemented a series of 
changes:
	� Strengthening of the Fundamental 

Rights Office;
	� Creation of a network of fundamen-

tal rights focal points in all its entities 
in order to develop fundamental rights 
expertise in all areas of activity;
	� Recruitment of 40 fundamental 

rights monitors;
	� Establishment of internal audits for 

better governance, compliance, and 
accountability;
	� Revision of the Serious Incident 

Reporting mechanism to improve the 
reporting on events at the external 
borders, including fundamental rights 
violations.

Ultimately, the well-being of staff 
and fostering a change in manage-
ment culture within the agency was 
given priority. Finally, in December 
2022, the Frontex Management Board 
appointed Lieutenant General Hans 
Leijtens, Commander of the Royal 
Netherlands Marechaussee, as the 
agency’s new Executive Director. (CR)

Frontex’ Joint Operation in North 
Macedonia

Based on the status agreement be-
tween North Macedonia and the EU, 
which entered into force on 1 April 
2023, Frontex launched a joint opera-
tion at the external border of North 
Macedonia on 20 April 2023. With 
the help of more than 100 European 
border guards, the operation aims to 
strengthen and support the country’s 
border management efforts. Under 

the command and control of the Bor-
der Police of North Macedonia, the 
European border guards will support 
local authorities with their border sur-
veillance and border checks, includ-
ing patrols, document checks, and 
information gathering on cross-border 
crime. Additionally, training activities 
will be conducted to further develop 
regional border control capacities. 
The Frontex joint operation hosted 
by North Macedonia is the fifth such 
operation hosted by a country outside 
the EU. (CR)

Irregular Border Crossings in 2022
On 13 February 2023, Frontex pub-
lished the figures for irregular bor-
der crossings in the year 2022. With 
around 330,000 detected, irregular 
border crossings, the figure is the high-
est since 2016. In addition, the num-
ber had increased by 64% compared 
to 2021. Between 24 February 2022 
and the end of 2022, almost 13 mil-
lion Ukrainian refugees were counted 
on entry at the EU‘s external land bor-
ders from Ukraine and Moldova. In 
the same period, 10 million Ukrainian 
nationals were reported exiting at the 
same border sections. These numbers 
are not included in the figures men-
tioned above.

According to Frontex, 45% of all ir-
regular entries in 2022 occurred via 
the Western Balkans. The Western 
Balkan and Eastern Mediterranean 
routes also saw the highest increase 
ever. Nationals of Syria, Afghanistan, 
and Tunisia were most frequently re-
ported to have irregularly crossed or 
attempted to cross the EU‘s external 
borders. (CR)

Grant to Ukrainian Border Guards
On 23 January 2023, Frontex and the 
State Border Guard Service of Ukraine 
signed a grant agreement to support 
Ukrainian border officers in performing 
their duties during the winter months. 
The grant, which was signed remotely, 
is endowed with €12 million. It cov-

https://www.ejn-crimjust.europa.eu/ejn2021/FichesBelges/EN
https://www.ejn-crimjust.europa.eu/ejn2021/Compendium/EN
https://prd.frontex.europa.eu/document/in-brief-2022/
https://eucrim.eu/news/frontex-executive-director-resigns/
https://eucrim.eu/news/frontex-reacted-to-olaf-report/
https://frontex.europa.eu/media-centre/news/news-release/frontex-launches-joint-operation-in-north-macedonia-U4l3lv
https://frontex.europa.eu/media-centre/news/news-release/frontex-launches-joint-operation-in-north-macedonia-U4l3lv
https://frontex.europa.eu/media-centre/news/news-release/january-number-of-irregular-border-crossings-down-slightly-from-a-year-ago-pAOBvq
https://frontex.europa.eu/media-centre/news/news-release/january-number-of-irregular-border-crossings-down-slightly-from-a-year-ago-pAOBvq
https://frontex.europa.eu/media-centre/news/news-release/helping-ukrainian-border-guards-secure-borders-in-harsh-winter-conditions-VkdY9m
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ers equipment used for civilian border 
management purposes at Ukraine’s 
Western borders with EU Member 
States and Moldova and within its 
proximity. Relevant equipment entails, 
for instance, warm winter uniforms 
for border guards, electric generators, 
portable power stations, field kitchens, 
patrol vehicles, and pumps. (CR)

Specific Areas of Crime 

Protection of Financial Interests 

ECA Will Probe Effectiveness of Rule-
of-Law Conditionality Mechanism

On 23 January 2023, the European 
Court of Auditors (ECA) announced 
that it has started working on an audit 
that will assess the effective applica-
tion of the EU’s conditionality mech-
anism to protect the EU’s budget 
against rule-of-law breaches by Mem-
ber States. The “general regime of 
conditionality for the protection of the 
Union budget” was introduced by Reg-
ulation (EU, Euratom) 2020/2092 of 
16 December 2020 (eucrim 3/2020, 
174–176). Under certain conditions 
these rules require countries’ access 
to EU funding to be suspended, re-
duced or restricted when there have 
been serious breaches of the rule of 
law. So far, the EU has only applied 
protective measures under the Regu-
lation against Hungary (in December 
2022 eucrim news of 28 December 
2022). 

The ECA will examine whether the 
Commission has effectively applied 
the tools at its disposal to protect 
the EU’s financial interests. The audit 
will focus on cohesion policy and the 
COVID-19 recovery funding and it will 
include six sample countries (Bulgaria, 
Greece, Italy, Hungary, Poland, and Ro-
mania). 

ECA’s audit preview does not in-
clude yet specific observations, con-
clusions or recommendations. The au-

dit report is expected in about a year’s 
time. (TW)

RRF Disbursements Break €150 
Billion

On 31 March 2023, the Commission 
reported that it has meanwhile dis-
bursed over €150 billion to EU Member 
States under the Recovery and Resil-
ience Facility (RRF), which started 2 
years ago. The funds are designed to 
contribute to the EU’s economic recov-
ery from the corona pandemic and to 
stimulate investment and reform. Un-
der the RRF, Member States receive 
funding upon the successful comple-
tion of pre-agreed milestones and 
targets, which correspond to different 
stages in the roll-out of reforms and in-
vestments. Germany, for example, will 
receive €25.6 billion in grants from the 
RRF. They are intended, inter alia, to de-
carbonisation and digitalisation in the 
country.

As the implementation of the RRF 
progresses, the Commission also 
launched an online interactive map 
showing projects supported by the 
RRF and implemented on the ground 
by Member States. The aim of the in-
teractive map is to enhance transpar-
ency on the functioning of the RRF and 
on its tangible impact for EU citizens, 
businesses, and civil society. The map 
allows to retrieve the following infor-
mation:
	� Geographical location of reform 

projects and investments in Member 
States and their state of play;
	� Lead to more detailed information 

on the projects/investments provided 
online.

The map already includes over 100 
reform projects that have been or are 
implemented in the Member States as 
well as over 250 investments. 

The map complements other trans-
parency tools on the RRF, such as the 
Commission website dedicated to 
the RRF, the  Recovery and Resilience 
Scoreboard, providing regularly updat-
ed information on the disbursements 

and progress made by Member States, 
and the regular updates of the Member 
States’ own portals, which are required 
by the REPowerEU Regulation. (TW)

ECA Warns of Gaps in the Control of 
the Recovery and Resilience Facility

spot 
light

On 8 March 2023, the Europe-
an Court of Auditors (ECA) 
published a report in which it 

warns of gaps in the protection of the 
EU‘s financial interests and criticises 
the Commission‘s control system for 
the Recovery and Resilience Facility 
(RRF). The ECA took a closer look at 
the design of the Commission’s con-
trol system for the RRF and how it ful-
fils criteria of assurance and account-
ability. 

The RRF is the EU’s large-scale fi-
nancial support to Member States to 
overcome the corona pandemic and to 
stimulate investment and reform. The 
ECA first points out that the RRF fol-
lows a different spending model than 
the regular EU spending programmes 
do. Under the RRF, Member States 
receive funding upon the successful 
completion of milestones and targets, 
which are based on preliminary as-
sessments by the Commission. Even 
though RRF-funded projects must 
comply with EU and national financ-
ing rules, such as procurement proce-
dures and fulfilment of eligibility crite-
ria for reimbursable costs, compliance 
with these rules are no precondition 
for making payments, unlike with other 
EU programmes. In this context, the 
ECA criticises that there is only lim-
ited verified information at the EU level 
on compliance with these EU and na-
tional rules, which impacts the assur-
ance the Commission can provide and 
finally leads to a accountability gap at 
the EU level. 

In addition, although there is an ex-
tensive set of checks for verifying the 
fulfilments of milestones and targets, 
the various stages in the preliminary 
assessment were insufficiently speci-
fied and not fully documented. It also 

https://www.eca.europa.eu/Lists/ECADocuments/AP23_01/AP_Rule-of-law_EN.pdf
https://www.eca.europa.eu/Lists/ECADocuments/AP23_01/AP_Rule-of-law_EN.pdf
https://eucrim.eu/news/compromise-making-eu-budget-conditional-rule-law-respect/
https://eucrim.eu/news/compromise-making-eu-budget-conditional-rule-law-respect/
https://eucrim.eu/news/council-adopted-historic-decision-on-budget-protection-vis-a-vis-hungary-conditions-also-for-rrf-payments/
https://eucrim.eu/news/council-adopted-historic-decision-on-budget-protection-vis-a-vis-hungary-conditions-also-for-rrf-payments/
https://ec.europa.eu/commission/presscorner/detail/en/ip_23_2068
https://ec.europa.eu/commission/presscorner/detail/en/ip_23_2068
https://commission.europa.eu/business-economy-euro/economic-recovery/recovery-and-resilience-facility_en
https://ec.europa.eu/economy_finance/recovery-and-resilience-scoreboard/index.html
https://ec.europa.eu/economy_finance/recovery-and-resilience-scoreboard/index.html
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32023R0435&qid=1678135258633
https://www.eca.europa.eu/Lists/ECADocuments/SR-2023-07/SR-2023-07_EN.pdf
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lacks a clear plan on the extent money 
should be frozen or reduced if targets 
and milestones are not fully fulfilled or 
if reform measures are reversed. 

Regarding the protection of the 
EU’s financial interests, the ECA notes 
that the Commission will audit the 
countries’ own control systems to pre-
vent, detect and correct fraud, corrup-
tion, conflicts of interest and double 
funding. However, this does not cover 
whether Member States adequately 
check the compliance of RRF-funded 
investment projects with EU and na-
tional rules and, if breaches occur, the 
EU money is duly recovered. Further 
shortcomings with regard to the pro-
tection of the financial interests result 
in the fact that the Irregularity Man-
agement System does not contain 
centralised and standardised informa-
tion on fraud related to the RRF. Lastly, 
flat rate corrections to be applied in 
the event of a deficiency in Member 
States’ control systems are insuffi-
ciently defined.

Against this background, the ECA 
addresses several recommendations 
to the Commission: 
	� Improving the procedures for ex 

ante verifications;
	� Drawing up guidance on the rever-

sal of a measure related to a previous-
ly fulfilled milestone or target;
	� Addressing the EU-level assurance 

gap regarding the compliance of RRF-
funded investment projects with EU 
and national rules;
	� Aligning reporting on RRF-related 

fraud;
	� Developing internal guidance re-

garding corrections, as provided for in 
the financing agreements.

The ECA announced that it also 
plans to look at the EU countries’ 
checks in RRF spending. 

The ECA has addressed several 
reports on the topic of RRF. Earlier, in 
January 2023, the auditors published 
a comparative analysis of the RRF 
and the EU’s cohesion policy funding 
2021–2027. It looks at the similarities 

and differences between both instru-
ments in terms of their governance 
and management, programming of 
spending, conditions for making pay-
ments, monitoring and cost of imple-
mentation, control, and audit. For the 
RRF, the analysis already concluded 
that the Commission must ensure that 
the financial interests of the EU are ef-
fectively protected. (TW)  

ECA Calls for Simplification and 
Better Accountability of EU’s Complex 
Financial Landscape

On 1 March 2023, the European Court 
of Auditors (ECA) published a special 
report “The EU’s financial landscape 
– A patchwork construction requiring 
further simplification and accountabil-
ity”. ECA auditors call for further sim-
plification of the complex EU financial 
landscape and recommend making 
efforts for consolidation. They point 
out that the EU’s current financial land-
scape has been described by the Euro-
pean Parliament as a “galaxy of funds 
and instruments surrounding the EU 
budget”.
According to the report, over the past 
15 years, more and more financial in-
struments have been created outside 
the EU budget, making the system 
overly complex and not fully publicly 
accountable. For some of these in-
struments, there is a gap in the audit 
of their performance and no control by 
the European Parliament.

One of the ECA‘s findings was that 
new instruments have been created in 
response to new policy challenges and 
to legal or practical constraints on the 
use of existing instruments. However, 
for most of the instruments examined 
by the ECA, it was not clearly docu-
mented that the chosen option and 
its design were the most appropriate 
solution, which would have been good 
practice.

The ECA also found that elements 
of the instruments, such as govern-
ance arrangements, sources of fund-
ing and the backing of liabilities, vary 

considerably, which increases com-
plexity. The auditors address several 
recommendations to the Commission, 
including:
	� Ensuring that any new instrument, 

which is proposed, contains an as-
sessment of the design and options 
chosen;
	� Compiling and publishing informa-

tion on the EU’s overall financial land-
scape;
	� Making a proposal to integrate the 

Modernisation Fund into the EU budget;
	� Proposing the integration and con-

solidation of existing financial assis-
tance instruments. 

Regarding audit control, the ECA 
states that it does not have the man-
date to audit some instruments out-
side the EU budget and suggests that 
an ECA mandate should be estab-
lished for all types of financing for EU 
policies. (TW)

ECA: Detection of Conflicts of 
Interests in Cohesion and Agricultural 
Spending Has Flaws

In a report, released on 13 March 2023, 
the European Court of Auditors (ECA) 
found loopholes in transparency and 
detecting situation at risk if it comes to 
conflicts of interests. ECA’s report fo-
cuses on how conflicts of interests as 
an irregularity affecting the EU budget 
have been addressed in agricultural 
and cohesion policy – the EU’s biggest 
spending areas. 

One of the findings was that self-
declarations are widely used at the 
national and EU levels, however this 
method has numerous disadvantages. 
For example, declarations can prove 
unreliable, and cross-checking the in-
formation can sometimes be difficult 
because of insufficient administrative 
capacity, data protection rules, and 
general difficulties associated with 
achieving full transparency. At EU 
level, “revolving doors” (staff moving 
from official public roles to private-
sector roles in the same area) pose an 
increased problem. 

https://www.eca.europa.eu/Lists/ECADocuments/RW23_01/RW_RFF_and_Cohesion_funds_EN.pdf
https://www.eca.europa.eu/Lists/ECADocuments/SR23_05/SR_EU-financial-landscape_EN.pdf
https://www.eca.europa.eu/Lists/ECADocuments/SR23_05/SR_EU-financial-landscape_EN.pdf
https://www.eca.europa.eu/Lists/ECADocuments/SR-2023-06/SR-2023-06_EN.pdf
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Regarding the detection of conflicts 
of interests, the auditors remarked that 
the transposition of adequate rules to 
protect whistleblowers is still lacking. 
Lastly, they noted that there is no pub-
licly available information about the 
scale of conflicts of interest in shared 
management of EU spending, and no 
indicators measuring the frequency or 
magnitude of the issue.

The ECA recommended measures 
to help the Commission improve its 
capacity to prevent and detect con-
flicts of interest and promote transpar-
ency. (TW)

Corruption

EP Pushes for Increased 
Transparency and Integrity after 
Qatargate

The European Parliament (EP) has pur-
sued further steps in order to ensure 
better rules on transparency, account-
ability and integrity of the European 
institutions after allegations of corrup-
tion from Qatar had occurred in 2022 
(eucrim 4/2022, 242–243). 

On 8 February 2023, European Par-
liament group leaders endorsed the 
reform plan, proposed by EP President 
Roberta Metsola, at the Conference 
of Presidents in Brussels. The reform 
plans address short-term measures 
and include, inter alia:
	� A cooling off period for MEPs who 

wish to lobby Parliament when they 
are no longer in office;
	� Mandatory registration in the Trans-

parency Register for any event with 
participation of interest representa-
tives in the EP;
	� All Members, assistants and other 

staff, who have an active role on a 
report or resolution are required to 
declare scheduled meetings with 
diplomatic representatives of third 
countries, and with third parties cov-
ered by the scope of the transparency 
register (specific exemptions will be 
allowed);

	� Revised declaration form on finan-
cial interests, that would include clear-
er information on Members’ side jobs 
and outside activities;
	� Reinforcement of cooperation with 

national authorities to boost the fight 
against corruption.

On 14 February 2023, the EP extend-
ed the task of the special committee 
on foreign interference (ING2), which 
is henceforth named “special com-
mittee on foreign interference in all 
democratic processes in the European 
Union, including disinformation, and 
the strengthening of integrity, trans-
parency and accountability in the Eu-
ropean Parliament”. It will be tasked, 
among other things, with identifying 
the shortcomings in Parliament’s rules 
on transparency, integrity, account-
ability and anti-corruption. ING2 will 
also have to propose measures for the  
medium- and longer-term and issue 
recommendations for reforms. 

On 16 February 2023, the EP’s ple-
nary adopted two resolutions by which 
further improvements are called upon. 
The first resolution lists several follow-
up measures on integrity, such as:
	� Ensuring full implementation of 

the current rules on transparency and 
accountability in accordance of the 
Code of Conduct for MEPs, including 
financial sanctions for breaches of the 
Code of Conduct;
	� Introducing more sanctionable ac-

tivities into the Code of Conduct;
	� Increasing transparency and ac-

countability of NGOs by reviewing ex-
isting regulations in order to prevent 
NGOs from being used as vectors of 
foreign interference in European par-
liamentarism;
	� Establishing additional vetting for 

parliamentary assistants and staff 
working on sensitive policy fields, par-
ticularly in foreign affairs, security and 
defence;
	� Introducing a ban on MEPs who car-

ry out remunerated side activities that 
could create a conflict of interest with 
their mandate;

	� Obliging MEPs, their staff and Par-
liament employees to declare work 
meetings with third country diplomats, 
where they would have “an active role 
and clear and immediate influence” in 
Parliament’s work, except where this 
could put those involved in danger or 
jeopardise public interest;
	� Aligning internal rules with the 

Whistleblower Directive.
In its second resolution, MEPs call 

for losing no more time to establish 
an independent EU ethics body as al-
ready proposed in September 2021. 
The Commission is urged to submit 
a legislative proposal in this regard 
by the end of March 2023. The reso-
lution finally outlines some elements 
and the structure of the new EU ethics 
body. According to the MEPs, the body 
should, inter alia, have the right to start 
investigations on its own and to con-
duct on-the-spot and records-based 
investigations. In addition, it should 
also have the possibility to check the 
veracity of declarations of financial in-
terests and assets. (TW)

Handbook of Good Practices in the 
Fight against Corruption

spot 
light

On 15 February 2023, the Euro-
pean Commission published 
a Handbook of good practices 

in the fight against corruption. It was 
commissioned by the European Com-
mission and drafted in a collaborative 
effort between the research team at 
the international research and consul-
tancy company Ecorys and experts 
from the network of the Local Re-
search Correspondents on Corruption 
(LRCC) in each Member State. It is 
based on desk research and 30 expert 
interviews conducted between April 
2022 and October 2022.

The Handbook is  designed to 
serve  as a cornerstone for further im-
provement of national efforts to prevent 
and fight corruption and to stimulate 
peer learning and exchange between 
Member States. It is also seen as a tool 
that can inspire future research.

https://eucrim.eu/news/ep-reaction-to-qatargate/
https://www.europarl.europa.eu/news/en/press-room/20230208IPR72802/group-leaders-endorse-first-steps-of-parliamentary-reform
https://www.europarl.europa.eu/news/en/press-room/20230208IPR72802/group-leaders-endorse-first-steps-of-parliamentary-reform
https://www.europarl.europa.eu/doceo/document/TA-9-2023-0030_EN.html
https://www.europarl.europa.eu/doceo/document/TA-9-2023-0030_EN.html
https://www.europarl.europa.eu/news/en/press-room/20230214IPR75103/corruption-allegations-meps-push-for-ambitious-changes-and-quick-progress
https://www.europarl.europa.eu/news/en/press-room/20230214IPR75103/corruption-allegations-meps-push-for-ambitious-changes-and-quick-progress
https://www.europarl.europa.eu/doceo/document/TA-9-2023-0054_EN.html
https://www.europarl.europa.eu/doceo/document/TA-9-2023-0055_EN.html
https://op.europa.eu/en/publication-detail/-/publication/df1a5278-ac18-11ed-b508-01aa75ed71a1
https://op.europa.eu/en/publication-detail/-/publication/df1a5278-ac18-11ed-b508-01aa75ed71a1
https://home-affairs.ec.europa.eu/news/handbook-good-practices-fight-against-corruption-2023-02-15_en
https://home-affairs.ec.europa.eu/news/handbook-good-practices-fight-against-corruption-2023-02-15_en
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The Handbook describes 27 good 
practices, corresponding to one ini-
tiative per Member State, either a 
successful one or a promising new 
one. An anti-corruption practice was 
considered “good” if it 1) has a posi-
tive effect on countering corruption, 
and 2) demonstrates a mechanism 
that is transferable and applicable in 
other Member States. The handbook 
and the 27 good practices are struc-
tured around eight different themes, 
each containing a theoretical part and 
a part featuring case studies that fo-
cus on implementation, the estimated 
costs of a practice, its outcomes, and 
its limitations:
	� Transparency & open data;
	� Citizen engagement;
	� Collective action;
	� Integrity promotion;
	� Conflict of Interest management 

and detection;
	� Anti-corruption strategy;

	� Anti-Corruption Agencies;
	� Detection and investigation of cor-

ruption.
The Handbook demonstrates that 

the anti-corruption strategies used by 
EU Member States differ significantly. 
Preventive and repressive  measures, 
internal governmental control and so-
cietal monitoring, and group action of 
many stakeholders are only a few ex-
amples of the differences. The analy-
sis carefully examines the benefits 
and restrictions of each of these ap-
proaches.

According to the list of suggested 
best practices, a number of anti- 
corruption trends stand out:
	� The goal of new transparency practic-

es is to address issues of inconsistent 
or weak enforcement of freedom-of-in-
formation agreements, varying inter-
pretations of transparency, and making 
public information both accessible and 
understandable to the general public;

	� There are several efforts to create 
new data sets and combine data from 
different databases, including compul-
sory entries about companies and indi-
viduals (e.g. beneficial owners) – how-
ever, this brings challenges in terms of 
ensuring high-quality data, enforcing 
universal (not selective) obligations 
for transparency, and making large 
amounts of data understandable and 
useful to law enforcement agencies;
	� Collaborative approaches, such as 

the engagement of citizens and other 
stakeholders, are visible, not only as 
an objective of many anti-corruption 
initiatives but also as an implementa-
tion mechanism for other outcomes 
(e.g., creation of anti-corruption strat-
egy);
	� Systemic, coherent initiatives on in-

tegrity – an important complementary 
approach to anti-corruption – have 
been established, which nonetheless 
are faced with challenges of ensuring 
effectiveness of the social norms of in-
tegrity and setting tangible goals;
	� Anti-corruption strategies have 

been adopted and special anti-corrup-
tion agencies have taken up their work, 
but in future multi-stakeholder engage-
ment in and decentralization of anti-
corruption should be increased.

The Handbook forms part of the Eu-
ropean Commission‘s overall anti-cor-
ruption policy and precedes a proposal 
for a directive on the use of criminal 
law to combat corruption. It also aims 
to support initiatives such as the ex-
perience-sharing workshops between 
the Commission and Member States‘ 
experts to discuss good practices in 
the fight against corruption. (AP) 

Money Laundering

Trilogue on AML Package Started
After the European Parliament (EP) ap-
proved its negotiating position in mid-
April 2023, trilogue negotiations with 
the Council and Commission on the 
EU’s anti-money laundering package 

As a key deliverable of the EU’s Organised 
Crime Strategy 2021–2025, the Commis-
sion published the study “Strengthening the 
fight against corruption: assessing the EU 
legislative and policy framework” on 3 Janu-
ary 2023. The study was carried out by EY 
and RAND Europe on behalf of the European 
Commission, Directorate-General Migration 
and Home Affairs (DG HOME). It aimed at 
providing recommendations for possible EU 
measures in the area of the prevention and 
repression of corruption by assessing and 
comparing the impacts of the policy options 
identified.

Overall, the evaluation identified legal and 
administrative obstacles that impede the 
EU’s efforts to prevent and combat corrup-
tion. A lack of adequate data collection and 
monitoring of corruption data and corrup-
tion trends inhibits sufficient prevention of 
corruption in the EU, as do major disparities 
in the legislative and administrative frame-
works in place at the national level to com-
bat corruption.

Stronger legislative alignment among EU 
Member States in the fight against corrup-

tion, along with supportive soft measures, 
is the preferred policy option to address the 
issues identified. In order to increase the ef-
ficiency of investigations and the prosecu-
tion of corruption, the following measures 
are needed, according to the study:

	� Minimum rules on the statute of limita-
tions for corruption-related cases;

	� Minimum rules on the immunity for 
members of the government or the par-
liament;

	� Reverse burden of proof in asset confis-
cation related to illicit enrichment cases;

	� Common minimum standards against 
enablers of corruption;

	� Establishment of an EU anti-corruption 
prevention agency, including an EU anti-
corruption coordinator;

	� Development of an EU Corruption Index 
to counter the lack of data on and knowl-
edge of the magnitude of corruption in 
the EU with prevention programmes.

The preferred policy options should be im-
plemented by an EU Directive. (AP) 

Study: Need for Stronger Legislative Alignment of EU’s Fight against 
Corruption

https://www.europarl.europa.eu/news/de/press-room/20230414IPR80123/stopping-the-flow-of-dirty-money-parliament-ready-for-negotiations
https://www.europarl.europa.eu/news/de/press-room/20230414IPR80123/stopping-the-flow-of-dirty-money-parliament-ready-for-negotiations
https://op.europa.eu/en/publication-detail/-/publication/d7a6cfdb-8fcb-11ed-b508-01aa75ed71a1
https://op.europa.eu/en/publication-detail/-/publication/d7a6cfdb-8fcb-11ed-b508-01aa75ed71a1
https://op.europa.eu/en/publication-detail/-/publication/d7a6cfdb-8fcb-11ed-b508-01aa75ed71a1
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could start in May 2023. The Council 
set its position already in December 
2022. The reform of the EU’s rules 
on combating and preventing money 
laundering and terrorist financing was 
tabled by the Commission in July 2021 
(eucrim 2/2021, 153). The EP and 
Council will now debate on:
	� The EU “single rulebook” Regula-

tion, with provisions on conducting 
due diligence on customers, transpar-
ency of beneficial owners and the use 
of anonymous instruments, such as 
crypto-assets, and new entities, such 
as crowdfunding platforms. The EP 
also proposed including provisions 
on so-called „golden” passports and 
visas;
	� The 6th Anti-Money Laundering 

Directive – containing national provi-
sions on supervision and Financial In-
telligence Units, as well as on access 
for competent authorities to neces-
sary and reliable information, e.g. ben-
eficial ownership registers and assets 
stored in free zones;
	� The Regulation establishing the Eu-

ropean Anti-Money Laundering Author-
ity (AMLA) with supervisory and inves-
tigative powers to ensure compliance 
with AML/CFT requirements. (TW)

EDPB Urges EU Legislature to Halt 
Draft on Data Sharing for AML/CFT

On 4 April 2023, the European Data 
Protection Board (EDPB) sent letters 
to the trilogue partners (the European 
Parliament, the Council, and the Eu-
ropean Commission) concerning the 
envisaged rules on data sharing for 
anti-money laundering and counter-
ing the financing of terrorism (AML/
CFT) purposes. The EDPB reacts to 
the Council’s negotiating position of 
December 2022 on the new Regulation 
on AML/CFT ( eucrim 4/2022, 246), 
which was proposed by the Commis-
sion in July 2021 (  eucrim 2/2021, 
154–155). The new Regulation on 
AML/CFT features directly applicable 
rules on the performance of customer 
due diligence by obliged entities and 

the reporting of suspicious activities 
or transactions, primarily to Financial 
Intelligence Units (FIUs).

The EDPB stressed that some of 
the provisions of the draft Regulation 
(Arts. 54(3a), 55(5), 55(7)) obliging 
entities or public authorities to share 
with each other personal data infor-
mation on ‘’suspicious transactions’’ 
and data collected in the course of 
performing their customer due dili-
gence, pose risks to the fundamental 
rights to privacy and the protection of 
personal data. The EDPB expressed 
serious concerns as to the lawfulness, 
necessity, and proportionality of these 
provisions, recommending that the EU 
legislators not include them in the final 
text of the Proposal for a Regulation 
on AML/CFT. (AP)

Cryptocurreny Laundromat ChipMixer 
Taken Down

ChipMixer, an unlicensed cryptocur-
rency mixer, was taken down by Ger-
man and US authorities on 15 March 
2023, with help from Europol, Belgium, 
Poland, and Switzerland. The platform, 
which was set up in 2017, specialised 
in mixing/cutting trails related to virtu-
al currency assets, making it attractive 
for money laundering activities.

Until its take-down, the platform had 
laundered an estimated 152.000 Bit-
coins in crypto assets, worth roughly 
€2.73 billion according to current esti-
mations. The platform was also used 
by ransomware actors to launder their 
ransom payments. On the action day, 
four servers, approximately 1909.4 
Bitcoins (worth approx. €44.2 million), 
and 7 TB of data were seized. (CR)

Organised Crime

Criminal Infiltration of EU Ports
On 5 April 2023, Europol – together 
with the Security Steering Committee 
of the ports of Antwerp, Hamburg/
Bremerhaven, and Rotterdam – pub-
lished a joint analysis report looking 

into the risk and challenges that crimi-
nal networks in EU ports pose for law 
enforcement. The report details how 
the EU ports‘ infrastructures are infil-
trated by organised crime, how illicit 
goods are trafficked and extradited 
from maritime containers, and how 
container reference codes are mis-
appropriated in the ports of Antwerp, 
Hamburg/Bremerhaven, and Rotter-
dam. It also shows how corruption 
plays a key role in enabling the infiltra-
tion of ports.

According to one of the main 
points of the report, when the sheer 
volume of containers handled each 
year in EU ports (over 90 million) is 
set against the low percentage of 
containers that can be physically 
inspected (2–10%), the detection 
of illicit goods becomes extremely 
challenging. In addition, infiltration 
opportunities for criminal networks 
are manifold, due to the many pub-
lic and private actors with access to 
port infrastructure and port informa-
tion. Hence, criminal networks target 
logistics companies with corrupt ac-
tors and container shipments that are 
less likely to be inspected. To extract 
illicit goods from the ports, the modus 
operandi currently being used is „PIN 
code fraud“, i.e. the use of misappro-
priated container reference codes: 
criminals obtain, by corrupt means, 
the container reference code of the 
container in which the illicit goods 
are concealed. Using this code, which 
is normally intended to confirm that 
the container can be released in the 
destination port and picked up by the 
client, criminals retrieve the container 
from the port terminal pretending to 
be the legitimate client.

While major EU ports are already 
looking into solutions to counter il-
licit goods trafficking by, for instance, 
changing procedures, developing 
more secure database systems, and 
implementing innovative technologies 
(e.g. combining imaging and artificial 
intelligence to increase the screening 

https://eucrim.eu/news/commission-presents-amlcft-reform-proposals/
https://oeil.secure.europarl.europa.eu/oeil/popups/ficheprocedure.do?reference=2021/0239(COD)&l=en
https://oeil.secure.europarl.europa.eu/oeil/popups/ficheprocedure.do?reference=2021/0239(COD)&l=en
https://oeil.secure.europarl.europa.eu/oeil/popups/ficheprocedure.do?reference=2021/0250(COD)&l=en
https://oeil.secure.europarl.europa.eu/oeil/popups/ficheprocedure.do?reference=2021/0250(COD)&l=en
https://oeil.secure.europarl.europa.eu/oeil/popups/ficheprocedure.do?reference=2021/0240(COD)&l=en
https://oeil.secure.europarl.europa.eu/oeil/popups/ficheprocedure.do?reference=2021/0240(COD)&l=en
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https://edpb.europa.eu/our-work-tools/our-documents/letters/edpb-letter-european-parliament-council-and-european_en
https://eucrim.eu/news/council-position-on-central-pieces-of-aml-package/
https://eucrim.eu/news/aml-package-ii-commission-proposes-aml-regulation/
https://eucrim.eu/news/aml-package-ii-commission-proposes-aml-regulation/
https://www.europol.europa.eu/media-press/newsroom/news/one-of-darkwebs-largest-cryptocurrency-laundromats-washed-out
https://www.europol.europa.eu/media-press/newsroom/news/one-of-darkwebs-largest-cryptocurrency-laundromats-washed-out
https://www.europol.europa.eu/media-press/newsroom/news/new-modus-operandi-how-organised-crime-infiltrates-ports-of-europe
https://www.europol.europa.eu/media-press/newsroom/news/new-modus-operandi-how-organised-crime-infiltrates-ports-of-europe
https://www.europol.europa.eu/cms/sites/default/files/documents/Europol_Joint-report_Criminal%20networks%20in%20EU%20ports_Public_version.pdf
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rate of containers and goods), the re-
port reveals that secondary EU ports 
are now likely to become the target 
of criminal networks. Furthermore, 
concerns have been raised that the 
planned connection of 328 EU ports 
to the Trans-European Transport Net-
work (TEN-T policy) – the EU’s policy 
for the development of coherent, ef-
ficient, multimodal, and high-quality 
transport infrastructure across the  
EU – could reinforce this trend.

For these reasons, the report calls 
for a common Europe-wide approach 
giving attention to regional aspects, 
including legislative initiatives to 
streamline security measures in ports. 
Preventive and investigative actions, 
such as public-private partnerships to 
involve all port actors, are also essen-
tial for tackling the infiltration of crimi-
nal networks in EU ports. (CR)

Hit against ‘Ndrangheta 
On 3 May 2023, an Action Day as part 
of an international operation resulted 
in the arrests of 132 ‘Ndrangheta ma-
fia members, an Italian criminal net-
work devoted to international drug 
trafficking, international firearms traf-
ficking, and money laundering. The 
criminal network has massive invest-
ments in several countries. Supported 
by Eurojust and Europol, law enforce-
ment authorities in Belgium, Germany, 
Italy, France, Portugal, Slovenia, Spain, 
Romania, Brazil, and Panama involved 
more than 2770 officers on the ground 
during the Action Day. They managed 
to raid multiple locations and seize 
several companies. 

According to the press release by 
Eurojust and Europol, the international 
operation was the largest hit against 
the Italian poly-criminal syndicate to 
date. It was part of the EMPACT Oper-
ational Action 2.3 on ‘Ndrangheta and 
the Sicilian mafia, the first EMPACT 
action led by the National Antimafia 
Directorate (Direzione Nazionale Anti-
mafia) in which Europol and Eurojust 
are co-leaders. 

Eurojust supported the operation by 
establishing and financing two joint in-
vestigation teams, by hosting several 
coordination meeting and by facilitat-
ing the execution of European Investi-
gation Orders. Europol supported the 
investigations, inter alia, by providing 
intelligence and cross-match reports 
and by analysing encrypted communi-
cation of the suspects. (CR)

Hit Against Chinese Human 
Trafficking

At the beginning of February 2023, law 
enforcement and judicial authorities 
from Belgium, Germany, Poland, Spain, 
and Switzerland took down a sex traf-
ficking ring in the biggest hit against 
Chinese human trafficking in Europe 
ever. The international prostitution 
ring kept hundreds of Chinese women 
trapped in debt bondage across Eu-
rope and forced them to work as pros-
titutes to pay off their debts. Victims 
were lured to Europe with the promise 
of a legitimate job. As a result of the 
successful operation, over 300 victims 
have been identified so far. Thirty-five 
individuals were arrested, including 
five Chinese nationals considered 
high-value targets by Europol due to 
their involvement in multiple, high-pro-
file criminal activities in Europe (CR)

Cybercrime

Ransomwere Group “HIVE” 
Eliminated

An operation between 13 countries 
and Europol led to the takedown of the 
ransomware HIVE. Over the last sev-
eral years, the malicious software was 
used to compromise and encrypt the 
data and computer systems of large 
IT and oil multinationals in the EU and 
the United States of America. Ransom 
payments led an estimated 1500 com-
panies to lose almost €100 million. 
The ransomware was also used as a 
so-called „ransomware-as-a-service“ 
(RaaS), allowing other ransomware 

groups to attack a wide range of busi-
nesses and critical infrastructure sec-
tors, such as government facilities, 
telecommunication companies, the 
manufacturing industry, information 
technology, and the healthcare and 
public health sector (including hospi-
tals). With the takedown of HIVE, law 
enforcement authorities were able to 
provide many victims with the neces-
sary decryption keys, helping them re-
gain access to their data. (CR)

Takedown of Crypto Exchange 
Platform Blitzlato

A joint action between law enforce-
ment and judicial authorities from nu-
merous countries led to the takedown 
of the digital infrastructure used by 
the cryptocurrency exchange platform 
Blitzlato. The action was led by French 
and US authorities and supported by 
Europol. The operation also involved 
authorities from Belgium, Cyprus, Por-
tugal, Spain and the Netherlands. In 
the process, several members of the 
platform‘s senior management were 
arrested, crypto wallets worth about 
€18 million in cryptocurrency seized, 
and hundreds of accounts at other 
crypto exchanges frozen. Blitzlato is 
suspected of facilitating the launder-
ing of large amounts of criminal cryp-
to-assets and converting them into 
Russian roubles. (CR)

Genesis Market Taken Down
On 4 April 2023, Genesis Market – one 
of the most dangerous marketplaces 
selling stolen account credentials to 
hackers worldwide – was shut down 
and its infrastructure seized. Over 
two million people had been listed 
for the sale of their identities. Gen-
esis Market sold so-called bots (ap-
plications that infect victims’ devices 
through malware or account takeover 
attacks) to criminals, enabling them 
to gain access to all the data harvest-
ed by the bots, e.g. fingerprints, cook-
ies, saved logins, and autofill form 
data. In addition, the criminals were 

https://transport.ec.europa.eu/transport-themes/infrastructure-and-investment/trans-european-transport-network-ten-t_en
https://www.eurojust.europa.eu/news/ndrangheta-mafia-members-arrested-investigation-belgium-italy-and-germany
https://www.europol.europa.eu/media-press/newsroom/news/28-arrested-europes-biggest-chinese-prostitution-ring-dismantled
https://www.europol.europa.eu/media-press/newsroom/news/cybercriminals-stung-hive-infrastructure-shut-down
https://www.europol.europa.eu/media-press/newsroom/news/bitzlato-senior-management-arrested
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provided with the means of using the 
stolen data.

Operation Cookie Monster was led 
by the U.S. Federal Bureau of Investi-
gation (FBI) and the Dutch National 
Police (Politie). It involved 17 coun-
tries as well as Europol and Eurojust.

The investigation was supported by 
Europol’s European Cybercrime Centre 
(EC3) since 2019, which also coordi-
nated the international activity with the 
help of the Joint Cybercrime Action 
Taskforce (J-CAT). Eurojust actively 
facilitated cross-border judicial coop-
eration between the national authori-
ties involved and hosted a command 
centre during the parallel operations in 
13 countries.

In order to see whether your infor-
mation was part of a Genesis Market 
leak, a portal developed by the Dutch 
Police allows you to check whether 
your information has been compro-
mised. (CR)

End of Monopoly Market
In a joint action conducted at the end 
of April and coordinated by Europol, 
together with authorities from nine 
countries from inside and outside 
the EU, “Monopoly Market” – an ille-
gal dark web marketplace mainly for 
buying and selling drugs – was shut 
down. Altogether €50.8 million in cash 
and virtual currencies, 850 kg of drugs, 
and 117 firearms were seized. In addi-
tion, 288 suspects were arrested in the 
USA, UK, Germany, the Netherlands, 
Austria, France, Switzerland, Poland, 
and Brazil. Because law enforcement 
authorities also gained access to the 
lists of buyers, Monopoly Market cus-
tomers across the globe are now at 
risk of prosecution.

Operation SpecTor built up on the 
takedown of the marketplace’s criminal 
infrastructure by German authorities in 
2021. Based on troves of evidence pro-
vided by the German authorities, Eu-
ropol compiled intelligence packages 
to serve as a basis for further national 
investigations. Europol’s European Cy-

bercrime Centre also facilitated the 
information exchange and carried out 
data analyses to identify vendors on 
the dark web. 

Operation SpecTor follows up on 
other EU law enforcement actions 
against illicit dark web markets, such 
as DisrupTor (2020); Dark HunTor 
(2021) and Hydra (2022). (CR)

Environmental Crime

“From the Hives”: Results of the EU 
Action against Honey Adulteration

On 21 March 2023, the Commission 
communicated the results of the EU-
coordinated action called “From the 
hives”, led by the European Commis-
sion’s Directorate-General for Health 
and Food Safety (DG SANTE). It also 
involved the national authorities of 18 
countries that are part of the EU Food 
Fraud Network, the European Anti-Fraud 
Office (OLAF), and the European Com-
mission’s Joint Research Centre (JRC). 
The aim of the coordinated action was 
to assess the market prevalence of 
honey adulterated with sugar. The re-
sult of the operation showed that a sig-
nificant proportion of honey imported 
into the EU probably does not comply 
with the provisions of the “Honey Direc-
tive” ( Council Directive 2001/110/EC). 
Thanks to OLAF, 44 EU operators were 
investigated and seven sanctioned.

Investigations led by OLAF, consist-
ing of on-site inspection, sampling, 
and close examination of computers 
and phone records, revealed complic-
ity between exporters and importers. 
The malpractices included, for exam-
ple, the use of additives and colouring, 
masking of the true geographical ori-
gin of the honey, and the use of sugar 
syrups.

Ville Itälä, Director-General of OLAF, 
commended the team effort neces-
sary for the coordinated action:

“The key word was teamwork. The 
European Commission’s Directorate-
General for Health and Food Safety 

initiated and coordinated the entire ac-
tion. OLAF investigated to help identify 
suspicious operators, performed on-
the-spot checks with national authori-
ties, acquired and analysed computer 
and phone records. Colleagues at the 
JRC analysed samples collected at 
borders in their laboratories to detect 
adulteration. National authorities were, 
as always, on the front line of checks 
and investigations on the ground. 
OLAF has investigated international 
food fraud before and I am very glad 
that we could lend our experience. The 
EU is an importer of honey as the inter-
nal demand is higher than our domes-
tic production. It is important that we 
remain vigilant against any abuse. The 
most frequent type of fraud with honey 
happens via adulteration, meaning by 
adding cheap ingredients instead of 
keeping the honey pure. But we also 
found instances of origin fraud, with 
labels claiming false origins of the 
product. This action served to raise 
attention, call for order, and deter any 
fraudulent practices.”

DG SANTE published a comprehen-
sive report with the results of the ac-
tion. It involved 16 EU Member States 
as well as Norway and Switzerland. 
(AP)

Procedural Law

Procedural Safeguards

ECJ: Individual Reasons Not 
Necessary for Telecommunications 
Surveillance

On 16 February 2023, the ECJ ruled on 
the individualisation of the obligation 
to state reasons for the judicial au-
thorisation of telephone surveillance 
measures (Case C-349/21, HYA and 
Others). In the period from 10 April to 
15 May 2017, the Spetsializirana proku-
ratura (Specialised Public Prosecu-
tor‘s Office, Bulgaria) submitted seven  

https://www.politie.nl/checkyourhack
https://www.europol.europa.eu/media-press/newsroom/news/288-dark-web-vendors-arrested-in-major-marketplace-seizure
https://www.europol.europa.eu/media-press/newsroom/news/international-sting-against-dark-web-vendors-leads-to-179-arrests
https://www.europol.europa.eu/media-press/newsroom/news/150-arrested-in-dark-web-drug-bust-police-seize-%E2%82%AC26-million
https://www.cpomagazine.com/cyber-security/hydra-darknet-market-offline-after-german-police-operation-25-million-in-bitcoin-seized/
https://anti-fraud.ec.europa.eu/media-corner/news/no-sugar-my-honey-olaf-investigates-honey-fraud-2023-03-23_en
https://anti-fraud.ec.europa.eu/media-corner/news/no-sugar-my-honey-olaf-investigates-honey-fraud-2023-03-23_en
https://eur-lex.europa.eu/eli/dir/2001/110/oj
https://eur-lex.europa.eu/eli/dir/2001/110/oj
https://food.ec.europa.eu/safety/eu-agri-food-fraud-network/eu-coordinated-actions/honey-2021-2022_en
https://curia.europa.eu/juris/document/document.jsf?text=&docid=270504&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=532599
https://curia.europa.eu/juris/liste.jsf?nat=or&mat=or&pcs=Oor&jur=C%2CT%2CF&num=c-349%252F21&for=&jge=&dates=&language=en&pro=&cit=none%252CC%252CCJ%252CR%252C2008E%252C%252C%252C%252C%252C%252C%252C%252C%252C%252Ctrue%252Cfalse%252Cfalse&oqp=&td=%3BALL&avg=&lgrec=de&lg=&page=1&cid=2494573
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applications to the President of the 
Spetsializiran nakazatelen sad (Spe-
cialised Criminal Court), requesting au-
thorisation to use telecommunication 
methods to intercept, record, monitor, 
and trace the telephone conversations 
of four persons suspected of having 
committed serious crimes.

The court President granted each 
of these applications on the day they 
were submitted and issued seven cor-
responding decisions authorising tel-
ephone tapping (so-called telephone 
tapping authorisations). On 19 June 
2020, the Specialised Public Prosecu-
tor’s Office accused those four per-
sons, together with a fifth person, of 
participating in an organised criminal 
gang for the purpose of enrichment, 
smuggling third-country nationals 
across Bulgarian borders, assisting 
them in illegally entering Bulgarian 
territory, and receiving/giving bribes 
in connection with these activities. 
The Spetsializiran nakazatelen sad, 
the referring court, decided to stay the 
proceedings and refer the following 
questions to the ECJ for a preliminary 
ruling:
	� Is the practice of national courts in 

criminal proceedings – whereby the 
court authorises the interception, record-
ing, and storage of telephone conversa-
tions of suspects by means of a pre-
drafted, generic text template in which it 
is merely asserted, without any individu-
alisation, that the statutory provisions 
have been complied with – compatible 
with Art. 15(1) of Directive 2002/58 read 
in conjunction with Art. 5(1) and recital 
11 thereof (Directive on privacy and 
electronic communications)?
	� If not, is it contrary to EU law if the 

national law is interpreted as meaning 
that information obtained as a result 
of such authorisation is used to prove 
the charges brought?

The ECJ held that a decision author-
ising telephone interception need not 
contain an individualised statement 
of reasons if the precise reasons why 
the court considered the legal require-

ments to have been complied with can 
be easily and unambiguously inferred 
from a cross-reading of the decision. 
In addition, the decision need not con-
tain an individualised statement of rea-
sons if the application for authorisa-
tion is made accessible to the person 
against whom the use of special inves-
tigative methods has been authorised 
after the authorisation has been given.

The Court of Justice of the Europe-
an Union has already been confronted 
several times with preliminary refer-
ences from the Spetsializiran nakaza-
telen sad concerning the compatibility 
of Bulgarian criminal procedure law 
with Union law. As from 27 July 2022, 
the Spetsializiran nakazatelen sad was 
dissolved and certain criminal cases 
(including the one at issue) transferred 
to the Sofiyski gradski sad (Sofia City 
Court). (AP)

Data Protection

ECJ: Systematic Collection of 
Biometric and Genetic Data Contrary 
to EU Law

The systematic collection of biom-
etric and genetic data of any accused 
person in order for them to be entered 
in a police record is contrary to the 
requirement of ensuring enhanced 
protection with regard to the process-
ing of sensitive personal data. This 
statement was made by the ECJ in 
its judgment of 26 January 2023 in 
Case C-205/21 (V.S.). The case con-
cerned Bulgarian legislation on police 
records and data protection. 
	h Facts and background of the case
In the case at issue, criminal pro-

ceedings for tax fraud led to V.S. being 
accused of participation in a criminal 
organisation. V.S. opposed to consent 
to the collection of her dactyloscopic 
and DNA profile data for the purpose 
of creating a police record. According 
to Bulgarian law, the police authorities 
are empowered to take such data from 
any person “who is accused of an in-

tentional criminal offence subject to 
public prosecution.”

The Spetsializiran nakazatelen sad 
(Specialised Criminal Court, Bulgaria), 
which was called to enforce the data 
collection vis-à-vis V.S., had doubts as 
to whether the Bulgarian legislation 
applicable to such “creation of a police 
record” complies with EU data protec-
tion law and referred several questions 
on the interpretation of Directive (EU) 
2016/680 “on the protection of natural 
persons with regard to the processing 
of personal data by competent authori-
ties for the purposes of the prevention, 
investigation, detection or prosecution 
of criminal offences or the execution 
of criminal penalties” (in short: LED). 
	h Findings of the ECJ: Restrictions 

on effective judicial protection 
proportionate

The ECJ ruled that neither Directive 
2016/680 nor the EU Charter of Funda-
mental Rights preclude national legis-
lation under which the court is obliged 
to authorise the compulsory collection 
of biometric and genetic data from ac-
cused persons, even though it is not 
yet in a position to assess at that time 
whether there are actually reasonable 
grounds for suspicion against the ac-
cused person. The accompanying 
restriction of effective judicial legal 
protection is not disproportionate, 
provided that national law later guar-
antees effective judicial control of 
the preconditions of the accusation. 
Otherwise, there would be a risk of 
obstructing the course of criminal in-
vestigations and unduly restricting the 
ability of investigators to solve further 
criminal offences by means of a data 
comparison.
	h Right to presumption of innocence 

observed
The right to the presumption of in-

nocence also does not prevent such 
an obligation of the court: Firstly, the 
collection of data is limited to those 
persons whose criminal liability has 
not yet been established. Consequent-
ly, this collection could not reflect the 

https://curia.europa.eu/juris/document/document.jsf?text=&docid=269704&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=1401130
https://curia.europa.eu/juris/documents.jsf?num=C-205/21
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authorities’ impression that these per-
sons were guilty. Secondly, the fact 
that the court, which has to decide on 
the guilt of the person concerned, can-
not assess at this stage of the criminal 
proceedings whether the evidence on 
which the accusation of that person is 
based is sufficient, constitutes a guar-
antee of observance of his or her right 
to be presumed innocent.
	h But: Systematic data collection 

without proportionality test unlawful
However, Directive 2016/680 pre-

cludes national legislation which pro-
vides for the systematic collection of 
biometric and genetic data of any per-
son accused of an intentional offence 
subject to public prosecution, without 
requiring the competent authority to 
verify whether the collection is also 
proportionate. The national legisla-
tion must provide for an obligation on 
the part of the authorities to verify and 
prove, on the one hand, whether or not 
the collection is strictly necessary for 
the attainment of the specific objec-
tives pursued and, on the other hand, 
whether or not those objectives can be 
attained by measures which represent a 
less serious interference with the rights 
and freedoms of the data subject.

In this context, the ECJ argued that 
Directive 2016/680 is intended to en-
sure enhanced protection against the 
processing of sensitive data, which 
include biometric and genetic data, 
as such processing may present sig-
nificant risks to fundamental rights 
and freedoms. The requirement stated 
therein that such processing is allowed 
“only where strictly necessary” must 
be interpreted as laying down stricter 
conditions for the lawfulness of the 
processing of such sensitive data. 

According to the judges in Luxem-
bourg, national legislation which pro-
vides for the systematic collection 
of data from any persons accused of 
an intentional offence is in principle 
contrary to that requirement. This ap-
proach could lead to the indiscrimi-
nate and general collection of data 

from the majority of accused persons, 
since the concept of “intentional crimi-
nal offence subject to prosecution” is 
particularly general and can be applied 
to a large number of criminal offences, 
irrespective of their nature, their grav-
ity, the particular circumstances of 
those offences, their possible link with 
other ongoing proceedings, the crimi-
nal record of the person concerned or 
his/her individual profile.
	h Put in focus
The ECJ’s judgement in V.S. is the 

second within a short period of time 
to deal comprehensively with the in-
terpretation of the “Law Enforcement 
Data Protection” Directive 2016/680 
(eucrim 4/2022, 251). It shows that 
the Directive is becoming increasingly 
important in data protection practice. 
Although the ruling concerns the spe-
cific legislation in Bulgaria, the ECJ’s 
statements may also have impacts in 
other EU Member States. This relates 
firstly to registration practice for police 
records and secondly to the treatment 
of sensitive data by law enforcement 
authorities (Art. 10 LED). (TW)

EDPB Launches First Coordinated 
Enforcement Action

On 15 February 2023, the Europe-
an Data Protection Board (EDPB) 
launched a coordinated enforcement 
action for the first time. The first coor-
dinated enforcement action focuses 
on the use of cloud-based services by 
the public sector. Under the action, 22 
supervisory authorities, including the 
European Data Protection Supervisor 
(EDPS), will address over 80 public 
bodies across the European Economic 
Area (EEA), including EU institutions. 
The action will cover a wide range of 
sectors (e.g. health, finance, tax, edu-
cation, central buyers or providers of 
IT services) to explore the challenges 
they are facing with General Data Pro-
tection Regulation (GDPR) compliance 
when using cloud-based services. 
Based on the results, the supervisory 
authorities will decide on possible 

additional national supervision and 
enforcement actions. The insights 
gained may also feed into a targeted 
follow-up at the EU level.

The EDPB, established by the GDPR, 
is an independent European body that 
facilitates the consistent application 
of data protection rules throughout the 
EU and promotes cooperation between 
the EU’s data protection authorities. It 
is composed of representatives from 
the EU national data protection author-
ities (national supervisory authorities) 
and the EDPS. Its secretariat is provid-
ed by the EDPS and based in Brussels. 
The coordinated enforcement action 
follows the EDPB’s decision of October 
2020 to set up a Coordinated Enforce-
ment Framework (CEF). (CR)

Commission’s Draft on US Adequacy 
Decision Faces Headwind

spot 
light

The European Data Protection 
Board (EDPB) and the Europe-
an Parliament (EP) made criti-

cal statements to the Commission’s 
draft adequacy decision for data trans-
fer to the USA. 

On 13 December 2022, the Com-
mission proposed a draft adequacy 
decision regarding the EU-U.S. Data 
Privacy Framework (DPF). The DPF is 
designed to replace the former EU-U.S. 
Privacy Shield, which was declared in-
valid by the ECJ’s judgment in Schrems 
II (eucrim 2/2020, 98–99). The effect 
of the DPF would be that personal data 
can flow freely from the EU to the USA 
in the private sector. According to the 
Commission, an assessment of the US 
legal framework let conclude that the 
USA provides comparable safeguards 
to those of the EU, so that personal 
data can be exchanged between EU 
and US companies. The Commission 
above all took into account Executive 
Order 14086 on “Enhancing Safeguards 
for United States Signals Intelligence 
Activities”, signed by US President Joe 
Biden in October 2022 as well as regula-
tions adopted by the US Attorney Gen-
eral that complemented the Order. Both 

https://eucrim.eu/news/cjeu-ruled-on-scope-and-concepts-of-law-enforcement-data-protection-directive/
https://edpb.europa.eu/news/news/2022/launch-coordinated-enforcement-use-cloud-public-sector_en
https://edpb.europa.eu/news/news/2022/launch-coordinated-enforcement-use-cloud-public-sector_en
https://ec.europa.eu/commission/presscorner/detail/en/ip_22_7631
https://ec.europa.eu/commission/presscorner/detail/en/ip_22_7631
https://ec.europa.eu/commission/presscorner/detail/en/ip_22_7631
https://eucrim.eu/news/eu-us-data-transfers-cjeu-shatters-privacy-shield-schrems-ii/
https://www.whitehouse.gov/briefing-room/presidential-actions/2022/10/07/executive-order-on-enhancing-safeguards-for-united-states-signals-intelligence-activities/
https://www.whitehouse.gov/briefing-room/presidential-actions/2022/10/07/executive-order-on-enhancing-safeguards-for-united-states-signals-intelligence-activities/
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acts were considered to meet the criti-
cism voiced by the ECJ in Schrems II. 

In its opinion on the draft adequa-
cy decision of 28 February 2023, the 
EDPB expressed concerns and re-
quests clarifications on several points 
The EDPB is an independent European 
umbrella body which brings together 
the national data protection authori-
ties and the European Data Protection 
Supervisor and which has a right to 
scrutiny adequacy decisions pursu-
ant to the GDPR. The EDPB welcomed 
substantial improvements such as 
the introduction of requirements em-
bodying the principles of necessity 
and proportionality for US intelligence 
gathering of data and the new redress 
mechanism for EU data subjects. The 
EDPB sees, however, still numerous 
shortcomings in relation to certain 
rights of data subjects, onward trans-
fers, the scope of exemptions, tem-
porary bulk collection of data and the 
practical functioning of the redress 
mechanism. The EDPB seeks clarifica-
tion on these points and would appre-
ciate it if not only the entry into force 
but also the adoption of the adequacy 
decision were made conditional on the 
adoption of updated policies and pro-
cedures to implement Executive Order 
14086 by all US intelligence agencies. 

In an EP resolution adopted on 11 
May 2023, MEPs share the concerns of 
the EDPB. They point out inter alia that 
US legislation still does not provide 
for independent prior authorisation for 
collection of bulk data and lacks an 
“objective criterion capable of justify-
ing” the government interference with 
privacy, as required by the ECJ. In ad-
dition, the resolution notes that the US 
intelligence community still performs 
the practice of electronic mass surveil-
lance of EU citizens. The resolution 
sees also existing shortcomings in the 
Executive Order 14086. Against this 
background, the EP concludes that 
the EU-US Data Privacy Framework 
fails to create essential equivalence in 
the level of protection. The Commis-

sion is called to continue negotiations 
with its US counterparts which would 
provide the adequate level of protec-
tion required by Union data protection 
law and the Charter. The Commission 
should also not adopt the adequacy 
finding “until all the recommendations 
made in this resolution and the EDPB 
opinion are fully implemented”. 

It should be noted that the adequa-
cy decision is an implementing act 
that is decided by the Commission 
itself (Art. 45 GDPR). The opinions by 
the EDPB and the EP are not binding 
for the Commission. However, they set 
a clear legal and political statement. A 
Commission official announced that 
the Commission may put forward a re-
vised version of the adequacy decision 
before the summer break. (TW)  

Ne bis in idem

ECJ: Double Prosecution of Criminal 
Organisation Possible

spot 
light

A Member State can exempt 
certain offences affecting its 
national security from the 

scope of the transnational ne bis in 
idem. This can also concern the of-
fence of forming a criminal organisa-
tion in which the person prosecuted 
participated has engaged exclusively in 
financial crime, in so far as the action of 
that organisation intended to punish 
harm to the security or other equally es-
sential interests of that state. 
	h Background of the case
This is the ECJ’s reply on 23 March 

2023 to a reference for preliminary rul-
ing by the Higher Regional Court of 
Bamberg (Germany) in Case C-365/21 
(MR / Generalstaatsanwaltschaft Bam-
berg). The case at issue concerns a 
large-scale cybertrading fraud that af-
fected, inter alia, Austrian and German 
investors. MR, who allegedly acted as 
one of the ringleaders of this criminal 
organisation, was sentenced to four 
years of imprisonment in Austria and 
was to be surrendered to Germany 

for this investment fraud after having 
served part of the sentence. The Ger-
man authorities argued in favour of an-
other prosecution in Germany. They re-
ferred to Germany’s declaration under 
Art. 55(1)(b) CISA providing, inter alia, 
that the Federal Republic of Germany 
is not bound to Art. 54 CISA (the trans-
national ne bis in idem principle) if the 
acts to which the foreign judgment 
relates constitute the offence of Sec. 
129 of the German Criminal Code, enti-
tled “Forming criminal organisations”. 

In the light of Art. 50 CFR, the re-
ferring court first wondered whether 
such a declaration is still valid. In the 
affirmative, it posed the second ques-
tion of whether the requirements of 
Art. 55(1)(b) CISA are met if the crimi-
nal organisation engaged exclusively 
in financial crime. For further informa-
tion eucrim 3/2022, 193.
	h The ECJ’s reply to the validity of Art. 

55(1)(b) CISA
In the first place, the ECJ confirms 

the validity of Art. 55(1)(b) CISA. The 
ECJ calls to mind that Art. 55(1)(b) 
CISA derogates from the principle of 
ne bis in idem where the acts to which 
the foreign judgment relates constitute 
an offence against the security or other 
equally essential interests of that Mem-
ber State. Hence, it constitutes a (le-
gitimate) limitation to the fundamental 
right guaranteed by Art. 50 CFR, which 
can be justified under the conditions of 
Art. 52(1) CFR. According to the judges 
in Luxembourg, Art. 55(1)(b) CISA re-
spects the essence of Art. 50 CFR and 
the principle of proportionality as re-
quired by Art. 52(1) CFR.

Regarding the essence of the princi-
ple of ne bis in idem, it is argued that the 
exception in Art. 55(1)(b) CISA permits 
Member States to apply it to punish of-
fences which affect the Member State 
itself and thus to pursue objectives that 
necessarily differ from those for which 
the person prosecuted has already 
been tried in another Member State.

Regarding proportionality, it is 
stressed that Art. 55(1)(b) CISA is an 

https://edpb.europa.eu/system/files/2023-02/edpb_opinion52023_eu-us_dpf_en.pdf
https://edpb.europa.eu/system/files/2023-02/edpb_opinion52023_eu-us_dpf_en.pdf
https://gdpr.eu/
https://www.europarl.europa.eu/doceo/document/TA-9-2023-0204_EN.html
https://www.europarl.europa.eu/doceo/document/TA-9-2023-0204_EN.html
https://www.skwschwarz.de/en/details/sitting-waiting-wishing-an-update-on-the-status-of-the-new-us-adequacy-decision-transatlantic-data-privacy-framework
https://curia.europa.eu/juris/document/document.jsf?text=&docid=271742&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=10729
https://curia.europa.eu/juris/liste.jsf?nat=or&mat=or&pcs=Oor&jur=C%2CT%2CF&num=c-365%252F21&for=&jge=&dates=&language=en&pro=&cit=none%252CC%252CCJ%252CR%252C2008E%252C%252C%252C%252C%252C%252C%252C%252C%252C%252Ctrue%252Cfalse%252Cfalse&oqp=&td=%3BALL&avg=&lg=&page=1&cid=41729
https://eucrim.eu/news/ag-reservation-in-relation-to-application-of-ne-bis-in-idem-principle-incompatible-with-art-50-cfr/
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appropriate option for achieving the 
general objective of punishment by a 
Member State of harm to its security 
or to its other equally essential inter-
ests. Moreover, the option for deroga-
tion is accompanied by rules guaran-
teeing that the disadvantages for the 
person concerned are limited to what 
is strictly necessary in order to achieve 
the objective.
	h The ECJ’s interpretation of “security 

interests” in Art. 55(1)(b) CISA
In the second place, the ECJ clarifies 

that “an offence against national secu-
rity” as provided for by Art. 55(1)(b) can 
also cover offences whose constituent 
elements do not specifically include 
harm to the security of the Member 
States. Thus, the notion goes beyond of-
fences which, by their very nature, relate 
to security, such as espionage, treason 
or serious harm to the functioning of 
public authorities. However, the offence 
in question must first affect the Member 
State itself and second particularly seri-
ously affect it. A characterisation as an 
“offence against national security” must 
take into account the seriousness of the 
damage which its activities caused to 
that Member State. Under these condi-
tions, offences that punish a criminal 
organisation that engages exclusively in 
financial crime, can fall under the dero-
gation of Art. 55(1)(b) CISA. The judges 
in Luxembourg conclude however from 
the information made available to the 
Court that the criminal activities in the 
main proceedings have not had an ef-
fect of damaging the Federal Republic 
of Germany and thus are not covered by 
Art. 55(1))(b) CISA.
	h Put in focus
The question on the validity of the 

reservations in Art. 55(1) CISA were 
already posed in the Kossolowski case 
(C-486/14), but remained unanswered 
by the ECJ to date. The ECJ now affirms 
such validity and recognises Art. 55 
CISA as part of Union law that can limit 
the fundamental right in Art. 50 CFR. It 
is one of the seldom cases in which the 
judges at the bench at Kirchberg sub-

stantially disagree with the opinion by 
the Advocate General (AG). In the case 
at issue, AG Szpunar concluded that 
declarations under Art. 55(1)(b) CISA 
are incompatible with the CFR and pro-
visions referred to in such declarations 
cannot be applied in judicial proceed-
ings (eucrim 3/2022, 193). He, inter 
alia, argued that the essence of the ne 
bis in idem principle is not respected. 
This result was already promoted by AG 
Bot in the said Kossolowski case. 

The question remains, however, 
whether the ECJ will also apply these 
lines of argument to the other excep-
tions provided for in Art. 55(1) CISA, 
i.e. the possibility to make declara-
tions if the acts to which the foreign 
judgment relates to took place in the 
territory of the Member State (lit. a) 
or were committed by its officials (lit. 
c). This can trigger further references 
for preliminary rulings also bearing in 
mind that the opinion of AG Bot in the 
Kosslowski case referred to Art. 55(1)
(a) CISA, i.e. the territoriality clause. 
And here, the ECJ’s developed argu-
ment that the criminal proceedings in 
two Member States pursue essentially 
different objectives is rather weak. 

The second point of the ECJ’s 
judgment in MR deserves attention, 
too. The Court interpreted the no-
tion of “national security”, which also 
may have impacts on other areas of 
Union law. Here, the Court did not 
only look at the nature of the offence, 
but above all took into account its 
effects. These must, of course, af-
fect the state itself and be of a high 
degree of severity. Since the fraud 
in the main proceedings against MR 
only affected private investors, the 
application of Art. 55(1)(b) CISA was 
excluded. Conversely, the judgment 
let conclude that fraud committed 
by criminal organisations that is det-
rimental to several national budg-
ets, for instance, may be prosecuted 
twice, if the second prosecuting 
Member State made a relevant dec-
laration in accordance with Art. 55 

CISA. Hence, the judgment in MR can 
have implications for the prosecution 
of offences against the EU’s financial 
interests in the future. 

It is now finally to the Higher Region-
al Court of Bamberg to apply the ECJ’s 
answers to the given case. As the judg-
es in Luxembourg indicated, it cannot 
be believed that the exception in Art. 
55(1)(b) CISA applies since the criminal 
activities of the organisation have not 
harmed the Federal Republic of Germa-
ny notwithstanding the huge dimension 
of the fraud scheme. The Higher Re-
gional Court of Bamberg must then ap-
ply Art. 54 CISA and mainly answer the 
question of whether the prosecution 
in Germany refers to the “same acts” 
which were subject to the conviction 
in Austria. Also in this respect, the ECJ 
provides hints in an exceptional pre-
liminary remark at the beginning of the 
judgment. In this context, the judges in 
Luxembourg caution to look closely at 
the ruling of the Austrian court. Only if 
the ruling had considered the harm to 
persons residing in Austria, the German 
judicial authorities may conclude that 
the criminal proceedings in Austria did 
not relate to the same acts as those 
covered by the prosecution in Germany. 
In such scenario, the earlier decision 
may be considered to have been related 
to “similar acts”, which is not sufficient 
to satisfy the “idem” condition in Art. 54 
CISA. (TW)  

AG: Volkswagen Cannot Be Penalised 
in Italy for “Dieselgate”

Advocate General Campos Sánchez-
Bordona gave his opinion on the double 
jeopardy ban in connection with the 
sanctioning of Volkswagen (VW) due to 
the diesel scandal by the Italian authori-
ties. On 30 March 2023, he delivered 
his opinion in Case C-27/22 (Volkswa-
gen Group Italia S.p.A. and Volkswagen 
Aktiengesellschaft). The Italian Council 
of State (Consiglio di Stato) had asked 
whether a fine imposed on VW by the 
Italian competition and market surveil-
lance authority, which had initially not 

https://curia.europa.eu/juris/liste.jsf?num=C-486/14&language=en
https://eucrim.eu/news/ag-reservation-in-relation-to-application-of-ne-bis-in-idem-principle-incompatible-with-art-50-cfr/
https://curia.europa.eu/juris/document/document.jsf?text=&docid=173023&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=30687
https://curia.europa.eu/juris/document/document.jsf?text=&docid=173023&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=30687
https://curia.europa.eu/juris/document/document.jsf?text=&docid=272083&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=61407
https://curia.europa.eu/juris/fiche.jsf?id=C%3B27%3B22%3BRP%3B1%3BP%3B1%3BC2022%2F0027%2FP&nat=or&mat=or&pcs=Oor&jur=C%2CT%2CF&num=c-27%252F22&for=&jge=&dates=&language=en&pro=&cit=none%252CC%252CCJ%252CR%252C2008E%252C%252C%252C%252C%252C%252C%252C%252C%252C%252Ctrue%252Cfalse%252Cfalse&oqp=&td=%3BALL&avg=&lgrec=en&lg=&cid=61407
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become final, violated the prohibition 
of double punishment under Art. 50 of 
the EU Charter of Fundamental Rights 
(CFR), since VW had in the meantime 
received a penalty order from the public 
prosecutor‘s office in Brunswick (Ger-
many) in the same context, which be-
came final through payment of the fine. 

Due to the repressive purpose and 
the severity of the fine, the AG assumed 
the criminal nature of the Italian sanc-
tion in the case, even though it is classi-
fied as an administrative penalty under 
Italian law. The criminal nature is also 
true for the fine imposed in Germany. 
As a result, Art. 50 CFR was applica-
ble. Furthermore, the fine imposed by 
the Italian authority and the German 
proceedings concerned the same legal 
person and the facts were identical in 
substance and in time, so that a viola-
tion of the prohibition of double punish-
ment was to be affirmed in principle. 

Therefore, the decisive question is 
whether an exception to the ne bis in 
idem principle could be justified in a 
constellation of cumulative sanction 
proceedings. Such exception must 
meet the requirements of Art. 52(1) 
CFR. According to the AG, the propor-
tionality and necessity of the limitation 
are particularly problematic in the case. 
It can be inferred from the ECJ’s case 
law that the following three criteria 
must be met:
	� Clarity and precision of the rules giv-

ing rise to the duplication of proceed-
ings and penalties;
	� Coordination of proceedings in 

which a penalty is imposed, which must 
have a sufficiently close connection in 
substance and time so as to reduce to 
what is strictly necessary the additional 
burden associated with the duplication 
of proceedings of a criminal nature 
conducted independently;
	� An assurance that the seriousness 

of the overall penalties imposed cor-
responds to the seriousness of the 
offence.

The AG observes that there has obvi-
ously not been a coordination between 

the Italian market surveillance authority 
and the German prosecution service of 
Brunswick. Hence, the AG doubts as 
to whether “it is possible (and realis-
tic) to insist on that requirement in the 
event of the duplication of proceedings 
in which a penalty is imposed in two 
Member States, conducted by compe-
tent authorities in different sectors of 
activity, where there is no legal mecha-
nism for coordinating those authorities’ 
actions.” However, the AG does not be-
lieve that the ECJ will reverse its previ-
ous  case law. 

The AG concludes that the prohibi-
tion of double punishment could not 
be permissibly restricted pursuant to 
Art. 52(1) CFR, because the coordina-
tion of measures between the author-
ities of the Member States, which is 
necessary to justify such a restriction, 
had not taken place. 

Put in focus: Case C-27/22 was 
subject to a detailed analysis by Laura 
Neumann in her eucrim article of 27 
March 2023 (in this issue). She came 
to the same result as the AG but with a 
different argumentation. It is now up to 
the judges in Luxemburg whether they 
will apply their previous case law, par-
ticularly developed in Menci (eucrim 
1/2018, 24–25), bpost and Nordzucker 
(both at eucrim 2/2022, 116–118). 
By contrast to the other cases, the 
VW Dieselgate scandal case involves 
a duplication of proceedings between 
an administrative and a criminal law 
enforcement authority with a transna-
tional dimension. (TW)

Victim Protection

Referral of 8 Member States to CJEU 
Over Protection of Whistleblowers

On 15 February 2023, the Commission 
decided to refer the Czech Republic, 
Germany, Estonia, Spain, Italy, Lux-
embourg, Hungary, and Poland to the 
Court of Justice for failing to transpose 
and notify national measures imple-
menting the directive on the protec-

tion of persons who report breaches 
of Union law (Directive 2019/1937). 
The directive, which was adopted and 
entered into force in 2019, requires 
Member States to provide effective 
channels for whistleblowers working in 
the public and private sectors to report 
breaches of EU law in confidence and 
to establish a robust system of protec-
tion against retaliation. The referral of 
the eight countries comes in response 
to their unsatisfactory responses to the 
Commission‘s reasoned opinions. (AP)

Cooperation

Police Cooperation

Exchange of Information between 
Law Enforcement Authorities on New 
Footing

spot 
light

Following the provisional agree-
ment in November 2022 
(eucrim 4/2022, 252–253), 

the Council and the European Parlia-
ment formally adopted the Directive on 
the exchange of information between 
the law enforcement authorities of 
Member States. The Directive 
(2023/977) was published in the Official 
Journal L 134 of 22 May 2023, p. 1. 

It will repeal Framework Decision 
2006/960/JHA on “simplifying the ex-
change of information and intelligence 
between law enforcement authorities of 
the Member States of the European Un-
ion”, known as the “Swedish Initiative”. 

The new Directive lays down the 
rules under which Member  States’ 
law enforcement authorities may ex-
change existing information and intel-
ligence effectively and expeditiously 
for the purpose of conducting criminal 
investigations or criminal intelligence 
operations. 
	h Scope and use of evidence
The Directive covers the exchange 

of information for the purpose of pre-
venting, detecting or investigating 
criminal offences between the com-

https://eucrim.eu/articles/limitations-of-the-transnational-ne-bis-in-idem-principle-in-eu-law/
https://eucrim.eu/articles/limitations-of-the-transnational-ne-bis-in-idem-principle-in-eu-law/
https://eucrim.eu/news/cjeu-criminal-penalty-addition-penalty-tax-proceedings-combat-vat-fraud-possible/
https://eucrim.eu/news/cjeu-criminal-penalty-addition-penalty-tax-proceedings-combat-vat-fraud-possible/
https://eucrim.eu/news/cjeu-clarified-duplication-of-punitive-administrative-proceedings-in-competition-law/
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32019L1937
https://ec.europa.eu/commission/presscorner/detail/en/inf_22_3768
https://eucrim.eu/news/provisional-agreement-on-law-enforcement-information-exchange-directive/
https://www.europarl.europa.eu/news/en/press-room/20230315IPR77510/police-cooperation-meps-approve-information-exchange-rules
https://www.europarl.europa.eu/news/en/press-room/20230315IPR77510/police-cooperation-meps-approve-information-exchange-rules
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32023L0977
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32023L0977
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petent law enforcement authorities of 
different EU Member States.

It does not apply to exchanges of 
information for said purposes that are 
specifically regulated by other Union 
legal acts. It does also not impose any 
obligation on Member States to (a) ob-
tain information by means of coercive 
measures; (b) store information for 
the sole purpose of providing it to the 
competent law enforcement authori-
ties of other Member States; and (c) 
provide information to the competent 
law enforcement authorities of other 
Member States to be used as evidence 
in judicial proceedings. 

Regarding the latter point, the Di-
rective also clarifies that it does not 
establish any right to use the infor-
mation provided in accordance with 
this Directive as evidence in judicial 
proceedings. Even though they are 
not required to do so, Member States 
providing information under the Direc-
tive, however, are allowed to consent, 
at the time of providing the informa-
tion or thereafter, to the use of that 
information as evidence in judicial 
proceedings. 
	h Main features
Key points of the Directive are Sin-

gle Points of Contact established or 
designated by the Member States, to 
which requests for information must 
be submitted, the provision of infor-
mation pursuant to such requests, 
the working languages of the Single 
Points of Contact, mandatory time lim-
its for providing requested information 
and the reasons for the refusal of such 
requests.

The exchange of information under 
the Directive is made subject to five 
general principles: 
	� Availability;
	� Equivalent access;
	� Confidentiality;
	� Data ownership; 
	� Data reliability.
	h Requests for information
Rules on requests for information 

to the Single Points of Contacts in-

clude, for instance, the obligation for 
the submitting authority to carry out a 
necessity and proportionality test and 
be ensured that the requested infor-
mation is available to that other Mem-
ber State. In addition, the Directive lays 
down criteria when a request can be 
considered urgent as well as minimum 
(formal) requirements for the request 
in order to allow a rapid and adequate 
processing. Requests can be submit-
ted by Single Points of Contact or des-
ignated Member States’ law enforce-
ment authorities. 
	h Time limits
Each Member State must ensure 

that its Single Point of Contact pro-
vides the requested information as 
soon as possible and in any event 
within the following time limits, as ap-
plicable: (a) eight hours in the case of 
urgent requests relating to directly ac-
cessible information; (b) three calen-
dar days in the case of urgent requests 
relating to indirectly accessible infor-
mation; (c) seven calendar days in the 
case of all other requests.

Deviation from the time limits is 
possible if a judicial authorisation is 
needed. In this case, the requested 
Single Point of Contact must keep 
the submitting authority updated and 
provide the requested information as 
soon as possible after obtaining the 
judicial authorisation.
	h Refusal grounds
Regarding the important issue of 

refusing requests, the Directive first 
clarifies that refusal should be the 
exception. Refusal cases are to be 
specified exhaustively and interpreted 
restrictively. However, the rules set out 
in the Directive place an emphasis on 
the principles of necessity and propor-
tionality, thereby providing safeguards 
against any misuse of requests for in-
formation, including where it would en-
tail manifest breaches of fundamental 
rights. The Member States, as an ex-
pression of their general due diligence, 
should therefore always verify the 
compliance of requests submitted to 

them with the principles of necessity 
and proportionality and should refuse 
those requests they find to be non-
compliant. Refusal grounds include 
the following:
	� The requested information is una-

vailable;
	� The request does not meet the mini-

mum requirements as to its content 
(cf. above);
	� The required judicial authorisation 

under national law was refused;
	� The requested information consti-

tutes personal data that falls outside 
the data categories in Annex II.B of Di-
rective 2016/794;
	� The requested information has 

been found to be inaccurate, incom-
plete or no longer up to date;
	� The provision of information would 

harm or jeopardise important inter-
ests;
	� The request pertains to:
	y (i) a criminal offence punishable by 

a maximum term of imprisonment 
of one year or less under the law of 
the requested Member State; or
	y (ii) a matter that is not a criminal of-

fence under the law of the request-
ed Member State;
	� There is no consent from another 

Member State or third country which 
initially provided the data to the re-
quested authority. 
	h Means of information exchange
In order to allow for the necessary 

flexibility in view of operational needs 
that might vary in practice, the Direc-
tive provides for two other means of 
exchanging information, in addition to 
requests for information submitted to 
the Single Points of Contact. The first 
one is the unsolicited provision of in-
formation by a Single Point of Contact 
or by a competent law enforcement 
authority to the Single Point of Contact 
or a competent law enforcement au-
thority of another Member State with-
out a prior request, i.e. the provision of 
information on its own initiative. 

The second one is the provision of 
information upon a request for infor-
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mation submitted either by a Single 
Point of Contact or by a competent 
law enforcement authority directly to a 
competent law enforcement authority 
of another Member State. In respect of 
both means of exchange of informa-
tion, the Directive sets out only a limit-
ed number of minimum requirements.
	h Language regime and communication 

channel
The Directive includes an interesting 

provision on the language to be used 
for the exchange of information. Mem-
ber States shall establish and maintain 
a list of one or more of the languages 
in which their single contact point is 
able to exchange information. This list 
should include English.

The default channel of communica-
tion will be Europol’s Secure Informa-
tion Exchange Network Application 
(SIENA). Following a proposal from 
the EP, SIENA will also be accessible 
to front-line officers on mobile phones.
	h Organisation of Single Points of 

Contact
Chapter V of the Directive includes 

harmonised rules on the establish-
ment or designation, tasks and capa-
bilities of Single Points of Contact as 
well as their organisation, composition 
and training. 

The Single Points of Contact must 
have access to all information avail-
able within their Member State, includ-
ing by having user-friendly access to 
all relevant Union and international da-
tabases and platforms. It must also be 
ensured that Single Points of Contact 
carry out their tasks 24 hours a day, 
7 days a week and are provided with 
qualified staff, appropriate operational 
tools, technical and financial resourc-
es, infrastructure, and capabilities, 
including for translation, necessary 
to carry out the tasks under the Direc-
tive in an adequate, effective and rapid 
manner.

Member States must also ensure 
that the Single Points of Contact de-
ploy and operate a single electronic 
case management system (CMS). The 

Directive lays down certain minimum 
functions and capabilities of such 
CMS. The CMS is a workflow system 
allowing Single Points of Contact to 
manage the exchange of information. 
	h Next steps
The Directive entered into force on 

12 June 2023. Member States must 
transpose the Directive by 12 Decem-
ber 2024. By way of derogation, Mem-
ber States have time until 12 June 
2027 to establish the secure commu-
nication channel of the Single Points 
of Contact with Europol’s SIENA.

The Commission shall, by 12 June 
2026 and every five years after 12 June 
2027, submit a report to the European 
Parliament and to the Council assess-
ing the implementation of this Direc-
tive by the Member States. On 12 June 
2027, a first report from the Commis-
sion assessing the effectiveness of 
the Directive is due. 
	h Put in focus
The Directive forms part of the EU 

Police Cooperation Code package, 
by which the EU intends to enhance 
law enforcement cooperation across 
Member States and to give EU police 
officers more modern tools for infor-
mation exchange. The package also 
contained proposals for automated 
data exchange for police cooperation 
(“Prüm II”) and for a Council Recom-
mendation on operational police coop-
eration (eucrim 4/2021, 225–226). 
The legislative procedure regarding 
the revision of the Prüm framework 
is still ongoing. The Council Recom-
mendation on “Law Enforcement Co-
operation” was adopted in July 2022 
(eucrim 2/2022, 120).

Directive 2023/977 attempts to 
remedy flaws encountered by Frame-
work Decision 2006/960. Evaluations 
showed that the Framework Decision 
(“the Swedish Initiative”) has been 
scarcely used in practice, in part due 
to the lack of clarity. One crucial point 
in practice was unclarity between the 
Framework Decision and the use of 
judicial cooperation instruments, such 

as the Directive regarding the Euro-
pean Investigation Order (EIO). The 
new Directive on the exchange of in-
formation between law enforcement 
authorities does likely not solve this 
intricate point either. The question re-
mains unclear of how information is to 
be exchanged that will subsequently 
be used as evidence in criminal pro-
ceedings. On the one hand, the Direc-
tive emphasises that it does not af-
fect Union legal acts on cross-border 
evidence gathering, such as the EIO 
Directive and the future Regulation for 
electronic evidence. On the other hand, 
it allows the pure consent to the use of 
already submitted information as evi-
dence in criminal judicial proceedings 
and vaguely remarks in Recital 14 that 
this consent may be achieved, “where 
necessary under national law, through 
the use of instruments regarding ju-
dicial cooperation in force between 
the Member States.” It was already 
unclear under the “Swedish Initiative” 
under which circumstances and re-
quirements this consent can be given; 
the Directive rather reinforces the im-
pression that the consent for the use 
of evidence in judicial proceedings is 
only a rubberstamp by the authorities 
of the requested state circumventing 
the rules of the legislation on judicial 
cooperation. 

The application of the refusal 
grounds in practice will be another 
crucial point for the Directive. Interest-
ingly, the Directive words that also the 
requested law enforcement authority 
can perform a check of the necessity 
and proportionality of the information 
request and not only the requesting 
authority. This is interesting because 
such checks by the “executing author-
ity” were to be avoided in other coop-
eration instruments, such as the Euro-
pean Arrest Warrant. 

Unclear remains, however, to which 
extent the requested authority can 
deny requests that breach fundamen-
tal rights or essential Union values, 
such as the rule of law. The Directive 

https://ec.europa.eu/commission/presscorner/detail/en/ip_21_6645
https://ec.europa.eu/commission/presscorner/detail/en/ip_21_6645
https://eucrim.eu/news/commission-proposes-eu-police-cooperation-code/
https://eucrim.eu/news/recommendations-on-operational-law-enforcement-cooperation/
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does not formulate an explicit refusal 
ground for fundamental rights under 
the ones listed in Art. 6(1), first sen-
tence. It is only in the subsequent 
sentence 2 of Art. 6(1) that “Member 
States shall exercise due diligence 
in assessing whether the request for 
information submitted to their Single 
Point of Contact is in accordance with 
the requirements set out in Article 4, 
in particular as to whether there is 
a manifest breach of fundamental 
rights.”

This formulation is problematic for 
two reasons: First, Art. 4 of the Direc-
tive concerns formal requirements and 
does not include information on pos-
sible fundamental rights breaches in 
substance. How should the requested 
authority become aware of fundamen-
tal rights infringements? Second, the 
question arises what means “mani-
fest breach”. Is it a reference to the 
ECJ’s case law on the European Arrest 
Warrant (i.e. the so-called Aranyosi 
Căldăraru test)? 

In addition, it will be questionable 
whether the requested law enforce-
ment authority will afford the neces-
sary “due diligence” in practice to 
probe requests. This is all the more 
true against the background that the 
requests have to be executed within 
short deadlines. 

It can only be hoped that the Com-
mission will also take these aspects 
on safeguards into account in its ef-
fectiveness analysis in four years‘ 
time. (TW)

Judicial Cooperation

Final Report on 9th Round of Mutual 
Evaluations

spot 
light

On 1 March 2023, the General 
Secretariat of the Council ta-
bled the final report on the 

ninth round of mutual evaluations. The 
round was dedicated to legal instru-
ments of mutual recognition in the 
field of deprivation or restriction of lib-

erty. Evaluators looked into the legisla-
tion and practice of the EU Member 
States with respect to the following 
four instruments:
	� Framework Decision 2002/584 on 

the European Arrest Warrant (FD EAW);
	� Framework Decision 2008/909 on 

mutual recognition of judgments im-
posing custodial sentences;
	� Framework Decision 2008/947 on 

the mutual recognition of probation 
measures and alternative sanctions;
	� Framework Decision 2009/829 on 

mutual recognition to decisions on su-
pervision measures as an alternative 
to provisional detention (“European 
Supervision Order”).

The report includes recommenda-
tions to the Member States and EU in-
stitutions/agencies in order to further 
enhance application of the instruments 
under evaluation. It also highlights that 
there is currently no particular need for 
legislation at the EU level.

The report concludes that judicial 
cooperation among Member States 
based on the FD EAW and the FD on 
custodial sentences works well in 
practice. However, there is room for 
development in some key areas. The 
functional relationship and comple-
mentarity between these two instru-
ments are quite complex, so that more 
clarity across the EU should be aimed 
for. 

Regarding the FD EAW, the report 
stated, inter alia:
	� The approach by some Member 

States to implement optional refusal 
grounds in the FD as mandatory ones 
impedes the proper functioning of ju-
dicial cooperation in criminal matters 
based on mutual trust;
	� The executing judicial authority 

must have a margin of discretion when 
applying grounds for optional non-exe-
cution (in line with the ECJ judgment in 
Case C-665/20 PPU eucrim 2/2021, 
103–104);
	� Regarding the recurring issues 

concerning the application of the 
proportionality principle, a significant 

improvement could be observed com-
pared to the findings of the fourth 
round of mutual evaluations in 2009; 
however, proportionality checks by ex-
ecuting authorities are still carried out 
in few Member States, which conflicts 
with the principles of mutual recogni-
tion and mutual trust;
	� There is a need to clarify the ECJ ju-

risprudence on the risks of inhuman or 
degrading treatment at EU level;
	� Member States that are affected 

by bad detention conditions, includ-
ing overcrowding, have taken or are 
considering initiatives to improve the 
situation;
	� If surrender procedures are sus-

pended or halted because of the Aran-
yosi and Căldăraru two-step test on 
detention conditions, efforts should 
be made by the competent Member 
States’ authorities to avoid impunity.

Regarding FD 2008/909 on custo-
dial sentences, the key findings were 
the following:
	� Increased emphasis should be laid 

on the actual prospects of social re-
habilitation for the sentenced person 
eligible for a transfer under the FD. 
Hence, the issuing authority should 
consult the executing Member State 
in order to gather the relevant informa-
tion;
	� Member States should ensure that 

their competent authorities inform the 
sentenced person about the possibility 
to serve the sentence in another Mem-
ber State in accordance with the FD, 
the relevant procedure for the transfer 
and its legal implications, in a simple 
and accessible way;
	� The issue of partial recognition and 

adaptation of the sentence does not 
raise major challenges, but problems 
remain in view of the interpretation of 
some notions in the FD and differenc-
es between the legal systems;

The ninth round of mutual evalu-
ations confirmed that there is a sig-
nificant lack of application of FDs 
2008/947 and 2009/829 concerning 
non-custodial measures respectively 

https://data.consilium.europa.eu/doc/document/ST-6741-2023-INIT/en/pdf
https://data.consilium.europa.eu/doc/document/ST-6741-2023-INIT/en/pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32002F0584
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32008F0909
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32008F0947
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32009F0829
https://eucrim.eu/news/cjeu-clarifies-scope-of-ne-bis-in-idem-principle-involving-sentences-by-third-countries/
https://eucrim.eu/news/cjeu-clarifies-scope-of-ne-bis-in-idem-principle-involving-sentences-by-third-countries/
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in the post-trial and pre-trial stages 
of criminal proceedings. Reasons 
are, for example, lack of awareness 
and knowledge among practition-
ers, complexity and length of the 
proceedings, and the low number of 
cases with cross-border implications. 
More specifically, the scant use of FD 
2008/947/JHA is primarily due to the 
significant differences between na-
tional systems regarding the nature 
and duration of the applicable proba-
tion and alternative measures. The in-
frequent application of the European 
Supervision Order is usually linked to 
the difficulty in identifying appropriate 
cases. As a result, the report recom-
mends raising awareness of these 
two FDs and providing guidance and 
tools for practitioners. 

Lastly, the report assesses the co-
operation with Eurojust and the Eu-
ropean Judicial Network (EJN). It is 
concluded that both bodies could be 
involved more often in criminal cross-
border cases. Therefore, Member 
States are encouraged to raise aware-
ness and promote the use of Eurojust 
and the EJN and the tools they offer. 
(TW)

Commission Proposal for a 
Regulation on the Transfer of 
Criminal Proceedings

spot 
light

On 5 April 2023, the Commis-
sion presented a proposal for 
a Regulation on the transfer of 

proceedings in criminal matters be-
tween Member States (COM (2023) 
185 final). The aim of the proposal is to 
generate more efficient criminal pro-
ceedings as well as better administra-
tion of justice within the EU. Up to now, 
there has been no uniform regulation 
under European law, so that a variety 
of problems arose, such as the con-
stellation of parallel criminal proceed-
ings in several Member States. The 
Commission expects that the new EU 
instrument will prevent the duplication 
of criminal proceedings as well as 
avoid impunity in case where surren-

der under a European Arrest Warrant is 
refused. 

The Commission‘s proposal lays 
down common conditions for the 
transfer of criminal proceedings initi-
ated in one EU Member State and to 
be transferred to another. It will, inter 
alia, be ensured that criminal pro-
ceedings are conducted in the best-
placed Member State, for example, in 
the State where the major part of the 
crime occurred.

The proposal comprises five chap-
ters with a total of 34 articles, which, in 
addition to general provisions, include 
the following:
	� Common criteria for the transfer of 

proceedings as well as grounds for re-
fusal to transfer; 
	� Time limits for deciding on the 

transfer of proceedings and costs of 
transfer;
	� Obligations regarding the protec-

tion of the rights of suspects and ac-
cused persons as well as victims, pos-
sibilities of appeal against decisions 
to transfer;
	� Effects of the transfer in the re-

questing and requested State;
	� Admissible means of (in particular 

electronic) communication between 
the authorities involved;
	� Final provisions, including provi-

sions on statistics and the relationship 
with other international agreements/
arrangements. 

The Commission‘s proposal will 
now be discussed by the Council and 
the European Parliament before it can 
be finally negotiated in the trilogue. 
(TW) 

Eurojust Report on Transfer of 
Proceedings in the EU

On 18 January 2023, Eurojust pub-
lished its first report on the transfer 
of proceedings in the EU. The report 
examines the legal framework for the 
transfer of criminal proceedings in the 
EU, outlines the role of Eurojust in con-
flicts of jurisdiction and transfers of 
proceedings, and provides examples 

of recent challenges and best practic-
es. The report is based on responses 
from Eurojust National Desks, the 
analysis of cases occurring between 
2019 and 2021, and findings from pre-
vious reports.

The difficulties arising from the ab-
sence of a specific EU instrument reg-
ulating transfers of proceedings is one 
of the key issues identified in the re-
port. It follows that EU Member States 
need to take recourse to a plurality of 
legal bases. Looking at the different 
national laws in this regard, the follow-
ing obstacles exist:
	� Differences regarding the notion of 

criminal proceedings;
	� Different conditions, criteria, and 

grounds for not accepting a transfer of 
proceedings;
	� Differences regarding who the com-

petent authorities are for deciding a 
transfer of proceedings;
	� Differences regarding the procedur-

al safeguards granted to suspects and 
victims;
	� Differences regarding legal rem-

edies available to suspects and/or vic-
tims;
	� The effects of the transfer of pro-

ceedings in the requesting State in 
which the criminal proceedings may 
be either closed or suspended.

Recurrent issues identified by the re-
port include, for instance, the following:
	� The (dis)agreement on which State 

is best placed to prosecute as well as 
existing limits under applicable nation-
al law;
	� The involvement of central authori-

ties, including lack of communication, 
the information to be transmitted with 
a request for transfer, translations, and 
practical issues regarding transfer of 
the case file;
	� The involvement of suspects and 

victims;
	� The coordination of provisional 

measures;
	� The admissibility of evidence.

In its conclusions, the report makes 
the following recommendations:

https://ec.europa.eu/commission/presscorner/detail/en/ip_23_2107
https://ec.europa.eu/commission/presscorner/detail/en/ip_23_2107
https://eur-lex.europa.eu/legal-content/FR/TXT/?uri=CELEX%3A52023PC0185
https://eur-lex.europa.eu/legal-content/FR/TXT/?uri=CELEX%3A52023PC0185
https://www.eurojust.europa.eu/sites/default/files/assets/eurojust-report-on-the-transfer-of-proceedings-in-the-eu.pdf
https://www.eurojust.europa.eu/sites/default/files/assets/eurojust-report-on-the-transfer-of-proceedings-in-the-eu.pdf
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	� To hold informal preliminary consul-
tations among the national judicial au-
thorities involved before actually sub-
mitting a formal request for a transfer;
	� To involve Eurojust during the entire 

life cycle of the case;
	� To use Joint Investigation Teams 

(JITs), given their role in preventing 
conflicts of jurisdiction and in stream-
lining transfers of proceedings;
	� To follow the examples of best 

practice outlined in the report with re-
gard to practicalities for the transfer.

Lastly, the report calls for a new EU 
legal instrument to lay down common 
criteria and procedures for transfer-
ring criminal proceedings to another 
EU Member State and includes some 
proposals on the content of such an 
instrument.

The Commission is planning to 
launch a legislative initiative that will 
put in place common rules for transfer-
ring criminal proceedings between EU 
countries. (CR)

European Arrest Warrant

ECJ Upholds Restrictive Fundamental 
Rights Jurisprudence on the EAW in 
Catalan Surrender Cases

spot 
light

On 31 January 2023, the ECJ, 
sitting in for the Grand Cham-
ber, published an important 

decision on the possible refusal of Eu-
ropean Arrest Warrants (EAWs) due to 
fundamental rights concerns voiced in 
the executing state. The background 
of the case (C-158/21 – Puig Gordi and 
Others) are refusals by Belgian courts 
to surrender Catalan politicians who 
fled to Belgium after the illegal inde-
pendence referendum in Catalonia in 
2017. Belgian judges have been of the 
opinion that there was no legal basis 
according to which the Supreme Court 
in Madrid (Tribunal Supremo) was ex-
pressly authorised to decide and de-
clined the execution of the EAWs due 
to the risk that the right to be tried by a 
tribunal previously established by law 

(Art. 47(2) CFR, Art. 6(1) ECHR) would 
be violated. Hence, in essence, the 
EAWs were refused because of a 
breach of the defendants’ right to a fair 
trial.
	h Reference for preliminary ruling and 

AG’s opinion
The Spanish Supreme Court posed 

a series of questions to Luxembourg 
essentially asking whether the deci-
sions by the Belgian courts were right. 
In addition, it asked how it can proceed 
with the cases, in particular whether it 
can maintain the existing EAWs or is-
sue new ones after refusal of the ex-
ecution of the EAWs on the grounds 
given. For more information on the 
preliminary ruling eucrim 3/2022, 
195–197.

In its opinion of 14 July 2022, Ad-
vocate General (AG) Richard de la Tour 
took the view that a judicial authority 
could not justify the non-execution of 
an EAW on the grounds of a possible 
violation of the requested person‘s 
right to a fair trial, unless systemic or 
generalised deficiencies in the judicial 
system of the issuing Member State 
were shown. (eucrim 3/2022, 195–
197).
	h The ECJ’s judgment
The ECJ follows the AG’s argumen-

tation. In essence, it decided that Bel-
gian courts are not authorised to refuse 
the execution of an EAW by invoking 
a ground for refusal – in this specific 
case, the formal requirement of jurisdic-
tion – which only arises from the law of 
the executing Member State. A refusal 
to execute EAWs is, however, (poten-
tially) possible in the case of an obvious 
lack of jurisdiction in connection with 
a real danger of restrictions of funda-
mental rights and under the condition 
of systemic or generalised deficiencies 
affecting the judicial system of the is-
suing Member State. In more detail, the 
Court’s argumentation was as follows:
	h ECJ on admissibility of the 

reference
First, the ECJ clarified that the refer-

ence for preliminary ruling by the Span-

ish Supreme Court (the issuing author-
ity) was admissible. Accordingly, the 
case should not be judged differently 
from the constellation in AY (Case 
C-268/17 eucrim 2/2018, 105–106), 
where the issuing authority had been 
given the entitlement to let answer 
questions relating to the execution of 
EAWs by the executing authority. The 
judges in Luxembourg mainly argue 
that the referring court as the issuing 
authority has to decide on the mainte-
nance or withdrawal of EAWs that may 
lead to the arrest of the fugitives and 
the observance of fundamental rights 
falls primarily within the responsibility 
of the issuing Member State.
	h ECJ on non-execution grounds 

beyond FD EAW
As regards the merits of the case, 

the ECJ reiterated in the first place its 
settled case law on the main param-
eters of the EAW system, in short:
	� Framework Decision (FD) 2002/584 

on the European Arrest Warrant estab-
lished a simplified and effective sur-
render system; its basis is the high lev-
el of trust between the Member States;
	� To that end, it follows that execu-

tion of the EAW constitutes the rule, 
whereas the refusal to execute is the 
exception;
	� The principle of mutual recognition 

works with the assumption that the 
EAW is issued by a “judicial authority”;
	� The executing judicial authority 

must not give effect to an EAW if the 
minimum requirements on validity (in-
cluding those laid down in Art. 8 FD) 
are not met;
	� The executing authority must or 

may refuse to execute an EAW only on 
the grounds set out in Arts. 3, 4, and 
4a FD;
	� On the basis of Art. 1(3) FD, the 

executing authority can refrain excep-
tionally and following an appropriate 
examination if a risk of infringement 
of fundamental rights set out in Arts. 
4 and 47 CFR exists. 

In this context, the ECJ emphasises 
that refusal grounds in the FD have a 

https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/13097-Effective-justice-common-conditions-for-transferring-criminal-proceedings-between-EU-countries_en
https://curia.europa.eu/juris/document/document.jsf?text=&docid=269942&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1
https://curia.europa.eu/juris/document/document.jsf?text=&docid=269942&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1
https://curia.europa.eu/juris/liste.jsf?nat=or&mat=or&pcs=Oor&jur=C%2CT%2CF&num=c-158%252F21&for=&jge=&dates=&language=en&pro=&cit=none%252CC%252CCJ%252CR%252C2008E%252C%252C%252C%252C%252C%252C%252C%252C%252C%252Ctrue%252Cfalse%252Cfalse&oqp=&td=%3BALL&avg=&lg=&page=1&cid=21556228
https://curia.europa.eu/juris/liste.jsf?nat=or&mat=or&pcs=Oor&jur=C%2CT%2CF&num=c-158%252F21&for=&jge=&dates=&language=en&pro=&cit=none%252CC%252CCJ%252CR%252C2008E%252C%252C%252C%252C%252C%252C%252C%252C%252C%252Ctrue%252Cfalse%252Cfalse&oqp=&td=%3BALL&avg=&lg=&page=1&cid=21556228
https://eucrim.eu/news/ag-eaws-cannot-be-refused-if-there-are-no-systemic-generalised-deficiencies-of-fair-trial-protection/
https://eucrim.eu/news/ag-eaws-cannot-be-refused-if-there-are-no-systemic-generalised-deficiencies-of-fair-trial-protection/
https://eucrim.eu/news/ag-eaws-cannot-be-refused-if-there-are-no-systemic-generalised-deficiencies-of-fair-trial-protection/
https://eucrim.eu/news/ag-eaws-cannot-be-refused-if-there-are-no-systemic-generalised-deficiencies-of-fair-trial-protection/
https://eucrim.eu/news/cjeu-blames-hungary-non-execution-croatian-eaw-corruption/
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strictly limited scope and a refusal can 
only be allowed in exceptional cases. 
Therefore, Member States cannot add 
other refusal grounds, because this 
would undermine the uniform appli-
cation of the FD EAW. However, the 
judges in Luxembourg accept funda-
mental rights clauses in the imple-
mentation laws of the Member States 
(such as Art. 4(5) of the Belgian loi du 
19 décembre 2003 relative au mandat 
d’arrêt européen) as long as they are 
interpreted in accordance with the re-
spective ECJ case law on Art. 1(3) FD.
	h ECJ on refusal due to the concept 

of “judicial authority”
In the second place, the ECJ clarified 
that its recent case law on the con-
cept of “judicial authority” within the 
meaning of Art. 6(1) FD EAW (Joined 
Cases C-508/18 and C-82/19 PPU, 
OG and PI eucrim 1/2019, 31–33) 
entitles the executing authority to ex-
amine that the EAW has indeed been 
issued by a “judicial authority”, but not 
that the issuing judicial authority has, 
in the light o f the legal rules of the 
issuing Member States, jursidicion 
to issue an EAW. A distinct interpre-
tation would confer the executing 
authority a general review function 
which would run counter the principle 
of mutual recognition.
	h ECJ on conditions to refuse due to 

fundamental rights infringements
In the third place, the ECJ answers 

the central question on the conditions 
under which the executing judicial au-
thority (here: the Belgian courts) may 
refuse to execute the EAW on the 
ground of an alleged infringement of 
the defendants’ fundamental rights 
in the issuing country. The ECJ calls 
to mind its case law on fundamental 
rights checks in EAW proceedings. It 
particularly emphasises that the EAW 
mechanism is founded on the premiss 
that the criminal courts of the Member 
States, which will conduct the criminal 
procedure, are assumed to meet the 
requirements inherent in the funda-
mental right to a fair trial enshrined 

in Art. 47 CFR. Since the right is of 
cardinal importance, it can be safe-
guarded by the executing authorities, 
however, if the existence of a real risk 
is detected that the requested person, 
if surrendered to the issuing judicial 
authority, (will) suffer a breach of that 
fundamental right. To this end, it fol-
lows from the ECJ’s case law that the 
executing judicial authority must carry 
out a two-step examination as follows:
	� Determination of a real risk of in-

fringement of the right at issue, on ac-
count of systemic or generalised defi-
ciencies in the operation of the judicial 
system of the issuing Member State or 
deficiencies affecting the judicial pro-
tection of an objectively identifiable 
group of persons to which the person 
concerned belongs;
	� Specific and precise verification 

whether – in the light of the concerned 
person’s personal situation, the nature 
of the offence and the factual context – 
there are substantial grounds for believ-
ing that that person will run such a risk 
in the event of being surrendered to that 
Member State. 

Subsequently, the judges in Luxem-
bourg provide several clarifications on 
how the two-step examination should 
be carried out. Regarding the first step, 
they clarify that the determination of 
said deficiencies require an overall 
assessment of the operation of the 
judicial system of the issuing Member 
State in the light of the requirement for 
a tribunal established by law. These 
deficiencies are established if it is ap-
parent that the defendants are gener-
ally deprived in the issuing Member 
State of an effective legal remedy that 
enables the review of the jurisdictional 
questions at issue either by an exami-
nation of the jurisdiction by the crimi-
nal court conducting the procedure or 
by another court.

Regarding the second step, it is clar-
ified that the existence of a concrete 
risk can be established only if, in the 
light of the rules on jurisdiction and 
judicial procedure applicable in the is-

suing Member State, the court that will 
likely be called upon to hear the pro-
ceedings manifestly lacks jurisdiction.

In addition, the ECJ makes clear 
that the analyses pursuant to the two 
steps involves different criteria so that 
there is no overlap. As a result, the 
executing authority cannot refuse the 
EAW without having carried out both 
steps of the examination. 

The judges in Luxembourg indi-
cate that they do not see the first step 
to be fulfilled in the present case. In 
particular, given that the legal system 
of Spain provides for legal remedies 
enabling a review of the jursidcition of 
the Tribunal Supremo called to try the 
defendants, the risk of the breach of 
the fundamental right to be tried by a 
tribunal not established by law, can, in 
principle, be ruled out. 
	h ECJ on loyal cooperation
In the fourth place, the ECJ reiter-

ates its case law that fundamental 
rights examinations by the executing 
judicial authority in the EAW scheme 
must be procdurally accompanied 
by a dialogue between the executing 
judicial authorities and the issuing 
ones. This follows from the principle 
of sincere cooperation and aims to 
avoid a standstill of the operation of 
the surrender system in the EU. As a 
consequence, Art. 15(2) FD EAW pre-
cludes the executing judicial author-
ity from refusing to execute an EAW 
on the ground of a lack of jurisdiction 
of the trial court without having first 
requested that the issuing judicial au-
thority provide supplementary infor-
mation.
	h ECJ on successive EAWs
Lastly, the Court rules that it is 

possible to issue several successive 
EAWs for a requested person with a 
view to obtaining his/her surrender by 
a Member State after the execution 
of a first EAW concerning that per-
son has been refused by that State. 
However, the execution of a new EAW 
must not result in an infringement of 
the fundamental rights of that person 

https://eucrim.eu/news/cjeu-german-public-prosecution-office-is-not-a-judicial-authority-in-the-eaw-context/
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and the issuing of the new EAW must 
be proportionate.
	h Put in focus
The judgment in Puig Gordi and 

Others is another landmark decision 
by the ECJ in the row of the contro-
versial question to which extent the 
EU’s surrender system enables objec-
tions against (potential) fundamental 
rights infringements by/in the issuing 
state. This question is also discussed 
under the heading “ordre public excep-
tion” in EAW cases. The ECJ makes 
repeating references to its decisions 
in Openbaar Ministerie I and II (judg-
ment of 17 December 2020 in Joined 
Cases C-354/20 PPU and C-412/20 
PPU eucrim 4/2020, 290–291 and 
judgment of 22 February 2022, Joined 
Cases C-562/21 PPU and C-563/21 
PPU eucrim 1/2022, 33–34). In 
these decisions, the ECJ applied its 
case law on the interpretation of the 
EAW’s fundamental rights clause 
inchoately regulated in Art. 1(3) FD 
2002/584, which was first developed 
in relation of insufficient detention 
conditions (Joined Cases C-404/15 
and C-659/15, Aranyosi and Căldăraru 
eucrim 1/2016, 16), to fair trial inter-
ventions following the judicial reforms 
in Poland affecting EU’s rule-of-law 
standards. By the Puig Gordi judg-
ment, the ECJ now answers the open 
question left over after Openbaar Min-
isterie I and II as to how cases should 
be handled in which systemic or gen-
eralised deficiencies in the issuing 
state (such as bad prison conditions 
or attacks on the independence and 
impartiality of the judiciary) are not 
obvious at first sight. 

The ECJ now makes unequivo-
cally clear that its previous case law 
applies to all objections that certain 
fundamental rights standards are not 
maintained in the issuing EU Member 
State. It repeats its stance that a refus-
al for fundamental rights reasons can 
only be applied in exceptional cases. 
It emphasises in this context at sev-
eral points in the judgment that a more 

lenient approach would affect the ef-
fective functioning of judicial coopera-
tion between the EU Member States, 
thus recurring to the concept of “ef-
fet utile”. Nonetheless, the judgment 
will not end criticism by scholars that 
this approach is too narrow and one-
sided giving priority to effectiveness 
of cooperation over the individual’s 
protection. This is corroborated by the 
ECJ’s introduction of the element of a 
manifest lack of jurisdiction which can 
justify a refusal for fair trial reasons. 

The criticism voiced by the author 
over AG de la Tour’s opinion in the Puig 
Gordi case (eucrim 3/2022, 197) 
must be maintained also after the fi-
nal Court decision. In particular, the 
question remains of whether the ECJ’s 
approach runs counter the “flagrant 
denial of justice” jurisprudence of the 
ECtHR in extradition cases. It is quite 
certain that a successful intervention 
of the person concerned with argu-
ments of fundamental rights protec-
tion in the European Arrest Warrant 
system is extremely difficult, if not im-
possible.

At least, the ECJ answered the 
question that fundamental rights 
clauses or clauses of a European or-
dre public, which many EU countries 
have introduced into their national 
laws implementing Art. 1(3) FD EAW, 
are valid. This was also controversially 
discussed between proponents of a 
restrictive interpretation of refusal 
grounds (allowed only in the situations 
stipulated in Art 3, 4, and 4a FD) and 
their more protection-friendly oppo-
nents. Nevertheless, the Luxembourg 
judges impose a crucial restriction: 
The national laws must be interpreted 
in conformity with its case law on Art. 
1(3) FD EAW, i.e. strict application of 
the two-step examination procedure 
as well as required dialogue between 
the executing and issuing judicial au-
thorities. 

Against the described background 
of the very restrictive approach to EAW 
matters, it remains to be seen wheth-

er national supreme / constitutional 
courts and the ECtHR will walk along 
with the colleagues at Kirchberg. (TW)

ECJ Rules on Suspension of 
European Arrest Warrant in Case of 
Serious Illness

spot 
light

By its judgment of 18 April 
2023, the ECJ, sitting in for the 
Grand Chamber, added anoth-

er important decision on the possibili-
ties to suspend or refuse European Ar-
rest Warrants (EAWs) in the event of 
fundamental rights problems. The Lux-
embourg judges decided that a mani-
fest risk endangering the requested 
person’s health can justify temporary 
suspension of his/her surrender. The 
executing judicial authority is obliged 
to ask the issuing authority for infor-
mation concerning the conditions in 
which it intends to prosecute or detain 
that person.
	h Background of the case and AG’s 

opinion
The ECJ had to rule on a reference 

for preliminary ruling from the Italian 
Constitutional Court (Case C-699/21, 
E.D.L.). The referring court had to decide 
on an EAW from Croatia against E.D.L. 
An expert report revealed the existence 
of a psychotic disorder requiring medi-
cation and psychotherapy and it was 
said that E.D.L. is at increased risk of su-
icide if placed in a detention centre. The 
Italian Constitutional Court wonders in 
essence whether the ECJ’s previous 
case law, which refers to the so-called 
Aranyosi test, can be extended, by anal-
ogy, to the situation of chronic illness of 
potentially indefinite duration, in order 
to avoid a serious harm to the peron’s 
health. The referring court makes clear 
that the case at issue is different from 
the Aranoysi/Căldăraru case in which 
the ECJ developed its case law on the 
interpretation of Art. 1(3) FD EAW al-
lowing the suspension of EAW due to 
fundamental rights infringements in the 
issuing state (Joined Cases C-404/15 
and C-659/15, Aranyosi and Căldăraru 
eucrim 1/2016, 16). According to the 

https://eucrim.eu/news/cjeu-general-deficiencies-of-judicial-independence-do-not-justify-eaw-refusal-alone/
https://eucrim.eu/news/cjeu-no-carte-blanche-to-refuse-eaws-from-poland/
https://eucrim.eu/issues/2016-01/
https://eucrim.eu/news/ag-eaws-cannot-be-refused-if-there-are-no-systemic-generalised-deficiencies-of-fair-trial-protection/
https://curia.europa.eu/juris/document/document.jsf?text=&docid=272581&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=3491118
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https://curia.europa.eu/juris/fiche.jsf?id=C%3B699%3B21%3BRP%3B1%3BP%3B1%3BC2021%2F0699%2FP&nat=or&mat=or&pcs=Oor&jur=C%2CT%2CF&num=C-699%252F21&for=&jge=&dates=&language=en&pro=&cit=none%252CC%252CCJ%252CR%252C2008E%252C%252C%252C%252C%252C%252C%252C%252C%252C%252Ctrue%252Cfalse%252Cfalse&oqp=&td=%3BALL&avg=&lgrec=en&lg=&cid=210
https://eucrim.eu/issues/2016-01/
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Aranyosi test, systemic or generalised 
deficiencies in the issuing state as well 
as the realisation of a concrete danger 
of fundamental rights infringements 
in the issuing state are required. The 
Italian Constitutional Court particu-
larly asked whether the Italian judicial 
authorities must enter into a dialogue 
with the issuing authority in Croatia and 
under which conditions Italy may even 
refuse the surrender of the requested 
person.

In its opinion of 1 December 2023, 
AG Sánchez-Bordona advised that the 
solution can be found in Art. 23(4) FD 
EAW, which stipulates that the surren-
der may exceptionally be temporarily 
postponed for serious humanitarian 
reasons. If necessary, the executing 
authority can postpone the surrender 
of the requested person for as long 
as serious health risks remains. The 
executing authority is obliged to com-
municate with the issuing authority 
(eucrim 4/2022, 253–254).
	h The ECJ’s judgment
The ECJ follows the AG’s opinion. It 

stresses that, on the basis of the prin-
ciple of mutual recognition, a refusal to 
execute is to be understood as an ex-
ception and must be interpreted strict-
ly. In principle, there is the assumption 
of an adequate health treatment of the 
requested person in the issuing state. 
It is nevertheless apparent from Art. 
23(4) FD EAW that, in exceptional cir-
cumstances, relating, inter alia, to the 
life or health of the requested person 
being manifestly endangered, surren-
der may be temporarily postponed. 
The executing authority is therefore 
entitled to verify whether the execution 
of the arrest warrant manifestly risks 
endangering the health of the request-
ed person, if there are substantial 
grounds, based on objective material, 
in this respect. The discretion must 
be exercised in accordance with Art. 
4 CFR, which prohibits, inter alia, inhu-
man and degrading treatment.

If the executing judicial authority 
concludes that there are substantial 

and established grounds for believing 
that the surrender would expose the 
person concerned to a real risk of a 
significant reduction in his or her life 
expectancy or of a rapid, significant 
and irreversible deterioration in his or 
her state of health, it must postpone 
that surrender and ask the issuing judi-
cial authority to provide all information 
relating to the conditions under which 
it intends to prosecute or detain that 
person and to the possibility of adapt-
ing those conditions to his or her state 
of health in order to prevent such a risk 
from materialising.

If, after this assessment, this risk 
cannot be ruled out within a reasonable 
period of time, the executing authority 
must exceptionally refuse the EAW.
	h Put in focus
The E.D.L case supplements the 

ECJ’s case law on the interpretation 
of Art. 1(3) FD EAW and the refusal 
of EAWs due to the European ordre 
public. As the AG, the judges in Lux-
embourg acknowledge that the cases 
of a refusal based on illness must be 
treated slightly differently as the cases 
decided to date in the context of Art. 
1(3). In the latter cases, the ECJ had 
to decide on potential infringements 
by the issuing state, be it because of 
providing bad prison conditions (cf. 
the Aranyosi and Căldăraru decision 
above) or be it because of not guaran-
teeing a fair trial before an independ-
ent and impartial court (“LM” decision 
eucrim 2/2018, 104–105). By con-
trast, in the E.D.L case, the concern 
over fundamental rights already exist-
ed in the executing state, i.e. the risk of 
infringing the defendant’s right to life 
if surrendered. Other constellations in 
this regard would be possible infringe-
ments of the right to family life (Art. 7 
CFR) if close family or social connec-
tions are interrupted by the surrender. 

Hence, the “Aranyosi test” had to be 
adapted. Although the ECJ renounces 
the two-step examination as estab-
lished in Aranyosi and Căldăraru, the 
Court sticks to its line of argumentation 

that refusal to execute EAWs due to 
potential fundamental rights infringe-
ments can only happen under excep-
tional circumstances. It is the execut-
ing judicial authority’s task to ensure, 
by means of communication with the 
issuing authority, the exclusion of fun-
damental rights risks and give priority 
to surrender. In the cases of illness, the 
second preferred option must be the 
postponement of surrender. The final 
refusal of surrender can only be consid-
ered as the very last resort. (TW) 

European Investigation Order

ECJ: EIOs by Tax Authorities Need 
Validation

In its judgment of 2 March 2023, the 
ECJ clarified that a German tax office 
responsible for criminal matters and 
tax investigation (Steuerfahndung) can-
not issue European Investigation Or-
ders (EIOs) without a judge, a court, an 
investigating judge or a public prosecu-
tor having validated the EIO in advance. 
	h Background of the case and legal 

question
The underlying Case C-16/22 (MS 

v Staatsanwaltschaft Graz) concerns 
a question referred by the Higher Re-
gional Court of Graz (Austria). The 
main proceedings deal with the issu-
ing of an EIO on suspicion of tax eva-
sion by the Düsseldorf Tax Office for 
Criminal Tax Matters with regard to the 
provision of information and transmis-
sion of documents relating to the Aus-
trian bank accounts of a defendant. 
The defendant appealed against the 
decision of the Graz Regional Court 
to grant enforcement of the EIO. Since 
the tax office was not a judicial and is-
suing authority within the meaning of 
Directive 2014/42, she claimed that it 
lacked competence to issue the EIO.

The referring Higher Regional Court 
of Graz pointed to the complex German 
law under which the tax authorities 
are vested with the power to conduct 
criminal investigations autonomously 

https://eucrim.eu/news/ag-postponement-of-surrender-in-case-of-serious-health-risk/
https://eucrim.eu/news/cjeu-refusal-eaw-case-fair-trial-infringements-possible-exception/
https://curia.europa.eu/juris/document/document.jsf?text=&docid=270834&pageIndex=0&doclang=en&mode=req&dir=&occ=first&part=1&cid=80468
https://curia.europa.eu/juris/documents.jsf?nat=or&mat=or&pcs=Oor&jur=C%2CT%2CF&num=c-16%252F22&for=&jge=&dates=&language=en&pro=&cit=none%252CC%252CCJ%252CR%252C2008E%252C%252C%252C%252C%252C%252C%252C%252C%252C%252Ctrue%252Cfalse%252Cfalse&oqp=&td=%3BALL&avg=&lgrec=en&page=1&lg=&cid=80468
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with regard to certain specified crimi-
nal (tax) offences. In this case, the tax 
authority assumes the rights and the 
obligations of the public prosecutor’s 
office. However, a public prosecutor 
can take over the case at any time and 
without a specific reason. The Higher 
Regional Court wondered whether 
the German tax office responsible for 
criminal tax matters can claim to be 
regarded as “judicial authority” within 
the meaning of Arts. 1(1) and 2 (c)(i) 
of the EIO Directive. 
	h The ECJ’s ruling
The ECJ emphasised that the Direc-

tive draws a clear distinction between 
Art. 2 lit. c (i), which exhaustively lists 
judges, courts, investigating magis-
trates and public prosecutors as judicial 
authorities, and Art. 2 lit. c (ii), which 
covers any other authority. Given that 
Art. 2 lit. c reflects the distinction, inher-
ent in the principle of separation of pow-
ers, between the judiciary and the exec-
utive, already the wording indicates that 
tax offices must be examined pursuant 
to the second category (Art. 2 lit. c (ii)). 

In addition, the Directive precludes 
a functional interpretation by which 
the German tax offices for criminal tax 
matters are equated with public prose-
cution offices if they are vested with the 
rights and obligations of the latter. This 
would not only be counter to the dis-
tinction between executive and judicial 
authorities but also give rise to legal 
uncertainty. This is not compatible with 
the objective of the EIO Directive, i.e. to 
establish a simple and effective coop-
eration scheme for gathering evidence. 

As a result, the German tax offices 
as administrative authorities can be 
classified as an issuing authority, pro-
vided that the requirements of Art. 2 
lit. c (ii) of Directive 2014/42 are met, 
i.e. it is necessary that the EIO issued 
by it is validated by a judicial authority 
before being transmitted to the execut-
ing authority.
	h Put in focus
The question, which was now de-

cided in substance, was already on the 

agenda before the ECJ. However, the 
previous reference for a preliminary 
ruling by the prosecutor’s office of 
Trento (Italy), was declared inadmis-
sible in September 2021 (eucrim 
2/2021, 162). In this case (C-66/20), 
the AG came to the same conclusion 
as the ECJ now in the case in Graz 
(eucrim 1/2021, 37). (TW)

Law Enforcement Cooperation

E-evidence Framework: State of Play
At the end of January 2023, the rep-
resentatives of the Council and the 
European Parliament agreed on the 
compromise text for the Regulation 
on cross-border access to electronic 
evidence in criminal proceedings and 
the accompanying Directive on the 
designation and appointment of legal 
representatives for the gathering of 
e-evidence. The compromises were 
reached in interinstitutional negotia-
tions, which end a five-year long de-
bate on the draft legislation. It was ini-
tially tabled by the Commission in April 
2018 (eucrim 1/2018, 35–36).

The new EU instrument seeks to 
introduce an alternative – quicker and 
more efficient – mechanism to the ex-
isting international cooperation and 
mutual legal assistance tools in order 
to specifically address the problems 
stemming from the volatile nature of 
e-evidence and the “loss of location” 
aspect of stored data.

Through the introduction of Europe-
an e-evidence preservation and produc-
tion orders, judicial authorities in one 
Member State will be able to request 
electronic evidence – both subscriber, 
traffic and content data – directly from 
a service provider in another Member 
State via a decentralised IT system. As 
a rule, the time limit to respond to a pro-
duction order is ten days, in emergency 
cases eight hours. If a service provider 
does not comply with the order, sanc-
tions of up to 2% of the annual world-
wide turnover may be imposed. 

The enforcing state is to be in-
formed by notification and given the 
opportunity to assert reasons for re-
fusal within ten days or, in emergency 
situations, 96 hours. This notification 
requirement does not apply if the of-
fence was committed or will probably 
be committed in the issuing state and/
or the person whose data is requested 
resides in its own territory.

After the finalisation of the EU 
rules on e-evidence, the Commission 
announced on 2 March 2023 that it 
resumed negotiations with the U.S. 
Department of Justice on the EU-U.S. 
agreement facilitating access to elec-
tronic evidence in criminal investiga-
tions. Negotiations started in Septem-
ber 2019 (eucrim 3/2019, 179–180) 
but were put on hold while waiting for 
the EU legislation. (TW)

Council Frames Ratification of CoE 
E-evidence Treaty by EU Member 
States

On 14 February 2023, the Council 
adopted a decision that authorises EU 
Member States to ratify, in the interest 
of the EU, the Second Additional Pro-
tocol to the Convention on Cybercrime 
(Budapest Convention). The Second 
Protocol regulates the cross-border ex-
change of electronic evidence in crimi-
nal proceedings (eucrim 4/2021, 
234). The Council’s decision was pub-
lished in the EU Official Journal L 63 of 
28 February 2023, p. 48.

The decision paves the way for 
Member States to act jointly when 
ratifying the Protocol since only states 
can do so and not the EU itself. The an-
nex of the Council Decision includes a 
number of reservations, declarations, 
notifications and communications in 
relation to the Protocol that Member 
States must make to ensure compati-
bility of the Protocol with Union law and 
policies. This includes the indication to 
Member States that participate in the 
enhanced cooperation on the Europe-
an Public Prosecutor’s Office (EPPO), 
that they should ensure the EPPO’s 

https://eucrim.eu/news/cjeu-public-prosecutor-executing-eio-cannot-request-preliminary-ruling/
https://eucrim.eu/news/cjeu-public-prosecutor-executing-eio-cannot-request-preliminary-ruling/
https://eucrim.eu/news/ag-tax-authority-cannot-issue-eio-without-prior-judicial-validation/
https://www.consilium.europa.eu/en/press/press-releases/2023/01/25/electronic-evidence-council-confirms-agreement-with-the-european-parliament-on-new-rules-to-improve-cross-border-access-to-e-evidence/
https://www.europarl.europa.eu/news/de/press-room/20230130IPR70104/meps-endorse-new-rules-to-speed-up-the-obtaining-of-electronic-evidence
https://data.consilium.europa.eu/doc/document/ST-5448-2023-INIT/en/pdf
https://data.consilium.europa.eu/doc/document/ST-5449-2023-INIT/en/pdf
https://eucrim.eu/news/commission-proposes-legislative-framework-e-evidence/
https://commission.europa.eu/news/eu-us-announcement-resumption-negotiations-eu-us-agreement-facilitate-access-electronic-evidence-2023-03-02_en
https://commission.europa.eu/news/eu-us-announcement-resumption-negotiations-eu-us-agreement-facilitate-access-electronic-evidence-2023-03-02_en
https://eucrim.eu/news/e-evidence-start-negotiations-eu-us-agreement/
https://www.consilium.europa.eu/en/press/press-releases/2023/02/14/access-to-e-evidence-council-authorises-member-states-to-ratify-international-agreement/
https://www.consilium.europa.eu/en/press/press-releases/2023/02/14/access-to-e-evidence-council-authorises-member-states-to-ratify-international-agreement/
https://eucrim.eu/news/second-additional-protocol-to-cybercrime-convention/
https://eucrim.eu/news/second-additional-protocol-to-cybercrime-convention/
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32023D0436
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ability, in the exercise of its compe-
tences as provided for in Arts. 22, 23 
and 25 of Regulation (EU) 2017/1939, 
to seek cooperation under the Second 
Protocol in the same way as national 
prosecutors of those Member States.

On 5 April 2022, the Council author-
ised Member States to sign the proto-
col, acting jointly in the interest of the 
EU (eucrim 2/2022, 128). The Coun-
cil also sent the decision to authorise 
Member States to ratify the protocol 
to the EP for consent as required un-
der Art. 218(6) TFEU. The EP gave its 
consent on 17 January 2023 (eucrim 
4/2022, 254). (TW)

Criticism of New EU Plan for 
International Border Data-Sharing 
System

Ten civil society organisations sub-
mitted their criticism of the new Com-
mission initiative “Security-related in-
formation sharing − reciprocal access 
for frontline officers in the EU and key 
partner countries”. Among the dangers 
cited: aiding political repression and un-
derpinning human rights violations.

The objective of the Commission‘s 
proposed plan is to create a single Eu-
ropean channel for frontline officers in 
all Member States to have systematic 
and immediate access to security-re-
lated information from partner coun-
tries (provided by all Member States). 
This new system of information ex-
change would exist alongside exist-
ing channels (bilateral or multilateral 
agreements between Member States, 
EU and partner countries, Europol co-
operation agreements, Schengen In-
formation System (SIS) alerts based 
on information from partner countries, 
Interpol systems, the Prüm framework, 
etc.). Its aim is to create a tailor-made 
EU system for sharing „critical and ac-
tionable data“ between frontline offic-
ers (e.g. border guards, police forces) 
in the EU and key partner countries. 
The Commission launched a public 
consultation on the plan in January 
2023. The adoption of a legislative ini-

tiative is planned for the fourth quarter 
of 2023.

The ten civil society organisations 
argued that the Commission has failed 
to demonstrate why the new initiative to 
share information between EU and non-
EU States is necessary, especially since 
a number of existing initiatives have 
already been criticised for jeopardising 
asylum procedures and the safety of 
third-country nationals seeking protec-
tion from corrupt regimes in EU Mem-
ber States. The organisations therefore 
urgently asked that the Commission not 
go ahead with the initiative. (AP)

2022 JHAAN Activity Report
On 23 February 2023, CEPOL, in its ca-
pacity as outgoing Presidency of the 
EU Justice and Home Affairs Agen-
cies’ Network (JHAAN), published the 
final activity report for the year 2022. 
Agencies in the network include CE-
POL, EIGE, EMCDDA, EUAA, eu-LISA, 
Eurojust, Europol, FRA, and Frontex 
(eucrim 1/22, 35–36).

As the first Presidency of the newly 
established Trio Presidency (with CE-

POL holding the Presidency in 2022, 
EUAA in 2023, and eu-LISA in 2024), CE-
POL focused on implementation of the 
recommendations of the 2021 JHAAN 
Assessment Report. Emphasis was also 
placed on the joint priorities of the Trio 
Presidency for the years 2022–2024, 
i.e. digitalisation, business continuity, 
and implementation of the principles of 
the European Green Deal. Russia’s mili-
tary aggression in Ukraine had a strong 
impact on the year’s activities.

As of 1 January 2023, the Europe-
an Union Agency of Asylum (EUAA) 
has taken over the Presidency of the 
JHAAN. For the year 2023, in addition 
to continuing to support Ukraine, the 
priority topics defined by the EUAA in-
clude the following:
	� Digitalisation;
	� Implementating the EU Green Deal 

in Justice and Home Affairs Agencies;
	� Cybersecurity;
	� Providing information in mixed mi-

gration situations;
	� Increasing communication and 

improving general awareness of the 
JHAAN network. (CR)

 Council of Europe
  Reported by Dr. András Csúri (AC)

Foundations

European Court of Human Rights

ECtHR: Key Developments in 2022
On 26 January 2023, ECtHR Presi-
dent Síofra O’Leary presented a sum-
mary of the Court’s activities and its 

statistics for 2022. The exceptionally 
serious events of the year, namely the 
invasion of Ukraine, the exclusion of 
Russia from the CoE, and the loss of 
its status as a High Contracting Party 
to the Convention have had signifi-
cant legal consequences. At the end 
of 2022, some 74,650 applications 

https://eucrim.eu/news/coe-treaty-on-e-evidence-open-for-signature/
https://eucrim.eu/news/green-light-for-ratification-of-coes-e-evidence-treaty/
https://eucrim.eu/news/green-light-for-ratification-of-coes-e-evidence-treaty/
https://www.statewatch.org/analyses/2023/submission-to-european-commission-consultation-on-security-related-information-sharing/
https://www.statewatch.org/analyses/2023/submission-to-european-commission-consultation-on-security-related-information-sharing/
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/13243-Security-related-information-sharing-%E2%88%92-reciprocal-access-for-frontline-officers-in-the-EU-and-key-partner-countries_en
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/13243-Security-related-information-sharing-%E2%88%92-reciprocal-access-for-frontline-officers-in-the-EU-and-key-partner-countries_en
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/13243-Security-related-information-sharing-%E2%88%92-reciprocal-access-for-frontline-officers-in-the-EU-and-key-partner-countries_en
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/13243-Security-related-information-sharing-%E2%88%92-reciprocal-access-for-frontline-officers-in-the-EU-and-key-partner-countries_en
https://euaa.europa.eu/sites/default/files/2023-04/JHAAN_Final_Report_10_03_2023.pdf
https://www.cepol.europa.eu/api/assets/JHAAN_Assessment_Report_2021.pdf
https://euaa.europa.eu/partners/eu-stakeholders
https://euaa.europa.eu/sites/default/files/2023-01/JHAAN_Work_Programme_2023_final.pdf
https://vodmanager.coe.int/cedh/webcast/cedh/2023-01-26-1/en
https://www.echr.coe.int/statistical-reports
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were pending before the Court, 74% 
of which involved five countries: Tur-
key, the Russian Federation, Ukraine, 
Romania, and Italy. Important applica-
tions included 
interstate cases, which the Court 
would give priority to. Almost 10,200 
pending applications concerned con-
flicts between two Member States, 
i.e. Russia/Ukraine, Armenia/Azer-
baijan, and Georgia/Russia. Of the 
total number of pending applications, 
some 23,850 were classified as prior-
ity cases because they raised impor-
tant issues, for example under Art. 3 
of the Convention.

Síofra O’Leary also called to mind 
that the ECtHR has been applying a 
new case management strategy since 
2021 that aims at processing legally 
complex and often “sensitive impact“ 
cases. In 2022, impact cases were 
decided, for instance, on sexual har-
assment in the workplace, freedom of 
expression of judges, and euthanasia. 

Among other significant develop-
ments, on 1 February 2022, the time 
limit for bringing a case before the 
ECtHR under Protocol 15 to the Con-
vention was reduced to four months 
from the date of the final domestic 
decision (eucrim 1/2022, 39). Fur-
thermore, the dialogue between the 
Court and the superior courts of the 
CoE states was strengthened. The 
network of higher courts has now 
grown to the remarkable figure of 103 
courts in 44 countries.

Lastly, 2022 brought the launch 
of the external version of the Court’s 
knowledge-sharing platform (ECHR-
KS), which is now available to the pub-
lic. The platform presents the latest 
analysis of case-law developments in 
a thematic and contextualised man-
ner through particular Convention 
Articles and transversal themes. It is 
available in English and French and 
complements existing information 
tools such as  HUDOC. Its content is 
updated on a weekly basis but is not 
binding on the Court.

ECtHR: Amendments to Rules of 
Court and New Guidelines on Third-
Party Intervention

On 20 March 2023 the ECtHR pub-
lished a new version of the Rules 
of Court on its website. They clarify 
third-party intervention in amend-
ments to Rule 44 (2) and (3) (b). 
These rules govern the conditions 
and time limits for the submission 
of written comments or participation 
in hearings by the Commissioner for 
Human Rights, by contracting parties 
not party to the proceedings, and by 
persons other than the applicant. The 
amendments were adopted by the 
Plenary of the Court on 3 March 2023 
and entered into force on the same 
day.

On the basis of Rule 32 and in 
parallel, the President of the ECtHR 
issued a Practice Direction on how 
third parties may intervene, the pro-
cedures and requirements to be fol-
lowed, and the role such intervention 
plays in the work of the Court. The 
guidelines are linked to Art. 36 (2) 
ECHR, which concerns third-party in-
tervention other than that of the Con-
tracting Party to the proceedings or 
the applicant in applications before 
the ECtHR. In addition, Art. 3, second 
sentence of Protocol No. 16 allows 
any other High Contracting Party or 
person to take part in advisory-opin-
ion proceedings. 

The Practice Direction provides 
comprehensive guidance on the fol-
lowing: 
	� The role of third-party intervention 

in the Court’s procedure;
	� What third-party intervention in-

volves; 
	� The stages in the proceedings be-

fore the Court when third-party inter-
vention is possible, and the time limits 
for seeking leave to intervene in each 
possible scenario; 
	� Who may intervene as a third party 

under these provisions; 
	� When a third party is invited or per-

mitted to intervene; 

	� The representation of third parties; 
	� The language, content, and manner 

of requesting leave to intervene; 
	� The requirements to be met by the 

written comments and oral submis-
sions of the interveners. 

ECtHR: Guidelines for Future 
Processing of Applications against 
Russia 

Since the Russian Federation ceased 
to be a party to the ECHR on 16 Sep-
tember 2022 (eucrim 3/2022, 199), 
the European Court of Human Rights 
(ECtHR) has ruled in a number of cas-
es. In a background brief of 3 February 
2023, the Registrar of the Court set out 
some guiding procedural principles for 
the future handling of cases against 
Russia that fall within the Court‘s juris-
diction:
	� The ECtHR is competent to deal with 

cases concerning acts or omissions 
that took place before 16 September 
2022, the date on which Russia ceased 
to be a party to the ECHR (Fedotova 
and Others v. Russia; Kutayev v. Russia; 
Svetova and Others v. Russia);
	� Given that the office of the Russian 

ECtHR judge has ended, the Court will 
appoint an ad hoc judge from among 
the sitting judges to examine the cases 
lodged against Russia within its juris-
diction (Kutayev v. Russia and Svetova 
and Others v. Russia; Grand Chamber 
decision Ukraine and the Netherlands 
v. Russia);
	� The Court may proceed with the ex-

amination of applications even though 
the Russian authorities do not coop-
erate with it, for example by not sub-
mitting written observations, as in the 
case of Svetova and Others v. Russia. 
This does not, however, automatically 
lead to acceptance of an applicant’s 
claims. 

On 1 February 2023, 16,730 appli-
cations lodged against Russia were 
pending before a decision body. There 
are also eight inter-State cases pend-
ing against Russia, which remain a top 
priority for the Court. 

https://www.echr.coe.int/documents/d/echr/Speech_20230127_OLeary_JY_ENG
https://eucrim.eu/news/ecthr-deadline-for-applications-reduced-to-four-months/
https://ks.echr.coe.int/
https://hudoc.echr.coe.int/eng
https://www.echr.coe.int/documents/rules_court_eng.pdf
https://www.echr.coe.int/documents/rules_court_eng.pdf
https://echr.coe.int/Documents/PD_Third_Party_intervention_ENG.pdf
https://www.echr.coe.int/documents/protocol_16_eng.pdf
https://eucrim.eu/news/russian-federation-ceased-to-be-a-party-to-the-echr/
https://hudoc.echr.coe.int/app/conversion/pdf/?library=ECHR&id=003-7559628-10388013&filename=Future%20processing%20of%20applications%20against%20Russia.pdf
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Specific Areas of Crime

Corruption

GRECO: Fifth Round Evaluation 
Report on Bulgaria

On 19 January 2023, GRECO published 
its fifth round evaluation report on Bul-
garia. The focus of the fifth round is on 
preventing corruption and promoting 
integrity in central governments, espe-
cially regarding persons with top ex-
ecutive functions (PTEFs) and law en-
forcement agencies. In particular, the 
evaluation tackles conflicts of interest, 
the declaration of assets, and account-
ability mechanisms. Bulgaria has been 
a member of GRECO since 1999 and 
has fully implemented the recommen-
dations of the first and second evalua-
tion rounds, 70% of the recommenda-
tions of the third evaluation round, and 
84% of the recommendations of the 
fourth evaluation round.

The perceived level of corruption in 
the country is high. According to the 
Corruption Perception Index published 
by Transparency International, Bulgar-
ia ranked 78th out of 180 countries in 
2021.

Bulgaria’s anti-corruption frame-
work is based mainly on the Law on 
Countering Corruption and Forfeiture 
of Unlawfully Acquired Assets, which 
has been in force since 2018 and con-
tains provisions on the transparency 
and integrity requirements applicable 
to public officials as well as on the 
institutional framework to supervise 
implementation. At the time the report 
was adopted, the Anti-Corruption Law 
and the institutional setup of special-
ised bodies were in the process of be-
ing reformed.

Among Bulgaria’s specific prob-
lems, according to the report, is the 
lack of a proper integrity framework 
for top officials of the government. 
There is no code of ethics applicable 
to them, no awareness raising on in-
tegrity matters, nor any established 
mechanism for confidential coun-

seling. In addition, there is a lack of 
rules and transparency in respect of in-
teraction with lobbyists seeking to in-
fluence government policies. The veri-
fication of top officials’ declarations of 
interest and assets is also ineffective, 
as it is limited to desk analysis and 
cross-checking against information 
contained in other state databases. 
GRECO calls for more transparency 
concerning government officials, in-
cluding their remuneration and possi-
ble ancillary activities. The response of 
criminal justice to corruption offences 
involving top government officials is 
ineffective: procedural impediments 
should be eliminated and adequate 
sanctions provided.

With regard to law enforcement 
authorities, it is necessary to prevent 
undue political influence, as the police 
and the Ministry of Interior are close-
ly related, with the Minister having 
far-reaching powers over the police. 
GRECO recommends that a compre-
hensive code of ethics brings together 
provisions on ethics and the integrity 
required of police officers and covers 
matters such as conflicts of interest, 
gifts, contacts with third parties, out-
side activities, and handling confiden-
tial information.

There is a need for a sufficiently 
transparent procedure as regards re-
cruitment and promotion procedures 
in the police force, for more represen-
tation of women at all levels, for an 
obligation to report integrity-related 
misconduct, and to ensure effective 
protection of whistle-blowers.

GRECO: Fifth Round Evaluation 
Report on Ireland

On 16 February 2023 GRECO pub-
lished its fifth round evaluation report 
on Ireland. The country joined GRECO 
in 1999 and has implemented 75% 
of the recommendations of the first 
evaluation round, 85% of the second 
evaluation round, and 70% of the third 
evaluation round. Following the fourth 
evaluation round, only 45% of the rec-

ommendations were fully implement-
ed, 20% partly implanted, and 35% not 
at all yet. According to the report, some 
aspects of the recommendations that 
remain to be addressed concern mem-
bers of parliament and are also prob-
lematic for persons with top executive 
functions (PTEFs). 

The perceived level of corruption in 
the country is low and stable. Accord-
ing to the Corruption Perception Index 
published by Transparency Interna-
tional, Ireland ranked 13th out of 180 
countries in 2021.

The Standards in Public Office Com-
mission (Standards Commission) is an 
independent body that plays a central 
role in the promotion of integrity stand-
ards and the prevention of conflicts of 
interest in respect of a wide range of 
public officials, including ministers, the 
Attorney General, special advisers, and 
senior civil servants. The Standards 
Commission has published guidance 
in several relevant areas such as con-
flicts of interest, gifts, and lobbying 
after leaving government. Due to the 
unique position of this body, GRECO 
calls for reinforced resources and 
powers to supervise the implementa-
tion of integrity standards.

The report states that, although 
there are a number of prevention pol-
icy documents, they lack the neces-
sary focus on the specific exposure of 
PTEFs to corruption. It underlines that 
any risk assessment and subsequent 
policy should pay particular attention 
to PTEFs, that integrity checks should 
be carried out before they join govern-
ment, and that systematic briefings 
and/or training on integrity should be 
organised after their appointments. 

There are already integrity stand-
ards in legislation and guidance on 
them, but the report calls for codes of 
conduct geared towards PTEFs, cover-
ing relevant topics such as conflicts 
of interest, secondary activities, gifts, 
and post-employment restrictions. 
There should be more transparency 
when it comes to contacts with lobby-

https://rm.coe.int/fifth-evaluation-round-preventing-corruption-and-promoting-integrity-i/1680a9cab7
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ists and third parties, including regular, 
publicly available meeting reports by 
the PTEFs themselves.

Regarding the Irish police service 
(An Garda Síochána), the report calls 
for the already existing code of ethics 
to be supplemented to cover all rel-
evant integrity topics – illustrated by 
real-life examples – , in particular con-
flicts of interest, gifts, contacts with 
third parties, secondary activities, and 
confidential information. The Garda in-
formation technology systems need to 
be further strengthened to better mon-
itor integrity breaches by Garda mem-
bers, and regular checks on authorized 
secondary activities are necessary to 
prevent the occurrence of conflicts of 
interest over time.

GRECO: Fifth Round Evaluation 
Report on Austria

On 1 March 2023, GRECO published 
its fifth round evaluation report on 
Austria. The country has been a mem-
ber of GRECO since 2006, implement-
ing 67% of the recommendations of 
the joint first and second evaluation 
rounds and 76% of the recommenda-
tions of the third evaluation round. 
After the fourth evaluation round, 16% 
of recommendations were fully imple-
mented, 47% partly implemented, and 
37% not implemented so far; the com-
pliance procedure is still ongoing.

Austria traditionally scores high 
in perception surveys on the fight 
against corruption. According to 
the Corruption Perceptions Index of 
Transparency International it occu-
pied the 13th rank in 2021out of 180 
countries. Despite this, there has been 
a sharp increase in corruption cases 
in Austria over the last few years. 
This is partly due to the recent spike 
in high-profile scandals affecting the 
highest levels of the executive, involv-
ing former ministers, a vice-chancel-
lor and a chancellor: in the latter case, 
raising questionable links between 
politicians, polling companies, and 
the media. 

A national anti-corruption strategy 
has been in place since 2018, accom-
panied by a two-year action plan. Vari-
ous key reforms are currently awaiting 
further development, however, with the 
prevention and management of con-
flicts of interest being a heightened 
challenge in Austria. At the central 
government level, there is no system 
in place to strategically analyse the 
main corruption risks persons with top 
executive functions (PTEFs) face. For 
ministers and state secretaries, there 
are some requirements on outside ac-
tivities as well as financial interests 
and disclosure requirements, but there 
is room for improvement, particularly 
with regard to “revolving door” stand-
ards.

There is also need for greater trans-
parency in the management and op-
eration of state secretaries and min-
isterial advisers. The adoption of a 
specific law on access to information 
remains an outstanding issue.

PTEFs do not enjoy immunity from 
criminal prosecution, but the Central 
Public Prosecutor’s Office for Combat-
ing Economic Crime and Corruption 
(WKStA) is subject to a reporting ob-
ligation in high-profile cases of public 
interest. This is time-consuming for 
prosecutors and can pose risks to the 
confidentiality, efficiency, and inde-
pendence of criminal proceedings.

In Austria, law enforcement con-
sists of the prosecution authority (in-
cluding the WKStA, which was subject 
to GRECO’s fourth evaluation round) 
and the criminal investigation author-
ity, in particular the police and the Aus-
trian Federal Bureau of Anti-Corruption 
(BAK). Several mechanisms have been 
developed to prevent corruption and 
enhance integrity in the police service, 
including the creation of positions for 
corruption prevention, compliance, 
and integrity officers. However, effi-
cient risk management and risk analy-
sis systems have yet to be put in place, 
and it is essential that senior officials 
are specifically targeted, as it appears 

that most of the current measures 
are aimed at low-level and mid-level 
officials. There are serious concerns 
about politization within the police, 
in particular regarding recruitment 
to senior level posts. Transparency 
needs to be increased and undue influ-
ence in the selection process avoided 
by improving the appointment system, 
including with regard to the manage-
ment of the BAK.

A Code of Conduct for the staff of 
the Ministry of the Interior was first 
developed in 2010 and is regularly up-
dated, the latest version dating from 
2021. It takes a very practical and in-
structive approach, as it is coupled 
with advisory and awareness-raising 
channels. Effective mechanisms need 
to be developed to ensure proper appli-
cation, however, and monitoring of the 
relevant rules and awareness-raising 
initiatives in this area need to be sig-
nificantly stepped up.

Breaches of conduct provisions 
may lead to administrative/criminal 
responsibility under the relevant dis-
ciplinary/criminal law. To ensure uni-
form disciplinary action across the 
board, a federal disciplinary authority 
was established in 2021. As no spe-
cific statistics are kept on criminal or 
disciplinary proceedings for corruption 
involving law enforcement officials, 
further transparency is needed in this 
respect. 

More efforts are also required to 
protect whistleblowers. Austria is cur-
rently drafting specific legislation on 
whistleblower protection to transpose 
EU Directive 2019/1937 on whistle-
blowing, a priority issue that requires 
immediate action.

GRECO: Fifth Round Evaluation 
Report on Bosnia and Herzegovina

On 9 March 2023 GRECO published its 
fifth round evaluation report on Bosnia 
and Herzegovina (BiH). The country 
joined GRECO in 2000 and initially had 
a positive track record of implement-
ing GRECO recommendations; how-
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ever, the trend has been declining. 
While 83.3% of the recommendations 
were ultimately implemented after the 
first evaluation round, full implemen-
tation of recommendations declined 
to 43.7%  in the second and to 45.4% 
in the third evaluation rounds. Since 
the fourth evaluation round, the com-
pliance procedure is still ongoing, as 
none of the recommendations have 
been fully implemented, and BiH has 
been in a non-compliance procedure 
since 2020.

This trend is reinforced by the 
general perception that corruption is 
widespread in BiH. The country has 
dropped from the 72nd position in 
2013 to the 110th in 2021 in the Cor-
ruption Perceptions Index of Transpar-
ency International.

In recent years, there have been 
many obstacles at different levels of 
government. No state-level budget 
was adopted in 2021 and the first 
two quarters of 2022 and, due to this 
blockage, the country’s institutions 
have been operating on a provisional 
budget for 16 months. As a result, Bos-
nia and Herzegovina’s institutions are 
largely paralysed, legislative perfor-
mance is non-existent, and reforms, in-
cluding those needed to move towards 
EU membership, are stalled. In particu-
lar, the draft law on the prevention of 
conflicts of interest and amendments 
to the law on public procurement are 
pending.

The report notes that there is cur-
rently a “legal vacuum” in terms of 
corruption prevention policies in BiH. 
The 2020–2024 Anti-Corruption Strat-
egy and its Action Plan have not been 
adopted to date, and a more holistic 
anticorruption policy at state-level is 
lacking. At present, there is no specific 
strategy to prevent corruption and pro-
mote integrity amongst persons with 
top executive functions (PTEFs). While 
the Code of Conduct for Civil Servants 
applies to advisers, no separate code 
of conduct for PTEFs exists in general. 
The relevant provisions (conflicts of in-

terest, gifts, access to confidential in-
formation, etc.) are set out in different 
laws. In addition, the Agency for the 
Prevention of Corruption and Coordi-
nation of the Fight against Corruption 
(APIK) lacks the capacity to carry out 
its tasks properly and independently 
and is hardly operational.

The report recommends the devel-
opment of an operational corruption 
prevention action plan based on a 
risk assessment specifically targeting 
PTEFs. More generally, clear guidance 
on conflicts of interest and other integ-
rity issues should be included in the 
code of conduct of PTEFs, accompa-
nied by appropriate monitoring and en-
forcement mechanisms. Rules should 
be put in place on how PTEFs interact 
with lobbyists and other third parties 
seeking to influence government deci-
sion-making. Regular and systematic 
information and the training of PTEFs 
on these standards should be organ-
ized.

The report calls for an independ-
ent review of the legislation govern-
ing freedom of information in order to 
address problems such as the lack of 
responsiveness of public authorities 
to requests for information. Increased 
transparency in the legislative process, 
in that external inputs and their origins 
should be identified, should be docu-
mented and disclosed.

The system for managing conflicts 
of interest for PTEFs also needs to be 
reviewed: their declarations of interest 
need to be subject to regular substan-
tive checks. Proportionate sanctions 
for breaches should be in place, in-
cluding for false reporting or failure to 
report. All PTEFs, whether elected or 
not, should be subject to the same dis-
closure requirements and, for the sake 
of transparency and accountability, all 
declarations need to be systematically, 
easily, and publicly available online. 

As regards law enforcement, a 
system of regular anti-corruption ac-
tion plans must be ensured, with clear 
objectives based on identified risks 

and an external evaluation of their im-
plementation. The existing codes of 
ethics of the Border Police and State 
Investigation and Protection Agency 
should be complemented by practical 
guidance illustrating all issues and risk 
areas with concrete examples. 

Both new and existing staff should 
be required to undergo ethics and in-
tegrity training based on practical guid-
ance. Security checks on the integrity 
of police officers should also be car-
ried out at regular intervals throughout 
their careers, and a system of asset 
declaration should be introduced.

Measures should also be taken 
to further promote a more balanced 
gender representation in all positions. 
In addition, a legal provision defining 
conflict of interest with police duties 
should be adopted, and authorised 
secondary activities should be duly 
registered. Lastly, the protection of 
whistleblowers needs to be reviewed 
and strengthened. 

GRECO: Closure of ad hoc Procedure 
in Respect of Slovenia 

On 26 January 2023, GRECO welcomed 
in a report the Slovenian Constitutional 
Court’s decisions that parliamentary 
inquiries into particular judicial pro-
ceedings and decisions by judges and 
prosecutors were unconstitutional, as 
they risked violating judicial independ-
ence. The case concerned a parlia-
mentary inquiry that had been set up 
to investigate possible politically mo-
tivated decisions by officials, prosecu-
tors, and judges involved criminal pro-
ceedings as well as possible violations 
of fundamental rights under the ECHR. 
The State Prosecutor General of Slo-
venia subsequently filed a request for 
constitutional review on the unlawful-
ness of such legislative intervention in 
the judiciary (eucrim 1/2020, 32). 

On 18 February 2020, GRECO had 
published an ad hoc report on Slovenia 
under Rule 34 of its Rules of Procedure, 
which can be triggered in exceptional 
cases if reliable information is avail-

https://www.coe.int/en/web/greco/-/greco-closes-its-ad-hoc-procedure-in-respect-of-slovenia-following-the-termination-of-unconstitutional-parliamentary-inquiries-in-respect-of-judges-and-prosecutors-performance
https://eucrim.eu/news/greco-ad-hoc-report-slovenia/
https://rm.coe.int/ad-hoc-report-on-slovenia-rule-34-adopted-by-greco-at-its-84th-plenary/16809c897b
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able on institutional reforms, legisla-
tive initiatives, or procedural changes 
that may lead to serious violations of 
CoE anti-corruption standards. GRECO 
closely followed the assessment of 
the situation in order to draw conclu-
sions from the case as regards the ad-
equacy of anti-corruption and integrity 
framework. Following the decisions of 
the Slovenian Constitutional Court in 
2021 declaring the inquiries unconsti-
tutional, these were annulled.

In its current report, GRECO noted 
that the Slovenian Constitutional Court 
has called on the Slovenian Parliament 
to establish additional safeguards and 
remedies to prevent such infringe-
ments in the future.  The adoption of 
GRECO’s report closes the ad hoc pro-
cedure in respect of Slovenia.

Money Laundering

MONEYVAL: Fifth Round Evaluation 
Report on Monaco

On 23 January 2023, MONEYVAL pub-
lished its fifth-round evaluation report 
on the Principality of Monaco, based 
on an onsite visit concluded in March 
2022. The fifth evaluation round builds 
on previous MONEYVAL assessments 
by strengthening the examination of 
how effectively Member States pre-
vent and combat money laundering 
(ML) and terrorism financing (TF). 

The report states that Monaco 
demonstrates a moderate level of ef-
fectiveness in relation to the following 
issues:
	� ML/TF risk understanding;
	� International cooperation;
	� The application of AML/CFT pre-

ventive measures in the private sector; 
	� The use of financial intelligence; 
	� Implementation of the United Na-

tions targeted financial sanctions 
(TFS) on TF and proliferation financing 
(PF). 

Major improvements are needed re-
garding the transparency of legal per-
sons, the effectiveness of supervision, 

ML investigations and prosecutions, 
and confiscation of proceeds of crime. 
The country has undertaken efforts to 
identify ML/TF risks, but some sectors 
such as those involving casinos, com-
pany services providers, trusts, and vir-
tual assets as well as organised crime-
related and external ML threats have 
not yet been adequately addressed.  

The Monegasque Financial Intel-
ligence Unit (Financial Channels Su-
pervisory and Monitoring Service, SIC-
CFIN) has a significant lack of human 
and technical resources but still pro-
duces high-quality analyses, which are 
not fully used however by the investi-
gative authorities. Most Suspicious 
Transaction Reports (STRs) come 
from banks, with the contribution from 
professionals in other at-risk sectors 
still limited.

Monaco needs to enhance its ef-
forts to identify and prioritize ML 
cases, especially seizing, confiscat-
ing, and recovering the proceeds of 
ML and predicate offences. There is a 
need to fundamentally improve the su-
pervisory system, where there are defi-
ciencies in relation to beneficial own-
ership. Also, the shortcomings in risk 
understanding undermine authorities’ 
capacity to apply tailored supervision 
for a number of obliged entities. 

The private sector has implemented 
the AML/CFT obligations to some ex-
tent. According to the report, the num-
ber of STRs originating from the bank-
ing sector is satisfactory, but the large 
volume of defensive reporting and 
excessively long transmission times 
raise questions about their quality. The 
designated non-financial businesses 
and professions (DNFBPs) have a 
poorer AML/CFT risk understanding 
and compliance culture. The number 
of STRs filed by casinos and jewellers 
is still limited, even though the two 
sectors play an important role in the 
principality.

The number of ML investigations 
and prosecutions remains modest. 
While they appear to be consistent 

with Monaco’s risk profile, there are 
gaps relating to complex cases in par-
ticular. This is primarily due to an in-
adequate number of parallel financial 
investigations. 

Monaco has secured convictions 
for ML involving the proceeds of 
crime generated abroad and stand-
alone ML convictions. This does not 
cover ML committed by third parties, 
however, which is a significant defi-
ciency given Monaco’s status as an 
international economic and financial 
centre. The sanctions put in place 
are proportionate but not effective or 
dissuasive. The number of confisca-
tion measures ordered is still low and 
they do not concern property of cor-
responding value or property held by 
third parties. 

The principality’s legal framework is 
appropriate for the implementation of 
TF- and PF-related TFS at the interna-
tional, European, and national levels. 
As of May 2021, however, delays in the 
transposition of designations impact-
ed the effectiveness of the mecha-
nisms. The existing awareness-raising 
and supervision measures could no 
longer be regarded as proportionate 
and targeted. That there have been no 
convictions or prosecutions for TF in 
Monaco, which appears to be due to 
the shortcomings of the TF risk analy-
sis, may not be consistent with the 
country’s risk profile.

There is a good understanding of 
ML/TF risk associated with the activi-
ties of various types of legal persons, 
but there are major shortcomings in 
obtaining information on beneficial 
ownership. The mitigating measures 
applied are insufficient when a high-
risk category of legal persons is in-
volved and in relation to the non-for 
profit organisations. Most of the appli-
cable sanctions on leagal persons are 
not dissuasive and are rarely imposed.

Major improvements are also nec-
essary regarding the principality’s ef-
fective contribution to international 
cooperation. Monaco generally seeks 

https://rm.coe.int/moneyval-2022-19-eng/1680a9d7d0
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the cooperation of its counterparts, al-
though not entirely in line with the risk 
and context of the jurisdiction. The 
prosecution authorities execute re-
quests satisfactorily, but systemic and 
unusual legislative obstacles hinder 
Monaco’s provision of mutual legal as-
sistance. As far as extradition is con-
cerned, the restrictive interpretation by 
the courts of the dual criminality prin-
ciple results in one out of two requests 
being refused.  

MONEYVAL: Fifth Round Evaluation 
Report on Estonia 

On 25 January 2023, MONEYVAL 
published its fifth-round evaluation 
report on Estonia based on an onsite 
visit concluded in May 2022. Among 
other things, the report encourages 
the country to reinforce the capacities 
and performance of the private sector 
and improve its law enforcement ef-
forts in the field of AML/CFT. MONEY-
VAL acknowledges that Estonia has 
demonstrated a substantial level of 
effectiveness in international cooper-
ation, the use of financial intelligence, 
and implementation of the United Na-
tions targeted financial sanctions on 
proliferation financing. 

Estonia has an appropriate mecha-
nism in place for the identification, as-
sessment, and, subsequently, under-
standing of ML/TF risks: national risk 
assessments with access to all data 
available in the country from public 
and non-public sources. While the re-
sults provide useful glimpses of sec-
tors with higher risk exposure, they do 
not give a fully sufficient view of the 
risk environment. All competent au-
thorities have a role in the implementa-
tion of the activities under the relevant 
national policy, but the outcomes of 
nationwide risk assessment exercises 
have not been integrated into the ob-
jectives and activities of individual au-
thorities. 

National cooperation and coor-
dination is a strong feature of the 
country‘s AML/CFT regime, and 

MONEYVAL commends Estonia for 
the practice of co-ordination and 
co-operation between the Estonian 
Financial Intelligence Unit (EFIU) 
and the law enforcement authorities 
(LEAs). At the same time, a number 
of the EFIU’s practices compromise 
the detection of crime and the tracing 
of assets, such as face-to-face meet-
ings with the affected party to obtain 
further clarification on suspicious 
transactions, or lengthy suspension 
orders that result in the customer be-
ing notified of the application of the 
measure.

In view of its current heavy reliance 
on the LEA’s leadership, there is also 
need for a moderate improvement 
of the EFIU’s capacities and working 
practices when reinforcing its proac-
tive approach in detecting ML/TF tar-
gets. According to MONEYVAL this is 
a priority issue for Estonia, given the 
EFIU’s powerful position to observe 
and detect the movement of illicit 
flows.

More efforts are required on the 
part of the Supreme Court to improve 
the current interpretation of the ML 
offence, which is one of the main rea-
sons for the relatively low number of 
identified and investigated ML cases. 
The criminal sanctions applied for 
ML offences call into question their 
dissuasiveness and effectiveness. 
Confiscation is recognized as a policy 
objective, but the proceeds of crime in 
specific cases were much higher than 
the amounts subject to confiscation. 
Moreover, Estonia does not proactively 
pursue proceeds moved abroad and 
sanctions applied for undeclared cash 
are minor. 

The authorities undertake investi-
gations into TF and have achieved one 
conviction, which does not fully corre-
spond to the risk profile of the country. 
One of the reasons for this is the defi-
ciency in TF risk understanding. While 
authorities use a range of sources of 
information when identifying and in-
vestigating TF, information published 

by the EFIU and its financial investiga-
tions could be better used to identify 
potential TF offences.

Significant improvement was 
achieved in the implementation of 
preventative measures during the 
assessment period, as a result of fo-
cused supervisory actions. The un-
derstanding of ML/TF risks is good 
in the banking sector. Virtual assets 
service providers (VASPs) and Com-
pany Service Providers (CSPs) dem-
onstrated a superficial understanding 
of the ML risks to which their indi-
vidual businesses are exposed. Un-
derstanding TF risk is generally lower 
across all sectors. Banks and VASPs 
generally have a good understanding 
of their AML/CFT obligations, while 
CSPs only have a lesser degree of 
understanding. Therefore, MONEY-
VAL expects continued efforts on the 
part of the supervisory authorities to 
strengthen the implementation of pre-
ventative measures in the private sec-
tor. The competent authorities have 
the power to access information, but 
the measures to prevent misuse of 
legal persons do not fully enable the 
availability of adequate, current, and 
accurate information on beneficial 
ownership. 

The large share of Estonian compa-
nies with e-Residents as their basic or 
beneficial owners, significant involve-
ment of licensed and non-licensed 
CSPs in the company registration pro-
cesses, coupled with poorly designed 
and vaguely understood customer due 
diligence measures, are factors having 
an adverse impact on the quality of 
information on beneficial ownership. 
Applicable sanctions are not effective.

Estonia has reserved the right to 
refuse assistance based on the dual 
criminality principle with regard to 
non-EU countries. The country oth-
erwise generally provides timely and 
constructive assistance across the 
range of requests for international co-
operation, including mutual legal as-
sistance.
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Procedural Law 

Victim Protection

ECtHR: Grand Chamber Reinforces 
Protection of Whistleblowers

With its Grand Chamber judgment 
of 14 February 2023 in the case  
Halet v. Luxembourg (application no. 
21884/18), the ECtHR put an end to 
the long-lasting legal battle between 
one of the whistleblowers who trig-
gered the LuxLeaks scandal and the 
state of Luxembourg. While previ-
ous judgments denied the defence of 
whistle-blower status according to Art. 
10 ECHR (freedom of expression), the 
ECtHR’s Grand Chamber decided in the 
opposite and found a violation of Art. 
10 ECHR. The LuxLeaks scandal con-
cerned tax agreements (resulting in 
tax avoidance) between multinational 
companies and the Luxembourg fiscal 
authorities. Mr Halet, one of the two 

whistleblowers, disclosed confidential 
documents protected by professional 
secrecy to journalists while he was 
employed by a private company. Lux-
embourg courts sentenced him to a 
€1000 fine and the Luxembourg Court 
of Appeal concluded that public inter-
est in the disclosure was insufficient to 
outweigh the damage suffered by the 
private employer. 

The ECtHR was called to decide 
whether Mr Halet’s criminal conviction, 
following the disclosure of confiden-
tial documents issued by his employer, 
had amounted to a disproportionate 
interference with his right to freedom 
of expression. Under Art. 10 ECHR and 
the criteria established in Heinisch, 
employees may enjoy whistleblowers 
protection when disclosing in-house 
information, including secret infor-
mation if strong public interest is in-
volved. In a chamber judgment of 11 
May 2021, the ECtHR had concluded 
that Mr Halet’s criminal conviction did 

not constitute a breach of his right to 
freedom of expression arguing that 
public interest had been insufficient 
to counterbalance the harm caused 
to the company (eucrim news of 21 
June 2021).

In overturning this decision, the 
ECtHR’s Grand Chamber now found 
that public interest in the disclosure 
outweighed all of the detrimental ef-
fects arising from it, given the impor-
tance, at both the national and Europe-
an levels, of the public debate on the 
tax practices of multinational compa-
nies. It reasoned that the information 
disclosed by the whistleblower had 
made an essential contribution to the 
public’s interest in receiving the infor-
mation on tax rulings. Therefore, the 
interference with the applicants’ right 
to freedom of expression, in particu-
lar his freedom to impart information, 
had not been “necessary in a demo-
cratic society” and thus violated Art. 
10 ECHR.

https://hudoc.echr.coe.int/fre?i=002-13266
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https://eucrim.eu/news/ecthr-ruled-in-luxleaks-case/
https://eucrim.eu/news/ecthr-ruled-in-luxleaks-case/


54 |  eucrim   4 / 2022

Articles
Articles / Aufsätze

Fil Rouge

Artificial intelligence (AI) – machine-based systems that 
are guided by a set of human-defined goals – make pre-
dictions, suggestions, or decisions based on available 
data. They have begun to play a prominent role in many 
facets of our digital age, influencing everyone’s lives. This 
fast-developing field of technology has huge potential to 
aid a variety of businesses and societal endeavors, but it 
could pose new risks and have negative consequences 
for people or society. The EU is currently debating the “AI 
Act”, the first law on AI by a major regulator, which already 
sparked controversy on the right way. Against this back-
ground, the benefits and drawbacks of AI need to be care-
fully considered. The following articles examine the role 
of AI in law enforcement and legal proceedings in the EU 
and the challenges of contemporary Internet legislation.
In the first article, David Hadwick outlines the use of AI 
and machine learning systems by EU Member States in 
the area of tax enforcement and addresses the risk that 
particularly coercive AI tax enforcement systems may 
pose. He openly criticises the lack of clarification in the 
forthcoming EU AI Act regarding the treatment of AI tax 
enforcement systems and their possible classification as 
high-risk AI. Due to the specific nature of AI tax enforce-
ment systems and the ambivalent nature of tax admin-
istration, he finds the distinction between administrative 
and law enforcement purposes in recital 38 of the draft AI 
Act particularly problematic.
Athina Sachoulidou, Dimitrios Kafteranis, and Umut Turk-
sen present the TRACE project in a second article. TRACE 
deals with the development of AI solutions to identify, 
track, and document illicit money flows. The authors 
outline the challenges that law enforcement authorities 
which have already adopted AI-based investigative tools 
are facing, pointing out the need for a comprehensive 
legal framework for the development and use of AI spe-
cifically for law enforcement. In addition, they tackle the 
need for multi- and interdisciplinary research and knowl-
edge sharing to achieve this.
Next, Salomé Lannier also looks at AI and law enforcement 
but with a focus on the fight against human trafficking. 
Lannier exposes a neglected area of research concerning 
the export and replication of AI systems for the detection 
and investigation of human trafficking schemes in the EU. 
She outlines the challenges that the use of these AI sys-
tems by European law enforcement authorities poses to 

European criminal national sovereignty and digital sover-
eignty, as these systems have primarily been developed 
and deployed by the USA and therefore embody specific 
U.S. values and policies.
In another article, Randall Stephenson and Johanna 
Rinceanu study the limitations of contemporary online 
regulatory frameworks by integrating insights from medi-
cine and theoretical biology. They point out three reasons 
why contemporary Internet regulation is problematic: the 
lack of attention to the unique structural characteristics 
of today’s digital media ecology; the desire to hastily and 
excessively harmonise online regulation, including the 
lack of sensitivity about the political and constitutional 
contexts called for by differences in human rights protec-
tion and constitutional structure; and the business mod-
els and economic motivations of digital platforms that 
lead to collateral censorship.
In the last article on AI, Marcin Górski considers the ques-
tion of the use and possible replacement of a human judge 
by an AI judge. He argues that, while the use of AI instead 
of a judge would benefit the efficiency and predictability 
of the administration of justice, the use of AI judges would 
fall short in terms of independence, impartiality, and es-
pecially the fair trail principle. 
This issue also explores topics going beyond the topi-
cal focus of AI but dealing with current issues that have 
triggered heated debate. Under the perspective of Eu-
ropean law, Oliver Landwehr and Erasmus Khan reflect 
on the challenges of a possible cannabis legalization, 
arguing that the current prohibition regime has failed; 
the authors appeal for an interpretation of EU law that 
would allow for responsible regulation. Laura Neumann, 
for her part, provides guidance on the conditions that 
secondary EU legislation must fulfil in order to qualify 
as a legitimate legal basis for a limitation of the trans-
national ne bis in idem principle. She comes to similar 
results as the Advocate General in his recently released 
Opinion in the Volkswagen diesel emission scandal 
case (C-27/22 – see also news section, p. 35–36). 
Last but not least, Jeffrey Simser comments on recent  
Canadian court decisions regarding non-conviction based 
forfeiture in organised crime cases against motorcycle 
gangs.

Dr. Anna Pingen, eucrim editor
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systems are leveraged for coercive purposes, i.e. for tax en-
forcement tasks such as web scraping7, the detection of sta-
tistical risk indicators8, 9, and risk scoring to screen and select 
taxpayers for audit.10 In a little more than a decade, predic-
tive analysis has radically transformed tax enforcement and 
tax administrations in the EU. Currently, the use of statistics 
and ML underpins all coercive prerogatives when selecting a 
taxpayer for audit. Data is collected and processed through 
ML and taxpayers are algorithmically selected on the basis 
of risk indicators inferred from ML predictions. The transfor-
mative power of AI is also reflected in the human resources 
of tax administrations, increasingly composed of data scien-
tists and increasingly less of tax law experts.11 

Some of these models were used by tax administrations in 
the EU as far back as 2004. This is for instance the case 
of XENON, a web scraping model leveraged by the Dutch 
tax administration (Belastingdienst).12 This means that tax 
administrations were pioneering public algorithmic gover-
nance long before debates over other popular buzzwords 
in predictive policing, such as facial recognition, biometric 
surveillance, social scoring, etc. The primary reason for the 
prominence of the use of AI systems by tax administrations 
is the immense documentary burden placed on tax offi-

I.  Why AI Tax Enforcement Systems Are “High-Risk” 
Systems

In EU Member States, tax administrations are the public  
organs that make most use of artificial intelligence (AI) and 
machine learning (ML) systems to perform State preroga-
tives. Publicly-available data alone reveals at least 70 AI sys-
tems leveraged by national tax administrations, unequally 
spread over 18 EU Member States.1 Even the EU itself, through 
Eurofisc members, has developed its own ML model: Trans-
action Network Analysis – a data matching model meant to 
detect missing trader intra-Community fraud.2 Accordingly, in 
certain areas of taxation AI and ML are already used through-
out the EU for the enforcement of taxation rules. 

These AI tax enforcement systems perform a relatively 
broad range of tasks, reflecting the wide array of preroga-
tives of the administration itself. Generally, these different 
systems can be categorised into two archetypes. Some AI 
systems are leveraged by EU tax administrations for non-
coercive purposes, including chatbots3, nudging systems4, 
and jurisprudence analysis5. These non-coercive systems 
constitute a minority of the models used by tax administra-
tions in the EU, albeit a significant one.6 The remainder AI 
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cials. Each year, tax administrations must process billions 
of documents13, answer millions of queries, and spend sev-
eral millions of minutes on the phone.14 Processing such 
volumes of data manually with the human resources of 
national tax administrations is simply impossible. Accord-
ingly, long before the advent of AI, tax administrations were 
already using traditional statistical approaches and heuris-
tics to perform their fiscal prerogatives. The transition from 
traditional statistics to automated statistics and machine 
learning did thus not constitute a major scale-up. 

1.  The risks of AI tax enforcement systems

The EU AI Act follows a risk-based approach, meant to 
strike a proportional balance between the two policy goals 
of the instrument, namely: the promotion of innovation and 
the protection of citizens fundamental rights. Accordingly, 
the Regulation outlines four levels of risk ranging from pro-
hibited to minimal risk. Minimal risk systems (level 1) gen-
erally escape the scope of the instrument aside from the 
invitation to self-regulation through codes of conduct and 
limited risk systems (level 2) are only bound to minimum 
transparency requirements in specific use cases, particu-
larly chatbots and deep fakes. Models deemed as bearing 
unacceptable risk (level 4) are prohibited. By sheer number 
of articles, the majority of obligations in the instrument are 
imposed on high-risk systems (level 3). According to the 
current draft proposal, organisations with high-risk systems 
must comply with strict requirements such as certification, 
data governance, transparency, human oversight, record-
keeping and cybersecurity. Comparatively to the other lev-
els of risk, the obligations imposed on high-risk systems are 
numerous and substantively detailed, often requiring granu-
lar control of specific externalities. Hence, the risk-based 
approach seeks to ensure that obligations imposed on an 
AI system are proportional to the risks it generates.

In that regard, AI tax enforcement systems should be viewed 
as “high-risk” because these systems have been shown to 
contain various sources of conflict with EU citizens’ rights, 
documented in jurisprudence and doctrine. This is less true 
for non-coercive AI tax systems, in fact, some of these 
models are truly a net plus both for the administration and 
for taxpayers. Chatbots, for example, enable taxpayers to 
request information from the administration at any time of 
the day and year. Processing little to no taxpayer personal 
data15,these systems have opened up a new channel of 
communication with tax officials, while alleviating the sub-
stantial administrative burden of tax officials. Reports in-
dicate that chatbots reduce the number of queries directly 
sent to the administration by a margin of up to 90%, with 
very high satisfaction rates amongst taxpayers.16 The same 

can be said of nudging, simply by adapting the language of 
default letters sent to taxpayers, e.g. referring to a taxpayer 
by his or her first name or by adding references to the be-
nevolent purpose of tax collection, the speed and rate of 
compliance increase in noteworthy ways.17 

Conversely, coercive AI tax systems used for tax enforcement 
bring about serious risk of conflict with taxpayers’ fundamen-
tal rights and tax procedure as a whole. These risks have al-
ready materialised in a number of cases. Coercive AI systems 
can conflict with the principle of legality because they disrupt 
procedures to such an extent that these no longer reflect pro-
cedural codes. For instance in eKasa18, the Slovak Constitu-
tional Court ruled that machine-learning bolstered surveillance 
to such an extent that it required a specific framework and tai-
lored safeguards to negate the risks of abuses. Currently, the 
majority of tax administrations in the EU use coercive AI sys-
tems without a specific legal basis to that effect and without 
safeguards to negate demonstrated risks of such systems.19 
This is problematic in terms of legality as the different exter-
nalities these systems generate cannot be systematically 
captured by existing procedural rules.20 Most notably, these 
systems entail risks of conflict with the right to a private life 
and right to data protection, as seen for example in SyRI21 or 
the State Council (Conseil d’Etat) on the use of web scraping22. 
The primary source of friction lies in the fact that tax admin-
istrations have adopted tools that increase their surveillance 
capability based on procedural rules that pre-date the internet. 
Through web scraping, tax administrations are capable of 
surveilling the internet, e-commerce platforms, social media, 
or satellite images without differentiation between compliant 
and non-compliant taxpayers. As these data processing activi-
ties are generally regarded as an administrative process, tax 
officials do not have to secure any form of prosecutorial as-
sent to use web scraping systems and collect taxpayer per-
sonal data.23 These tools collect bulks of data and match the 
data to the different taxpayers at a speed unrivaled by any hu-
man tax official, drastically increasing the scope of data col-
lected and number of taxpayers surveilled by the administra-
tion. In spite of the apparent interferences with privacy, the use 
of web scraping by tax administrations in the EU, the scope of 
data collected, the sources of data collection, the limits and 
safeguards, etc. remain largely unregulated.24 

Moreover, predictive models such as risk detection and 
risk scoring tools are prone to errors, statistical biases and 
discrimination. These models are predictive, hence these 
systems only forecast a probable outcome based on what 
is statistically likely. Such a process by nature involves a 
great deal of uncertainty, errors, and deviations from objec-
tive reality. For these reasons, predictive models have al-
ready resulted in serious scandals such as Robodebt25 in 
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Australia and the toeslagenaffaire26 in the Netherlands. The 
latter is perhaps the best illustration of the devastating con-
sequences that AI tax enforcement systems may occasion, 
particularly when these are not sufficiently regulated. 

2.  The toeslagenaffaire, stark example of the risks of 
AI tax enforcement

In the toeslagenaffaire, the Dutch tax administration (Belas-
tingdienst) attempted to automate the assessment of child-
care allowance (kinderopvangtoeslag) fraud with a predic-
tive model. The model had the power to, without any human 
input, discontinue the allowances of welfare recipients and 
request the reimbursement of all aids ever received. Par-
ents labelled as fraudsters by the AI system were made to 
pay back large sums of money (€35,000 on average – up 
to €250,000), testimony to the high childcare costs in the 
Netherlands, among the highest in the OECD.27 As the label 
was disclosed to other public and private actors, following 
so-called “linkage of records”28, parents were denied credit 
cards, bank accounts, loans, other means of public assis-
tance, etc. In some cases, child protective services paid vis-
its to their children’s school or homes to forcibly separate 
them from their parents.29 Later inquiries by the State Sec-
retary revealed that the predictions of the models were erro-
neous in 94% of cases.30 A substantial part of these errors 
were the result of discrimination induced by the historical 
biases in data of the administration, data inaccuracies, and 
the processing of data on nationality and ethnicity by the 
risk scoring model.31 A central element of the scandal was 
the fact that the model contained a feature “Dutch/non-
Dutch” (Nederlander/niet-Nederlander) whereby the pre-
dicted risk of fraud of non-Dutch individuals was systemati-
cally increased. The application of such a model meant that 
foreign residents and dual nationals would be excessively 
targeted by the model, and thus disproportionately became 
the victim of unlawful reimbursement requests. Upon rev-
elation of the scandal, the entire Dutch cabinet resigned. 
Estimations suggest that the cost may be totaling €5.5 bil-
lion in compensation for the estimated 40,000 victims.32 
Although the affair was revealed more than two and a half 
years ago, over 1,500 children have not yet been returned 
to their parents33, and testimonies suggest that compensa-
tions could last until the year 2030.34 The scandal perfectly 
illustrates the potential risks of AI tax enforcement to data 
protection, privacy, non-discrimination, fair trial, and good 
governance. The models of the tax administration target 
a wide and highly heterogeneous population, often based 
on inaccurate data sources35, using opaque and potentially 
biased features. Leveraging statistics to profile taxpayers 
under such conditions significantly increases the risk of dis-
parity and discrimination. 

II.  AI Tax Enforcement Systems and the Notion of 
“Law Enforcement” in the EU AI Act

Despite widespread use and empirically demonstrated risks, 
substantial confusion remains around the treatment of AI 
tax enforcement systems in the upcoming EU AI Act. Tax 
enforcement systems are conspicuously absent from the 
draft proposal despite AI tax enforcement systems having 
given rise to the most unsettling case of automation bias to 
date. The notion that such systems would not constitute a 
priority in an instrument meant to regulate the externalities 
of AI is astonishing. Yet, unlike justice, education or law en-
forcement, tax enforcement is not singled out as a specific 
area in Annex III of the proposal, where sectors with high-
risk systems are listed. The absence of AI tax enforcement 
from the draft raises questions, particularly as the initial pro-
posal was published in April 2021, a couple of months after 
the revelations around the toeslagenaffaire. To be qualified 
as high-risk, the only alternative is thus for tax enforcement 
systems to be allocated to another category listed in Annex 
III. By elimination, law enforcement appears as the likeliest 
candidate given that tax enforcement is, in part at least, a 
form of law enforcement. Tax officials enforce taxation rules, 
investigate tax crimes, and are viewed as a competent au-
thority in the Law Enforcement Directive (LED).36 However, 
Recital 37 of the Preamble of the initial draft proposal speci-
fied that AI systems used by tax administrations should not 
be regarded as systems used for the purpose of law enforce-
ment. In a move completely at odds with the lessons learned 
in toeslagenaffaire, the draft proposal seemed to create an 
exemption for tax administrations whereby AI tax enforce-
ment systems would not be regarded as high-risk. This posi-
tion was striking as it was in direct conflict with the LED, of 
which the AI Act will be lex specialis.37 The proposal was later 
amended by the common position of the Council.38 Recital 
38 (formerly 37) now prescribes that AI systems specifically 
intended for administrative purposes should not be regarded 
as high-risk systems used by law enforcement, establishing 
a strict dichotomy between AI used either for administrative 
or law enforcement purposes. A prima facie distinction be-
tween criminal and administrative processes seems to make 
sense under a risk-based approach. Crimes typically result 
in harsher sentences compared to administrative offences. 
In the Recital, the severity of sanctions for criminal offences 
is explicitly mentioned as a factor that should be taken into 
account. Yet, upon closer analysis, it appears that this dichot-
omy will generate additional confusion around the treatment 
of AI tax enforcement systems and whether these qualify as 
high-risk systems. 

In the context of taxation, distinguishing between admin-
istrative and criminal offences is a complex and arbitrary 
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exercise. Rare exceptions aside, what distinguishes admin-
istrative from criminal offences in taxation is the subjective 
intention of the perpetrator. Simply put, a tax crime is a fis-
cal administrative offence committed intentionally. Hence, 
the salient feature is the mens rea. However, AI tax enforce-
ment systems are not used to predicting the subjective in-
tention of a perpetrator. These tools merely predict a risk of 
non-compliance based on objective material factors. This 
risk is forecast by examining the gradient between what is 
declared by a taxpayer, and what level of wealth is stochas-
tically and comparatively probable. In other words, AI tax 
enforcement systems detect actus reus, not mens rea. As a 
result, AI tax enforcement systems are all used interchange-
ably both for administrative and criminal tax offences, none 
are used specifically for administrative purposes. Predictive 
policing tools of the tax administration are exclusively used 
in the audit phase, when subjective intentions have not yet 
been determined. Taxpayers are subjected to the same AI 
tax enforcement scrutiny whether they are subsequently 
suspected of fraud or cleared of any suspicion. The fact 
that the AI system is used to detect what is later qualified 
as an administrative or criminal offence has little bearings 
on the model itself and the risks resulting from its use. By 
the time the offence has been qualified, the model has gen-
erated all its potential risks. Yet, the obligations imposed 
on high-risk systems in the EU AI Act are not retroactive; 
in fact, most of these are pre-emptive and should be per-
formed prior to using the model. In such a context, it is hard 
to see how the dichotomy of Recital 38 could be correctly 
applied. Furthermore, the definitions of fiscal crimes have 
not been harmonised in the EU, hence some offences may 
be of administrative nature in one Member State, while be-
ing a crime in another.39 Based on the Engel40 criteria, the 
dichotomy would rest primarily on the national law qualifi-
cation of the offence, and whether it is viewed as a crime 
or an administrative offence in the respective jurisdiction. 
Since that qualification has not been harmonised, two iden-
tical tools may be categorised differently under the AI Act. 

Seemingly, Recital 38 attempts to uphold a binary and ob-
solete notion of “law enforcement” in an era where policing 
is increasingly integrated. Law enforcement is an organic 
process involving a multitude of stakeholders, including 
the traditional police, administrative authorities, and even 
external corporate actors. This is particularly true for tax 
administrations that must, by virtue of the wide array of pre-
rogatives performed, involve numerous public and private 
actors. Tax evasion and tax fraud are umbrella terms meant 
to qualify an enormous number of offences. Importing an 
excessive amount of cigarettes or liquor, illegal species of 
fauna and flora, counterfeited goods, not declaring workers, 
employing migrant workers, under-valuing an asset, and hid-

ing financial assets are all considered forms of tax evasion 
and fraud. To detect these offences, the tax administrations 
continuously collaborate with other agencies, such as food 
safety administrations, asylum authorities, financial admin-
istrations, labour inspectorates, corporate brands, etc. In 
such a context, distinguishing between different actors and 
whether their role was incremental to administrative or pu-
nitive aspects of a procedure, is so complex that it is bound 
to be arbitrary. Tax enforcement is becoming increasingly 
integrated, precisely because of the integration of AI, as the 
use of certain models relies on the know-how of specific 
stakeholders. Corporations provide support to police forces 
and tax administrations, online, in public spaces, through 
proprietary models, etc.41 NGOs and investigative journal-
ists use web scraping to detect fraudulent schemes and tax 
evaders using offshore entities.42 These actors are neither 
administrative nor criminal, yet play an integral role in the 
law enforcement apparatus. 

III.  Conclusion

Overall, the treatment of AI tax enforcement systems in the 
upcoming EU AI Act is riddled with uncertainty and confu-
sion. Despite several amendments to the draft proposal, Re-
cital 38 seems to raise more questions than it provides an-
swers. Distinguishing between administrative and criminal 
processes is bound to be an arbitrary, impractical, and re-
ductionist exercise. Moreover, given the state of harmonisa-
tion of fiscal crimes in the EU, a literal application of Recital 
38 is likely to result in the fragmentation of EU law. While 
AI is upending pre-existing notions of tax enforcement and 
law enforcement as reflected in tax and criminal codes, EU 
legislators remain attached to an anachronistic vestige of 
public law. As such, this dichotomy is not novel, with this 
issue also reflected in the GDPR and the LED.43 Yet, by rest-
ing a crucial part of the EU AI Act on this very distinction, 
the AI Act not only replicates that confusion but strongly 
exacerbates its effects. 

The treatment of AI tax enforcement systems reveals a 
certain arbitrariness inherent to the risk-based approach 
in the EU AI Act. Discussions on the potential inclusion of 
ChatGPT and generative AI as high-risk systems in the pro-
posal44 indicate that the risk-based approach is excessive-
ly focused on buzzwords and may not be the product of 
a consistent methodology. Conversely, despite the empiri-
cally demonstrated prejudicial effects of these systems, 
tax enforcement is not viewed as warranting its own risk 
category in Annex III. Factually, the AI systems used by tax 
administrations are quite unique and do not always cor-
respond to traditional predictive policing. Tax administra-
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tions perpetually oscillate between administrative and law 
enforcement in ways that are hard to capture in a binary 
legal construct. This is perhaps indicative of AI tax enforce-
ment systems requiring their own sui generis category with 
specific rules and limits, different from “law enforcement” 
as intended in the instrument. With its wide array of AI sys-
tems, both coercive and non-coercive, it is clear that AI tax 
enforcement escapes traditional dichotomies and legal 

qualifications. Attempting to fit tax enforcement within a 
pre-existing mold may thus not be the best strategy. The 
uniquely ambivalent nature of the tax administration and 
diversity of AI systems should warrant a dedicated secto-
rial instrument or specific area of attention in Annex III of 
the AI Act. In that regard, a risk-based approach should 
distinguish between non-coercive AI tax systems and co-
ercive systems as suggested in this article. 

David Hadwick 
Doctoral researcher at the Centre of Excel-
lence DigiTax, University of Antwerp, Belgi-
um – PhD Fellow of the Research Foundati-
on for Flanders (FWO)
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Artificial Intelligence in Law Enforcement Settings
AI Solutions for Disrupting Illicit Money Flows*

Athina Sachoulidou, Dimitrios Kafteranis, and Umut Turksen

With the rise and spread of ICT-enabled crimes and illicit money flows (IMFs), law enforcement authorities and finan-
cial intelligence units need innovative investigative tools and skills, and organisational and regulatory adjustments to 
counter crime. The multi-disciplinary TRACE project is developing AI solutions to identify, track, and document IMFs to 
pave the way for effectively prosecuting money laundering and predicate offences and recovering criminal proceeds. In 
this article, the authors present the TRACE project to reveal some of the challenges faced by law enforcement authori-
ties in adopting AI-driven investigative tools, taking into account the ongoing legislative procedures in preparation for 
the adoption of the EU Artificial Intelligence Act. It is argued that more empirical research is required on the design and 
feasibility of these AI-enabled tools given their implications for various legal principles, such as privacy, data protection, 
and the right to a fair trial. An “ethics and rule of law by design” approach, as is also being pursued by the TRACE project, 
is mapped out as a robust framework for developing AI tools intended to be used for law enforcement purposes.

 I.  Introduction

Rooted in popular culture, the catchphrase “follow the 
money” is often invoked in the context of investigations 
aimed at uncovering financial malfeasance.1 As Europol 

notes: “To effectively disrupt and deter criminals involved 
in serious and organised crime, law enforcement authori-
ties need to follow the money trail as a regular part of their 
criminal investigation with the objective of seizing criminal 
profits”.2 
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This is particularly true for investigating money laundering, 
which involves disguising the proceeds of criminal activity 
(predicate offences) to make them appear legitimate. By 
following the money trail, namely identifying individuals, 
companies, or transactions that require closer scrutiny, law 
enforcement authorities (LEAs) are able to seize criminal 
assets and profits, and bring offenders to justice.3 

The European Union (EU) and its Member States are not 
immune from cross-border financial crime, including but 
not limited to money laundering. To address this phenom-
enon, the EU has taken various legislative measures and 
is currently negotiating a new anti-money laundering and 
countering the financing of terrorism legislative package 
that was first proposed in July 2021.4 The creation of the 
European Public Prosecutor’s Office (EPPO) consolidated 
the EU’s institutional framework in this regard.5 While it is 
also putting in place steps towards a more efficient legal 
framework for combatting financial crime, the development 
of new technologies has opened up new opportunities for 
criminals to exploit in many different areas, such as crypto-
assets and fast internet connections.6 Notwithstanding the 
above, such technologies may also revolutionise the way 
LEAs gather and evaluate evidence in order to assist crimi-
nal justice authorities in prosecuting crime effectively, par-
ticularly to the extent that borderless crime requires cross-
border cooperation.

Combining expertise in computer engineering, law, and 
social sciences from academia, policy makers, and law 
enforcement agencies, the TRACE project has embarked 
on exploring illicit money flows (IMFs) in the context of six 
use cases: terrorist financing, web forensics, cyber extor-
tion, use of cryptocurrency in property market transactions, 
money laundering in arts and antiquities, and online gam-
bling.7 Its ultimate goal is to equip European LEAs with the 
tools and resources necessary to identify, track, document, 
and disrupt IMFs in a timely and effective manner. This can 
involve, among other things, the analysis and visualisation 
of financial data (virtually in any given language), the iden-
tification of suspicious financial activity patterns, and col-
laboration with other agencies to share information. These 
tools are developed with the help of cutting-edge technolo-
gies, such as artificial intelligence (AI) and machine learning 
(ML). As a consequence, they should represent trustworthy 
solutions adhering to the rule of law, fundamental rights, 
and ethical design principles. For this purpose, the TRACE 
project has a dedicated work package (WP8) on the ethical, 
legal, and social impact of the AI solutions it develops.8

Informed by the research conducted for the TRACE pro-
ject, this article outlines some of the key findings on the 

use of AI in law enforcement settings as follows: Firstly, it 
provides a conceptual framework, including a definition of 
AI (Section II). Secondly, it explains how AI systems may 
reshape law enforcement with an emphasis on crime ana-
lytics (Section III), and which law governs such uses of AI 
(Section IV). In doing so, the article employs EU law as a 
system of reference and sheds light on the AI governance 
model included in the European Commission’s Proposal for 
a Regulation laying down harmonised rules on AI (EU AIA).9 
Finally, by critically analysing the EU legal regime for AI, the 
article identifies key shortcomings and offers suggestions 
and recommendations (Section V). 

II.  Conceptual Framework: Definition of AI and Data 
Informing AI Systems

Although there is (still) no unanimously accepted defini-
tion of AI,10 the past two decades have been marked by the 
exponential development of AI systems using algorithms, 
statistical models, and other techniques. These are used 
to analyse and interpret large amounts of data (originating 
from various sources and often referred to as “big data”), 
with the help of advances in computing power, and to make 
predictions or decisions based on the analysis of this da-
ta.11 This goes hand in hand with the diversification of AI 
applications, including natural language processing, image 
and voice recognition, autonomous vehicles, and predictive 
analytics.

At policy-making level, as early as in 2018, the UK govern-
ment referred to AI in its Industrial Strategy White Paper as: 
“[t]echnologies with the ability to perform tasks that would 
otherwise require human intelligence, such as visual per-
ception, speech recognition and language translation”.12 In 
the same year, the European Commission, in its Communi-
cation on AI for Europe, emphasised not only the element 
of intelligent behaviour, but also the degree of autonomy 
AI systems may present.13 Furthermore, the Commission 
set up a multi-disciplinary expert group, namely the High-
Level Expert Group on AI (AI HLEG) to clarify the definition 
of AI and to develop ethics guidelines for trustworthy AI.14 
The findings of this group have informed the first attempt 
to regulate AI at EU level, i.e. the EU AIA, which includes a 
proposal for the first formal legal definition of AI. In particu-
lar, Art. 3 nr.1 EU AIA defines an “AI system” as: “software 
that […] can, for a given set of human-defined objectives, 
generate outputs such as content, predictions, recommen-
dations, or decisions influencing the environments they in-
teract with”.15 Designed to classify AI as a sociotechnical 
concept, this definition has also been used by the TRACE 
project.
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AI applications are data-driven applications. The data used 
to train an AI system, and the data it processes, depend 
on the type of tasks a system is designed to perform. AI 
systems intended to be employed for law enforcement pur-
poses are no exception, namely they require various types 
of data, whether personal16 or not, to become effective. This 
may include, for instance: 1) data on past criminal activity 
that can be used to train AI systems to forecast criminal 
activity, 2) social media data that can be analysed to iden-
tify behavioural patterns that correlate with suspicious ac-
tivity, 3) demographic data, such as age, gender, race, that 
can be used to inform decisions about the allocation of law 
enforcement resources, or 4) travel, communication, and 
financial data, the combination of which can decode the 
specifics of past criminal activity.

Gathering and processing data for developing, training, and 
using AI systems may raise significant ethical and legal is-
sues, including but not limited to privacy, data protection, 
bias, and due process.17 To capitalise on the benefits of 
data-driven applications in a law enforcement environment, 
it is therefore imperative that the respective algorithms are 
trained and supplied with accurate data, previously col-
lected in appropriate contexts, and that this data is properly 
linked, in order to avoid false negatives and, more impor-
tantly, false positives.18 What is more, the data used to train 
an algorithm may reflect discriminatory practices and en-
trench biases.19 One danger of algorithmic bias is the gen-
eration of a bias “feedback loop”, in which the analysis or 
predictions of an ML-based system influence how the same 
system is validated and updated.20 In other words, this is 
a case of algorithms influencing algorithms, because their 
analysis then influences the way LEAs act on the ground.21 
If the algorithmic output were to be used in law enforce-
ment decisions or even as evidence in a courtroom, this 
reality could adversely affect the rights of the defence and 
lead to severe consequences, including deprivation of a per-
son‘s freedom.22 This suggests that high-quality and accu-
rate data is needed to ensure that the resulting predictions, 
decisions, or actions are also accurate, fair, and unbiased. 
In fact, the respective AI systems should be tested and au-
dited for accuracy and fairness on a regular basis.23

III.   Use of AI in Law Enforcement Settings

The use of AI for law enforcement purposes has already 
been challenged by legal scholars with the focus placed 
predominantly on predictive policing and facial recogni-
tion, that allows for the automatic identification or authen-
tication of individuals, and on AI applications employed in 
criminal proceedings to calculate the risk of recidivism.24 

The EU AIA covers the use of AI in law enforcement settings 
in two scenarios. Firstly, it prohibits the use of real-time re-
mote biometric identification systems in publicly accessi-
bly spaces unless this is strictly necessary for achieving the 
purposes set out in Art. 5 (1) lit. d.25 Secondly, the EU AIA 
classifies other AI systems employed for law enforcement 
purposes as high-risk (Art. 6) – based on the risks they may 
pose to fundamental rights (recital 38) – and stipulates a 
series of legal obligations on their providers (see Section 
IV). In particular, point 6 Annex III to EU AIA introduces a 
typology of high-risk automated law enforcement, including 
AI systems intended to be used:
	� For individual risk assessments of natural persons in 

order to assess the risk of (re-)offending or the risk for 
potential victims of criminal offences (lit. a);
	� As polygraphs and similar tools or to detect the emotion-

al state of a natural person (lit. b);
	� To detect deep fakes (lit. c);
	� To evaluate the reliability of evidence in the course of 

criminal investigations or crime prosecution (lit. d);
	� For predicting the (re-)occurrence of an actual or poten-

tial crime based on profiling of natural persons (Art. 3 (4) 
Directive (EU) 2016/680) or assessing personality traits 
and characteristics or past criminal behaviour of natural 
persons and groups (lit. e);
	� For profiling of natural persons in the course of crime de-

tection, investigation or prosecution (lit. f); 
	� For crime analytics regarding natural persons, allowing 

LEAs to search complex related and unrelated large data 
sets available in different data sources or in different 
data formats in order to identify unknown patterns or 
discover hidden relationships in the data (lit. g). 

This typology does not include AI-driven consumer prod-
ucts that may not be intended for law enforcement purpos-
es but do have the potential to produce an output of proba-
tive value that could be evaluated as a piece of evidence 
before criminal courts.26

In the context of AI-driven crime analytics, AI can be used 
to organise, categorise, analyse, and interpret suspicious 
activity reports and evidence and, in particular, electronic 
evidence (such as online shopping, financial transactions, 
emails, chat logs, social media posts, and the correspond-
ing subscriber and traffic data) with the aim of consolidat-
ing the prosecution files. This suggests that the respective 
evidence, corresponding to past criminal activity, has al-
ready been collected, with or without the help of AI applica-
tions. In that sense, the focus lies on identifying patterns in 
the data available to LEAs and connections that may not be 
visible to human analysts or the detection of which may be 
particularly resource- and time-consuming.27
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The TRACE tools, which are aimed at disrupting IMFs that 
usually comprise voluminous, often publicly accessible 
data, fit better into the category of AI-supported crime ana-
lytics (point 6, lit. g EU AIA), considering that their current 
design does not allow for individual risk assessment or for 
profiling of specific natural persons. Based on this classifi-
cation, the TRACE consortium has decided to comply with 
the requirements set out in arts. 6–52 EU AIA. Interestingly, 
however, all Compromise Texts released to date and the 
Council’s General Approach to the EU AIA do not list AI-sup-
ported crime analytics anymore under high-risk AI systems 
and, thus exempt the providers of those systems from com-
plying with the requirements for developing high-risk AI.28

IV.  What Law – if any – Governs AI Systems in Law 
Enforcement Settings?

Currently, there is no specific law in the EU that governs 
the use of AI in law enforcement settings. However, there 
are several existing legal frameworks that may apply to the 
development and use of AI in general and AI-driven crime 
analytics in particular.

1. Data protection and management

The rights to privacy and to personal data protection (arts. 
8 European Convention on Human Rights (ECHR); 7–8 
Charter of Fundamental Rights of the EU (CFR)) are cardi-
nal with respect to both the development and the use of AI 
applications. Out of the EU laws setting out data protection 
and management rules, the focus lies on Regulation (EU) 
2016/679 (a.k.a. GDPR), and Directive (EU) 2016/680,29 
known as LED. The envisaged TRACE tool, which is intended 
to assist LEAs in investigating IMFs by, inter alia, visualising 
nodes and edges in real-life scenarios of money laundering 
and various predicate offences, cannot fully exclude access 
to and processing of personal data, even if publicly acces-
sible data is given priority.

For data protection purposes, it is important to distinguish 
the stage of developing AI-driven crime analytics tools, 
which is governed by the GDPR, from that of LEAs applying 
such tools for operational purposes. The latter is governed 
by the LED to the extent that processing of personal data 
takes place. The LED – whilst having the same axiological 
basis as the GDPR, presents different nuances as to, for 
instance, enforceable data subject rights or the powers of 
data protection authorities related to the particularities of 
the police and criminal justice environment (see recitals 10, 
11).30 This means that personal data has to be processed 
lawfully for law enforcement purposes and that such per-

sonal data processing is also governed by the principles 
of purpose limitation, data minimisation, accuracy, storage 
limitation, integrity, and confidentiality (Art. 4 (1) LED). How-
ever, similar to data subject rights, these principles have 
been adapted to ensure a certain level of flexibility, in order 
to accommodate special security-related needs and day-to-
day law enforcement practices.31 

When it comes to the lawfulness of personal data process-
ing for law enforcement purposes, the LED is more restric-
tive compared to the GDPR and its legal bases for personal 
data processing (Art. 6 GDPR). More specifically, Art. 8 (1) 
LED states that: 

Member States shall (emphasis added) provide for processing 
to be lawful only if and to the extent that processing is nec-
essary for the performance of a task carried out by a compe-
tent authority for the purposes set out in Article 1(1) [namely 
prevention, investigation, detection or prosecution of criminal 
offences or the execution of criminal penalties, including the 
safeguarding against and the prevention of threats to public 
security] and that it is based on Union or Member State law.

The processing of personal data is therefore only legal if it 
is linked to a task within the Directive’s scope, as specified 
in the domestic laws transposing it.32 

Art. 9 LED is applicable in the testing phase of AI-driven ap-
plications, when LEAs use LEA datasets that are only avail-
able to them. This dictates that personal data collected by 
competent authorities for the purpose of the prevention, 
investigation, detection, or prosecution of criminal offenc-
es, or the execution of criminal sanctions may only be pro-
cessed for other purposes, if such processing is authorised 
by Union or Member State law. In this case, the GDPR is ap-
plicable, unless the processing is carried out as part of an 
activity which falls outside the scope of Union law (Art. 9 (1) 
LED). The GDPR is also applicable when LEAs process per-
sonal data for, inter alia, scientific purposes (Art. 9 (2) LED).

Furthermore, LEAs, in their capacity as data controllers, are 
obliged to conduct a data protection impact assessment 
(DPIA) as required by Art. 27 (1) LED “where a type of pro-
cessing, in particular, using new technologies, and taking 
into account the nature, scope, context and purposes of 
the processing is likely to result in a high risk to the rights 
and freedoms of natural persons”. At a minimum, the DPIA 
must contain: a general description of the envisaged pro-
cessing operations; an assessment of the risks to the rights 
and freedoms of data subjects; the measures envisaged to 
address those risks; safeguards; security measures; and 
mechanisms to ensure the protection of personal data and 
to demonstrate compliance with the LED (Art. 27 (2) LED). 
Importantly, the LED’s wording makes a DPIA mandatory 
when it comes to the use of new technologies for personal 
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data processing in a law enforcement environment.33 This 
suggests that the future use of TRACE tools on the part of 
national LEAs will require a DPIA.

Finally, gathering and processing non-personal data is gov-
erned by Regulation (EU) 2018/1807,34 which “aims to ensure 
the free flow of data other than personal data within the Union 
by laying down rules relating to data localisation requirements, 
the availability of data to competent authorities and the port-
ing of data for professional users” (Art. 1). Data localisation 
requirements may be imposed on grounds of public security 
(including crime investigation, detection, and prosecution) in 
compliance with the principle of proportionality (Art. 4 (1)). 
Recital 9 expressly refers to AI as one of the major sources of 
non-personal data – with aggregate and anonymised datasets 
used for big data analytics being a specific example of non-
personal data. Should it become possible to turn anonymised 
data into personal data, such data is to be treated as personal, 
and the GDPR applies accordingly.

2.  Protection of fundamental rights

When AI is employed in fields tightly linked to public govern-
ance, such as law enforcement, it is necessary to broaden 
the scope of human rights considerations, namely to go be-
yond privacy and data protection as part of the ethical and 
legal impact assessment of the respective applications.35 
In other words, one should take a holistic approach to the 
protection of human rights of the affected individuals.36 
This also includes procedural fundamental rights, consider-
ing that, for instance, AI-driven crime analytics aims at or-
ganising and evaluating information of probative value for 
crime prosecution purposes. Thus, the legal framework that 
governs the utilisation of AI in law enforcement settings 
should comprise the ECHR and the CFR, complemented – 
with respect to defence rights – by EU secondary laws.37

In addition, the EU AIA adopts a risk-based approach to AI 
systems on the basis of their implications for safety, health, 
and fundamental rights (recitals 13, 27–28). This also ap-
plies to AI systems intended to be used for law enforce-
ment purposes, which are classified as high-risk, consider-
ing the power imbalance inherent in law enforcement, the 
risk of discrimination and unfair treatment associated with 
the lack of high-quality data, accuracy, robustness as well 
as the risk of hampering important procedural fundamen-
tal rights that arises from a lack of transparency, explain-
ability, and documentation (recital 38). As such, automated 
law enforcement applications must comply with certain 
requirements before they can be placed on the market or 
used in the EU. In particular, these requirements include the 
establishment, implementation, documentation, and main-

tenance of a risk management system (Art. 9), the use of 
high-quality training, validation, and testing datasets (Art. 
10), technical documentation that enables the assessment 
of the AI system’s compliance with the requirements set out 
in the EU AIA (Art. 11), logging capabilities (Art. 12), design 
enabling the interpretability of the system (Art. 13), and 
safeguarding human oversight (Art. 14), accuracy, robust-
ness, cybersecurity (Art. 15).38 These are significant safe-
guards to ensure that AI systems used in law enforcement 
do not perpetuate biases or discriminate against certain 
individuals or groups, are transparent and fair, and do not 
cause harm. In that sense, these requirements represent an 
important step towards ensuring that automated law en-
forcement applications are used responsibly and ethically.

V.  Areas of Contention and Reform

The planned decategorisation of AI-driven crime analytics 
as high-risk, as part of the ongoing negotiations on the EU 
AIA, may be aligned with the realities of police investigations 
in the digital age, but remains predominantly effectiveness-
centred. This approach fails to pay heed to the risks and 
challenges arising from the data-intensive character of these 
applications,39 the potential bias inherent in the training and 
validation datasets as well as in the data which the system 
processes, or the risks inherent in repurposing AI and, particu-
larly, the inadvertent shift from pattern-based to individual-
based data mining. Additionally, it does not take into account 
the numerous societal concerns regarding the automation of 
law enforcement – concerns primarily related to risks to citi-
zens’ rights, ranging from privacy and non-discrimination to 
the fair trial principle – emerging from the use of unchecked 
or not sufficiently checked AI by LEAs. Such concerns sug-
gest that the exceptions suggested by the Council’s Compro-
mise Texts and General Approach to the EU AIA should be 
treated with caution and require clear checks and balances.

Another area of regulation that requires further scrutiny 
when it comes to the specificities of using AI in law enforce-
ment settings is the adoption of design standards at the EU 
level in order to ensure the responsible and ethical use of 
such AI applications in the future. The design frameworks 
for such standards and regulations must be informed by 
ethics, the rule of law, and fundamental rights.40 This pre-
supposes the cooperation between multiple stakeholders, 
including technology experts and end-users, policy- and 
law-makers, civil society, and affected individuals. Indeed, 
one of the unique features of TRACE Project is that schol-
ars with legal, social, and ethical background are working 
closely with technical partners, LEAs and an independent 
ethics advisory board in an open dialogue so as to under-
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stand and provide solutions to all the relevant issues raised 
by AI tools. This multidisciplinary and collaborative style of 
research should be encouraged for the development of AI 
tools. The TRACE tripartite methodology of fundamental 
rights sensitive design41 can serve as a reference for the fu-
ture development of AI tools for law enforcement purposes. 

VI.  Conclusion

AI tools have the potential to assist investigators in analysing 
large amounts of data quickly and accurately, allowing them 

to identify patterns and insights that may be significantly more 
difficult to discern manually. With these upsides also come 
downsides– revealing, thus, the need for regulation. While 
there are various legal instruments which could be applied to 
AI in law enforcement, it is essential to have a comprehensive 
legal framework for the development and use of AI systems in 
general, and for law enforcement specifically. To that end, fur-
ther multi- and interdisciplinary research and knowledge ex-
change are required. The TRACE Project is a good example of 
this approach, which is desirable not only for the development 
of AI tools in compliance with the rule of law and fundamental 
rights, but also for instilling societal trust in AI.
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Using US Artificial Intelligence to Fight Human 
Trafficking in Europe
Potential Impacts on European Sovereignties

Salomé Lannier

Human trafficking is keeping pace with new technologies, but so is its repression. Nowadays, artificial intelligence 
(AI) systems support the daily work of law enforcement authorities in detecting and investigating trafficking schemes. 
These systems were developed, and are used primarily, in the United States of America (US). As the fight against human 
trafficking is a worldwide priority, they are often exported from the US or replicated. Yet, so far, little research has been 
done to examine how (US) policies and values might be embedded in these specific systems. This article argues that 
the spread of US tools using artificial intelligence to combat human trafficking hinders the autonomy of foreign States. 
Particularly in the European context, these tools might challenge national criminal sovereignty as well as Europe’s digital 
sovereignty. The article highlights the US policies surrounding human trafficking that are embedded in these AI systems 
(legal definition, political priorities and decisions) and the lack of adequate consideration of existing European stan-
dards. These are meant to protect human rights while developing and using AI systems, i.e. the protection of personal 
data and control over technical standards.

I.  Introduction

In public international law, sovereignty derives from the in-
dependence and autonomy of States. The parallel aspect of 
enjoying the monopoly of legitimate authority over a terri-
tory is the exclusion of other States’ authority.1 At the core 
of the autonomy of States’ sovereignty lies their criminal 
sovereignty: defining offences, sanctions, powers of investi-
gation, policies, priorities, etc.2 Yet, sovereignty was mainly 
conceptualised in the 16th century,3 and such idealization of 
States’ autonomy strikes us a utopia in our globalised4 and 
digitalised5 world. Consequently, the concept of digital sov-
ereignty was developed to adapt to new realities. Originally 
meant as informational sovereignty (control over informa-
tion6), today digital sovereignty covers different concepts, 
such as technological sovereignty and data sovereignty,7 

due to the lack of a uniform use. In this article, the modern-
day theory of (digital) sovereignty will allow us to highlight 
the contradiction between the supposed autonomy of States 
and the “de facto disparities of power among States, which, 
in turn, might limit their capacity to act, to regulate and to 
freely adopt decisions.”8 These disparities of power are par-
ticularly threatening to independent sovereignty when they 
impact criminal law, which is seen as being at the heart of 
the State’s monopoly of legitimate violence.9

One of these disparities of power lies in the ability to de-
velop, to use, and to regulate artificial intelligence (AI) sys-
tems when applied to repress criminal offences. Since AI 
relies on humans and institutions for its creation and func-

tioning, “it depends entirely on a […] set of political and so-
cial structures.”10 While no unique definition exists regard-
ing AI,11 computer systems have been assisting States’ 
decision-making processes since the 1970s.12

There are many examples of AI systems in use to support 
the prevention and prosecution of offences. Human traf-
ficking (in particular for the purpose of sexual exploitation) 
is taken as an example in this article to draw conclusion 
on the use of AI systems for law enforcement purposes, 
as they have received little attention from legal scholars (in 
this area) until now. Human trafficking is an internationally 
criminalised offence defined in the 2000 Protocol to Pre-
vent, Suppress and Punish Trafficking in Persons, Especially 
Women and Children, supplementing the United Nations 
Convention against Transnational Organized Crime (Art. 
3.a). It is defined as follows:

[t]he recruitment, transportation, transfer, harbouring or receipt 
of persons [element 1: actions], by means of the threat or use 
of force or other forms of coercion, of abduction, of fraud, of 
deception, of the abuse of power or of a position of vulnerability 
or of the giving or receiving of payments or benefits to achieve 
the consent of a person having control over another person [el-
ement 2: coercive means], for the purpose of exploitation [ele-
ment 3: purpose].

Therefore, trafficking represents a security threat violating 
the human rights of victims. Protecting victims and pros-
ecuting perpetrators is a manifestation of States’ criminal 
sovereignty. Nowadays, the fight against human traffick-
ing is also at the crossroads of States’ digital sovereignty. 
Indeed, technologies, in particular the internet, can exac-
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erbate the trafficking schemes. Consequently, the term e-
trafficking was “coined to describe human trafficking facili-
tated/enabled or regulated through the use of the internet 
and other communication platforms.”13 To recruit victims, 
traffickers actively impersonate an employer, rely on cyber 
seduction,14 or use different types of bait online, usually a 
false job offer.15 The internet is used to book transportation 
and accommodation for the potential victim.16 During the 
exploitation stage, when the victims are trafficked for the 
specific purpose of sexual exploitation, technology enables 
their sexual services to be advertised online.17 Although traf-
ficking encompasses many forms of exploitation (sexual 
exploitation, labour exploitation, forced begging and crimi-
nality, etc.), American AI systems exclusively, as far as we 
know, focus on the repression of the federal offence of “sex 
trafficking.” Thus, the intended comprehensive approach of 
the human trafficking phenomena adopted by this article is 
limited by the existing technologies. Traffickers might take 
advantage of technology for the anonymity it provides or 
to hasten trafficking processes. However, e-trafficking also 
creates data that might be helpful to investigators and used 
as evidence. Yet, the sheer volume of data challenges their 
productive analysis by law enforcement authorities.

The creation of AI systems was intended as a solution, 
namely to support the fight against human trafficking fa-
cilitated by the internet. It can automate the crawling and 
processing of data, organise information linked to ongoing 
cases, or improve the detection of patterns and red flags to 
multiply proactive investigations. This idea was first devel-
oped by researchers in the United States in 2012.18 Later, 
their elaboration was framed into the Defense Advanced 
Research Projects Agency.19 Currently, similar systems are 
being developed outside of the US (e.g. in Canada20), and 
US systems are being exported to Europe (e.g. to the United 
Kingdom and to Ireland21). However, the actual or potential 
use of foreign tools, especially within the European Union, 
is not neutral with respect to the autonomy of European 
sovereignties. The following two sections analyse the risks 
inherent in the use of US AI systems to the criminal national 
sovereignty and the digital European sovereignty.

II.  Risks of Influencing European Criminal Sovereignty 

First, the spread of US AI systems developed to support the 
investigation and prosecution of sex trafficking questions 
the protection of European national criminal sovereignty. 
AI systems might be seen as neutral, as they are based on 
objective data and criteria to combat well-defined criminal 
phenomena. However, such a perspective reflects mere 
technological solutionism;22 it “would postulate the exist-

ence of a technical solution to any problem.”23 However, 
these systems are actually not neutral, as they might be 
imbued with political positions and policies. As such, when 
they are used abroad, the politics of their State of origin 
might be applied in the States of reception, potentially im-
pacting the latter’s autonomous sovereign powers. This risk 
genuinely exists regarding AI systems designed to prevent 
and prosecute human trafficking.

Despite benefiting from an international definition, the of-
fence of human trafficking has not been fully harmonised. 
Firstly, the 2000 Protocol was adapted and broadened 
by European texts24 (the addition of types of exploitation 
and suppression of the criterion of a transnational traffic). 
Secondly, even within Europe, national definitions reveal 
a wide variety of transpositions of the Directive 2011/36/
EU.25 For instance, in Belgium, coercive means are not an 
element of the offence but an aggravating circumstance.26 
In France and in Spain, as in the supranational definitions, 
these means are part of the elements of the offence, al-
though they are slightly differently defined.27 A comparison 
between the European definitions and the US code is par-
ticularly striking; the latter only recognises trafficking in the 
context of, on the one hand, peonage, slavery, involuntary 
servitude, or forced labour, and, on the other hand, sex traf-
ficking.28 Therefore, an AI system to combat human traf-
ficking needs to be adaptable to national definitions, which 
might not be applicable, as most of them were developed in 
the United States and for the United States.

The development of such systems is based on the criminal 
realities and priorities of each country, particularly regard-
ing the types of exploitation. For instance, in Europe, there 
is a stronger focus on trafficking for labour exploitation.29 
Yet, systems of AI financed in the United States exclusively 
focus on the repression of trafficking for domestic sexual 
exploitation.30 One of the major means is the analysis of 
classified advertisements. In particular, these US AI sys-
tems emphasise the identification of victims who are mi-
nors.31 The fact that the existing systems are mainly made 
in the United States impacts worldwide priorities in the fight 
against the complex and multifaceted phenomenon of hu-
man trafficking. It reinforces the continuous focus on sex-
ual exploitation,32 which has been strongly criticised as a 
very limited conception of human trafficking.33

In the latter context, one should consider as well that traf-
ficking for sexual exploitation can, under some national leg-
islations, be conflated with sex work. Certain states’ policies 
consider commercial sex as exploitative per se, regardless 
of working conditions and the legitimacy of a sex workers’ 
agency.34 This is the case in the United States, where sex 
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work is mainly illegal.35 On the contrary, there are various 
sex work regulations in Europe: legal regulation (the Neth-
erlands, Germany), prohibition (Romania), criminalisation of 
clients (France, following the Nordic model)36, and decrimi-
nalization (Belgium37). To qualify as an act of adult sex traf-
ficking in the United States, the US code only requires a com-
mercial sexual act as the purpose. Yet, it still requires proof 
of “means of force, threats of force, fraud, [or] coercion”38 
(child trafficking does not require this element: to identify 
an underage trafficked victim, an AI system would only have 
to detect underage persons advertised for a commercial 
sexual act). Nevertheless, indicators of potential trafficking 
in advertisements for sex workers’ services hardly take this 
element into consideration; they rely only on indirect poten-
tial flags of exploitation39 (it is obviously rare to find explicit 
proof of coercion in the ads). They have been identified on the 
basis of US prosecutions and by experts and databases, but 
the indicators remain the basis of the criteria used abroad, 
although criminal realities might differ.40 It must be pointed 
out that American researchers developing these systems 
mostly rely on a conflation between trafficking and sex work, 
and they do not consider nor mention the existing discus-
sions on whether sex trafficking should be, or not, conflated 
with sex work.41 Researchers and sex workers have come 
to criticise the criteria set by the systems as not being able 
to detect victims of trafficking but instead discriminating 
sex workers.42 Consequently, this conflation is embedded in 
the functioning of most of the US systems of AI designed to 
support the investigation of sex trafficking cases. Therefore, 
their use in Europe, in particular in countries where sex work 
policies are different, could have a significant impact on the 
autonomy of their criminal sovereignty.

III.  Risks of Influencing European Digital Sovereignty

Apart from the potential threat to European criminal na-
tional sovereignty by not taking into account national defi-
nitions, law enforcement priorities, and the delimitation of 
human trafficking, the use of AI systems originating from 
the United States to prevent and combat human trafficking 
in Europe might also hinder digital sovereignty.

Firstly, the use of AI systems from the United States chal-
lenges data sovereignty, which is understood as “the ability 
to store and process certain types of data.”43 Classical sov-
ereignty prioritises the possibilities to exercise control and 
authority over data. Interpreted through the lens of human 
rights, sovereignty also includes the protection of citizens’ 
personal data. Data, in particular personal data, is a “genu-
ine power issue between States.”44 EU data sovereignty, in 
particular, lies in its innovative and unique approach to pro-

tect it. Processing personal data for the purpose of combat-
ing an offence is regulated by Directive 2016/680.45 Despite 
setting out more lenient obligations than the General Data 
Protection Regulation,46 the Directive still lists a number of 
principles to be implemented by design (Art. 4), which can 
be summarised as the following: 
	� Lawful and fair processing, delimited by specific pur-

poses; 
	� Limitation of collection and conservation of data; 
	� Data accuracy, integrity, and confidentiality;
	� Liability on the part of the data processor.

If AI systems have been developed in the United States for 
an originally American-only use, however, these AI systems 
do not fall within the scope of the European data protection 
framework. Therefore, it is doubtful whether the protection of 
personal data has been incorporated into the systems from 
the start of their development. Since the transparency princi-
ple is absent from the Directive, the necessary safeguards to 
control the use of these AI systems are particularly important 
to balance any interference with the right of privacy. 

Another important point is the localisation of the processed 
data. Indeed, it would be particularly sensitive to store Eu-
ropean data related to criminal investigations in the United 
States if the AI systems use a cloud version saved on US 
servers. The Directive provides for the possibilities of trans-
ferring data outside the EU (Arts. 35 to 40). Specifically, 
the Umbrella agreement was signed between the EU and 
the United States on this matter in 2016.47 A few months 
earlier, the Privacy Shield48 set a supposedly adequate level 
of data protection for data transfers for commercial and 
civil purposes. Yet, it was invalidated by the CJEU.49 On the 
contrary, the lawfulness of the Umbrella agreement has 
not been questioned. As these AI systems process large 
quantities of data, including, sensitive data, the effectivity 
of safeguards when data is transferred abroad should be 
particularly reviewed. 

Secondly, European digital sovereignty is not limited to data 
sovereignty but also covers the regulation of technical as-
pects, leading to a technical sovereignty. Indeed, Directive 
2016/680 hardly considers the specificities of AI systems. 
For instance, it does not take into account the principle 
of transparency or the explanation of the algorithms that 
comprise the AI system,50 even though this is at the core 
of ensuring that data used to train it does not lead to any 
discrimination.51 The Directive also does not take into con-
sideration any protection against discriminating results.52 
This is why the European Commission launched a proposal 
for an AI Act in 2021.53 This act would apply whenever the 
AI systems are used by European users, including law en-
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forcement authorities (Art. 2.2). As these systems are to be 
used for the prosecution of offences (Art. 7.1.a in relation to 
Annex III.6), they are classified as high-risk and must com-
ply with the highest level of obligations. Yet, transparency 
obligations have been excluded for these systems (Art. 52). 

While this act is still under negotiation, the CJEU provided 
guidance for the regulation of automated systems. In its 
Opinion of 2017 on the EU-Canada PNR Agreement, the 
Court recognised the possibility of carrying out an auto-
mated analysis based on predefined models and criteria 
and a comparison with various databases.54 The Court in-
troduced five elements to assess the lawfulness of the use 
of AI systems to prosecute offences:55

	� Establishing specific, reliable, and non-discriminatory 
models and criteria to ensure the targeting of individuals 
with a level of “reasonable suspicion”; 
	� Using automated means only for serious transnational 

crime; 
	� Ensuring databases are reliable and up-to-date; 
	� Introducing an individual re-examination by non-auto-

mated means to offset the margin of error; 
	� Concluding a review of the implementation. 

Against this background, it should be stressed that the 
US systems are mainly used to assist in the investigation 
of domestic trafficking, which calls into question their ap-
plicability in Europe. The conclusion on data sovereignty 
applies to technical sovereignty: US systems did not inte-
grate European standards (existing standards and those 
under development) when developing their algorithm. Fur-
thermore, when the software code is developed by private 
entities, the lack of transparency and the protection of the 
code by intellectual property rights challenge the access 
to technical elements to ensure their conformity to Euro-
pean frameworks.

IV.  Conclusion

As human trafficking schemes are being increasingly sup-
ported by online services, one challenge for law enforce-
ment to combat human trafficking lies in the processing and 
organisation of available data online. It is next to impossible 
for individual investigators to develop an efficient means 
of manually processing data. Manual processing is indeed 
unsuitable for the volume of data and to keep up with the 
speed of deletion and updates. As a solution, the automatic 
processing of data and systems relying on AI have been de-
veloped to assist law enforcement authorities. These instru-
ments are intended to support the exercise of sovereignty by 
states by protecting their populations and borders.

Yet, AI systems used to combat offences are not neutral: 
depending on the context of their development, they embed 
specific values and policies. As such, due to the digital inter-
connectedness of the world, if exported abroad, they might 
hinder the autonomy of other States by limiting their own ex-
ercise of sovereign powers.

A first challenge in this regard relates to European criminal 
national sovereignty In particular as regards human traffick-
ing, systems are based on a specific national definition of an 
offence that might not be consistent with foreign definitions. 
Similarly, they are often developed in a particular national 
criminal context, making them harder to adapt to foreign 
criminal realities if a consistent reprogramming is not con-
sidered. Furthermore, because they were developed primar-
ily in the United States, they underline a continued focus on 
combating sex trafficking while disregarding other forms of 
trafficking, such as labour exploitation. Lastly, the American 
AI systems have usually been programmed according to a 
prohibitionist policy that equates sex trafficking with sex 
work, which leads to these values and political decisions be-
ing integrated in the systems. All of these elements indicate 
that the autonomy of European national criminal justice sov-
ereignty could be threatened if American systems are used 
or if national systems are developed on the basis of Ameri-
can systems without specific adaptation.

The use of US AI systems in Europe to combat human traf-
ficking also challenges European digital sovereignty. The EU 
has developed regulations and standards to safeguard the 
protection of personal data and the specific risks linked to 
the use of AI systems. Yet, these norms are not applicable 
to systems originally developed for a US-only use. Although 
transparency requirements of AI systems are to be limited 
when used by law enforcement authorities, European norms 
under development still require conformity with human rights 
standards. This reinforces the potential threats to European 
autonomy when developing AI systems that are consistent 
with its own policies and values, both from a criminal law 
and a human rights perspective.
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Digital Iatrogenesis
Towards an Integrative Model of Internet Regulation

Randall Stephenson and Johanna Rinceanu

Limitations associated with online regulatory frameworks can be better understood by integrating pertinent insights 
from medicine and theoretical biology. Using insights from the biopsychosocial model, we argue that contemporary 
Internet regulations are problematic for three reasons. First, they pay insufficient attention to the unique structural char-
acteristics of our digital media ecology, which raise significant epistemological concerns for online regulators. Second, 
differences in human rights protection and constitutional structure present further challenges requiring keen sensitivity 
to political and constitutional contexts for optimizing regulatory calibration. Third, our digital media landscape is domi-
nated by private digital platforms whose unprecedented power and business models increasingly imperil the quality 
and quantity of public discourse, and facilitate privatization of government censorship under the rubric of human rights 
protection. Without carefully considering these structural differences, regulators – much like physicians – can too easily 
find themselves treating only symptoms rather than the underlying ailment.

I.  Introduction

Synergies between the outwardly disparate disciplines 
of law and medicine can be observed well into our re-
cent past. Addressing such affinities at a Harvard Law 
School lecture in 1895, the celebrated legal realist and 
later US Supreme Court Justice Oliver Wendell Holmes Jr 
proposed that “[a]n ideal system of law should draw its 
postulates and its legislative justification from science”.1 
Years later, addressing members of the New York Acad-
emy of Medicine, Justice Holmes’ successor and great 
admirer Benjamin Cardozo, then Chief Judge of the New 
York Court of Appeals, explored the significance of this 
interdisciplinarity in a memorable speech entitled “What 
Medicine Can Do For Law”.2 Along with his realist con-
temporaries who conceived of lawyers as “social clini-
cians” in a progressive era of “scientific jurisprudence”,3 
Cardozo endorsed the growing scientific trend for “con-
tinuity of knowledge”,4 which challenged traditional aca-
demic subdivisions as largely false-to-facts and mis-
leading.5 Advocating for greater integration between the 
legal and medical sciences, Cardozo proposed that when 
searching for answers to problems of constitutional limita-
tion or permissible encroachments on liberty, courts and 
legislatures should increasingly turn to “[…] medicine – to 
a Jenner or a Pasteur or a Virchow or a Lister as freely 
and submissively as to a Blackstone or a Coke”.6 Impor-
tantly, theirs was a time when felt necessities required 
physicians to concentrate on “individual” practices of di-
agnosis and prescription, while solutions to broader so-
cial problems were thought the sole purview of lawyers 
and politicians.7 In an era of growing scientific rivalry 

between analytical research and intellectual synthesis, 
both Justices endorsed the latter by encouraging a multi-
dimensional approach to scientific and legal fact finding, 
formulating value judgments, and charting effective po-
litical and legal reforms.

In today’s digital media environment, any sustained 
course of intellectual isolationism is neither feasible nor 
desirable. As shown by the European Union’s latest regu-
latory framework,8 along with parallel North American de-
velopments aiming to remedy offensive online content,9 
there remains an urgent need for our medical and legal 
professions to join forces in seeking effective solutions 
to global Internet regulation by better understanding on-
line social problems that have radically changed their 
epistemic nature and receptiveness to standard politico-
legal interventions. Whether considering Europe’s as-
cendant “notice-and-takedown” model, which relies upon 
and strengthens public/private co-optation – or the North 
American model of “market self-regulation”, which immu-
nizes digital intermediaries from liability for speech torts 
and provides greater protection for “offensive” speech 
– these models represent different approaches to regu-
lating online communications, and symbolize profound 
disagreement on free speech’s role and relationship to 
democratic governance. 

In this article, we argue that contemporary Internet regula-
tions are problematic for three reasons. First, they pay in-
sufficient attention to the unique structural characteristics 
of our digital media ecology, which raise significant episte-
mological concerns for online regulators. Without carefully 
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considering these structural differences, regulators – much 
like physicians – can too easily find themselves treating 
only symptoms rather than underlying diseases and their 
aetiology. Second, differences in human rights protection 
and constitutional structure present further challenges, 
particularly in filtering and blocking online speech, which 
require keen sensitivity to political and constitutional con-
texts for optimizing regulatory calibration. Third, the un-
precedented power of private digital platforms that own 
and effectively control the Internet’s infrastructure facili-
tates privatized government censorship which, along with 
existing economic incentives, imperils the quality and quan-
tity of public discourse.

Overall, we are confronting a unique regulatory dilemma 
involving the balancing of many “opposed maximisers”, 
such as freedom of expression, social media platforms’ 
interests in censoring and selling user content for profit, 
and the functional needs of deliberative democracy and 
holding power to account. To adapt a phrase popularized 
by philosopher and social critic Ivan Illich, any resulting  
imbalance in our online regulatory milieu can be fairly 
seen as lying at humanity’s collective feet – a new, poten-
tially more dangerous form of “digital iatrogenesis” is now 
upon us.10

II.  Online Governance in Europe

Internet regulation is dominated in Europe by an emer-
gent “notice-and-takedown” approach. Leading exam-
ples are Germany’s pioneering Network Enforcement Act  
(Netzwerkdurchsetzungsgesetz – NetzDG),11 and the EU’s 
new Digital Services Act (DSA).12

1.  Germany’s NetzDG: “notice-and-takedown” model 

The world’s principal Internet regulatory model is epito-
mized by Germany’s NetzDG, which entered into force on 
1 October 2017. Intending to improve upon digital interme-
diaries’ efforts to address problematic online content by 
modifying their Terms of Use, NetzDG introduced a manda-
tory regulatory framework, which included severe penalties 
for non-compliance. From inception, NetzDG triggered con-
troversy and widespread concern about its implications for 
freedom of speech and fundamental rights, both within and 
outside Germany.13

Employing a “notice-and-takedown” approach necessi-
tating extensive public and private co-operation, NetzDG 
obliges digital media platforms to delete or block ille-
gal online content within prescribed time periods rang-

ing from 24 hours to seven days.14 NetzDG defines “il-
legal content” by referencing numerous infractions in 
Germany’s Criminal Code, including such reputational 
and public order offences as insult and disturbances 
to the public peace.15 Digital platforms are obliged to 
inform complainants of their decisions and reasoning, 
and must indicate any rights of appeal.16 Platforms are 
further obliged to report their content moderation activi-
ties on their websites and in the German Federal Gazette 
(Bundesanzeiger).17 Notably, platforms are obliged to re-
port potentially criminal content – including relevant IP 
addresses – to Germany’s Federal Criminal Police Office 
(Bundeskriminalamt).18 Online users will be notified no 
earlier than four weeks after this transmission. Penalties 
for non-compliance under NetzDG are harsh. Systematic 
non-compliance attracts fines of up to €50 million for 
corporate entities, and up to €5 million for corporate of-
ficials. 

Germany’s approach to regulating online communications 
has proven immensely popular, with over 25 countries and 
the EU having adopted or proposed legislation that directly 
or indirectly follows NetzDG’s example.19

2.  EU’s Digital Services Act: “notice-and-action” model

There is perhaps no greater evidence of NetzDG’s influ-
ence than recent enactment of the EU’s DSA.20 Designed 
as a cornerstone for shaping Europe’s digital future, DSA 
aims to create a safe, predictable, and trustworthy online 
user environment.21 In particular, DSA aims to “harmonize” 
online governance by countering harmful online content 
– particularly hate speech, disinformation, and other ob-
jectionable content – in a manner consistent with funda-
mental rights.

Directly applicable to all 27 EU Member States, DSA im-
poses on EU-based private digital intermediaries the pri-
mary responsibility for handling illegal online content.22 
Similar to NetzDG’s “notice-and-takedown” model, DSA 
introduces a “notice-and-action” mechanism that requires 
digital platforms to provide an accessible and user-friend-
ly procedure by which users can complain about illegal 
online content. The pivotal aspect is the concept of “ille-
gal content”, which is defined in Art. 3(h) DSA as: “[…] any 
information that […] is not in compliance with Union law or 
the law of any Member State which is in compliance with 
Union law, irrespective of the precise subject matter or na-
ture of that law”. This definition is thus significantly broad-
er than the German counterpart in § 1(3) NetzDG, which 
covers only violations of designated criminal provisions. 
Penalties for non-compliance can be significant, and are 
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indexed to platforms’ size and their degree of impact on 
the public sphere.23

Complaints of “illegal content” can come from two sour- 
ces – individuals or entities. Regardless of source, DSA re-
quires platforms to respond in a timely, diligent, non-arbitrary 
and objective manner, notifying them of their decision and 
any possible legal remedies.24 Notices submitted by “trusted 
flaggers” are given priority and processed on an expedited 
basis.25 “Trusted flagger” status is granted under DSA to 
public or private entities (i.e. not individuals) with sufficient 
expertise and competence handling illegal content (e.g. Eu-
ropol, INHOPE Association). Finally, a key component of the 
“notice-and-action” model is Art. 9 DSA, which requires plat-
forms to comply with EU Member State orders to act against 
specific items of illegal online content. 

DSA differs from NetzDG in several material respects. First, 
DSA decrees no specific period for content removal, requir-
ing instead a “timely” decision, thereby allowing platforms 
additional flexibility to review challenged content. In fact, 
digital platforms are exempted from liability if they act “dili-
gently” to delete or block access to illegal content or ac-
tivities. Consistent with its aim of respecting fundamental 
rights, platforms must also explain to users any restrictions 
imposed and their legal or contractual basis.26 Users can 
appeal platforms’ content moderation decisions through 
internal complaint-handling mechanisms, out-of-court 
dispute settlement, or judicial redress.27 Second, unlike 
NetzDG’s strict requirements, DSA requires platforms to 
notify authorities only when they are aware of information 
giving rise to a suspicion that a criminal offence involving 
a threat to life or personal safety has or is likely to occur.28 

Third, DSA does not oblige digital platforms to vigilantly 
monitor their website traffic for illegal content.29

In the end, by enacting DSA, the EU aims to not only guar-
antee a trustworthy online environment that effectively 
counters illegal online content, but to offer a regulatory 
“complete code”. Consistent with this “harmonization” aim, 
DSA will supersede national regulations relating to matters 
falling within its scope.30 In due course, Germany’s NetzDG 
will accordingly give way to DSA’s revised regulatory frame-
work.

III.  Online Governance in North America

Compared with the predominant “notice-and-takedown” 
model, the United States and Canada have adopted differ-
ent approaches that highlight many of the emerging chal-
lenges of global Internet regulation. 

1.  United States of America’s “market self-regulation” 
model

A further online regulatory model is “market self-regulation”, 
which is canonically associated with the United States of 
America. This model represents a fundamentally different 
approach to regulating online content, and symbolizes deep 
disagreement on the constitutional role of freedom of ex-
pression in democratic nations.31 

This model has two main elements. The first is that 
digital platforms are protected from civil liability for of-
fensive speech acts under section 230 of the Commu-
nications and Decency Act (CDA).32 Congress initially 
passed section 230 to protect online platforms from 
state liability for speech torts, the operative language 
being: “[n]o provider or user of an interactive computer 
service shall be treated as the publisher or speaker of 
any information provided by another information content 
provider”.33 American courts have since held that sec-
tion 230 not only protects digital intermediaries against 
defamation liability, but more broadly against claims 
based on third-party content such as “[…] negligence; de-
ceptive trade practices, unfair competition, and false ad-
vertising; the common-law privacy torts; tortious inter-
ference with contract or business relations; intentional 
infliction of emotional distress; and dozens of other le-
gal doctrines”.34 According to leading Internet attorneys, 
this broad safe harbor represents “the cornerstone of a 
functioning Internet”.35

The second element of the “market self-regulation” mod-
el is an enlarged scope of protection for offensive online 
speech – including hate speech – under the First Amend-
ment to the United States Constitution.36 Compared to 
EU “regulated self-regulation”,37 the primary method by 
which free-speech encroachments are made is by modi-
fying digital platforms’ content moderation policies, or 
Terms of Use. Importantly, while our digital media envi-
ronment has freed speakers from dependence on older 
gatekeepers epitomized by editorial processes of print 
journalism, the shift from a “broadcasting” to a “par-
ticipatory” communication model has introduced a new, 
highly interactive communication entity – the digital plat-
form.38 Whether in the EU or North America, our increas-
ing reliance on these new gatekeepers has proven to be 
highly problematic.39 Offering states and private actors 
not only new opportunities for control and surveillance,40 

these digital platforms engender unprecedented and un-
foreseen tensions between their business models and 
duties to respect fundamental and human rights, a phe-
nomenon that has recently crystallized in America.41 
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Constitutional challenges and critiques

Many of these issues are now being litigated before the US 
Supreme Court in Moody v NetChoice, LLC.42 Recently, over 
100 bills have been proposed in state legislatures purporting 
to regulate social media platforms’ content moderation poli-
cies.43 On 21 September 2022, the Attorney General for the 
State of Florida petitioned the US Supreme Court for a writ of 
certiorari to review a judgment of the Eleventh Circuit Court 
of Appeals, which declared significant portions of Florida’s 
new common carrier free speech statute unconstitutional.44 

In Senate Bill 7072,45 Florida sought to regulate the “unlawful 
acts and practices” of social media platforms in censoring 
political and dissenting content by requiring them to divulge 
the how and why of their censorship decisions, and to host 
speech that they otherwise would not. Specifically, as to dis-
closure, the Florida Act requires platforms to “[…] publish the 
standards, including detailed definitions, it uses or has used 
for determining how to censor, deplatform, and shadow 
ban”.46 As to mandatory hosting rules, the Act leaves social 
media platforms free to adopt otherwise lawful content- and 
viewpoint-discriminatory standards, but requires them to 
apply whatever “[…] censorship, deplatforming, and shadow 
banning standards in a consistent manner among its users 
[…]”.47 Evidencing the great importance of this case, many 
other states remain “waiting in the wings”, as evidenced by 
the multi-jurisdictional Amicus brief filed in support of Peti-
tioner, State of Florida.48 

Although both parties joined issue on granting leave to ap-
peal, the main disputed questions raised for consideration 
in Moody include:
	� Whether hosting on a digital platform constitutes 

“speech” or “editorial discretion”;
	� Whether a censorship right can be extracted from the 

First Amendment;
	� Whether digital platforms can or should be regulated as 

“common carriers”;49

	� Whether Congress authorized platforms to engage in 
content- and viewpoint-based discrimination under sec-
tion 230 CDA;
	� Whether the Dormant Commerce Clause and section 

230 CDA are preemptive.

Perhaps most interestingly, Columbia Law Professor Philip 
Hamburger filed an Amicus brief urging the US Supreme 
Court to proceed cautiously in the light of two deficiencies 
in the appeal record. First, Hamburger keenly observed that 
by applying for a preliminary injunction against enforce-
ment of the Florida Act before suffering actual harm, the 
platforms framed their lawsuit “[…] in a posture that leaves 
the speech rights of ordinary Americans unrepresented”.50 

Second, and related, the case arose on an appeal record 
devoid of discovery evidence “[…] on the depth of govern-
ment involvement in the censorship” attributed to digital 
platforms alone.51 According to Hamburger, this missing ev-
idence is “crucial” because “[i]t confirms […] that the case is 
centrally about the free speech of individuals, whose rights 
are not represented”,52 and it demonstrates “[…] the compel-
ling need for common carrier laws, such as the Florida and 
Texas free speech statutes, to prevent government from 
privatizing its censorship”.53 The absence of a full eviden-
tiary record of privatized government censorship is made 
all the more worrisome given Hamburger’s conviction that 
“[t]he jurisprudence of this Court has yet to catch up with 
the realities of how government uses private organizations 
to violate constitutional rights with impunity”.54

In the end, if the US Supreme Court takes up these chal-
lenges in Moody, the law of Internet regulation is likely to 
be changed materially, not only for the United States, but 
worldwide. 

2.  Canada’s “hybrid” regulatory model

Compared to the EU and the United States of America, Can-
ada has embraced a more consultative, “multi-stakeholder” 
approach to online harms. Currently awaiting statutory im-
plementation of advice provided by experts composed of 
specialists in platform governance, content regulation, civil 
liberties, tech regulation, and national security, Canada’s 
government has avoided a fixed timeframe for its new regu-
latory framework, vowing instead to take whatever time 
necessary to meet the challenge of “[…] getting the legisla-
tion right”.55 

Bill C-36, “technical discussion paper”, and expert 
consultations

Canada’s most recent hate speech legislation was intro-
duced in 2021. Called Bill C-36,56 it aimed to amend the 
Canadian Human Rights Act to make it a discriminating 
practice “[…] to communicate or cause to be communicated 
hate speech by means of the Internet or other means of 
telecommunications […]”.57 Besides exempting private on-
line communications,58 the proposed amendments – like 
the American “market self-regulation” model – included 
extensive safe harbors for digital platforms.59 Subsection 
13(4), for example, excluded certain “telecommunications 
service providers’ from its definition of ‘communication of 
hate speech”,60 and subsection 13(7) exempted the Bill’s 
application to “online communication service providers” al-
together.61 Combined with an equivocal definition of “hate 
speech”,62 the Bill left potential victims of online harms with 
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a limited and ineffective range of quasi-judicial remedies, 
including cease and desist orders and more conventional 
awards of compensatory and punitive damages.63 Despite 
its aim of providing an “important part” of Canada’s online 
regulatory framework, Bill C-36 was interrupted by the 2021 
federal election, and has since stalled at first reading in 
Canada’s House of Commons.64

Along with Bill C-36, the Canadian government presented a 
“technical discussion paper” as part of its proposed regu-
latory framework,65 which provides greater clues as to the 
country’s regulatory goals. Borrowing a page from Germa-
ny’s NetzDG, it endorsed a mandatory 24-hour takedown 
requirement for harmful content, backstopped by a federal 
“last resort” power to block non-compliant digital platforms. 
Additional aspects included:66

	� Compelling platforms to provide data on algorithmic 
filtering and blocking, including rationales for acting on 
flagged posts;
	� Obliging websites to employ better means for identifying 

and alerting authorities of illegal content, including pre-
serving user data for future legal action;
	� Creating a new system for appealing platforms’ content 

moderation decisions;
	� Employing severe sanctions for non-compliance, includ-

ing fining companies up to five percent of their global rev-
enue, or $25 million, whichever is higher.

Finally, a new “Digital Safety Commission of Canada” was 
proposed, which would preside over this regulatory environ-
ment with powers – similar to EU’s DSA – to issue binding 
“takedown” orders to online platforms.

Responding to concerns that this proposal did not properly 
respect freedom of expression,67 politicians announced 
plans to go back to the proverbial drawing board. Mindful of 
the ever-increasing complexities of online regulation, gov-
ernment officials proceeded on the basis that future regu-
lations would not be a “panacea” for rectifying offensive 
content, but would be only “one piece of a bigger puzzle”.68

After convening an expert panel in 2022, some of its chief 
proposals for Canada’s revised framework were that the 
legislation should:69

	� emphasize risk management and human rights protec-
tions, and be flexible and adaptable to avoid becoming 
quickly obsolete;
	� incorporate strong commitments to digital literacy and 

public education;
	� establish clear consequences for non-compliance;
	� consider systemic biases and harm associated with 

bots, algorithms, and AI;

	� incorporate a suitable process for appealing content 
moderation decisions.

At last, as reflected by the growing regulatory heterogeneity 
described above, Canada’s expert panel disagreed on sev-
eral vital issues, such as the definition of “harmful content”, 
mandatory content removal, the suitability of a 24-hour 
takedown requirement, the need for and feasibility of an in-
dependent review body, proactive or general platform moni-
toring, mandatory reporting to law enforcement authorities, 
platform immunity for speech torts, tailoring regulatory ob-
ligations to platform size or risk, and the way to deal with 
fake news and disinformation.70

IV.  Mounting Regulatory Tensions

From a comparative perspective, European and North 
American responses to harmful online content provide 
valuable insights into the nature and scope of regulatory 
challenges worldwide. First, the unique structural features 
of our digital media environment raise significant and un-
anticipated epistemological concerns for online regulators, 
requiring a new paradigm for bringing together a multitude 
of variables into an enhanced understanding of our online 
world. Second, differences in human rights protection and 
constitutional structure present difficult challenges for on-
line regulators, requiring keen sensitivity to political and 
constitutional contexts for optimizing regulatory calibra-
tion. Third, the unprecedented power of digital platforms in-
centivizes privatized government censorship which, along 
with existing economic incentives driving platform censor-
ship, increasingly imperils the quality and quantity of public 
discourse.

1.  Digital media ecology and medico-legal integration 

a)  Restructured media ecology

The advent of the Internet and social media has triggered a 
seismic shift in our contemporary media ecology,71 transfer-
ring human discourse production onto a new medium and 
drastically altering its structure and dynamics. This transfer 
of ever greater portions of our lives online has given rise to 
many unanticipated epistemological concerns.72 From the 
emergence of augmented and virtual reality, and the loom-
ing prospect of an all-encompassing Metaverse,73 to the 
dangers of “link rot” (i.e. hyperlinks ceasing to work) and the 
weakening of humanity’s knowledge base,74 we are seeing 
a rapid intensionalization of our infosphere.75 In less than 
a generation, humanity has effectively rewritten nature’s 
code. 
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This “digital town square” raises many regulatory challeng-
es. The US Supreme Court has sensibly accepted that when 
deciding free speech cases, it does “[…] not mechanically 
apply [a] rule used in the pre-digital era” to technology of 
today.76 In Biden v Knight First Amendment Institution at Co-
lumbia University,77 a recent case involving President Donald 
Trump’s Twitter conduct, Justice Clarence Thomas wrote a 
thoughtful concurring opinion that may well influence future 
thinking on regulating digital platforms. Besides endorsing 
anti-discriminatory common carrier laws, he stressed that 
the principal difficulty of platform regulation is that “[…] 
applying old doctrines to new digital platforms is rarely 
straightforward”.78 As evidenced by the pending litigation 
in Moody, Justice Thomas rightly predicted that the Court 
“[…] will soon have no choice but to address how our legal 
doctrines apply to highly concentrated, privately owned in-
formation infrastructure such as digital platforms”.79

Importantly, the full extent of risks posed by our modern free 
speech infrastructure is gradually being revealed. Besides 
acknowledging that our jurisprudence has yet to catch up 
with our digital media ecology more broadly, courts and 
legislatures are only now beginning to heed the admoni-
tions of legal scholars who have long warned of increas-
ing privatization of government censorship. Over a decade 
ago, Professor Jack Balkin cautioned that so-called “new-
school” regulatory techniques associated with modern digi-
tal media – which include controlling digital networks and 
auxiliary services like search engines, payment systems, 
and advertisers – present heightened risks of government 
co-optation and censorship of private owners of our global 
media infrastructure.80 Accompanied by rising awareness 
that “[p]latform control means content control”,81 Balkin 
cautioned that our contemporary media environment ef-
fectively functions as an “[…] ingenious system of private 
prior restraint [that] achieves all of the cost- and burden-
shifting effects of traditional prior restraint without the 
need for an official government licensing system or a judi-
cial injunction”.82 Given mounting evidence that public dis-
course is now subject to “[…] the most extensive system of 
censorship in […] history”,83 there is an urgent need for new 
ideas and paradigms to assist in formulating effective “[…] 
structural obstacles to the privatization of censorship”.84

b)  Insights from theoretical biology and medicine

Reconciling dislocations between old legal doctrine and 
new media requires restructuring and reordering the rela-
tions between affected stakeholders in our new digital en-
vironment. As anticipated by legal realists, medical science 
may provide valuable insights for formulating a more inte-
grative model of Internet regulation.

Consistent with earlier trends towards intellectual syn-
thesis embraced by Justices Holmes and Cardozo, in 
1993 molecular biologist Professor Richard Strohman 
thoughtfully explored the possibility of a growing crisis in 
medical science and theoretical biology.85 While admit-
ting that cellular mechanisms were amply understood, 
Strohman argued that medicine’s dominant model of ge-
netic determinism – that complex human diseases and 
behaviors are reducible to purely genetic influences – 
was increasingly unable to contend with newer findings 
of biological complexity, necessitating a new and more 
comprehensive theory of living systems. This urgency for 
developing a new medical paradigm was noted earlier by 
Dr George Engel.86 In Engel’s view, medicine was in crisis 
because of its adherence to a disease model that was no 
longer adequate for the profession’s scientific tasks and 
social responsibilities. Notably, while medical education 
had grown increasingly proficient in conveying to physi-
cians sophisticated scientific knowledge about the body 
and its abnormalities, it had failed to give corresponding 
attention to the psychological and social aspects of ill-
ness and treatment. 

At their respective levels of abstraction, Engel and Strohman 
questioned emerging trends towards biological reduction-
ism and elementalism that have since come of age in our 
modern era. In their place, they argued for a new “biopsy-
chosocial” paradigm, a transactional, holistic, analogical, 
and probabilistic approach to health and disease reflecting 
mounting evidence that “[…] the pathogenesis of disease 
involves a series of negative and positive feedbacks with 
multiple simultaneous and sequential changes potentially 
affecting any system of the body”.87 Among its implications, 
this model required physician-lawyers to explore complex 
relationships between social stress and bodily experience, 
to study how the corporealization of cultural experience oc-
curs, and to determine our adaptive limits to environmental-
ly-determined stressors.

Perhaps most importantly, this new medical model impli-
cated physicians in wider political debates from which the 
current conceptualization of disease might have insulated 
them, a point illustrated analogously by containing the ten-
sions and challenges of global Internet governance within 
the rubric of more conventional methods and approaches 
to digital media regulation.

2.  Fundamental rights protection and constitutional 
structure

As in Engel’s biopsychosocial paradigm, a renewed com-
mitment to intellectual synthesis in our Internet govern-
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ance era requires that we include a broader array of fac-
tors impacting digital media regulation. As seen above, 
two additional comparative law factors are differences in 
fundamental rights protection, and variances in constitu-
tional structure.

One of the most troubling aspects of global Internet regu-
lation is the considerable variation in free speech protec-
tion. Although DSA purports to be a “complete code” for all 
27 EU Member States, not only does hate speech remain 
undefined, but there exists an increasing overlap with es-
tablished public libel principles protecting speech that “[…] 
offend[s], shock[s], or disturb[s] the State or any sector of 
the population”.88 Perhaps most worryingly, the US Consti-
tution protects an enlarged scope of “offensive” speech 
under the First Amendment, including hate speech.89 Much 
of what DSA intends to regulate as “illegal content” is con-
stitutionally protected in America, a problem exacerbated 
by the “all-or-nothing” nature of platform posting. Moreover, 
regardless of jurisdiction, digital intermediaries continue 
to exclude categories of problematic speech by modifying 
their subscribers’ Terms of Use in potentially violable ways. 
Globally, we are confronting profound regulatory dilemmas 
about striking an appropriate balance between individuals’ 
interests in free speech, and maintaining a robust and func-
tional public sphere.

The second unsettling aspect of global Internet regula-
tion is discrepancies in constitutional structure. Even if we 
could reconcile differences in global free speech protec-
tion, successful regulatory calibration requires responding 
to varying political and constitutional designs, a process 
heavily dependent upon comparative methods. Recent 
comparative law scholarship establishes that changes in 
presidential and parliamentary governments, federal and 
unitary structures, mechanisms of legislative scrutiny, 
electoral systems, and the nature and extent of judicial 
review all have well-documented influences on regulatory 
dynamics in modern democracies.90 The emergent field of 
public accountability scholarship has further shown that 
established democracies have institutionalized a broad ar-
ray of accountability mechanisms, which interrelate and 
have important aggregate effects, especially on holding 
power to account.91 These insights are particularly rel-
evant given the underreported effects of our digital media 
ecology on the promotion and privatization of government 
censorship. 

In the end, given the vast number of moving parts in online 
regulation, any “one-size-fits-all” approach or premature at-
tempts at “harmonization” would appear to be structurally 
unsound.

3.  Economic and political bases of digital censorship

Perhaps the most important aspect of global online regu-
lation is the economic motives of digital platforms them-
selves. Consider the operation of today’s digital marketplace. 
As a rule, our networked economy’s basic structure incentiv-
izes digital intermediaries to make their platforms a wel-
come place and experience. Naturally, “[t]he goal is to attract 
and retain as many [online] users as possible”.92 Economic 
success, then, is a function of acceptance and community 
norms – what sells will be what the community deems desir-
able. As explained by Peters and Johnson, “[…] if community 
norms dictate that certain speech does not sell (i.e., its pres-
ence deters individuals from using a platform), that speech is 
not likely to survive […]”.93 If left to the market, platforms will 
not long tolerate speech that damages their commercial in-
terests. Importantly, speech that might brook disagreement 
or start an argument – speech that might “offend”, “shock”, 
or “disturb”, for instance – is unlikely to be “liked”, “shared”, or 
otherwise promoted by users and intermediaries. As meas-
ured by the click-through advertising rates of online users,94 
the main regulatory challenge conventionally linked with this 
business model is that it often conflicts with human rights 
norms, particularly freedom of expression. This proclivity of 
digital platforms to censor otherwise protected speech in 
their Terms of Use – even under the First Amendment of the 
US constitution – speaks to the power of the economic mo-
tives driving the increasing phenomena of overfiltering and 
overblocking.

Besides encouraging filtering and blocking of “problematic” 
content, these technological and economic forces ultimately 
manifest in deeper structural threats to democracy. As cau-
tioned by Professor Balkin in 2012, digital platforms that rely 
on advertising and online payment systems are increasingly 
induced to install filters and to continually police and remove 
“problematic” content. Besides exposing online users to an 
endless algorithmic selection of “bias-affirming materials that 
by turns soothe and provoke” further online engagement,95 
we are only now confronting the possibility that the effective 
aim and result of our digital free speech infrastructure was 
“[…] to induce companies to engage in collateral censorship 
[…]”.96 As stressed by Hamburger in the Moody litigation pres-
ently before the US Supreme Court (see above III.1.), whether 
censoring “[…] academic papers, reports of medical cases, 
passionate disagreements, moderate colloquies, videos, and 
cartoons”,97 because governments around the world have 
taken strong positions, particularly on issues of science and 
medicine, “[…] the censorship of dissenting views on these 
matters is the suppression of political opposition”.98 As a re-
sult, serious threats to public discourse remain largely con-
cealed, and thus more difficult to diagnose and regulate.
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V.  Conclusion

In many ways, regulatory responses to ever-rising threats of 
offensive online content reflect well-intentioned, but hasty 
attempts to saddle the law with the burden of tasks that 
have had increasingly little to do with its existing methods, 
instruments, and theories. As argued in this article, limita-
tions associated with our online regulatory frameworks can 
be better understood – perhaps mitigated, or even avoided 
altogether – by integrating pertinent insights from the natu-
ral and medical sciences. Foremost among these insights 
has been adopting a new scientific paradigm to bring togeth-
er a multitude of variables into an enhanced understand-
ing of our online world. Inspired by Engel’s biopsychosocial 
model, attempts to explain a complex phenomenon, such 
as harmful online content and its legal regulation, necessi-
tate comprehensive investigations of socio-political levels 
of abstraction for clues as to its dysfunctions. In retrospect, 
earlier application of these insights might have invited diffi-
cult questions about the nature of digital intermediaries and 
their economic interests, including their relationship to the 
unique technological structure of our digital public sphere.

Such a systems-inspired approach may have even avoided 
the largely unexplored regulatory dichotomy that persists 
to this day. Whether employing a “notice-and-takedown” or 
“market self-regulation” model, we have yet to face squarely 
the possibility that the more we focus on regulating “offensive 

speech”, the deeper we entrench the technical infrastructure 
supporting privatization of government censorship. Among 
the many takeaways from Professor Hamburger’s admoni-
tions is that by neglecting systematic censorship worldwide, 
we may be fighting only symptoms of online disease, not 
its structural causes. Incorporating mounting evidence of 
the economic incentives driving digital platforms thus has 
vital diagnostic and prescriptive value. While lending cred-
ibility to allegations of privatized government censorship, 
it also strengthens the case for adopting common carrier 
legal principles, or other structurally effective barriers to pri-
vatized censorship. By restricting our frame of reference to 
speech rights and offensive content – regardless of regu-
latory model – we may be “looking through the wrong end 
of the telescope”, and missing an important opportunity to 
perhaps cure what really ails us – before it is too late.

In the end, as evidenced by the growing epistemic, techni-
cal, economic, and politico-legal challenges of digital media 
regulation, our best prospect for their reconciliation will be 
exercising our increasingly untapped capacity for intellec-
tual synthesis that our forebears seem to have understood 
more acutely in the past. For whatever else it may do, it 
must inevitably result in healthy criticism, wider views, new 
fields of research, and greater activity on the part of those 
interested in questioning why, in our modern age of unprec-
edented wealth and technological advancement, more civil 
and open public discourse does not prevail.

1 R. A. Posner, The Essential Holmes: Selections from the Letters, 
Speeches, Judicial Opinions, and Other Writings of Oliver Wendell 
Holmes Jr, 1992, p. 184.
2 B. Cardozo, “Anniversary Discourse: What Medicine Can Do 
for Law”, (1929) 5 Bulletin of the New York Academy of Medicine, 
581.

3 R. Pound, “The Lawyer as a Social Engineer”, (1954) 3 Journal of 
Public Law, 292. Like Cardozo, Pound encouraged lawyers to heed 
insights from other disciplines to become effective “social engi-
neers” committed to real-world problem solving. See also J. Pope, 
“The Unfolding Unity” (1954) 3 Journal of Public Law, 319.
4 B. Cardozo, op. cit. (n. 2), p. 583.
5 B. Cardozo, op. cit. (n. 2), p. 583.
6 B. Cardozo, op. cit. (n. 2), p. 584. On medico-legal integration, 
see also J. M. Gibson and R. L. Schwartz, “Physicians and Law-
yers: Science, Art, and Conflict”, (1980) 6 American Journal of Law 
& Medicine, 173; H. W. Smith, “Integration of Law and Medicine”, 
(1963) 14 Syracuse Law Review, 550; H. W. Smith, “Scientific Proof 
and Relations of Law and Medicine”, (1943) 10 University of Chicago 
Law Review, 243. Predating Justice Cardozo’s proposal, the German 
physician Rudolf Virchow famously referred to physicians as “natu-
ral attorneys of the poor”, once stating that “medicine is a social 
science, and politics is nothing else but medicine on a large scale”. 
See R. Virchow, “Der Armenarzt”, (1848) 18 Die Medicinische Reform 
125, 125.
7 H. W. Smith, op. cit. (n. 6), p. 555.
8 Regulation (EU) 2022/2065 of the European Parliament and 
of the Council of 19 October 2022 on a Single Market for Digital 
Services and amending Directive 2000/31/EC (Digital Services Act) 
[2022] OJ LI277/1.
9 For Canadian regulations, see Bill C-36, An Act to amend 
the Criminal Code and the Canadian Human Rights Act and to 
make related amendments to another Act (hate propaganda, 

Dr. Randall Stephenson, LL.M. (Columbia), 
M.St., D.Phil. (Oxon)
Senior Researcher, Public Law Department, 
Max Planck Institute for the Study of Crime, 
Security and Law, Freiburg i.Br., Germany

Dr. Johanna Rinceanu LL.M. (Washington, 
D.C.)
Senior Researcher, Criminal Law Department, 
Max Planck Institute for the Study of Crime, 
Security and Law, Freiburg i.Br., Germany



eucrim   1 / 2023  | 81

DIGITAL IATROGENESIS

hate crimes and hate speech), 2nd Sess, 43rd Parl, 2020–2021, 
ss 12–13 (first reading 23 June 2021). See also Department of 
Canadian Heritage, “The Government’s Commitment to Address 
Online Safety”, Government of Canada, <https://www.canada.ca/
en/canadian-heritage/campaigns/harmful-online-content.html> 
accessed 10 March 2023.
10 I. Illich, Medical Nemesis: The Expropriation of Health, 1975,  
p. 165. In Medical Nemesis, “iatrogenesis” was coined to describe 
the causation of disease or harmful complications attributable to 
human or medical activity, including diagnosis, intervention, error,  
or negligence. Illich referred to three distinct but interrelated forms 
of iatrogenesis operative at progressively higher levels of abstrac-
tion – clinical, social, and structural.
11  Gesetz zur Verbesserung der Rechtsdurchsetzung in sozialen 
Netzwerken (Netzwerkdurchsetzungsgesetz – NetzDG) from 1 
September 2017 (BGBl I p 3352).
12  Digital Services Act op. cit. (n 8).
13  For criticisms of NetzDG, see J. Mchangama, „The War on Free 
Speech: Censorship’s Global Rise“, (2022) 101 Foreign Affairs 117, 
123–24; J. Rinceanu, „Menschenrechte in der digitalen Krise“ in  
M. Engelhart and H. Kudlich and B. Vogel (eds.), Digitalisierung, 
Globalisierung und Risikoprävention: Festschrift für Ulrich Sieber zum 
70. Geburtstag, 2021, p. 831. See also H. Tworek and P. Leerssen, 
“An Analysis of Germany’s NetzDG Law”, (2019) First session of the 
Transatlantic High Level Working Group on Content Moderation Online 
and Freedom of Expression.
14 Under §§ 3(2)(2)–(3) NetzDG, “manifestly unlawful” content 
must be deleted or blocked within 24 hours, whereas all other “un-
lawful content” within seven days upon receipt of a complaint.
15 § 1(3) NetzDG.
16  § 3(2)(5) NetzDG.
17 § 2(1) NetzDG.
18 § 3a NetzDG.
19 Many nations, like Ethiopia, Pakistan, Turkey, Russia, Belarus, 
Mali, Morocco, Nigeria, Cambodia, Indonesia, and Kyrgyzstan, 
that followed NetzDG’s example, are flawed democracies or 
authoritarian states that do not have Germany’s rule of law safe-
guards and free speech protections. See J. Mchangama and N. 
Alkiviadou, “The Digital Berlin Wall: How Germany (Accidentally) 
Created a Prototype for Global Online Censorship – Act Two”, 
2020, p. 21.
20 According to Art. 93(2), DSA shall apply from 17 February 2024.
21 Art. 1 DSA.
22 DSA distinguishes three categories of digital intermediary ser-
vices, namely, conduit, caching, and hosting. See Art. 3(g) DSA.
23 Art. 74 DSA and Recital 117. Fines not exceeding 6% of total 
corporate revenue can be imposed on “very large” platforms and 
search engines under DSA.
24  Provisions on the “notice-and-action” mechanism are anchored 
in Art. 16 et seq. DSA.
25  Art. 22 DSA.
26 Art. 17 DSA.
27 Art. 17(3)(f) DSA.
28 Art. 18 DSA.
29 Art. 8 DSA.
30 Recital 9 DSA.
31 See generally G. Frosio (ed.), The Oxford Handbook of Online 
Intermediary Liability, 2020.
32 Communications Decency Act, 47 USC § 230 (1996). See gener-
ally E. Goldman, “An Overview of The United States”, in G. Frosio,  
op. cit. (n. 6), p. 155.
33 CDA, op. cit. (n. 32), § 230(c)(1) (emphasis added).
34 E. Goldman, “Why Section 230 is Better than the First Amend-
ment”, (2019) 95 Notre Dame Law Review Reflection, 33, 37.

35 See M. Ammori, “The ‘New’ New York Times: Free Speech 
Lawyering in the Age of Google and Twitter” (2014) 127 Harvard Law 
Review, 2259, 2287.
36 US Const Amend I. The First Amendment reads: “Congress shall 
make no law respecting an establishment of religion, or prohibiting 
the free exercise thereof; or abridging the freedom of speech, or 
of the press, or the right of the people peaceably to assemble, and 
to petition the Government for a redress of grievances”. See also 
J. Kamatali, “Limits of the First Amendment: Protecting American 
Citizens’ Free Speech in the Era of the Internet and the Global Mar-
ketplace of Ideas”, (2015) 33 Wisconsin International Law Journal, 
587. The US Supreme Court has exempted numerous categories of 
speech from First Amendment protection, including: Obscenity, fight-
ing words, defamation, child pornography, fraud, and incitement to 
imminent lawless action. See V. L. Killion, Congressional Research 
Service, IF11072, The First Amendment: Categories of Speech (2019). 
37 See e.g. H. J. Kleinsteuber, “The Internet between Regulation 
and Governance”, in: C. Möller and A. Amouroux (eds.), The Media 
Freedom Internet Cookbook, 2004, p. 61, 63.
38 See generally R. K. Logan, Understanding New Media: Extending 
Marshall McLuhan, 2d ed., 2016, pp. 27–74.
39 See e.g., J. Peters and B. Johnson, “Conceptualizing Private  
Governance in a Networked Society”, (2016) 18 North Carolina  
Journal of Law and Technology, 15.
40 See e.g. J. M. Balkin, “Old-School/New-School Speech Regula-
tion”, (2014) 127 Harvard Law Review, 2296; J. M. Balkin, “The First 
Amendment is an Information Policy”, (2012) 41 Hofstra Law Review, 
1. See also L. DeNardis, The Global War for Internet Governance, 
2014, p. 17, who also emphasises the fundamental importance of 
the Internet’s free speech infrastructure.
41 See eg R. L. Weaver, From Gutenberg to the Internet: Free Speech, 
Advancing Technology, and the Implications for Democracy, 2nd ed., 
2019.
42 See US Supreme Court, 21 September 2022, Moody v NetChoice, 
LLC, No. 22-277; NetChoice, LLC v Moody 34 F4th 1196 (11th Cir 
2022), aff’g No 4:21-cv-00220 (ND Fla 2021).
43 D. Harwell, “Jan. 6 Twitter witness: Failure to curb Trump spurred 
‘terrifying’ choice” The Washington Post <https://www.washing-
tonpost.com/technology/2022/09/22/jan6-committee-twitter-
witness-navaroli/> accessed 11 March 2023.
44 Brief for Petitioner, US Supreme Court, 21 September 2022, 
Moody v NetChoice, LLC, No. 22-277.
45 Florida Statutes § 501.2041 (Florida Act).
46 Op. cit. (n. 45), § 501.2041(2)(a).
47 Op. cit. (n. 45), § 501.2041(2)(b) (emphasis added).
48 Brief of Amici Curiae States of Ohio, Alabama, Alaska, Arizona, 
Arkansas, Idaho, Iowa, Kentucky, Mississippi, Missouri, Montana, 
Nebraska, South Carolina, Tennessee, Texas, and Utah in Support 
of Petitioners, US Supreme Court, 21 September 2022, Moody v 
NetChoice, LLC, No. 22-277. Petitioners reported that, at last count, 
“lawmakers in 34 states” are considering laws regulating social  
media platforms to prevent unfair censorship. See, Brief for  
Petitioner, op. cit. (n. 44), p. 13.
49 For thorough analyses of common carrier laws and their ability 
to counter social media platforms leveraging economic might into 
enhanced political power and censorship, see G. M. Dickinson, “Big 
Tech’s Tightening Grip on Internet Speech”, (2022) 55 Indiana Law 
Review, 101; E. Volokh, “Treating Social Media Platforms like Com-
mon Carriers?”, (2021) 1 Journal of Free Speech Law, 377; G. Lakier, 
“The Non-First Amendment Law of Freedom of Speech”, (2021) 134 
Harvard Law Review, 2299. 
50 Brief of Professor P. Hamburger as Amicus Curiae in Support 
of Neither Party, US Supreme Court, 21 September 2022, Moody v 
NetChoice, LLC, No. 22-277, p. 3 (emphasis added).

https://www.canada.ca/en/canadian-heritage/campaigns/harmful-online-content.html
https://www.canada.ca/en/canadian-heritage/campaigns/harmful-online-content.html
https://www.washingtonpost.com/technology/2022/09/22/jan6-committee-twitter-witness-navaroli/
https://www.washingtonpost.com/technology/2022/09/22/jan6-committee-twitter-witness-navaroli/
https://www.washingtonpost.com/technology/2022/09/22/jan6-committee-twitter-witness-navaroli/


ARTIFICIAL INTELLIGENCE 

82 |  eucrim   1 / 2023

51 Brief of Professor P. Hamburger, op. cit. (n. 50).
52 Brief of Professor P. Hamburger, op. cit. (n. 50), p. 9.
53 Brief of Professor P. Hamburger, op. cit. (n. 50).
54 Brief of Professor P. Hamburger, op. cit. (n. 50), p. 16–17. See 
also K. Langvardt, “Regulating Online Content Moderation”, (2018) 
106 Georgetown Law Journal, 1353, 1355.
55 See generally R. Aiello, “Where does the Liberal promise to ad-
dress harmful online content stand?”, CTVNews.ca, <https://www.
ctvnews.ca/politics/where-does-the-liberal-promise-to-address-
harmful-online-content-stand-1.6048720> accessed 11 March 
2023.
56 See Bill C-36, op. cit. (n. 9), ss 12–23.
57 Bill C-36, op. cit. (n. 9), ss 13(1). 
58 Bill C-36, op. cit. (n. 9), ss 13(5).
59 Bill C-36, op. cit. (n. 9), ss 13(4), 13(7).
60 Bill C-36, op. cit. (n. 9), ss 13(4). This subsection exempted  
“telecommunications services providers” as defined in subsection 
2(1) of Canada’s Telecommunications Act. 
61 Bill C-36, op. cit. (n. 9), ss 13(7). 
62 Bill C-36, op. cit. (n. 9), ss 13(9), 13(10).
63 Bill C-36, op. cit. (n. 9), s 19.
64 Bill C-36, op. cit. (n. 9).
65 Department of Canadian Heritage, “The Government’s Commit-
ment to Address Online Safety: Technical Paper”, Government of 
Canada, <https://www.canada.ca/en/canadian-heritage/ cam-
paigns/harmful-online-content/technical-paper.html> accessed 11 
March 2023.
66 Department of Canadian Heritage, op. cit. (n. 65).
67 M. Geist, “Tracking the Submissions: What the Government 
Heard in its Online Harms Consultation (Since It Refuses to Post 
Them)”, MichaelGeist.ca, <https://www.michaelgeist.ca/2021/10/
tracking-the-submissions-what-the-government-heard-in-its-online-
harms-consultation-since-it-refuses-to-post-them/> accessed 11 
March 2023.
68 R. Aiello, op. cit. (n. 55).
69 Department of Canadian Heritage, “Expert Advisory Group: 
Concluding Workshop Summary”, Government of Canada, <https://
www.canada.ca/en/canadian-heritage/campaigns/harmful-online-
content/concluding-summary.html> accessed 11 March 2023. 
70 Department of Canadian Heritage, op. cit. (n. 69).
71 See L. Floridi, The Fourth Revolution: How the Infosphere is 
Reshaping Human Reality, 2014. The ubiquity and vital role of 
social media has prompted the US Supreme Court to declare it “the 
modern public square”. See US Supreme Court, Packingham v North 
Carolina 137 S Ct 1730, 1732 (2017).
72 See L. Floridi, “Soft Ethics and the Governance of the Digital”, 
(2018) 31 Philosophy and Technology, 1. Floridi contends that we no 
longer live online or offline – but onlife.
73 See M. Ball, “Framework for the Metaverse: The Metaverse 
Primer”, MatthewBall.vc, 29 June 2021, <https://www.matthewball.
vc/all/forwardtothemetaverseprimer> accessed 11 March 2023.
74 J. Zittrain, “The Internet is Rotting: Too much has been lost al-
ready. The glue that holds humanity’s knowledge together is coming 
undone”, The Atlantic, <https://www.theatlantic.com/technology/

archive/2021/06/the-internet-is-a-collective-hallucination/619320/> 
accessed 11 March 2023.
75 Even in the 1960s and 1970s, Marshall McLuhan foresaw the 
next era in communications technology leading to an epistemic 
“hyperreality” not unlike the Metaverse. See R. K. Logan, op. cit.  
(n. 38), p. 46.
76 US Supreme Court, Riley v California 573 US 373 (2014), 406–07 
(Alito J, concurring).
77 US Supreme Court, Biden v. Knight First Amendment Institute, 
141 S Ct 1220 (2021) (Thomas J, concurring).
78 US Supreme Court, op. cit. (n. 77), 1221.
79 US Supreme Court, op. cit. (n. 77).
80 See J. M. Balkin, op. cit. (n. 40).
81 A. Tutt, “The New Speech”, (2014) 41 Hastings Constitutional 
Law Quarterly, 235, 249.
82 J. M. Balkin, op. cit. (n. 40), p. 2326.
83 Brief of Professor P. Hamburger, op. cit. (n. 50), p. 25. 
84 Brief of Professor P. Hamburger, op. cit. (n. 50), p. 16 (emphasis 
added).
85 R. C. Strohman, “Ancient Genomes, Wise Bodies, Unhealthy  
People: Limits of a Genetic Paradigm in Biology and Medicine”, 
(1993) 37 Perspectives in Biology and Medicine, 112, 112.
86 G. L. Engel, “A Unified Concept of Health and Disease”, (1960) 3 
Perspectives in Biology and Medicine, 459; G. L. Engel, “The Need 
for a New Medical Model: A Challenge for Biomedicine”, (1977) 196 
Science, 129.
87 G. L. Engel, “A Unified Concept of Health and Disease”, op. cit.  
(n. 86), p. 485.
88 ECtHR, 7 December 1976, Handyside v United Kingdom, 1 EHRR 
737 [49] (emphasis added). See also ECtHR, 8 July 1986, Lingens v 
Austria, 8 EHRR 407; ECtHR, 23 April 1992, Castells v Spain, App.  
no. 11798/85. For recent commentary on this point, see J. Mchanga-
ma and N. Alkiviadou, “Hate Speech and the European Court of 
Human Rights: Whatever Happened to the Right to Offend, Shock or 
Disturb?”, (2021) 21 Human Rights Law Review, 1008.
89 See generally J. Kamatali, op. cit. (n. 36).
90 See e.g., R. Stephenson, A Crisis of Democratic Accountability: 
Public Libel Law and the Checking Function of the Press, 2018.
91 See e.g., M. Bovens and others (eds.), The Oxford Handbook of 
Public Accountability, 2014; K. Strøm and others (eds.), Delega-
tion and Accountability in Parliamentary Democracies, 2008;  
R. Mulgan, Holding Power to Account: Accountability in Modern 
Democracies, 2003; A. Schedler and others (eds.), The Self-
Restraining State: Power and Accountability in New Democracies, 
1999.
92 J. Peters and B. Johnson, op. cit. (n. 39), p. 65.
93 J. Peters and B. Johnson, op. cit. (n. 39), p. 65.
94 M. Lavi, “Content Providers’ Secondary Liability: A Social Net-
work Perspective”, (2016) 26 Fordham Intellectual Property Media & 
Entertainment Law Journal, 855, 935–36 fn. 316.
95 K. Langvardt, “A New Deal for the Online Public Sphere”, (2018) 
26 George Mason Law Review, 341, 358.
96 See J. M. Balkin, op. cit. (n. 40), p. 2324 (emphasis added).
97 Brief of Professor P. Hamburger, op. cit. (n. 50), p. 6.

https://www.ctvnews.ca/politics/where-does-the-liberal-promise-to-address-harmful-online-content-stand-1.6048720
https://www.ctvnews.ca/politics/where-does-the-liberal-promise-to-address-harmful-online-content-stand-1.6048720
https://www.ctvnews.ca/politics/where-does-the-liberal-promise-to-address-harmful-online-content-stand-1.6048720
https://www.canada.ca/en/canadian-heritage/%20campaigns/harmful-online-content/technical-paper.html
https://www.canada.ca/en/canadian-heritage/%20campaigns/harmful-online-content/technical-paper.html
https://www.canada.ca/en/canadian-heritage/campaigns/harmful-online-content/concluding-summary.html
https://www.canada.ca/en/canadian-heritage/campaigns/harmful-online-content/concluding-summary.html
https://www.canada.ca/en/canadian-heritage/campaigns/harmful-online-content/concluding-summary.html
https://www.matthewball.vc/all/forwardtothemetaverseprimer
https://www.matthewball.vc/all/forwardtothemetaverseprimer
https://www.theatlantic.com/technology/archive/2021/06/the-internet-is-a-collective-hallucination/619320/
https://www.theatlantic.com/technology/archive/2021/06/the-internet-is-a-collective-hallucination/619320/


eucrim   1 / 2023  | 83

Why a Human Court? 
On the Right to a Human Judge in the Context of the Fair Trial Principle

I care very little if I am judged by you or by any human court; indeed, I do not even judge myself. 

(1 Corinthians 4:3)

Marcin Górski

For centuries, “doing justice” has been a fundamentally anthropocentric effort: Humankind has been placed at the cen-
tre of emerging paradigms and systems such as (quite self-evidently) human rights, constitutionalism, and – gradually 
– also international law. In addition to focusing adjudication on individuals and their litigated interests, this has meant 
an administration of justice taking the form of human activity. The advent of automated public decision-making, includ-
ing adjudication based on artificial intelligence (AI) tools, has raised concerns of possible shortcomings and abuses of 
justice resulting from their application. So is it time to change this anthropocentric mindset? More specifically, has the 
time come to replace human judges with AI? Can we do without them? Technological progress, rather than legal consid-
erations, is likely to decide the fate of the anthropocentric outlook. This is why this essay aims to focus on the future of 
human judges. The proposition put forward is that courts cannot operate without a human element, less so because of 
technical constraints, but rather in light of the modern understanding of the right to a fair trial. 

I.  Contemporary Understanding of the Right to a Fair 
Trial and the Potential Impact of Artificial Intelligence

The notion of the right to a fair trial has evolved over time. 
Taking Poland as an example, the beginnings of the right 
to a fair trial were rooted in the privileges of the gentry (or, 
oversimplified, the aristocracy). This dates back to the XV 

century and was first expressed in the statutory limitations 
of the royal power of expropriation and the rule of subject-
ing the gentry only to adjudication based on a written law 
(the so-called Czerwińsk Privilege of 1422), which was ac-
companied by the neminem captivabimus nisi iure victum 
principle. The right to a fair trial was strengthened by the 
first Constitution of 1791 and further developed during the 
Second Republic (1918–1939). Gradually abolished during 
the communist era (roughly 1944–1989), the right to a fair 
trial was revived as early as the late 1980s and “flourished” 
again with the rise of democracy after the collapse of the 
communist rule in 1989. Sadly, it took a great hit after 2015 
under the present far-right government.1 

More generally, the more power is (at least allegedly) vest-
ed with the judiciary (both international and national), the 
more weight the right to a fair trial carries.2 This ratio is like 
a litmus test of democracy where “fair-trial guarantees […] 
are guided by the aim of upholding the fundamental princi-
ples of the rule of law and the separation of powers.”3 

Fundamental international documents devoted to human 
rights share a relatively common definition of the right 

to a fair trial: the Universal Declaration of Human Rights 
(UDHR) in Articles 8 and 10, the International Covenant on 
Civil and Political Rights (ICCPR) in Art. 14, the American 
Convention on Human Rights in Art. 8, (to a lesser extent) 
the African Charter of Human and Peoples’ Rights in Art. 7, 
the European Convention on Human Rights (ECHR) in Arts. 
6 and 13, and the Charter of Fundamental Rights of the Eu-
ropean Union (ChFR) in Art. 47 – all rather uniformly refer 
to nine elements of the right to a fair trial, i.e. fairness, pub-
lic hearing, reasonable time, independence and impartiality 
of the trial court, lawfulness of judicial appointment, right 
of a party to be represented and to have legal aid free-of-
charge, and (implicitly – e.g. in the ECHR, or explicitly – e.g. 
in the ChFR) the right to effectiveness of judicial protec-
tion. The national constitutions of the European states all 
refer to the safeguards of the right to a fair trial in much the 
same way.4 

Perhaps one may even claim that the notion of a fair trial, 
as matters stand, amounts to a pre-existent5 (or extant) 
constitutional notion, i.e. a concept that does not require 
defining because everyone is already familiar with it. As for 
these nine criteria at the heart of a fair trial, it seems pret-
ty clear that an AI-driven judiciary is likely to have a posi-
tive effect on the expeditiousness of proceedings whilst 
making no difference to the right to legal representation 
or legal aid, or to the right to a public hearing (i.e. access 
of the public to the hearing and to the pronouncement of 
judgments6). However, what remains unclear is whether 
the introduction of an AI-based judiciary might adversely 
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affect the (“sub”) rights to independence and impartiality 
(and lawful establishment) of the trial court or to fairness 
of proceedings. This will be discussed further in the next 
sections. 

1. Independence, impartiality, and lawfulness of 
establishment of the trial court

Legal scholars have raised certain objections against the 
use of AI in the courtroom concerning judicial independ-
ence7. For example, Nowotko held that “the court which 
issues judgments by means of an IT system based on arti-
ficial intelligence cannot be independent in the meaning of 
independence in adjudication”8, and Gentile suggested that 

“any influence exercised by a state’s executive or the legisla-
tive, for instance, over data centres used to digitise judicial de-
cisions, the selection of the training data for neural systems, or 
the very design of the algorithm used in the courtroom would 
be liable to raise doubts about the court’s independence”.9 

These concerns are apparently shared by the European 
Commission, which proposed a draft Regulation laying 
down harmonised rules on artificial intelligence (Artificial 
Intelligence Act) in 2021.10 The proposal classifies “AI sys-
tems intended to assist a judicial authority in researching 
and interpreting facts and the law and in applying the law 
to a concrete set of facts” as “high-risk AI systems” and (in 
Article 14) aims at subjecting them to human supervision 
“during the period in which the AI system is in use” in order 
to protect fundamental rights. This approach is based on 
the noticeable belief in the quality of the human judiciary 
and – more broadly – on the anthropocentric orientation 
of contemporary constitutionalism11 and, gradually, interna-
tional law as well12. 

The idea behind these concerns seems to be that if an al-
gorithm delivers a judgment (or participates therein in the 
decision making by providing decisive data), it is not “inde-
pendent” from the humans who developed the algorithm, 
nor from the data contained and managed by an automated 
system. The judgment, instead of being the sole conse-
quence of individual judicial appraisal, is predetermined by 
the human programmer and the dataset provided by him 
or her. 

However, judicial independence means that the decision-
making process is not interfered with and not that it is 
unrelated to data on which it is based. A human judge is 
(even more so than algorithms, perhaps) “programmed” 
by his/her knowledge of law, available information (in 
practice, this nowadays amounts to electronic databases 
of case law and of scholarly works), cultural and social 
background, individual prejudices, etc. Independence en-

tails personal and institutional qualities required for im-
partial decision-making, and it is thus a prerequisite for 
impartiality.13 It characterises both a state of mind which 
denotes a judge’s imperviousness to external pressure as 
a matter of moral integrity, and a set of institutional and 
operational arrangements which must provide safeguards 
against undue influence and/or unfettered discretion of 
the other State powers.14 This makes independence a 
characteristic of a tribunal’s relations vis-à-vis the other 
branches of government15 and the parties to the proceed-
ings16. What matters is that there must be no external, 
undue influence from the outside on how justice is ad-
ministered in a particular case. Even the political nature 
(or “flavour”) of the judicial appointment process as such 
does not necessarily mean that the requirement of inde-
pendence is always impaired17 – provided that sufficient 
safeguards exist protecting the sterile judicial decision-
making mechanism. Taking into account the concerns re-
garding the independence of AI judges from the possible 
undue influence of other branches of government18, one 
cannot but note that from a normative perspective they 
are no different from those concerning any other undue 
influence on judicial decision-making. The difference lies 
in the technological implementation of such influence, but 
not in the influence itself. 

Obviously, specific technical safeguards are required to 
protect the algorithm from external influence while decid-
ing cases. Yet, theoretically, achieving the required standard 
of independence is not excluded when algorithms are used 
for adjudicating purposes. The same conclusion applies to 
the requirement concerning the way in which a court is es-
tablished. As the CJEU rightly held in A.K. v. Krajowa Rada 
Sądownictwa:

“although the principle of the separation of powers between the 
executive and the judiciary has assumed growing importance 
in its case-law, neither Article 6 nor any other provision of the 
ECHR requires States to adopt a particular constitutional mod-
el governing in one way or another the relationship and interac-
tion between the various branches of the State, nor requires 
those States to comply with any theoretical constitutional con-
cepts regarding the permissible limits of such interaction. The 
question is always whether, in a given case, the requirements of 
the ECHR have been met”.19 

It follows that while there may be different methods of ap-
pointing judges, they can entail different degrees of political 
involvement. Ultimately, however, it comes down to an over-
all assessment of whether the judicial branch is sufficiently 
protected from the undue political influence by government, 
as is also the case for the independence requirement. 

Therefore, while relying on AI as a judge clearly raises  
serious concerns pertaining to the requirement of independ-
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ence, it appears that these concerns are no more pertinent 
than in the case of human judges. In a way the opposite 
might be true – AI promises more transparency in the sense 
that anyone (obviously provided they have enough technical 
expertise) can actually check the dataset on which AI judg-
ments are based, whereas no one can consult the mind of 
a human judge. 

2. Fairness

If sufficient technological safeguards exist – which by na-
ture is more a technical than a legal question – that protect 
the independence of AI judiciary (understood as immunity 
from undue influence from other branches of government), 
the question nevertheless remains whether an AI judge is 
able to ensure fairness as a precondition of the right to a 
fair trial. 

The right to a fair trial does not necessarily need to encom-
pass a right to substantive fairness (a “proper” judgment). 
In some jurisdictions, it extends to a substantive fairness 
guarantee20, in others it does not21. In the European con-
stitutional space, the notion of a “fair trial” is limited to the 
question of procedural fairness, i.e. whether the rule of law 
is respected and therefore the adjudication was free of ar-
bitrariness.22 From the point of view of the ECHR, it thus 
constitutes a “purely procedural guarantee”.23 

Nonetheless, fairness represents one of the constructional 
requirements of the right to a fair trial, being “one of the 
fundamental principles of any democratic society”.24 It pre-
supposes that claims and observations of either party are 
duly considered by a trial court.25 Fairness places “the tri-
bunal under a duty to conduct a proper examination of the 
submissions, arguments and evidence adduced by the par-
ties, without prejudice to its assessment of whether they 
are relevant to its decision”.26 The requirement of fairness 
encompasses a number of detailed conditions such as 
equality of arms,27 adversarial trial,28 reasoning of rulings,29 
freedom from self-incrimination,30 lawfulness of adminis-
tration of evidence,31 or the principle of immediacy32. But 
fairness is much more than just observing procedural rules 
– it is about properly considering the material of a case at 
hand and about avoiding any arbitrariness in its judicial ap-
praisal. Fairness, in that way, also seems to be substantively 
interlinked with the right to effectiveness of judicial protec-
tion, since the latter is unlikely to be respected if the former 
is not. 

So, can we have a fair trial, i.e. proper examination of the 
case pending before a court, if this court is an AI one? This 
leads us to the question of how we should understand prop-

er examination (or due consideration), and whether or not 
this could be upheld without a human component. 

II. On the Notion of “Proper Examination (Due 
Consideration)” and Why We (Sometimes) Need 
Human Judges

European Court of Human Rights (ECtHR) case law has 
been consistent in its stance that “the right to a fair trial 
cannot be seen as effective unless the requests and obser-
vations of the parties are truly ‘heard’, that is to say, properly 
examined by the tribunal”.33 This means that the court is 
“under a duty to conduct a proper examination of the sub-
missions, arguments and evidence adduced by the parties, 
without prejudice to its assessment of whether they are 
relevant to its decision”.34 This duty is not limited to pro-
viding sufficient reasoning of the tribunal’s decisions,35 but 
extends to due consideration of the body of evidence col-
lected before it. 

The “due consideration” requirement entails proper in-
depth examination of the body of evidence produced be-
fore a tribunal. For instance, in criminal cases “a  convic-
tion  ignoring key evidence constitutes a miscarriage of 
criminal justice”.36 One must note that properly assessing 
the gravity of evidence and its significance for the proper 
examination of a case requires very complex analyses. 
These do not necessarily need to follow the pre-existing 
patterns according to which an AI judge would come to 
a decision. Every single case constitutes a more or less 
unique bundle of factual findings and “due consideration” 
requires assessing their individual relevance for the ruling 
as well as judicial appreciation of their interconnections. 
This results in a duty to address sometimes very complex 
factual backgrounds of cases where different elements are 
mutually interlinked. 

In Farzaliyev v. Azerbaijan, for example, the ECtHR re-
proached national courts for failing to provide sufficient 
reasoning behind their fact-finding. Yet it seems quite 
clear that what the courts were really failing to do was to 
respond to the abusive institution of criminal proceedings 
for the sole purpose of reviving a claim period when all the 
statutes of limitations had long expired. While the ECtHR 
criticism primarily/ostensibly targeted the lack of reason-
ing, the real issue was the abuse of the law in its applica-
tion in fraudem legis.37  Similarly, in Cupiał v. Poland, the 
national courts – in the Court’s view – not only failed to 
respond to the applicant’s allegations, but moreover “no 
efforts were made to analyse this issue”.38 The asser-
tions and pleas forwarded by a party to a court trial must 
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be “carefully considered” (“soigneusement examinés” in 
French) and analysed “thoroughly and seriously” (“appro-
fondi et sérieux” in French), which under the fair trial guar-
antee is considered a separate requirement from provid-
ing a proper reasoning.39 

However, “due consideration” also requires properly sub-
jecting a tribunal’s decision to the scrutiny of social real-
ity and the present-day conditions. As aptly pointed out by 
Jordi Nieva-Fenoll, laws 

“must adapt to the times, or end up sending Galileo Galilei to 
the fire, and for this the work of the judge is essential. In their 
mission to analyse the specific situation in which the rule is 
to be applied, they must observe the nuances of that situation 
and determine the best application for it. While this makes the 
application of the law less predictable than what a mathemati-
cian would accept or what an AI programmer would imagine, it 
is precisely what will guarantee that the law does not enter as a 
foreign body into people’s lives, but reasonably regulates their 
coexistence”.40 

In light of this, “duly considering” a case appears to be 
the antithesis of “dully considering” it. It goes far beyond 
simply applying the law, thus presupposing application of 
justice. The former cannot be achieved without also taking 
into consideration (“duly considering” vs. “dully consider-
ing”) different social contexts and changing attitudes of 
a given society. What would have been perceived as just 
when a law was adopted might be considered appalling 
when it is applied – or, as the Grand Chamber held in Fedo-
tova and others v. Russia, “what may have been regarded 
as permissible and normal at the time when the Convention 
was drafted may subsequently prove to be incompatible 
with it”.41 

Artificial intelligence, in its current state of development, 
is capable of analysing (probably much more thoroughly 
and precisely than humans) very complex data and sub-
suming a legal norm deduced from the legal system to an 
established factual situation. But that’s really all it can do. 
So what is missing? Three observations can be made in 
this regard.

Firstly, as matters stand, AI seems unable to develop an 
interpretation of the law that adequately takes into ac-
count the ever-changing social landscapes surrounding 
the processes of “doing justice.” Ignoring this obstacle and 
pressing ahead with AI-driven judgment risks an algorithm 
applying the law correctly from a strictly formal point of 
view, yet completely missing the mark when it comes to the 
societal sense of fairness and justice (the risk of an overly 
positivistic AI judge). This sense of fairness and justice re-
lies heavily on perceptions of various societal phenomena. 
Let us take the example of “socially acceptable criticism 

and exaggeration” as a concept that comes into play when 
competing interests are weighed against each other, – in 
this case the right to respect for personal dignity vs. free-
dom of expression. On numerous occasions, the ECtHR 
has been confronted with complaints about the judicial ap-
plication of national laws limiting freedom of expression in 
cases of “exaggerated” criticism. It has become consistent 
case law of the Court that national authorities are under a 
duty to assess whether the “generally accepted limits of 
exaggeration” were exceeded.42 So far, it seems unlikely 
that an an AI judge would be able to appreciate the subtle-
ties of a particular expression in a way that would ensure 
these accepted limits are adhered to. . This would require 
a very nuanced knowledge of what is accepted by the gen-
eral public, while taking into account various current social 
developments. It should be noted that when the ECtHR 
scrutinises the proportionality of state interventions (even 
when the classic elements of a proportionality review – i.e. 
adequacy, reasonability, and necessity – are not explicitly 
referred to by the Court43), it assesses the measures ap-
plied against the legitimate aims pursued, and takes into 
account what is perceived to be fair and just in a process 
of judicial appreciation. 

Secondly, defining a norm deduced from the provisions of a 
given legal system, while considering not only its provisions 
but also scholarly writings and the jurisprudence, seems a 
task perfectly tailored to artificial intelligence. After all, it in-
volves the analysis of complex databases, which are closed 
sets of data with a predetermined scope. Yet appraising the 
body of evidence is something inherently different because 
evidence may vary according to factual circumstances. In 
turn, these factual circumstances cannot reasonably be 
predetermined in most cases (except maybe for relatively 
simple cases of unpaid invoices, etc.). Again, falling back 
on AI when deciding cases that present more complicated 
evidence may compromise the duty – rooted in the right to 
a fair trial – to carefully, thoroughly, and seriously analyse 
particular pieces of evidence and their interconnections 
against the general background of a case. The assessment 
of evidence, as a whole, must be “fair and proper”,44 and 
this remains a task that many humans are unable to accom-
plish, let alone artificial intelligence. 

Thirdly, as things stand, AI justice appears unsuitable as 
a classic branch of government. The primary role of the 
judiciary is, of course, to decide individual cases and ap-
ply justice. However, administration of justice goes way 
beyond specific cases. It is also a part of the checks and 
balances formula characterising modern democratic so-
cieties. As a consequence, the judiciary’s interpretations 
sometimes need to be more extensive when the political 
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branches of the government plainly fail to respond to so-
ciety’s needs, or when these political branches turn dys-
functional. Judging when the time has come for the judi-
ciary to quickly respond to state failure or dysfunctional 
government (or, conversely, when it should demonstrate 
more self-restraint) entails careful consideration of very 
complex socio-political processes and, almost physically 
“feeling” them. Given AI’s reliance on predetermined and 
available definitions and datasets, this seems still un-
achievable for an AI judiciary.

III. Conclusions 

The use of artificial intelligence as a tool for judicial deci-
sion-making is becoming ever more widespread. It goes 
hand in hand with the idea of replacing human judges with 
AI. While the use of AI as a judge would largely benefit the 
efficiency and predictability of the administration of justice, 
its use would be neutral when it comes to fair-trial criteria 
such as the right to professional legal representation or 
legal aid. When it comes to independence and impartial-
ity, AI judges appear no more likely to fall of short of these 
requirements than human judges, provided that sufficient 
technical safeguards are in place. 

Nonetheless, the use of AI (in its current state of develop-
ment) as judges does not seem to be reconcilable with the 

right to “fairness” of a court trial, which includes the duty of 
the trial court to duly consider the case. 

For one, this is because more complicated litigations imply-
ing complex analysis of the body of evidence and the inter-
connections between particular pieces of evidence against 
a general factual background seem to exceed the technical 
scope of AI as envisaged by developers. What is more, AI 
seems equally unable to duly consider concepts which re-
quire human intuition, without which justice cannot be ad-
ministered fairly (i.e. corresponding to the general sense of 
what is fair and just). Lastly, AI does not seem to be able to 
genuinely play the role of the judicial branch of State powers 
maintaining checks and balances on the political branches. 
It does not seem to be capable of navigating the interpre-
tation of the law in such a way as to properly respond to 
possible failures and dysfunctions of the legislative and the 
executive branches (i.e. sometimes applying more dynamic 
interpretation, other times being more self-restrained). 

It follows that in cases that are more complicated than sim-
ply ordering payment on the basis of outstanding and un-
disputed invoices, the use of AI in the judiciary system may 
compromise the requirement of fairness, which is one of 
the commonly accepted definitional elements of the right 
to a fair trial. Instead of “duly considering” such cases, AI 
– predetermined and limited by the underlying dataset – is 
likely to “dully consider” them.

1 M. Szwast, Kształtowanie się prawa do sądu w prawie polskim 
przed uchwaleniem Konstytucji RP z 1997 r., Przegląd Konstytucyjny 
2019, no. 3, pp. 33–60. 
2 C. Teleki, Due Process and Fair Trial in EU Competition Law The 
Impact of Article 6 of the European Convention on Human Rights, 
Leiden-Boston, Brill/Nijhoff 2021, pp. 74–75 and the scholarly works 
cited therein. 
3 ECtHR (GC), Guðmundur Andri Ástráðsson v. Iceland, 1.12.2020, 
appl. no. 26374/18, § 233. 
4 See e.g. Articles 15, 18 and 121 of the Dutch Constitution (Grond-
wet voor het Koninkrijk der Nederlanden), Article 36 of the Czech 
Charter of Fundamental Rights and Freedoms (Listina základních 
práv a svobod), Article 9 of the Swedish Instrument of Government 
(Kungörelse (1974:152) om beslutad ny regeringsform), Sections 
119, 241, 1171, and 1201 of the Spanish Constitution (Constitutión 
Española), Article 23 of the Slovenian Constitution (Ustava Repub-
like Slovenije), Articles 46–48 of the Slovak Constitution (Ústava 
Slovenskej republiky), Articles 21 and 24 of the Romanian Constitu-
tion (Constituția României), Articles 20 and 203 of the Portuguese 
Constitution (Constituição da República Portuguesa), Article 45 of 
the Polish Constitution (Konstytucja Rzeczypospolitej Polskiej),  
Articles 24, 104, and 111 of the Italian Constitution (Constituzione 
della Repubblica Italiana), Article 7 of the French Declaration of 
Human and Civic Rights (Declaration des Droits de l’Homme et du 
Citoyen), or Articles 19, 97, 101 and 103 of the German Basic Law 
(Grund-gesetz für die Bundesrepublik Deutschland). 

5 E. S. Corwin, “Debt of American Constitutional Law to Natural 
Law Concepts”, (1950) 25 Notre Dame L. Rev., 258–284, 275. 
6 ECtHR (plenary), Sutter v. Switzerland, 22.02.1984, appl. no. 
8209/78, at § 27. 
7 See F. Palmiotto, “Preserving Procedural Fairness in  
The AI Era. The Role of Courts Before and After the AI Act”,  
verfassungsblog.de, 5.01.2023, <https://verfassungsblog.de/proce 
dural-fairness-ai/> accessed 23 February 2023; J. E. Baker,  
L. N. Hobart, and M. G. Mittelsteadt, “AI for Judges. A Framework”. 
CSET Policy Brief, December 2021 <https://www.armfor.uscourts.
gov/ConfHandout/2022ConfHandout/Baker2021DecCenterForSecu 
rityAndEmergingTechnology1.pdf> accessed 26 April 2023. 
8 P. M. Nowotko, “AI in judicial application of law and the right to a 
court”, (2021) 192 Procedia Computer Science, 2220–2228, 2224. 

Marcin Górski 
Professor of the Department of European 
Constitutional Law, University of Łódź. Mem-
ber of the Migration Law Research Centre of 
the Polish Academy of Sciences. 

https://www.usoud.cz/fileadmin/user_upload/ustavni_soud_www/Pravni_uprava/listina_zakladnich_prav_a_svobod.pdf
https://www.usoud.cz/fileadmin/user_upload/ustavni_soud_www/Pravni_uprava/listina_zakladnich_prav_a_svobod.pdf
http://www.us-rs.si/o-sodiscu/pravna-podlaga/ustava/
http://www.us-rs.si/o-sodiscu/pravna-podlaga/ustava/
https://www.gesetze-im-internet.de/gg/BJNR000010949.html
https://verfassungsblog.de/procedural-fairness-ai/
https://verfassungsblog.de/procedural-fairness-ai/
https://www.armfor.uscourts.gov/ConfHandout/2022ConfHandout/Baker2021DecCenterForSecurityAndEmergingTechnology1.pdf
https://www.armfor.uscourts.gov/ConfHandout/2022ConfHandout/Baker2021DecCenterForSecurityAndEmergingTechnology1.pdf
https://www.armfor.uscourts.gov/ConfHandout/2022ConfHandout/Baker2021DecCenterForSecurityAndEmergingTechnology1.pdf


88 |  eucrim   1 / 2023

ARTIFICIAL INTELLIGENCE 

9 G. Gentile, “AI in the courtroom and judicial independence: 
An EU perspective”, EUIdeas, 22.08.2022,<https://euideas.eui.
eu/2022/08/22/ai-in-the-courtroom-and-judicial-independence- 
an-eu-perspective/> accessed 13 March 2023. 
10 European Commission, “Proposal for a Regulation laying down 
harmonised rules on artificial intelligence (Artificial Intelligence 
Act) and amending certain Union legislative acts”, 21.04.2021, 
COM(2021) 206 final 2021/0106(COD). 
11 C.A. Severance, “The Constitution and Individualism”,  (1922) 
vol. 8, no. 9 American Bar Association Journal, 535–542. 
12 I. Brownlie, “The Place of the Individual in International Law”, 
(1964) Apr., vol. 50, no. 3, Virginia Law Review, 435–462;  
J. Klabbers, “The Individual in International Law”, in: J. Klabbers 
(ed.), International Law, 2013, pp. 107–123. 
13 ECtHR, Dolińska-Ficek and Ozimek v. Poland, 8.11.2021, appl. 
nos. 49868/19 and 57511/19, at § 316. 
14 ECtHR (GC), Guðmundur Andri Ástráðsson v. Iceland, cited above, 
at § 234. 
15 ECtHR, Beaumartin v. France, 24.11.1994, appl. no. 15287/89,  
at § 38. 
16 ECtHR (plenary), Sramek v. Austria, 22.10.1984, appl. no. 
8790/79, at § 42.
17 ECtHR, Salicor Lormine v. France, 9.11.2006, appl. no. 65411/01, 
at § 67. 
18 See e.g. T. Sourdin, “Judges, Technology and Judicial Indepen-
dence”, in: T. Sourdin (ed.), Judges, Technology and Artificial Intel-
ligence. The Artificial Judge, Edgar Elgar Publ. 2021, pp. 189–208. 
19 CJEU, 19.11.2019, Joined Cases C585/18, C624/18 and C625/18, 
A.K. v. Krajowa Rada Sądownictwa, § 130. 
20 See e.g. the Constitutional Court of South Africa, 5.04.1995, S v 
Zuma and Others, 1995(2)SA 642(CC), where Justice Kentridge held 
that “The right to a fair trial conferred by that provision is broader 
than the list of specific rights […]. It embraces a concept of substan-
tive fairness”.
21 See e.g. ECtHR (GC), García Ruiz v. Spain, 21.01.1999, appl. no. 
30544/96, at § 29. 
22 ECtHR (GC), Al-Dulimi and Montana Management Inc. v. Switzer-
land, 21.06.2016, appl. no. 5809/08, at § 145. 
23 L. Garlicki, P. Hofmański, and A. Wróbel, Konwencja o Ochronie 
Praw Człowieka i Podstawowych Wolności. Tom I. Komentarz do 
artykułów 1–18, C.H. Beck, Warsaw 2010, comments on Article 6 
ECHR, item 159. 
24 ECtHR (plenary), Pretto v. Italy, 8.12.1983, appl. no. 7984/77, at 
§ 21. 

25 ECtHR, Donadze v. Georgia, 7.03.2006, appl. no. 74644/01, at § 35. 
26 ECtHR, Kraska v. Switzerland, 19.04.1993, appl. no. 13942/88, at 
§ 30. 
27 ECtHR (GC), Öcalan v. Turkey, 12.05.2005, appl. no. 46221/99, at 
§ 140. 
28 ECtHR (GC), Rowe and Davis v. the United Kingdom, 16.02.2000, 
appl. no. 28901/95, at § 60. 
29 ECtHR (GC), Moreira Ferreira v. Portugal (No. 2), 11.07.2017, appl. 
no. 19867/12, at § 84. 
30 ECtHR, Funke v. France, 25.02.1993, appl. no. 10828/84, at § 44. 
31 ECtHR, Ayetullah Ay v. Turkey, 27.10.2020, appl.nos. 29084/07 
and 1191/08, at §§ 123–130. 
32 ECtHR, Cutean v. Romania, 2.12.2014, appl. no. 53150/12, at § 61. 
33 ECtHR, Dulaurans v. France, 21.03.2000, appl. no. 34553/97, at 
§ 33; Carmel Saliba v. Malta, 29.11.2016, appl. no. 24221/13, at §65; 
Cupiał v. Poland, 9.03.2023, appl. no. 67414/11, at § 56. 
34 ECtHR, Van den Hurk v. the Netherlands, 19.04.1994, appl.  
no. 16034/90, at § 59. 
35 ECtHR, Ajdarić v. Croatia, 13.12.2011, appl. no. 20883/09, at § 34. 
36 ECtHR (GC), Moreira Ferreira v. Portugal (No. 2), 11.07.2017, appl. 
no. 19867/12, at § 63. 
37 ECtHR, Farzaliyev v. Azerbaijan, 28.05.2020, appl. No. 29620/07, 
at §§ 34–40. 
38 ECtHR, Cupiał v. Poland, 9.03.2023, op. cit. (n. 33), at § 63. 
39 ECtHR, Donadzé v. Georgia, 7.03.2006, appl. no. 74644/01,  
at §§ 32 and 35; ECtHR, Dima v. Romania, 16.11.2006, appl.  
no. 58472/00, at § 34. 
40 J. Nieva-Fenoll, “Technology and fundamental rights in the  
judicial process”, (2022) vol. 13, no. 2 Civil Procedure Review, 60. 
41 ECtHR (GC), Fedotova and others v. Russia, 17.01.2023, appl. 
nos. 40792/10, 30538/14 and 43439/14, at § 170, while invok-
ing the ECtHR (plenary), Marckx v. Belgium, 13.06.1979, appl. 
6833/74, at § 41 (concerning discrimination of “illegitimate” 
children). 
42 ECtHR, Kurski v. Poland, 5.07.2016, appl. no. 26115/10, § 54, 
Kharlamov v. Russia, 8.10.2015, appl. no. 27447/07, § 32, Ciorhan 
v. Romania, 3.12.2019, appl. no. 49379/13, § 34, Monica Macovei v. 
Romania, 28.07.2020, appl. no. 53028/14, §§ 92–93, Steel i Morris v. 
the United Kingdom, 15.02.2005, appl. no. 68416/01, § 90.
43 J. Gerards, “How to improve the necessity test of the European 
Court of Human Rights”, (2013) vol. 11, no. 2 I•CON, 466–490, at 
467–468. 
44 ECtHR (GC), Blokhin v. Russia, 23.03.2016, appl. no. 47152/06, at 
§ 202. 

https://euideas.eui.eu/2022/08/22/ai-in-the-courtroom-and-judicial-independence-an-eu-perspective/
https://euideas.eui.eu/2022/08/22/ai-in-the-courtroom-and-judicial-independence-an-eu-perspective/
https://euideas.eui.eu/2022/08/22/ai-in-the-courtroom-and-judicial-independence-an-eu-perspective/
https://www.jstor.org/stable/i244141


eucrim   1 / 2023  | 89

“Legalize It!?” – Opportunities and Challenges for 
the Regulation of Cannabis under European Law
Is Legalisation Legal?

Oliver Landwehr and Daniel-Erasmus Khan*

Following similar developments in other parts of the world (e.g. Uruguay, Canada, United States, Thailand), several coun-
tries in the EU are questioning or openly challenging the prohibitionist paradigm that has so far dominated international 
drug control law. Possibly the most far-reaching approach is contained in the concept paper (Eckpunktepapier) adopted 
by the German Federal Government in October 2022, which would provide for the comprehensive regulation of cannabis 
for recreational use from “seed to sale”. While the legality of this approach under public international and EU law has 
been called into question, this article shows that a responsible regulation of cannabis is not only desirable from a policy 
perspective but also legally feasible.

I.  Background

On 26 October 2022, the German government adopted key 
principles for the controlled sale of cannabis to adults for 
recreational purposes.1 Following up on their bold promise in 
the Coalition Agreement, according to which the three par-
ties forming the current government “will introduce the con-
trolled sale of cannabis to adults for recreational purposes 
in licensed shops,”2 the concept paper outlines how the pro-
duction, supply, and distribution of recreational cannabis 
would be authorised within a licensed and state-controlled 
framework. This effort aims to strengthen harm reduction3, 
improve the protection of minors and the health of consum-
ers, and curtail the black market. While the proposal enjoys 
broad support in society and was welcomed by civil society 
organisations active in the field of harm reduction, it has also 
encountered resistance from conservative parties and critical 
voices in the legal literature, who question its legality. This is 
not surprising as the German plans go beyond any existing 
efforts to decriminalise or regulate cannabis in the European 
Union (EU). At the same time, the German plans represent the 
only consistent and comprehensive model in the EU, and pos-
sibly even in the world. Therefore, the issue whether they are 
compatible with existing EU law deserves attention. Before 
turning to that question, however, we will first briefly present 
the international drug control regime, and analyse why it has 
failed and possibly done more harm than good.

1.  The international drug control regime

There can be no doubt that drugs4 are dangerous. As the vir-
tually universal Single Convention on Narcotic Drugs of 19615 
(the Single Convention) reminds us in its preamble, “addiction 

to narcotic drugs constitutes a serious evil for the individual 
and is fraught with social and economic danger to mankind.” 
Yet the preamble also recognises that “the medical use of 
narcotic drugs continues to be indispensable for the relief of 
pain and suffering.” Moreover, humans have been using some 
form of mind-altering substances throughout the history of 
humankind.6 Against this backdrop, it hardly comes as a sur-
prise that two (opposing) paradigms have dominated drug 
control regimes over the last century: prohibition and regula-
tion. Historically, the USA has been a champion of prohibition, 
while producing,7 manufacturing,8 and consuming states (led 
by Turkey, the United Kingdom, and other European countries) 
have been favouring a regulatory approach.9 More recently, 
however, these roles seem to have been partly reversed. 

a)  A brief history of drug control10

Over the past two centuries, the answer to the crucial ques-
tion how to deal with drugs has always been closely linked 
to both economic interests and general developments in 
the political-societal sphere. In the mid-18th century, when 
France and Britain twice used military force in the Far East, 
they did not do so in order to fight the drug trade but rather to 
open up the Chinese market for opium, particularly originat-
ing from India. The notorious “Opium Wars”11 forced China 
to end the enforcement of its prohibition against opium traf-
ficking by British merchants and to legalise the opium trade. 
It is safe to assume that these conflicts, along with various 
treaties imposed during the “century of humiliation”, caused 
a national trauma that still resurfaces during present-day 
discussions about cannabis legalisation by Western coun-
tries and helps to explain China’s visceral opposition to any 
such plans. 



90 |  eucrim   1 / 2023

EUROPEAN DRUGS POLICY

It was not until 1907 that Britain, China, and India agreed on a 
trilateral framework for ending Indian opium exports to China 
within ten years.12 Two years later, the Shanghai Opium Com-
mission was initiated under US leadership as the first multi-
lateral drug control meeting to examine ways of suppressing 
international opium traffic, and in particular traffic bound for 
China. While the meeting only made recommendations, it led 
to the 1912 Hague Opium Convention, the first international 
drug control treaty.13 In 1925, the Geneva Opium Conven-
tion14 established the first mechanisms to enforce a supply 
control framework. It created the Permanent Central Opium 
Board (PCOB), one of the forerunners of today’s International 
Narcotics Control Board (INCB)15, to monitor international 
imports and exports of narcotics. Further conventions were 
adopted in 1931 and 1936. Repeatedly, the United States 
tried but failed in all these negotiations to obtain a ban on 
all “non-medical and non-scientific” drug use. This approach 
must also be seen against the backdrop of alcohol prohibi-
tion in the United States, where the Eighteenth Amendment 
to the Constitution was ratified by the requisite number of 
states in early 1919, prohibiting the production, importation, 
transportation, and sale of alcoholic beverages from 1920 
until it was repealed in 1933. 

After World War II, the United Nations (UN) became the cus-
todian of the existing treaties. In 1946, a functional commis-
sion of the UN Economic and Social Council (ECOSOC), the 
Commission on Narcotic Drugs (CND), was set up to serve 
as the policy-making body of the UN system with prime re-
sponsibility for drug-related matters. In 1948, the Synthetics 
Protocol brought synthetic narcotics under international con-
trol for the first time. The United States again tried to impose 
more severe limitations on the agricultural production of opi-
ates through the 1953 Opium Protocol. However, as it was re-
jected by agricultural producing and consumer countries, as 
well as moderate states, it never entered into force. Instead, 
the 1961 Single Convention on Narcotic Drugs consolidated 
previous conventions into one document (hence the name). 
It applies to opioids, coca, and cannabis. As countries with 
important pharmaceutical industries refused to extend the 
scope of the Single Convention to psychotropic substances, 
a separate convention was negotiated. The 1971 Convention 
on Psychotropic Substances16 (the 1971 Convention) brings 
psychotropic substances17 under international control, but is 
less stringent than the Single Convention.18 

From the early 1970s onwards, the United States stepped up 
its supply-side targeting drug policies again. In June 1971, in 
a speech to the White House Press Corps, US President Rich-
ard Nixon declared a “war on drugs”. Although the restrictive, 
prohibitionist, and supply-side focussed US approach on drug 
policy dates back much longer, this speech is often seen as 

the beginning of a counter-productive and systemically racist 
domestic and international crusade that lasted several dec-
ades.19 The focus on trafficking also led to the adoption of the 
1988 UN Convention against Illicit Traffic in Narcotic Drugs 
and Psychotropic Substances20 (the 1988 Convention), which 
aims at tackling organised crime and drug trafficking. It also 
introduced extensive precursor21 controls.

These legal instruments were complemented by an institu-
tional framework and non-binding resolutions and declara-
tions. In 1972, a UN Fund for Drug Abuse Control (UNFDAC) 
was created. The Fund and the United Nations Drug Control 
Programme later merged with the Crime Fund and the Cen-
tre for International Crime Prevention to form what is today 
the United Nations Office on Drugs and Crime (UNODC), an 
organisational unit of the UN Secretariat headquartered in 
Vienna, Austria. UNODC also acts as the Secretariat to the 
CND and hosts its annual sessions. In the 1990s, the UN 
General Assembly also turned its attention to the topic. At 
a UN General Assembly Special Session (UNGASS) in 1998, 
states committed to massive reductions in drug use and 
supply within ten years and coined the slogan, “A drug free 
world. We can do it!” Almost 20 years later, the third UNGASS 
in 2016 was more realistic and marked a break with tradition-
al “war on drugs” approaches, even though it failed to break 
with the prohibitionist paradigm.22 

Nevertheless, since the 1990s, a new paradigm in drug policy 
has emerged that recognises that there will always be some 
people who will use drugs, and some people who may be 
unwilling or unable to stop using drugs. This concept, called 
“harm reduction”, therefore promotes policies, programmes, 
and practices that aim to minimise the negative health, so-
cial, and legal impacts associated with drug use, drug poli-
cies, and drug laws. Harm reduction focusses on positive 
change, and on working with people who use drugs without 
judgement, coercion, discrimination, or requiring that they 
stop using drugs as a precondition of support. It is cost-effec-
tive, evidence-based, and human rights-centred. Examples of 
harm reduction measures are needle and syringe exchange 
programmes, opioid agonist therapy (such as methadone), 
drug checking (where drugs are checked for adulterants), and 
drug consumption rooms to reduce the risk of fatal overdose. 

b)  The international drug control conventions

As countless resolutions of the CND remind us, three UN 
conventions form the “cornerstone” of the international 
drug control regime: the 1961 Single Convention, the 1971 
Convention on Psychotropic Substances, and the 1988 An-
ti-trafficking Convention (the Conventions).23 None of these 
Conventions contains a comprehensive and unconditional 
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obligation for states to impose criminal sanctions on (all 
forms of) drug possession and/or use.
	� The 1961 Single Convention obliges its parties to limit ex-

clusively to medical and scientific purposes the produc-
tion, manufacture, export, import, distribution of, trade in, 
use, and possession of drugs (Art. 4(c)). Drugs are defined 
as the substances listed in “schedules” to the Convention 
(Art. 1(j)).24 Cannabis and cannabis resin, extracts, and 
tinctures are listed in Schedule I.25 Art. 36(1)(a) contains 
penal provisions which obliges any party, “subject to its 
constitutional limitations,” to make certain actions, includ-
ing the possession of drugs, punishable offences. How-
ever, subpara. (b) allows for alternatives to conviction or 
punishment when “abusers”26 of drugs have committed 
such offences. It is also important to note that Art. 36 
does not refer to “use.”27 Therefore, the possession for 
personal use is also considered to be outside the scope 
of the provision.28 
	� The 1971 Convention contains essentially the same limi-

tations of drug use and penal provisions (Art. 5 and 22). 
Even though cannabis as such was already regulated in 
the Single Convention, its psychoactive ingredient, tet-
rahydrocannabinol (THC), is contained in Schedule I of the 
1971 Convention only, as it was not yet known to science 
at the time the Single Convention was adopted. 
	� The 1988 Convention goes one step further than the pre-

vious conventions in that its Art. 3(2) requires parties to 
establish as a criminal offence the possession, purchase, 
or cultivation of drugs “for personal consumption” as well. 
This obligation, however, is subject to each party’s “con-
stitutional principles and the basic concepts of its legal 
system.”29 Moreover, para. 4(c) of this provision provides 
for alternatives to conviction or punishment “in appropri-
ate cases of a minor nature.” This effectively removes the 
obligation to criminalise possession for personal use. In 
fact, in its 2021 Annual Report, the INCB explicitly acknowl-
edges that “measures to decriminalize the personal use 
and possession of small quantities of drugs are consist-
ent with the provisions of the drug control conventions.”30 
If personal use and possession can be decriminalised, a 
strong argument can be made that necessary precursor 
acts committed in the framework of a regulatory system 
are also consistent with the Conventions. 

If decriminalisation is in line with the Conventions, then de-
penalisation31 must, a fortiori, also be possible. By contrast, 
the INCB takes the view that legalisation, i.e. legislation im-
plementing “policies that explicitly permit the non-medical 
and non-scientific use of internationally controlled substanc-
es” and entailing no penalty whatsoever, is in violation of the 
international drug control conventions.32 While this view is 
shared by many conservative states, it must be borne in mind 

that the Conventions are inherently flexible. A case in point is 
decriminalisation itself: Not so long ago, the INCB held the 
view that decriminalisation was not in line with the Conven-
tions, and even considered harm reduction measures like 
drug consumption rooms as inadmissible. In this context, it 
should be born in mind that, in the absence of a court that 
could provide an authentic interpretation of the Conventions, 
their meaning is defined by the parties, and there is no one 
single valid interpretation.33 Lastly, the INCB (which seems to 
use the terms legalisation and regulation interchangeably34) 
ignores that regulation is a concept that is fully in line with 
the object and purpose of the Conventions to improve the 
“health and welfare of mankind,” reduce the “public health 
and social problems” resulting from drug use, prevent addic-
tion, and combat the illicit production of and traffic in drugs.35

c)  EU drug law

Drugs are mentioned only twice in the Treaty on the Func-
tioning of the European Union (TFEU): Art. 83(1) provides a 
legal basis for the adoption of directives to establish mini-
mum rules concerning the definition of criminal offences and 
sanctions for certain “areas of particularly serious crime with 
a cross-border dimension,” which include “illicit drug traffick-
ing.” Art. 168(1) stipulates that the Union shall complement 
the Member States’ action in reducing drugs-related health 
damage, including information and prevention.

Secondary legislation on the issue is scarce as well: Under 
the Lisbon Treaty (on the basis of Art. 83(1) TFEU), just one 
drug-related directive has been adopted so far.36 It amends 
the definition of “drug” in Framework Decision 2004/757/
JHA.37 This Framework Decision (FD ), which was adopted 
in the third pillar under the former Nice Treaty, lays down 
minimum provisions on the constituent elements of crimi-
nal acts and penalties in the field of illicit drug trafficking. In 
this respect, Art. 2 of the FD provides that:

1.  Each Member State shall take the necessary measures to 
ensure that the following intentional conduct when commit-
ted without right is punishable:

(a)  the production, manufacture, extraction, preparation, of-
fering, offering for sale, distribution, sale, delivery on any 
terms whatsoever, brokerage, dispatch, dispatch in tran-
sit, transport, importation or exportation of drugs;

(b)  the cultivation of opium poppy, coca bush or cannabis 
plant;

(c)  the possession or purchase of drugs with a view to con-
ducting one of the activities listed in (a);

(d)  the manufacture, transport or distribution of precursors, 
knowing that they are to be used in or for the illicit produc-
tion or manufacture of drugs.

2.   The conduct described in paragraph 1 shall not be included 
in the scope of this Framework Decision when it is commit-
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ted by its perpetrators exclusively for their own personal 
consumption as defined by national law.

Apart from the FD, there is little legislation that is relevant 
to the question of cannabis regulation. An earlier Joint Ac-
tion38 has been repealed and has not been incorporated 
in the FD. The Schengen acquis deals with narcotic drugs 
in Title III, Chapter 6 of the Convention Implementing the 
Schengen Agreement (CISA) . These provisions are mostly 
concerned with the import and export of drugs, including 
cannabis. Art. 71(2) obliges the contracting parties to un-
dertake to “prevent and punish by administrative and penal 
measures the illegal export of narcotic drugs and psycho-
tropic substances, including cannabis, as well as the sale, 
supply, and handing over of such products and substances”. 

The Council also regularly adopts decisions on the position 
to be taken, on behalf of the European Union, at the sessions 
of the CND, with regard to the vote on the scheduling recom-
mendations from the World Health Organisation (WHO).39 In 
particular, in December 2020, the CND voted on a re-schedul-
ing of cannabis and cannabis-related substances. The Coun-
cil decision supported the WHO recommendation to delete 
cannabis and cannabis resin from Schedule IV of the Single 
Convention.40

In addition to legislation, however, soft law also needs to be 
considered. Most relevant in the current context are the EU 
drugs strategies that have been approved by the Council, and 
the corresponding action plans. The most recent versions of 
the EU drugs strategy and action plan cover the period 2021 
to 2025.41 Importantly, they do not require EU Member States 
to criminalise drug use. On the contrary, the strategy notes 
that “drug consumption and/or drug possession for personal 
use or possession of small amounts do not constitute a crimi-
nal offence in many Member States, or there is the option to 
refrain from imposing criminal sanctions.”42 Council conclu-
sions of March 2018 promote the use of alternatives to coer-
cive sanctions for drug using offenders.43 In 2022, the Council 
approved conclusions on a human rights-based approach in 
drug policies acknowledging that, in line with the 2018 Coun-
cil conclusions, the term “alternatives to coercive sanctions” 
could, according to national legislation of the EU Member 
States, also refer to alternatives that are used instead of or 
alongside the traditional criminal justice measures for drug-
using offenders.44

2.  The problems with prohibition

a)  Prohibition is not working

It can hardly be denied that the existing drug control regime 
has had little effect: For years, both the supply and the de-
mand of controlled drugs have been constantly rising.45 

In principle, there are two possible responses to this find-
ing: First, one can claim that without this regime, the situa-
tion would be even worse and that therefore, we just have to 
enforce it even stricter. In the absence of a counterfactual, 
this argument can never be entirely disproved. However, it 
is implausible for many reasons. Firstly, very strict, even ex-
treme, supply-side and law enforcement-centred approaches 
have been tried for decades. As mentioned above, the United 
States even declared a “war on drugs” from the 1970s on-
wards. This “war” has not been won, on the contrary. Second-
ly, as UNODC noted in its first Transnational Organized Crime 
Threat Assessment, since transnational organised crime is 
driven by market forces, countermeasures must disrupt those 
markets, and not just the criminal groups that exploit them.46 
The enforcement approach neglects the demand side and ig-
nores the fact that wherever there is a demand that cannot be 
satisfied legally, be it for drugs or anything else, an illicit mar-
ket will appear.47 As long as that illicit market generates prof-
its, it will not disappear. Thirdly, in the face of extreme drug 
crises, countries have been forced in the past to change tack 
and adopt a more health- and harm reduction-oriented ap-
proach. This was the case in Portugal in the 1990s and can be 
seen today in the United States, where – faced with an opioid 
epidemic that currently claims over 100,000 drug deaths per 
year – the Biden administration has issued a new drug control 
strategy that clearly embraces harm reduction measures for 
the first time.48 Fourthly, cutting off the drug supply, e.g. for 
millions of opioid addicts in the United States, would not cure 
them of their addiction, nor address the root causes of the ep-
idemic. Lastly, it is not clear whether consumption would rise 
in the absence of prohibition. While this seems intuitive, the 
evidence is inconclusive.49 Even a rise in consumption, how-
ever, does not necessarily entail more harm: The purity and 
quality of licit cannabis is clearly superior to substances sold 
in the streets; drug-related crime and imprisonment would de-
crease; and risk awareness raising and protection of minors 
(e.g. ID checking) could be carried out more effectively. 

Therefore, the second and more convincing response would 
be to admit that the existing regime is not working and needs 
to be changed. A radical approach would be to scrap the sys-
tem entirely. This, however, is neither practical nor desirable 
for a number of reasons, not least because it would jeop-
ardise the supply security of controlled medicines. Rather, a 
strictly regulated licit market should replace an uncontrolled 
illicit market. It is debatable whether this is preferable for all 
drugs. In the case of alcohol, the experiment with prohibition 
in the United States at the beginning of the last century clearly 
demonstrated the advantages of a regulated market over an 
unregulated criminal one. The increasingly strict regulation of 
tobacco has been a success story, with cigarette use, espe-
cially among young people, in sharp decline over the last two 
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decades. Cannabis is the logical candidate to test this strat-
egy in the field of currently controlled substances.

b)  Prohibition is harmful

Prohibition is not only not working, it is also positively harm-
ful. Addiction – or rather ‘drug use disorder’ – can be a form 
of sickness.50 It is not helpful to criminalise sick people. 
Criminalisation creates stigma, marginalisation and discrimi-
nation, and raises structural barriers for people who wish to 
access service such as drug treatment and harm reduction 
as they fear punishment.

As noted above, prohibition has created an illicit market that 
will not disappear as long as it generates profits. These illicit 
markets are feeding organised crime groups that have grown 
into horrendous proportions. Some of these cartels have be-
come so powerful that they resemble quasi-states. The re-
sult is crime and bloodshed at an unprecedented scale, mas-
sive corruption, state capture, and failed or failing states. The 
war on drugs has cost thousands of lives and has destabi-
lised entire countries.51 Some countries are also taking lives 
through the imposition of the death penalty for drug-related 
offences and extrajudicial killings. Prison overcrowding has 
become a massive problem, especially in the United States.

Yet, there is no way to win the “war on drugs” by military or 
law enforcement means. The only way to put the cartels and 
organised crime groups out of business is to deprive them 
of their income. This would effectively destroy them and 
can only be achieved by regulating access to drugs. This ap-
proach also minimises the harm done by drugs, with both 
unregulated illicit and unregulated licit markets causing the 
greatest harm. A regulated market presents the best oppor-
tunity for reducing that harm. 

Finally, from an economic perspective, current drug policy – 
especially with regard to cannabis – is a waste of money52, a 
waste of time, and a waste of human resources. As you can 
only spend available financial resources once, it should be 
spent on those interventions that are the most effective in 
terms of health protection and harm reduction. This analysis 
applies, in principle, to all licit and illicit drugs, but regulation 
must be tailored to each drug. There can be no one-size-fits-
all approach. This article only deals with the regulation of 
cannabis.

3.  The winds of change

Despite the evidence that the current regime of prohibition 
is not working and has significant negative or “unintended” 
consequences, the legal straightjacket of the three above-

mentioned UN Conventions has kept change very slow and 
uneven.

a)  Drug reform and cannabis regulation outside the EU

In 2013, Uruguay became the first country in the world to le-
galise the recreational adult use of cannabis for its citizens 
and residents. In 2015, Jamaica introduced a decriminalisa-
tion model of cannabis use in order to divert users from the 
criminal justice system. This was followed by Canada in 2017, 
which has allowed its citizens and residents to acquire quality-
controlled cannabis through legal supply chains. The country 
has also developed comprehensive harm reduction services. 

In 2018, the Constitutional Court of South Africa ruled that 
the use and possession of cannabis, and the cultivation of 
cannabis plants by an adult for personal consumption in 
private no longer constitute criminal offences. Likewise, in 
Mexico, the supreme court ruled the criminalisation of can-
nabis use unconstitutional. 

In 2019, Thailand was the first country in the region to legal-
ise medical uses of cannabis before fully de-scheduling it 
from its Narcotics Act in 2022. In 2019, New Zealand intro-
duced a decriminalisation model allowing for law enforce-
ment discretion towards personal drug use and posses-
sion. However, in New Zealand, a narrow majority rejected a 
model of adult cannabis legalisation by referendum in 2020. 

In 2021, Switzerland passed the legal framework for the 
regulated sale of cannabis. This has enabled cantons, mu-
nicipalities, universities, and other organisations to conduct 
pilot studies to gain scientific knowledge about alternative 
approaches to regulating the non-medical use of cannabis. 

In the United States, the use and sale of cannabis continue 
to be illegal at the federal level. However, to date, 21 juris-
dictions (18 states, two territories, and the District of Co-
lumbia) have legalised the use of cannabis for non-medical 
purposes, while 37 states permit medical use. In 2022, the 
Biden administration announced a review of the schedul-
ing status of cannabis. This process could lead to federal 
regulation of sales for recreational use. US President Biden 
also signed a law to ease onerous restrictions on cannabis 
research, and to grant pardons to offenders convicted for 
cannabis use and possession.53

b)  Developments in EU Member States

Portugal was the first country in the EU to decriminalise all 
drug use. Due to the pressure from the three UN Conven-
tions, however, it remains an administrative offence. 
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The Netherlands has a long-standing policy of tolerating 
the sale of cannabis for personal use in coffee shops, which 
have been able to sell small quantities of cannabis for per-
sonal consumption since 1970. However, as the cultivation 
and sale of cannabis is not permitted, coffee shops have 
had to obtain their cannabis from illegal sources. In 2020, 
the Netherlands therefore introduced legal production of 
cannabis as an experimental pilot project in ten cities. 

In 2021, Luxembourg announced the legalisation of adult 
cannabis use and cultivation (a maximum of four plants) 
within home settings. The same year, Malta passed a law 
on “responsible use of cannabis.” This law allows adults to 
possess up to 7 g of cannabis, domestic cultivation of up to 
four cannabis plants, and the storage of up to 50 g of dried 
cannabis product. In addition, people can form non-profit 
organisations for the purpose of cultivating cannabis exclu-
sively for the organisation’s members within the framework 
of a risk and harm reduction approach.

As outlined above, Germany plans to comprehensively reg-
ulate cannabis from seed to sale. Czechia has announced 
similar plans. 

II.   The Compliance of Cannabis Regulation with  
EU Law

When it comes to the “if and how” of regulating cannabis in 
their domestic legal sphere, countries outside the EU have lit-
tle to fear from the international legal order. This is true even 
for those states who have opted for a comprehensive regula-
tion model like in Canada, which might not be in compliance 
with the three Conventions.54 Indeed, the Conventions lack 
effective enforcement mechanisms, and the CND in particu-
lar does not dispose of any such mechanisms. Apart from 
issuing statements, the utmost the INCB could do is to rec-
ommend to parties that they impose a drugs embargo on the 
country concerned.55 In practice, this has never happened and 
is unlikely to happen in the future.56 For EU Member States, 
however, the situation is quite different: Their domestic policy 
choices are, in addition to obligations under general interna-
tional law, effectively limited by EU law, an enforceable legal 
regime.

1.  The 2004 Framework Decision on illicit drug 
trafficking 

As mentioned earlier,57 conduct related to self-consumption 
of cannabis does not fall within the scope of FD 2004/757/
JHA laying down minimum rules in regard to drug trafficking 
offences and penalties. Recent reforms in Luxembourg and 

Malta are therefore ab initio not affected by the FD. The more 
far-reaching models in the Netherlands and in Germany, how-
ever, are prima facie58 not limited to conduct by persons for 
their own personal consumption. Instead, what is at stake 
here is a regulation of the entire distribution chain “from seed 
to sale”. Hence, the question arises whether this is in compli-
ance with the FD.

An initial and paramount observation in this respect is the 
wording of the title of the FD: It was adopted to counter crimi-
nal acts “in the field of illicit drug trafficking.” Likewise, Art. 2 
FD relates to “crimes linked to trafficking.” 

The proposed German licence model is of course the very op-
posite of illicit drug trafficking. Qualifying the cultivation and 
sale of cannabis through a strictly regulated state-licensed 
system as “illicit drug trafficking” would turn the meaning 
of these terms on its head. To any non-lawyer, this would 
seem so obvious and clear that it does not require any fur-
ther explanation. Conversely, lawyers are well known for their 
creativity in interpreting legal norms. However, at least in 
the realm of criminal law, a cardinal principle exists which is 
deeply rooted in the Rechtsstaatsprinzip (rule of law), namely 
that the natural meaning of words marks the outer limits of 
their interpretation.59 Qualifying the state-regulated acts in 
question as “trafficking” would clearly overstep these limits. 

This is also important insofar as the EU does not have a 
general criminal law competence to legislate on drugs, but 
only one regarding “illicit drug trafficking” (Art. 83 (1) TFEU). 
Although the 2004 FD predates this norm, which was intro-
duced by the 2009 Lisbon Treaty, its identical wording must 
be interpreted in strict conformity with the EU Treaties. Hold-
ing otherwise would lead to the untenable result of a crimi-
nalisation of conduct for which the EU has no competence.

These considerations are confirmed by the explicit caveat 
that limits Art. 2 FD to acts “committed without right.” Con-
duct carried out on the basis of an act of parliament, and un-
der a state-issued licence can hardly be considered “without 
right.” 

An interpretation that respects the natural meaning of terms 
should stop here. However, for the sake of the argument, we 
will also explore if this conclusion could be challenged if the 
words “illicit trafficking” and “without right” were to be under-
stood as a reference to international drug control law. 

a)  Licensed conduct is not “committed without right”

Unlike the “personal use” clause in Art. 2(2) FD 2004, the 
“without right” clause in Art. 2(1) does not explicitly and 
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necessarily refer to national law. Moreover, all EU Member 
States are also parties to the three UN Conventions. Some 
authors therefore seem to assume that “states can only rec-
ognise a ‘right’ under the clause if this does not violate their 
obligations under international law.”60 This view, however, 
has no basis in the text of the FD and completely ignores the 
autonomy of EU law. 

In that respect, it must be noted that the FD does not incorpo-
rate the international drug control regime into Union law. On 
the contrary, its preamble does not even once mention the 
three UN Conventions. The only place these Conventions are 
referred to is in the definition of “drugs” and “precursors” in 
Art. 1 FD. Therefore, the words “without right” must be given 
an autonomous interpretation.

The clause in Art. 2(1) FD grants Member States a possible 
derogation from the mandatory criminalisation. Any limita-
tion of that derogation must be interpreted restrictively: first 
because we are in the field of criminal law (and limiting the 
“rights” expands criminalisation); and second because the 
TFEU strictly limits the Union’s competence to the criminali-
sation of acts related to “trafficking.” Finally, the interpreta-
tion must also preserve the effet utile of the clause. 

Applying these principles, it must be noted that it would have 
been easy for the drafters of the FD to include a reference 
to international law in the chapeau of Art. 2(1). Instead of, 
or in addition to the words “without right,” they could simply 
have used the term “illicit conduct” and defined it elsewhere 
as “not in compliance with the international drug control con-
ventions.” In order to enhance legal certainty, they could also 
have incorporated the essence of the Conventions into the 
FD by criminalising conduct “when committed for non-medi-
cal and non-scientific purposes.” Yet, they chose the unusual 
wording “without right.” It must thus have an independent 
meaning going beyond these cases.

In other words, to require that any “right” under this clause 
must be in conformity with the Conventions would limit the 
meaning of the clause to medical and scientific use – as 
these are the only permitted uses under the UN Conventions. 
Therefore, equating the clause with “right in conformity with 
the Conventions” would deny it any independent meaning go-
ing beyond illegality under international law. The caveat “with-
out right” would thus have no effet utile. It follows that these 
words must mean that illegality under international law is a 
necessary – but not sufficient – condition for punishment.

Indeed, the ordinary meaning of the words “without right” 
does not simply mean “illegally,” but rather without authorisa-
tion. This would seem to result even clearer from some other 

language versions of Art. 2(1) FD.61 It is further supported 
by the meaning of the clause in two other EU instruments 
harmonising criminal law where it is used (in the English ver-
sion62): In both Directive 2011/92/EU and Directive 2013/40/
EU, the words “without right” are explicitly defined as refer-
ring (also) to a permission or an authorisation under domes-
tic law.63 The fact that in Directive 2011/92/EU and Directive 
2013/40/EU the clause is given a defined meaning also con-
tradicts the view that “without right” implies a limitation to 
medical and scientific use. If that were the case, it would cer-
tainly have been included in the definitions in Art. 1 or in the 
Preamble of the FD.

It is therefore more convincing to interpret the clause in Art. 
2(2) FD 2004 as a reference to a national authorisation. A 
licence system would constitute such an authorisation. 

Lastly, the fact that the Member States are parties to the 
three UN Conventions, and the EU to the 1988 Convention, 
does not change this conclusion. The EU competence under 
the 1988 Convention is explicitly limited to precursor con-
trol. Therefore, cannabis regulation is outside the EU com-
petence. Moreover, the status of international law in the do-
mestic legal order is determined by the domestic legal order. 
Countries that follow the monist theory may be prevented 
from establishing a licence system to authorise and regulate 
cannabis cultivation and use because they might see them-
selves bound by the international Conventions. This does 
not, however, apply to countries that follow the dualist the-
ory. Even if they were in breach of international obligations 
(which is debatable, see below), this would have no conse-
quence for the validity of the domestic legislation. Since the 
landmark judgment in Kadi64, we know that EU law does not 
follow a (purely) monist system. Illegality under international 
law does not automatically entail illegality under EU law. In 
any case, the EU would have no competence to issue an au-
thorisation. Therefore, any reference in the FD 2004 must be 
a reference to national law. 

b)  Licensed conduct does not constitute “illicit traf-
ficking”

The term “illicit trafficking” is a pleonasm: There is no such 
thing as “licit” trafficking. Trafficking is inherently unlaw-
ful.65 If a state decides to responsibly regulate a drug rather 
than leave it to the unregulated illicit market, it does not en-
gage in trafficking. Any assertion to the contrary would con-
travene the meaning of “trafficking.” This must of course 
be distinguished from a hypothetical situation in which a 
“rogue” state, e.g. a failed state under the control of a narco 
cartel, actively engages in activities that are illegal under its 
own laws or decides to turn a blind eye. This could indeed 



96 |  eucrim   1 / 2023

EUROPEAN DRUGS POLICY 

be called state trafficking but is very different from the situ-
ation in question.

This argument does not only apply to the FD but also to the 
three Conventions. In reality, a state regulation model as the 
one planned in Germany lies outside the scope of the Conven-
tions because, like the FD, they are limited to illicit trafficking. 
They were never meant to apply to a state-controlled distribu-
tion system. 

It must also be called to mind that it is not easy to decide what 
constitutes “illicit” behaviour under the UN Conventions. Given 
the great flexibility of the Conventions, which is regularly in-
voked by all parties, the interpretation of what is in line with 
the Conventions is not easy and has changed dramatically 
over time.66 In the absence of an authoritative interpretation of 
the Conventions67, each state is free to make that assessment 
for its own conduct. As noted above, states’ (and the INCB/
CND’s) assessment is liable to change over time as well.68

c)  Licensed conduct benefits from the exemption in 
Art. 2(2) FD 

All of the above rests on the premise that the “personal con-
sumption” exemption in Art. 2(2) FD is not applicable to the 
situation in question. If it were, state-licensed regulation of 
cannabis would fall outside the scope of the FD entirely. In-
deed, there are very good reasons to substantiate this case. 

Art. 2(2) FD does not only cover the possession and use but 
all the acts in para. 1 that necessarily precede consumption. 
It is true that the exemption is limited to conduct committed 
by its perpetrators for their own personal consumption. How-
ever, if preparatory conduct is exempted when carried out by 
users then, a fortiori, that conduct must be exempted if it is 
carried out under a state-issued licence. The FD simply did 
not foresee such a situation. Nevertheless, it would be highly 
inconsequential and illogical if state-regulated conduct were 
to be treated less favourably than the same conduct by a con-
sumer. Moreover, that conduct (cultivation, distribution etc.) 
is a necessary precursor to the later consumption. Lastly, 
para. 2 clarifies that “personal consumption” is defined by na-
tional law. Arguably, that law therefore remains free to include 
in “personal consumption” all acts that necessarily precede 
the final consumption. 

2.  The Schengen acquis

As mentioned above, the Schengen acquis is primarily 
concerned with trans-border situations, and deals with the 
import and export of narcotic drugs. Importantly, a Joint 
Declaration has effectively modified Art. 71(2) CISA.69 This 

Joint Declaration allows contracting parties, under certain 
conditions, to depart from the principle referred to in Art. 
71(2). As a consequence, the creation of a national licens-
ing system for recreational adult-use cannabis would not be 
in breach of the Schengen acquis as long as the regulatory 
model aims to contribute to the prevention of addiction, and 
provided that administrative and penal measures are taken 
to prevent and punish cross-border illegal drug trafficking.70 
All of this would be fulfilled under the German model.

3.  CJEU jurisprudence

National drug policy is a highly political area that – given its 
relevance for health protection, criminal law, and law enforce-
ment – touches the core of national sovereignty. Therefore, 
the European Commission would probably hesitate to sec-
ond-guess national choices in this matter and refrain from 
instituting infringement proceedings against a Member State 
(Art. 258 TFEU). Nevertheless, bearing in mind that infringe-
ment actions can also be brought by other Member States 
(Art. 259 TFEU), the question of interpretation of the 2004 
FD on illicit drug trafficking may eventually reach the Court 
of Justice of the European Union (CJEU) as the final arbiter 
of EU law. 

How the Court would approach such a case is anyone’s guess. 
That said, the case law leaves room for optimism. In particu-
lar, the CJEU’s seminal CBD case71 is inspiring. In a judgment 
concerning the free movement of goods, the judges in Lux-
embourg examined the question whether cannabidiol (CBD) 
is covered by the Single Convention. They could have chosen 
an easy route, as they found “that a literal interpretation of the 
provisions of the Single Convention might lead to the conclu-
sion that, in so far as CBD is extracted from a plant of the 
Cannabis genus and that plant is used in its entirety – includ-
ing its flowering or fruiting tops – it constitutes a cannabis 
extract […] and, consequently, a ‘drug’ within the meaning […] 
of that convention.”72 

Instead, the Court made the effort to carry out a teleologi-
cal interpretation and held that “since CBD does not contain 
a psychoactive ingredient in the current state of scientific 
knowledge […], it would be contrary to the purpose and gen-
eral spirit of the Single Convention to include it under the 
definition of ‘drugs’ within the meaning of that convention 
as a cannabis extract.”73 The Court therefore concluded 
that CBD is not a “drug” within the meaning of the Single 
Convention.74 This indicates that the CJEU is prepared to 
consider the purpose of the Conventions to protect the 
“health and welfare of mankind,” and reduce “public health 
and social problems” when interpreting them. A fortiori, this 
must be borne in mind when interpreting Union law.
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Ultimately, the Court will have to apply the Charter of Funda-
mental Rights of the European Union when interpreting the 
2004 FD and the CISA. The right to privacy in Art. 8 of the 
Charter could provide a powerful basis for a judgment in fa-
vour of a responsible cannabis legalisation. In this case, the 
Charter would take primacy over treaty law.75 The Kadi juris-
prudence has set a strong precedent in this respect.76 There 
are very good reasons why this case law, which gives priority 
to the protection of fundamental rights over international ob-
ligations, should also be applied in the present context. 

III.  Conclusion

In her foreword to the 2021 Report of the Global Commis-
sion on Drug Policy, Helen Clark notes: 

 “[i]n general, the world looks to international law to support 
the achievement of humanity’s fundamental aspirations, 

including of human rights for all. Yet in drug policy, inter-
national law itself bears much of the responsibility for the 
world’s failure to address drug use in a rational and humane 
way.”77

Unfortunately, there is little hope that this will change 
any time soon. Given the extremely divergent approaches 
to drug policy among the state parties to the three UN 
Conventions on drug control, amending these Conven-
tions is all but impossible in the foreseeable future. In all 
likelihood, the global drug control regime will thus remain 
stuck in the 1960s forever. This makes it all the more 
important not to interpret Union law as condemning EU 
Member States to perpetuate the errors of the past. This 
article has sought to demonstrate that, correctly interpret-
ed, Union law does in fact not stand in the way of respon-
sible regulation at the national level. Nature and scope of 
the German Federal Government’s proposed regulation of 
cannabis constitute such a regime.
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Limitations of the Transnational ne bis in idem 
Principle in EU Law 
Remarks on the ECJ’s Diesel Scandal Volkswagen Case

Laura Neumann

The ne bis in idem principle is one of the most fundamental guarantees in criminal procedure law. It prohibits a second 
prosecution in cases that have already been concluded by a final decision. According to the traditional understanding, 
the principle excludes a duplication of proceedings only within the same jurisdiction. Art. 50 CFR, however, which was 
incorporated into primary EU law by Art. 6 TEU, extends the principle’s scope to the transnational sphere to the effect 
that a final decision in one Member State constitutes a bar to new proceedings in other Member States of the EU as well. 
While this transnational ne bis in idem guarantee in principle allows for limitations, these must meet the requirements 
provided for by Art. 52 para. 1 CFR. 
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The pending Case C-27/22, which has its roots in the diesel scandal involving German automobile producer Volkswagen, 
gives the Court of Justice of the European Union an opportunity to set new standards in this regard, which might be of 
high relevance for the future understanding of the ne bis in idem guarantee in a single area of freedom, security, and jus-
tice. In particular, it offers the Court the chance to provide guidance on the conditions that an EU secondary law provision 
must meet in order to be qualified a legitimate legal basis for a limitation to the transnational ne bis in idem principle. 
Furthermore, it gives the Court the opportunity to clarify whether all of the specifications of the criteria for limitations to 
the intra-state ne bis in idem guarantee that have been developed in Menci and Garlsson Real Estate, and were elaborated 
in BV and bpost also apply at inter-state level. 
This article sheds light on these questions by discussing the criteria for limitations of the ne bis in idem principle, in-
cluding their specifications originally established for intra-state cases, against the background of the Volkswagen Case 
C-27/22, which is transnationally structured.

I. Previous Relevant Case Law

To date, the Court of Justice of the European Union (ECJ) 
has recognised two kinds of limitations of the ne bis in idem 
guarantee as meeting the conditions set out by Art. 52 para. 
1 CFR. 

The first group of cases concerns limitations based on the 
Convention implementing the Schengen Agreement (CISA), 
which is a sui generis act of EU law of the same hierarchical 
order as secondary Union law.1 In the Spasic judgment, the 
ECJ acknowledged that the enforcement condition enshrined 
in Art. 54 CISA constitutes a limitation of the individual right 
granted by Art. 50 CFR within the meaning of Art. 52 para. 
1 CFR.2 Furthermore, in MR, decided on 23 March 2023, the 
Court also recognised Art. 55 para. 1 lit. b) CISA as a valid lim-
itation of the fundamental right guaranteed by Art. 50 CFR.3

A second group of cases concerns possible justifications 
for limitations of the intra-state ne bis in idem guarantee 
provided for by national legislation. In this regard, the ECJ 
made important specifications to the criteria set out in Art. 
52 para. 1 CFR in Menci4 and Garlsson Real Estate5, which 
it further elaborated in BV6 and in the bpost case7. These 
specifications will be discussed in detail in Section III.

The pending Case C-27/22 (Volkswagen Group Italia and 
Volkswagen Aktiengesellschaft) neither concerns an excep-
tion to the inter-state ne bis in idem guarantee based on 
the CISA nor an exception to the intra-state ne bis in idem 
principle based on provisions of national law. Instead, it 
deals with a possible limitation of the inter-state ne bis in 
idem guarantee which echoes the first group of cases but 
is based on a provision of regular EU secondary legislation 
contained in a directive, rather than the CISA. This notably 
raises two questions: First, what prerequisites apply for a 
regular EU secondary law provision to serve as a legal basis 
for a limitation to the ne bis in idem principle under Art. 52 
para. 1 CFR? Second, to what extent may the specific con-
ditions developed in Menci and Garlsson Real Estate, and 

further elaborated in BV and bpost, be transferred to inter-
state level?

It should be noted that the Nordzucker case8, decided on 
22 March 2022, related to possible limitations of the trans-
national ne bis in idem guarantee as well. It does, however, 
concern the special area of competition law that has been 
harmonised in the EU to the point of allowing it to be treated 
nearly like a harmonious national system.9 Therefore, Nord-
zucker is not predictive of the present case.

II. Case C-27/22: Facts, Procedure and Preliminary
Questions Referred to the ECJ

In Case C-27/22, the ECJ is called to give a preliminary ruling 
on questions that arose in Italian administrative proceedings 
in the context of the diesel scandal.10 The starting point of 
the dispute was a fine of € 5 million imposed on Volkswa-
gen AG (VWAG) and Volkswagen Group Italy (VWGI) by the 
Italian Antitrust Authority (AGCM) on 4 August 2016 for an 
infringement of the Italian Consumer Code. The alleged in-
fringement concerns the marketing of vehicles with manipu-
lated systems for the measurement of pollutant emissions 
in Italy and advertisements emphasising the compliance of 
said vehicles with the Italian environmental regulatory crite-
ria. VWGI and VWAG appealed against the decision. In 2018, 
while the appeal in Italy was still pending, the German public 
prosecutor’s office of Braunschweig, Lower Saxony, imposed 
an administrative fine of € 1 billion on VWAG (based on the 
German Act on Regulatory Offenses (Ordnungswidrigkeiteng-
esetz)) for essentially the same facts as alleged by the Italian 
proceedings; however, the reasoning concerned VWAG’s en-
tire global marketing – including in Italy – instead of the Ital-
ian marketing only. Both the Italian and the German authori-
ties ordered the maximum fine provided for by the respective 
national legislation. While the German fine order became fi-
nal in June 2018, the Italian appeal is still pending before the 
Consiglio di Stato. It was this court that lodged a request for 
preliminary ruling to the ECJ. 
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The Italian court’s request is three-fold: For one, it aims to 
find out whether the penalties imposed for unfair commercial 
practices under Italian law implementing Directive 2005/29/
EC11 can be classified as criminal administrative penalties 
and, therewith, trigger the applicability of the ne bis in idem 
principle. In light of the ECtHR’s and the ECJ’s case law,12 this 
question will presumably be answered in the affirmative. 

A second question raised by the Italian court makes refer-
ence to the specific chronological order of the steps of the 
two proceedings. In particular, this question concerns the 
fact that while the Italian administrative penalty was imposed 
before the German penalty, a final decision has been made 
on the latter, whereas the appeal against the Italian penalty 
is still pending.13 Prior case law of the ECJ and the ECtHR 
in this context, at least as far as intra-state constellations 
are concerned, indicates that the applicability of the ne bis 
in idem principle does not depend on a specific order of the 
steps of the proceedings in question, but rather requires any 
proceedings to be concluded whenever a decision concern-
ing the same offence in the material sense becomes final.14 
There is no apparent reason why this should be different in a 
transnational setting. 

The third and final question raised by the Italian court con-
cerns the issue of possible limitations to the transnational ne 
bis in idem guarantee. Specifically, the referring court aims 
to find out whether the provisions laid down in Art. 3 para. 
4 and Art. 13 para. 2 lit. e) of Directive 2005/29/EC justify a 
derogation from the ne bis in idem guarantee established by 
Art. 50 CFR and Art. 54 CISA. This question will be discussed 
in more detail in the following section. 

III. Requirements for Limitations of the ne bis in idem
Principle and Specifications in Intra-State Cases

In the relevant case law regarding possible justifications of 
limitations of the ne bis in idem principle at intra-state level, 
the ECJ has been consistently structuring its analyses the 
same way. 

The judges in Luxembourg start off by reemphasising that, 
according to the Spasic judgment, a limitation of the ne bis 
in idem principle guaranteed by Art. 50 CFR may be justified 
on the basis of Art. 52 para. 1 CFR.15 This is followed by a 
detailed analysis of the individual criteria of Art. 52 para. 1 
CFR and their application to the respective case. 

According to the first sentence of Art. 52 para. 1 CFR, any 
limitation on the exercise of the rights and freedoms rec-
ognised by the Charter must be provided for by law and 

respect the essence of those rights and freedoms. The 
second sentence further provides that any limitations are 
subject to the principle of proportionality and may be made 
only if they are necessary and genuinely meet objectives 
of general interest recognised by the Union or the need to 
protect the rights and freedoms of others. 

In accordance with the analyses regularly performed by the 
Court, Art. 52 para. 1 CFR may be broken down into five cri-
teria. First, the limitation in question must be provided for 
by law. Second, it must respect the essence of the rights 
and freedoms it limits. Third, it has to meet an objective of 
general interest. Fourth, it must comply with the principle of 
proportionality. Fifth, it must be strictly necessary in order 
to achieve the objective of general interest it serves. 

With regard to the first requirement (that any limitation on 
the exercise of fundamental rights, such as the one en-
shrined in Art. 50 CFR, must be provided for by law), the ECJ 
made it clear in BV16 and reiterated in MR17 that the legal 
basis which permits restricting a fundamental right must in 
turn define the scope of this limitation. It follows that, ac-
cording to the Court, the first requirement is broadly indisso-
ciable from the requirements of clarity and precision arising 
from the principle of proportionality. Accordingly, the clarity 
and preciseness of the rules establishing the limitation to 
the ne bis in idem guarantee, which the Court had identified 
as a sub-criterion of the requirement of strict necessity in 
Menci18 and Garlsson Real Estate19, is in fact a precondition 
in itself for those rules to be qualified as a legal basis for 
a limitation of Art. 50 CFR in the first place. Consequently, 
the respective law must establish rules clear and precise 
enough to allow individuals to predict which acts or omis-
sions could give rise to a duplication of proceedings and 
penalties to meet the “provided for by law” criterion.20 

On a similar note concerning the second criterion of re-
specting the essence of Art. 50 CFR, the ECJ regards a 
clear and comprehensive definition of the conditions that 
would lead to a duplication of proceedings and penalties 
as a precondition for ensuring that the right guaranteed by 
Art. 50 CFR is not called into question as such.21 Whenever 
rules do not clearly, precisely, and exhaustively define the 
prerequisites for a limitation of the ne bis in idem principle, 
they leave room for abuse and at least carry the risk of the 
essence of Art. 50 CFR being brought into question per se. 

Regarding the third criterion (requiring an objective of gener-
al interest to be served by the limitation of the ne bis in idem 
guarantee), the ECJ established in Menci and Garlsson Real 
Estate that, for the purposes of meeting such an objective 
of general interest, a duplication of criminal proceedings and 
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penalties may be justified where they pursue complementary 
aims relating to, as the case may be, different aspects of 
the same unlawful conduct in question.22 In bpost, the Court 
identified such a pursuit of complementary objectives by the 
different proceedings as a factor of relevance for the propor-
tionality requirement as well and made it clear that this factor 
could justify the additional burden resulting from the cumula-
tion of the different procedures and penalties.23

With regard to the principle of proportionality as such, which 
constitutes the fourth criterion set out by Art. 52 para. 1 CFR, 
the ECJ regularly provides a general explanation that the dupli-
cation of proceedings and penalties may not exceed what is 
appropriate and necessary in order to attain the legitimate ob-
jectives at issue. According to the Court, it goes without say-
ing that given several appropriate measures, recourse must 
be had to the least onerous one, and that the disadvantages 
caused must not be disproportionate to the aims pursued.24

As far as the fifth and final criterion is concerned, the rules 
allowing for the duplication of proceedings and penalties 
have to be strictly necessary to achieve the objective of gen-
eral interest. In this context, the Court made three important 
specifications in Menci and Garlsson Real Estate.25 Firstly, it 
stated that the legislation limiting the ne bis in idem guaran-
tee must provide for clear and precise rules which allow an 
individual to predict which acts and omissions are liable to 
be subject to such a duplication of proceedings and penal-
ties.26 As demonstrated above and suggested by the Court 
itself in BV and MR,27 the issue of the clarity and precise-
ness of the rules does, however, already influence the ques-
tion of whether a legal basis for a limitation of the ne bis in 
idem guarantee can be assumed at all. Conversely, the sec-
ond and third strict necessity sub-criteria that the Court has 
identified have independent significance. As second sub-
criterion, the ECJ specifically requires that the rules in ques-
tion ensure coordination between the different authorities, 
allowing these authorities to offset the disadvantages re-
sulting from the duplication of proceedings.28 Furthermore, 
as a third sub-criterion, it is required that the rules oblige the 
competent authorities to take into account the first penalty 
already imposed in their assessment of the second penalty. 
This is to ensure that the severity of all penalties reflects 
the seriousness of the offences committed.29 Finally, the 
Court made it explicit that the rules corresponding to these 
requirements must also be applied adequately by the com-
petent authorities, meaning that, on the one hand, the two 
sets of proceedings must have been effectively conducted 
in a sufficiently coordinated manner and within a proximate 
timeframe, and, on the other hand, that the overall penalties 
imposed must adequately correspond to the seriousness of 
the offences.30 

IV. Application of Criteria for Limitations of the ne
bis in idem Principle at the Inter-State Level in the
Volkswagen Case

Having clarified the criteria for limitations of the ne bis in 
idem principle including their specifications established 
by the Court regarding intra-state cases, the question re-
mains to be answered whether these criteria are met in the 
Volkswagen case (Case C-27/22). Given the transnational 
dimension of that case, it must be assessed whether the 
specifications of these criteria developed for intra-state 
scenarios also allow for an adequate assessment of the 
legitimacy of limitations of the ne bis in idem principle at 
inter-state level and should thus be applied to the Volkswa-
gen case. These questions will be analysed in the follow-
ing by discussing the limitation criteria in turn, against the 
background of Case C-27/22.

1. “Provided for by law”

It has to be noted that a discussion of Case C-27/22 might 
be cut short. In fact, it seems doubtful whether the very first 
criterion, stipulating that the limitation of the ne bis in idem 
guarantee must be provided for by law, is met in the present 
case. 

a) Legal basis in EU law

An initial point that needs to be made in this regard is that 
the legal basis for any limitation of the transnational ne bis 
in idem principle, as enshrined in Art. 50 CFR and Art. 54 
CISA, can only be found in EU law. This follows from the 
very fact that Art. 55 CISA itself defines the cases in which 
the contracting parties – when ratifying, accepting, or ap-
proving the Convention – may declare themselves exempt 
from being bound by the ne bis in idem principle. It clearly 
contradicts the logic of this provision to accept that Mem-
ber States could, in principle, at any time and for any case, 
declare themselves not bound by the ne bis in idem guar-
antee by law. Moreover, any legislation allowing Member 
States to exempt themselves from being bound by the ne 
bis in idem guarantee whenever they deem it appropriate 
would affect the essence of that guarantee as such and 
would, consequently, be incompatible with Art. 52 para. 1 
CFR. Accordingly, the Court based the two exceptions to the 
ne bis in idem guarantee that it has recognised so far on 
provisions of Union law.31 

b) Legal basis in Case C-27/22?

In the Volkswagen case, the referring court, in its third ques-
tion, identifies Art. 3 para. 4 and Art. 13 para. 2 lit. e) of 



eucrim   1 / 2023  | 103

LIMITATIONS OF THE TRANSNATIONAL NE BIS IN IDEM PRINCIPLE IN EU LAW

Directive 2005/29/EC on unfair commercial practices32 as 
possible legal bases for derogations from the transnational 
ne bis in idem principle. 

However, it is not apparent to what extent Art. 3 para. 4 Di-
rective 2005/29/EC could serve as a legal basis for such 
a derogation. The article stipulates that in case of conflict 
between the provisions of Directive 2005/29/EC and other 
Union rules regulating specific aspects of unfair commer-
cial practices, the latter shall prevail and apply to those spe-
cific aspects. So rather than making reference to ne bis in 
idem constellations, this provision aims at resolving con-
flicts between legal instruments. At best, an argumentum 
e contrario seems possible, stating that Directive 2005/29/
EC prevails over every Union rule that does not regulate spe-
cific aspects of unfair commercial practices. However, this 
interpretation is extremely broad and not supported by the 
wording of the provision. In any case, Art. 3 para. 4 Directive 
2005/29/EC does not clearly and precisely define the condi-
tions for possible limitations of the ne bis in idem principle 
and does thus definitely not meet the criteria for a limitation 
of the ne bis in idem guarantee to be provided for by law.

A similar conclusion can be drawn for Art. 13 para. 2 lit. e) Di-
rective 2005/29/EC. This provision establishes that Member 
States, when imposing penalties for infringements of national 
provisions adopted in application of the Directive, shall take 
into account inter alia the criterion whether penalties have 
been imposed on the trader for the same infringement in oth-
er Member States in cross-border cases. However, this stipu-
lation is limited to situations in which information about such 
penalties is available through the mechanism established by 
Regulation (EU) 2017/239433. This latter regulation deals with 
the cooperation between national authorities responsible for 
the enforcement of consumer protection laws. It thus specifi-
cally refers to administrative proceedings and penalties for 
unfair commercial practices which can be classified as crimi-
nal in the European sense34 and normally trigger the applica-
bility of the ne bis in idem guarantee. Against this background, 
it seems plausible, on the face of it, to assume that Art. 13 
para. 2 lit. e) Directive 2005/29/EC envisages situations prin-
cipally incompatible with the ne bis in idem guarantee and, 
therewith, implicitly establishes an exception to it. 

However, when taking into account the Recitals of Regulation 
(EU) 2017/2394 and of Directive (EU) 2019/216135, introduc-
ing Art. 13 para. 2 lit. e) into Directive 2005/29/EC, such an un-
derstanding does not seem to have been intended by the Eu-
ropean Union legislature. While Recital 29 of Regulation (EU) 
2017/2394 explicitly states that the principle of ne bis in idem 
should be respected, Recital 8 of Directive (EU) 2019/2161 
even provides that the non-exhaustive and only indicative 

criteria introduced by Art. 13 para. 2 Directive 2005/29/EC 
might not be relevant for the imposition of penalties for every 
infringement. Rather, Member States are explicitly called to 
also take account of other general principles of law applicable 
to the imposition of penalties, such as the principle of non bis 
in idem. In light of this, Art. 13 para. 2 lit. e) Directive 2005/29/
EC should be understood as only allowing for a duplication of 
penalties falling outside the scope of application of the ne bis 
in idem guarantee due to their non-criminal nature. 

2. Respect for the essence of Art. 50 CFR in Case
C-27/22?

Notwithstanding the above, Art. 13 para. 2 lit. e) Directive 
2005/29/EC should not be taken as a guarantor for the es-
sence of Art. 50 CFR being duly respected. At the very mini-
mum, it does not clearly and exhaustively define the condi-
tions for a limitation of the ne bis in idem guarantee. Quite 
to the contrary, it forms part of a list of “non-exhaustive” 
and only “indicative” criteria that shall be taken into account 
when imposing penalties “where appropriate.” Furthermore, 
Art. 13 para. 2 lit. e) Directive 2005/29/EC does not even 
specify the intended consequence of taking into account 
a penalty imposed in another Member State for the same 
infringement and could, therefore, even be understood as 
envisaging the Member State engaged in sentencing to 
completely refrain from imposing a second penalty when-
ever the ne bis in idem guarantee applies. 

3. Interim result

It can be concluded that a legal basis for a limitation of 
the transnational ne bis in idem principle is lacking in Case 
C-27/22. The only provision that on the surface appears to
be a candidate for such a legal basis (Art. 13 para. 2 lit.
e) Directive 2005/29/EC) definitely does not guarantee that
the essence of Art. 50 CFR is respected. It follows that the
first criterion for a limitation of the ne bis in idem guarantee
is not met at all, and compliance with the second criterion
is at least not ensured.

4. Considerations on remaining criteria: validity of the
ECJ’s specifications at transnational level?

In light of the foregoing, the Volkswagen Case does not direct-
ly call for an analysis of the third, fourth, and fifth criteria for 
the legitimacy of limitations of the ne bis in idem guarantee. 
Nonetheless, given the utmost importance of the question of 
justifiability of such limitations at transnational level (in par-
ticular if one considers the context of the transnational ne bis 
in idem principle as an enabler of a single area of freedom, se-
curity, and justice, generally governed by the principles of mu-
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tual recognition and mutual trust),36 it will be briefly comment-
ed on the question of whether the specifications relevant to 
these remaining criteria developed by the ECJ for intra-state 
settings should likewise be applied at the inter-state level.

a) The “complementary aims” criterion

Let us recall that, as the third criterion for limitations of the 
ne bis in idem guarantee, it is required that an objective of 
general interest is pursued in order to justify this limitation 
and that the ECJ has determined in this regard for intra-
state settings that the different proceedings and penalties 
pursue complementary aims relating to different aspects of 
the same unlawful conduct for the purpose of achieving this 
overall objective of general interest.37 However, at least to 
date, the Court has not further specified the term “comple-
mentary aims,” making it very flexible and broad for the time 
being.38 In any case, the aim being pursued by proceedings 
and by a penalty in relation to a specific conduct depends 
on the legal classification of the conduct in question by the 
respective Member State. However, given the still rather rudi-
mentary degree of harmonisation of Member States’ criminal 
laws, one and the same conduct will frequently be subsumed 
under differing provisions in different states. Therefore, it is 
largely left to chance whether the different national legisla-
tions that are applied to a specific conduct pursue the same 
or complementary objectives. 

It follows that the criterion of the pursuit of complemen-
tary aims, which makes much sense in a single harmonious 
national legal system, loses its limiting potential for excep-
tions from the ne bis in idem guarantee when transferred 
to the still poorly harmonised transnational sphere. Instead, 
as this criterion is necessarily tied to the legal classification 
of the respective behaviour in the different Member States, 
applying it in transnational settings would run directly coun-
ter to the factual conception of the notion of “the same of-
fence” in the sense of Art. 50 CFR and Art. 54 CISA, which 
is independent of the legal classification of the conduct.39

b) The coordination requirement and the holistic sen-
tencing approach

Unlike for the “complementary aims” criterion, the specifica-
tions developed by the ECJ regarding the strict necessity of 
limitations of the ne bis in idem guarantee seem suitable in 
a transnational setting as well. In particular, effective and 
close coordination of the different proceedings should also 
be required in an inter-state context. Not making such coor-
dination a prerequisite for any limitation of the ne bis in idem 
guarantee would run counter to the very idea of the EU as 
a single area of freedom, security, and justice. Indeed, every 

Member State could, provided the other conditions of the 
respective limitation of the ne bis in idem principle are met, 
simply refuse to cooperate with another Member State and 
conclude its own proceedings. This would result in a double 
burden for the suspect, in particular with respect to coercive 
measures, and could eventually lead to the imposition of 
penalties not taking into account penalties already imposed 
in another Member State for the same offence, and thus ex-
ceeding what would be proportionate. 

Whether coordination has been in place in the Volkswagen 
case is not apparent from the documents publicly available. 
At any rate, hypothetically assuming that all the other prereq-
uisites of a limitation of the ne bis in idem guarantee were 
met in this case, the Italian Consiglio di Stato would have to 
take into account the penalty imposed in Germany when de-
termining their fine. 

V. Conclusion

The foregoing analysis demonstrated that it seems suitable 
to apply nearly all specifications established by the ECJ with 
regard to limitations of the intra-state ne bis in idem princi-
ple at transnational level as well. The only exception is the 
requirement of “complementary aims” having to be pursued 
by the respective proceedings and penalties as it is ill-suited 
to the still poorly harmonised transnational criminal law set-
ting. However, Case C-27/22, involving the diesel scandal of 
Volkswagen, fails to even meet the very first criterion for a 
justification of limitations to the transnational ne bis in idem 
guarantee. There is no clear and precise legal basis for such 
a limitation and, even if Art. 13 para. 2 lit. e) of Directive 
2005/29/EC were to be qualified as such, this provision does 
not ensure that the very essence of Art. 50 CFR is respected. 
Thus, the third question referred to the ECJ by the Italian Con-
siglio di Stato will have to be answered in the negative: The 
provisions laid down in Art. 3 para. 4 and Art. 13 para. 2 lit. e) 
of Directive EU/2005/29 do not justify a derogation from the 
ne bis in idem principle.
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protection rules, O.J. L 328, 18.12.2019, 7.
36 See Opinion of Advocate General Spuznar, 20 October 2022, 
Case C-365/21, para. 55.
37 Again, see ECJ judgments in Menci, op. cit. (n. 4), para. 44;  
Garlsson Real Estate, op. cit. (n. 5), para. 46; and bpost, op. cit. 
(n. 7) para. 49; in Case C-27/22, the objective of general interest 
pursued would be the protection of European consumers (see 
summary of the request for a preliminary ruling – Case C-27/22, 
para. 19, op. cit. (n. 10)).
38 In Menci, for example, the differing degrees of severity of the 
penalties and the targeting of behaviours with different degrees of 
social harmfulness seemed to be decisive for the Court to affirm the 
complementarity of the aims pursued by the administrative penalties, 
on the one hand, and the criminal penalties, on the other hand (see 
ECJ, Menci, op. cit. (n. 4), para. 45). Generally, it would also be con-
ceivable to make reference to the respective legal interests protected.
39 Standing case law since ECJ, Van Esbroek, op. cit. (n. 8),  
para. 42.
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Non-Conviction Based Forfeiture in Canada:  
The Example of Three Outlaw Motorcycle Gang Clubhouses

Jeffrey Simser

A 2023 non-conviction based (NCB) forfeiture order was recently issued against three clubhouses in Canada. Each 
served as the chapter headquarters for an outlaw motorcycle gang. Clubhouses form the base of operations for their 
organized criminal activities. The protracted litigation started in 2007, and a Canadian appellate court found in 
February 2023 that the clubhouses were forfeitable as instruments, as they supported the organized criminal activities 
of outlaw motorcycle gangs. The court overturned a trial ruling that part of the NCB law was unconstitutional. The 
court also held that each clubhouse served as a “safe house” for the respective gang, namely as a place where 
business could be conducted away from the prying eyes of the police. The clubhouses were also intelligence hubs, 
where members could discuss their criminal business, their rivals, and the techniques used by police to interdict them. 
Lastly, the court found that each club-house operated as a “planted flag” marking the territorial jurisdiction of the outlaw 
motorcycle gang, announcing to both customers and rivals that this was its territory. This ruling will have an important 
impact on organized crime cases mov-ing forward, giving law enforcement an NCB option to apply. This article 
summarizes the cases and examines the type of evidence used in court to tackle organized crime. It concludes with the 
analysis of a similar case in New Zealand. 
I. How Does Non-Conviction Based Forfeiture Work in
Canada?

Non-conviction based (NCB) forfeiture, called civil forfei-
ture in Canada, is a remedial statutory device designed to 
recover the proceeds and instruments (property used to 
facilitate crime) of unlawful activity. Canada first adopted 
NCB forfeiture in 2001, and there are now nine jurisdictions 
in Canada that have such laws: the constitutional division 
of powers assigns civil law authority to subnational juris-
dictions. Canada adopted the American in rem approach, 
meaning that proceedings are brought before civil court 
against the object of forfeiture, not against the person 
associated with the property. As a result, Canadian court 
cases may have unusual names like Ontario (Attorney Gen-
eral) v. $232,405 in Canadian Currency.1 NCB cases oper-
ate independently of criminal law cases, which are brought 
against individuals; the criminal law matches a prohibition 
with an appropriate penalty to enable a criminal charge to 
be brought against an individual. Canada has conviction-
based forfeiture provisions in its criminal law. 

In 2009, Canada’s highest court ruled that the Canadian NCB 
laws were constitutional, finding their dominant purpose a 
civil one: making crime unprofitable by capturing the fruits 
of crime and making resources unavailable to fund future 
crime.2 This ruling addressed a proceeds case. In an NCB 
case, property with an unlawful provenance is a proceed. 
Illicit narcotics are exchanged for cash on the street, and 
that cash is a proceed. NCB cases are brought before a civil 
court, where the judge is asked to inquire into the title. If the 
title was generated through crime, the court is empowered 

by statute to extinguish that title. In the common law world, 
property law despises a void. NCB law prevents a void by al-
lowing the court to forfeit the property to the state, where 
it can be made available for, amongst other things, victim 
compensation. Instruments can also be forfeited, although 
the court has a slightly different ground for their forfeiture. 
An instrument is a piece of property that makes the labour of 
crime possible. The court must examine the use of the prop-
erty: if this property is not forfeited, will it be used again? As a 
safeguard, NCB statutes confer on the court a jurisdiction to 
refuse to issue an order that would clearly not be in the inter-
est of justice. If the state makes out all technical elements 
required for a case, the court can still refuse or limit forfeiture 
if the outcome would be manifestly harsh or inequitable. For 
example, a very valuable property could be implicated in a 
minor crime and the court could refuse to issue an NCB for-
feiture order.3 In a recent outlaw motorcycle gang case, the 
appellate court in British Columbia examined the constitu-
tionality of Canada’s NCB instrument provisions.4 

II. Outlaw Motorcycle Gangs and Organized Crime

In 2007, a case was brought against a clubhouse in Nana-
imo, British Columbia, which belonged to the Hells Angels’ 
Motorcycle Club (HAMC), a notorious outlaw motorcycle 
gang. Two other HAMC clubhouses, in Vancouver and 
Kelowna, were later added to the proceedings. In British 
Columbia, NCB cases are initiated by the director of civil 
forfeiture (hereinafter: “the Director”). At trial in the above-
mentioned case, the director adduced evidence about the 
HAMC. At the time of trial, there were 463 HAMC chapters 
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with roughly 6000 members in 56 countries. Canada has 
34 active chapters. HAMC chapters must comply with inter-
national membership rules (as well as Canadian and local 
rules), pay dues, participate in “motorcycle runs,” and organ-
ize shifts to ensure that the clubhouse buildings are always 
occupied. Chapters have weekly member-only meetings 
and have relative independence within the broader HAMC 
world. Promotion to “full member” must be approved by all 
members of the chapter. Undesirables, including “snitches, 
junkies, cops or ex-cops” are prohibited. Anyone who has 
joined or chosen to work with any law enforcement agency 
is ineligible for membership. At regional, national, and inter-
national meetings, members discuss organized crime pro-
ceedings and the activities of rival outlaw motorcycle gang 
clubs. Members also exchange information about the exist-
ence and investigation of potential “snitches” and contrib-
ute to defence funds for members facing criminal charges.5 

Those who have a passing familiarity with organized crime 
might find the HAMC operating model strange. Organized 
criminals aspire to blend in, driving modest vehicles (so as 
not to attract “heat” from law enforcement) and presenting 
as respectable members of their community. Outlaw motor-
cycle gangs run on the “power of the patch” and use their 
well-known propensity for violence to intimidate and control 
local criminal markets. Clubs have a “no burn” rule for drug 
transactions, meaning that if they agree to sell you narcotics, 
they will honour the transaction. Outlaw motorcycle gangs 
want a reputation of reliability. Reliability builds sales volume, 
giving the organization the wherewithal to source wholesale 
narcotics offshore. Locally, the HAMC controls the market 
within its territory. Violence ensures that non-affiliated drug 
dealers will either pay a tax or source their drugs with the lo-
cal chapter. The HAMC members wear a “death head” patch 
on the back of their jackets; only members are allowed to 
wield that patch, which represents and projects the power of 
the club.6 There is one other marked physical declaration: the 
presence of an outlaw motorcycle gang clubhouse.7 

Clubhouses are central to the outlaw motorcycle gang busi-
ness model. The three clubhouses in the aforementioned 
Canadian NCB case were two-story fortified buildings on 
fenced and gated property. The fences ensure privacy: peo-
ple on the street, including police, cannot see what is going 
on in the compound. The front doors are made of metal and 
open outwards; they are designed to prevent forced entry. 
Where there are windows, they are made of bulletproof 
glass. Cameras and a security system monitor the property. 
Inside the club, a member-only section for secret meetings 
is set off from the main entertainment area. The buildings 
include kitchens, bars, recreational areas, storage areas, 
bedrooms, and a gym. 

The evidence adduced in court showed that these club-
houses served three operational objectives for the outlaw 
motorcycle gang. First, they operate as safe houses. This 
allows members to plan crimes, including drug traffick-
ing. Clubhouses allow for weapons storage. Members can 
collectively muster at the clubhouse to travel and commit 
crime. Disputes within the gang can be resolved privately 
in the clubhouse. Second, the clubhouses are intelligence 
hubs. Members can network and develop criminal enter-
prise opportunities. Donations are solicited to fund criminal 
defences for members facing prosecution. Information can 
be stored and disseminated about fellow members, rivals, 
“snitches,” and undercover police officers. Police methods 
and criminal countermeasure strategies can be safely dis-
cussed in the clubhouse. Third, the clubhouse represents 
a “planted flag” that marks the outlaw motorcycle gang’s 
territory. The building serves as a reminder (and warning) to 
rivals that this is HAMC turf.

III. Extended NCB Litigation

The litigation in this case was extensive and long. In 2007, 
a freezing order (called an interim preservation order by the 
statute) was obtained for the first clubhouse. Over time, 
some assets were released (e.g. motorcycles) and others 
were added (two more clubhouses). The pre-trial proceed-
ings were described by the assigned trial judge as a “pro-
cedural quagmire,” and most steps were heavily contested. 
Throughout a protracted pre-trial process, the lawyers for 
the outlaw motorcycle gang challenged the director’s evi-
dence and use of experts as well contesting numerous 
points of law. Finally, after eleven years of litigation, the 
matter went to trial. Two years later, in 2020, the trial judge 
issued a massive 327-page judgment and ordered the club-
houses returned to the outlaw motorcycle gang. The princi-
pal gravamen for the trial judge was that NCB forfeiture for 
instruments was an impermissibly ersatz form of criminal 
law. According to the trial judge, the statute called on the 
Director to prove the propensity to commit crimes. The trial 
judge found that the effect of the NCB instruments provi-
sion was to suppress, criminalize, and punish offenders, a 
matter reserved for criminal law and criminal standards of 
proof (beyond a reasonable doubt, in Canada, as opposed 
to the civil standard of balance of probabilities). The trial 
judge’s findings on evidence and the constitutionality of the 
instrument’s provisions was firmly overturned in 2023 by 
the Court of Appeal. That court ruled that the purpose of 
NCB forfeiture for an instrument was to disable the property 
and deter future unlawful activities by removing it from a 
criminal. The Court of Appeal found that this was a consti-
tutionally valid exercise of the civil law. 
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1 2022 ONSC 7353.
2 Chatterjee v. Ontario (Attorney General), 2009 SCC 19.
3 J. Simser, Civil Asset Forfeiture in Canada (Canada Law Book 
2011 – present, loose-leaf, updated twice annually). 
4 British Columbia (Director of Civil Forfeiture) v. Angel Acres Recre-
ation and Festival Property Ltd., 2023 BCCA 70.
5 British Columbia (Director of Civil Forfeiture) v. Angel Acres 
Recreation and Festival Property Ltd.,2020 BCSC 880.
6 See, for example, P. Edwards and L. Najera, The Wolfpack (To-
ronto: Penguin, 2022); J. Sher and W. Marsden, The Road to Hell 
(Toronto: Penguin, 2004). 

The Court of Appeal also overturned the evidentiary find-
ings of the trial judge, criticizing his refusal to admit cer-
tain evidence and his application of an improperly elevated 
standard of proof. The court drew attention to several facts: 
The clubhouses were a safe space in which outlaw motor-
cycles gangs could plan future crimes, often using erasable 
whiteboards to discuss activities silently, without the risk 
of being overheard or detected by police. Members of the 
gang could share criminal disclosure packages to under-
stand how the police operate and then develop strategies to 
evade future detection. The clubhouses stored information 
on agents and informants, again with a view towards evad-
ing future investigations. The buildings were outfitted with 
measures to prevent surveillance or monitoring by police; 
the clubs had a penchant for secrecy and a preoccupation 
with “rats and snitches;” many members of the club had 
been implicated in past crimes and had engaged others to 
commit crimes and acts of violence. Finally, the clubhouses 
reinforced the presence of the outlaw motorcycle gang in 
the territory, a presence backed up by propensity to engage 
in violence against anyone who dared to cross it. Against 
this factual background, the Court of Appeal issued orders 
of forfeiture against the three clubhouses. 

IV. What’s Next?

This case, launched in 2007, was one of the first British 
Columbia civil forfeiture cases to tackle organized crime. 
Every step of the case was fiercely contested. The volu-
minous 2020 decision of the trial judge was worrying on 

numerous fronts. Had that decision stood, the use of NCB 
forfeiture in Canada for organized crime cases would have 
been curtailed. The trial judge rejected expert evidence 
from an experienced organized crime investigator and then 
found there was insufficient evidence to support forfeiture. 
In its 2023 decision, the Court of Appeal overturned these 
findings and clarified the law. The outlaw motorcycle club 
has sought leave to appeal this decision to the Supreme 
Court of Canada.8 Of related interest, the Supreme Court of 
Canada ruled in 2009 that civil forfeiture was constitutional, 
but that case involved proceeds not instruments.9

Those interested in outlaw motorcycle gang clubhouses 
and NCB forfeiture might also wish to read a New Zea-
land decision: Commissioner of Police v. Richardson.10 In 
this decision, an outlaw motorcycle gang called the “Head 
Hunters” faced an NCB forfeiture proceeding in respect 
of its clubhouse near Christchurch. In New Zealand, NCB 
proceedings are brought by the police, who in this instance 
tendered evidence that the Head Hunters had engaged in 
illegal gaming and in the sale of methamphetamine. Not 
only did the gang sell drugs, but, like their Canadian counter-
parts, it also “taxed” other drug dealers who operated in its 
territory. Unlike the Canadian litigation, however, the police 
were able to adduce sufficient evidence for the court, trac-
ing the proceeds of crime to renovations of the clubhouse; 
these findings supported a right of NCB forfeiture of the 
clubhouse as a proceed. For law enforcement, a “proceeds” 
theory, as used in New Zealand, appears to be a less com-
plicated pathway to an NCB forfeiture based on an instru-
ments theory.

7 In R. v. Lindsay, 2009 ONCA 532, the court found that the 
HAMC relied on its “patch” and reputation for violence to collect 
debts as part of an extortion scheme; the court ruled that the 
HAMC was a criminal organization. 
8 Angel Acres Recreation and Festival Property Ltd. and All Oth-
ers Interested in the Property, et al. v. Director of Civil Forfeiture, 
et al. Leave sought April 17, 2023, file #40688.
9 Chatterjee v. Ontario (Attorney General), 2009 SCC 19.
10 2022 NZHC 3184.

Jeffrey Simser
Barrister and Solicitor in Toronto, Canada
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