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Dear Readers, 

Guest Editorial

Despite countless challenges and obstacles, the European 
Public Prosecutor’s Office (EPPO) is working. This is no small 
feat. By the end of 2023, we had over 1,900 active criminal 
investigations with an overall estimated damage of more 
than €19 billion. More importantly, in less than three years  
of operational activity, the EPPO brought to light a whole  
new continent of crime, as 60% of the estimated damage  
under our investigation relates to cross-border VAT fraud.

Incidentally, I am sure that what applies to VAT and customs 
fraud is also valid for the circumvention of EU restrictive 
measures. I am convinced that we will only start grasping 
the full extent of this criminal phenomenon once the EPPO’s 
competence has been extended accordingly.

Our work has shown that VAT fraud is no longer a niche 
criminal activity. It has become one of the most lucrative 
criminal enterprises in the EU, characterised by low detec-
tion rates, minimal risks, and high rewards. Several organ-
ised crime groups (OCGs) have scaled their operations 
in this field to an industrial level. Instead of encountering 
OCGs occasionally (as initially assumed), we quickly found 
ourselves pitted against dangerous criminals who do not 
shy away from extreme violence. 

Our main challenges in this regard are: 
	� First, the level of detection remains unsatisfactory, as we 

still receive relatively few reports of VAT and customs 
fraud from countries with major seaports and airports.
	� Secondly, the OCGs on our radar started to understand 

EPPO’s uniquely disruptive potential and adapt. The en-
largement of the EPPO zone to Poland and Sweden will 
contribute to restricting these groups’ ability to relocate 
their activities outside of our jurisdiction. However, the 
possibility for criminal forum shopping remains, given 
the differences in the criminal laws and criminal proce-
dures in the EPPO zone.
	� Thirdly, not enough is being done to cripple the financial 

capacity of OCGs. Not as a side effect of damage recov-
ery but primarily to disrupt their operational capacity. Ac-
cording to Europol estimates, judicial authorities in the 
EU seize less than 2% of proceeds of organised crime 
annually.

To do this, as the first transna-
tional prosecution office, we 
need dedicated and special-
ized investigators and corre-
sponding cross-border analyti-
cal capacities. We also need 
a much stronger international 
standing when we exercise our 
competence in relation to non-
EU countries. 

The European Court of Justice 
has already started to clarify 
key aspects of the EPPO Regu-
lation. We will continue to sys-
tematically encourage national 
judicial authorities to refer per-
tinent questions to the Court. 
However, we cannot rely on the 
Court alone. The EPPO Regula-
tion must be revised in light of the considerable, practical 
experience gathered in the first three years of operations.

Some suggestions: The national authority competent to de-
cide on conflicts of competence should be able to make a 
preliminary ruling reference to the CJEU. Provisions on the 
exercise of the EPPO’s competence must be clearer and 
simpler, especially when it comes to the notion of “inex-
tricably linked offences”, so that the EPPO’s jurisdiction in 
sensitive cases cannot be undermined. The EPPO should 
also exercise competence for all serious crimes committed 
by EU officials in the exercise of their functions. The unnec-
essarily cumbersome “Article 31” cross-border cooperation 
mechanism needs to be improved.

To fight transnational crime more efficiently, we need to be 
more consistent. It has become abundantly clear that a pro-
posal for a revision of the EPPO Regulation is due. The most 
pressing issues are on the table. It is now merely a question 
of political will. 

Laura Codruţa Kövesi, European Chief Prosecutor, 
European Public Prosecutor’s Office 

Laura Codruţa Kövesi
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News
Actualités / Kurzmeldungen*

   European Union
Reported by Thomas Wahl (TW), Cornelia Riehle (CR),  
Dr. Anna Pingen (AP) 

* Unless stated otherwise, the news items  
in the following sections cover the period  
16 January 2024 – 30 April 2024. Have a look 
at the eucrim website (https://eucrim.eu), too, 
where all news items have been published 
beforehand.

Foundations

Rule of Law

Parliament’s Call for Action on 
Erosion of EU Values 

On 28 February 2024, the European 
Parliament expressed significant con-
cerns over the erosion of democratic 
principles, the rule of law, and funda-
mental rights across several EU Mem-
ber States. In its resolution on the 
European Commission’s 2023 Rule of 
Law report, the Parliament highlighted 
both progress and persistent threats 
to these core values. The report identi-
fied the following key issues:
	� Judicial independence and corrup-

tion:  Significant disparities in judicial 
independence among Member States 
persist, in particular with regard to the 
appointment of high-level judges. In 
addition, proposed institutional chang-
es in Slovakia and legislative propos-
als regarding the amnesty law in Spain 
are concerning. The persistence of 
corruption, especially in Hungary, 
where EU funds are reportedly being 
used to benefit political allies, is also 
worrying.

	� Citizenship by investment and pro-
tection of the EU budget: Citizenship by 
investment schemes, such as the one 
operated by Malta, should be terminat-
ed. Strengthening the EU’s anti-fraud 
architecture and increasing transpar-
ency in the European institutions can 
effectively and efficiently support the 
protection of the EU’s financial inter-
ests, overcoming the inherent limita-
tions of national systems.
	� Civil society: Threats to civil society 

include proposed restrictions on NGOs 
in Slovakia and the stigmatization of or-
ganizations receiving foreign funding.
	� Minority rights and police con-

duct:  Minority groups, including reli-
gious minorities, LGBTIQ individuals, 
women, and migrants are often treated 
poorly in the EU. The use of excessive 
force by the police, with examples in 
France and Greece, is contemptible.

In general, MEPs criticized the of-
tentimes “open and unashamed non-
compliance” with EU law on the part of 
several Member States and stressed 
that the Commission’s monitoring ef-
forts are inadequate and need to be 
strengthened with tangible enforce-
ment measures. (AP)

CCBE Calls for Promotion of a Fair 
Justice System in Europe 

In anticipation of the 2024 European 
Parliament elections and the next Euro-
pean Commission, the Council of Bars 
and Law Societies of Europe (CCBE) 
issued a manifesto urging EU institu-
tions to uphold and enforce a fair and 
effective judicial system grounded in 
justice, fundamental rights, and the 
rule of law. Launched on 28 March 
2024, the manifesto emphasizes the 
critical role of the independent legal 
profession in maintaining these val-
ues and calls for specific actions to 
ensure adherence to these principles. 
The CCBE’s key recommendations for 
future EU policy include the following:
	� Resource allocation:  Ensure that 

Member States allocate sufficient fi-
nancial and human resources to their 
judicial systems and provide ample EU 
funding to support the development of 
a cohesive European justice area. This 
includes guaranteeing effective cross-
border judicial cooperation and acces-
sible legal aid systems.
	� Professional training:  Implement a 

funding mechanism to support large-
scale, structured training programmes 
for legal professionals across the EU, 
enhancing their ability to uphold jus-
tice and the rule of law.
	� Procedural safeguards:  Ensure the 

proper implementation of existing 
procedural safeguards in criminal mat-

https://www.europarl.europa.eu/news/en/press-room/20240223IPR18084/parliament-calls-for-action-against-the-erosion-of-eu-values-in-member-states
https://www.europarl.europa.eu/news/en/press-room/20240223IPR18084/parliament-calls-for-action-against-the-erosion-of-eu-values-in-member-states
https://www.europarl.europa.eu/doceo/document/TA-9-2024-0108_EN.html
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FOUNDATIONS

ters and introduce new ones to boost 
confidence in the mutual recognition 
of criminal justice measures across 
Member States.
	� Legislative standards: Advocate for 

EU legislation that positively impacts 
the administration of justice and pro-
motes annual dialogues among all 
justice system stakeholders in order to 
continuously address and improve is-
sues affecting the rule of law.

CCBE President Pierre-Dominique 
Schupp reiterated the need for contin-
uous efforts to preserve and enhance 
justice in Europe, emphasizing the im-
portance of political commitment to 
these foundational principles.

The CCBE represents over one mil-
lion European lawyers through its 
member bars in 46 countries, position-
ing it as a key advocate for the legal 
profession at the European level. (AP)

EP Worries about Rule-of-Law 
Developements in Slovakia 

On 17 January 2024, the European Par-
liament (EP) adopted a resolution in 
which it voiced profound concern over 
several Slovak government’s mea-
sures that will weaken the rule of law 
in the country. This includes the Slovak 
government’s intention to dissolve piv-
otal anti-corruption bodies, including 
the Special Prosecutor’s Office. The 
resolution criticised the accelerated 
legislative process employed to enact 
amendments to the criminal code and 
dismantle the Special Prosecutor’s Of-
fice, pointing out that this jeopardises 
judicial independence. The amend-
ments are perceived as potentially 
compromising Slovakia’s capacity to 
effectively address high-level corrup-
tion and organised crime.

Notable public opposition to the 
proposed changes, manifesting in 
protests and petitions, has been ob-
served. The resolution calls for a 
comprehensive public consultation 
process, incorporating the input of ex-
perts and civil society organisations. 
MEPs also denounced any political 

meddling in the media and civil soci-
ety, underscoring concerns about the 
government’s proposed limitations on 
NGOs and public broadcasters.

Furthermore, attention is drawn to 
the inappropriate and disrespectful 
remarks made by the Slovak Prime 
Minister towards a student involved in 
an academic initiative discussing the 
state of the rule of law in Slovakia. For 
the MEPs, this incident demonstrates 
the government’s alarming approach 
to democratic debate and respect for 
public institutions.

The European Public Prosecutor’s 
Office has also underscored potential 
risks to the safeguarding of the EU’s 
financial interests in the case of Slova-
kia (eucrim 4/2023, 325–326). (AP)

EP Resolution on Rule of Law and 
Media Freedom in Greece 

In a resolution adopted on 7 February 
2024, the European Parliament (EP) 
voiced profound concerns over the de-
cline in the rule of law and democratic 
norms in Greece, in particular as re-
gards corruption, media freedom, and 
judicial independence.

Looking at corruption issues, the 
resolution refers to scandals involving 
the distribution of state funds to me-
dia outlets and the misuse of spyware 
by government authorities. MEPs call 
for more rigorous monitoring and scru-
tiny of the utilisation of surveillance 
technologies, e.g., Predator spyware, 
with a particular focus on their deploy-
ment against journalists and political 
figures.

Regarding the state of the media 
environment in the country, the text 
particularly emphasises the perils that 
journalists face: physical intimidation, 
legal persecution, and the illicit use of 
surveillance software. It comes as no 
surprise that Greece is ranked low in 
the World Press Freedom Index.

In terms of the independence and 
oversight of the judicial system, MEPs 
share grave concerns over the lack of 
impartiality within the Greek judiciary 

and the lack of independence of over-
sight bodies. Attention is also drawn 
to instances of political influence and 
intimidation of officials tasked with in-
vestigating government actions.

Furthermore, concerns are ex-
pressed as regards the treatment of 
minorities, migrants, and civil society 
organisations. MEPs call for enhanced 
protection of human rights and an end 
to onerous measures against non-gov-
ernmental organisations.

The resolution has urged the Greek 
government and the EU to take de-
cisive steps to address the issues 
raised. The Commission is called on 
to make full use of the tools available 
to address the breaches of EU values 
in Greece. This should include an as-
sessment on the use of EU funds 
under the Common Provisions Regu-
lation in line with the Charter of Funda-
mental Rights on the one hand, and an 
analysis of potential financial meas-
ures under the Rule of Law Condi-
tionality Regulation on the other hand 
(for these tools in general article by  
I. Jaskolska, eucrim 4/2023, 337–339).

It is not the first time that the EP 
has raised concerns over the deterio-
ration of EU values in Greece. After a 
fact-finding visit to Greece in March 
2023, a delegation of MEPs found very 
serious threats to the rule of law and 
fundamental rights with checks and 
balances under heavy pressure. (AP)

Poland: Rule-of-Law Developments in 
the First Half of 2024 

This news item continues the overview 
of the rule-of-law developments in Po-
land (as far as they are relevant under 
a European law perspective). It covers 
the period from the second half of Jan-
uary to the end of June 2024 and fol-
lows the overview in eucrim 4/2023, 
308–312.
	� 20 February 2024: The General Af-

fairs Council takes stock of the recent 
rule-of-law developments in Poland in 
the framework of the Article 7 TEU pro-
cedure. The new Polish Justice Minis-

https://www.ccbe.eu/fileadmin/speciality_distribution/public/documents/Pressreleases/2024/EN_NA_20240328_PR_0224.pdf
https://www.ccbe.eu/fileadmin/speciality_distribution/public/documents/Pressreleases/2024/EN_NA_20240328_PR_0224.pdf
https://www.europarl.europa.eu/doceo/document/TA-9-2024-0021_EN.html
https://eucrim.eu/news/european-chief-prosecutor-slovakia-may-no-longer-effectively-protect-eus-financial-interests/
https://www.europarl.europa.eu/doceo/document/TA-9-2024-0069_EN.html
https://eucrim.eu/articles/new-instruments-protecting-the-2021-2027-cohesion-budget-against-rule-of-law-breaches/
https://eucrim.eu/articles/new-instruments-protecting-the-2021-2027-cohesion-budget-against-rule-of-law-breaches/
https://eucrim.eu/articles/new-instruments-protecting-the-2021-2027-cohesion-budget-against-rule-of-law-breaches/
https://eucrim.eu/news/rule-of-law-developments-in-poland-mid-october-2023-mid-january-2024/
https://eucrim.eu/news/rule-of-law-developments-in-poland-mid-october-2023-mid-january-2024/
https://www.consilium.europa.eu/en/meetings/gac/2024/02/20/
https://www.consilium.europa.eu/en/meetings/gac/2024/02/20/
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ter Adam Bodnar briefs the Council on 
the reforms the Polish government 
has undertaken, and is planning to un-
dertake, to address the issues raised 
under the Article 7 procedure. He pre-
sents an ambitious Action Plan. The 
Commission also updates ministers 
on the developments since 15 Novem-
ber 2023 when the last hearing took 
place. The Commission launched the 
Article 7 procedure for Poland in 2017; 
since then, the Council has conducted 
six hearings with Poland.
	� 23–26 February 2024: After the 

change of government, the Polish Jus-
tice Minister Adam Bodnar approves 
a number of personnel decisions that 
herald a turnaround from the justice 
policy of the previous PiS government. 
He dismisses two neo-judges at the 
District Court of Poznań. More dis-
missals of judges appointed by prede-
cessor Zbigniew Ziobro are to follow. 
In addition, Dariusz Korneluk is chosen 
to be the new National Prosecutor. In 
2016, when Ziobro took over control 
of the prosecution, Korneluk was de-
moted to a district prosecutor’s office 
and he faced disciplinary action for a 
critical statement regarding Ziobro’s 
prosecution policy. It is the first time 
that the National Prosecutor was se-
lected by a competition commission. 
Bodnar also announces that there will 
be further competitions, including the 
selection of a new director for the Na-
tional School of Judiciary and Public 
Prosecution and the European Pros-
ecutor representing the country at the 
EPPO. Lastly, Bodnar signals that he 
will prepare a bill that will separate the 
positions of Attorney General and Pol-
ish Minister of Justice, merged by the 
former government.
	� 29 February 2024: the European 

Commission confirms Poland’s par-
ticipation in the enhanced coopera-
tion on the establishment of the EPPO 
(separate news item, infra p. 18). 
	� 29 February 2024: The European 

Commission gives green light to un-
block EU money of a total of €137 bil-

lion for Poland. The Commission par-
ticularly refers to Poland’s action plan 
to restore the rule of law in Poland 
that the new Polish government under 
Prime Minister Donald Tusk presented 
on 20 February 2024 (see above). With 
regard to funding of nearly €60 billion in 
RRF funds, the Commission positively 
assesses Poland’s fulfillment of several 
milestones set out in the Council Imple-
menting Decision approving Poland’s 
RRP. This includes the fulfillment of two 
“super milestones”: (1) to strengthen 
important aspects of the independence 
of the Polish judiciary through reform-
ing the disciplinary regime for judges; 
(2) to use Arachne, the EU’s IT tool for 
preventing fraud and irregularities. In 
addition, the Commission endorses the 
disbursement of around €76.5 billion 
from the 2021–2027 Cohesion Policy, 
Maritime and Fisheries, and Home Af-
fairs funding programmes. In this con-
text, the Commission considers that 
Poland’s reforms have satisfactorily ful-
filled the horizontal enabling conditions 
related to the EU Charter of Funda-
mental Rights (article by Lothar Kuhl,  
eucrim 4/2023, 339–345).
	� 21 March 2024: In the case Sieć 

Obywatelska Watchdog Polska v  
Poland (application no.  10103/20), 
the ECtHR finds a violation of Art. 10 
ECHR because an NGO was not given 
access to diaries of meetings of two 
judges of the Polish Constitutional 
Court. The request for information 
was made against the background to 
verify whether the two judges had met 
with a politician whose status in crimi-
nal proceedings was being decided by 
the Constitutional Court, thus raising 
doubts over impartiality.
	� 25 March 2024: A quarrel begins be-

tween Polish President Andrzej Duda 
and Minister of Justice Adam Bodnar 
over the dismissal and replacements 
in the judiciary. Duda believes that dis-
missal of a prosecutor requires con-
sent of the President whereas Bodnar 
argues that the person concerned was 
never effectively appointed to this po-

sition at all. Furthermore, Duda claims 
that Dariusz Korneluk has been illegally 
appointed as the new National Prose-
cutor (see above).
	� 12 April 2024: The Sejm (the low-

er house of the Polish parliament) 
adopts a law that will reform the 
controversial National Council of the  
Judiciary (KRS). The KRS restructured 
since 2018 under the former PiS gov-
ernment has been considered not in 
line with international standards, ac-
knowledged inter alia, by the CJEU and 
the ECtHR. The main feature will be 
that the members of the Council will 
be elected by judges and no longer by 
the parliament, as has been the case 
since 2018. Controversially seen is the 
exclusion of “neo-judges” appointed 
by the current KRS since 2018, from 
the possibility of candidacy. Poland’s 
President Andrzej Duda announces 
that he will veto the law.
	� 12 April 2024: Polish Justice Min-

ister, Adam Bodnar, appoints a codifi-
cation commission for the system of 
common courts and the prosecutor’s 
office. The commission is tasked to 
clean the law from bad changes intro-
duced during the PiS government and 
to adapt it to the present times. It will 
also make proposals what happens 
with neo-judges appointed by the KRS 
when it was under the control of the 
PiS government. Codification commis-
sions for criminal law and civil law with 
similar tasks were appointed earlier in 
April 2024. A codification commission 
for family law will follow.
	� 20 April 2024: Polish Justice Min-

ister, Adam Bodnar, initiates a reform 
of the Polish system of judges’ se-
condments. The new legislation will 
overturn the policy of former justice 
minister Zbigniew Ziobro. It will also 
implement a CJEU judgment of No-
vember 2021 which declared that the 
justice minister’s power to second 
judges to higher criminal courts and 
to terminate the secondments at any 
time without stating reasons is con-
trary to Art. 19(1) TEU.

https://ruleoflaw.pl/dariusz-korneluk-national-prosecutor/
https://eucrim.eu/news/poland-joins-the-eppo/
https://ec.europa.eu/commission/presscorner/detail/en/ip_24_1222
https://ec.europa.eu/commission/presscorner/detail/en/ip_24_1222
https://data.consilium.europa.eu/doc/document/ST-9728-2022-INIT/en/pdf
https://data.consilium.europa.eu/doc/document/ST-9728-2022-INIT/en/pdf
https://eucrim.eu/articles/new-instruments-in-cohesion-policy-implementation-practice-by-eu-institutions/
https://ruleoflaw.pl/duda-legal-chaos-threatens-poland/
https://ruleoflaw.pl/law-national-council-for-judiciary-krs-poland-reforms/
https://ruleoflaw.pl/law-national-council-for-judiciary-krs-poland-reforms/
https://ruleoflaw.pl/law-national-council-for-judiciary-krs-poland-reforms/
https://ruleoflaw.pl/poland-reforms-courts-codification-commission/
https://ruleoflaw.pl/poland-reforms-courts-codification-commission/
https://ruleoflaw.pl/bodnar-executes-the-cjeus-judgment-ends-discretionary-delegations-for-judges/
https://ruleoflaw.pl/bodnar-executes-the-cjeus-judgment-ends-discretionary-delegations-for-judges/
https://ruleoflaw.pl/bodnar-executes-the-cjeus-judgment-ends-discretionary-delegations-for-judges/
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	� 6 May 2024: The Commission an-
nounces that it intends to withdraw 
its reasoned proposal from 2017 that 
Poland is at “a clear risk of a serious 
breach of the rule of law”. As a result, 
this decision would close the Arti-
cle  7(1) procedure for Poland. The 
Commission positively assesses in 
particular the following measures from 
Poland’s new government that came 
to office at the end of 2023: measures 
to re-establish the independence in 
the Polish justice system; recognition 
of the primacy of EU law and commit-
ment to implementing all the CJEU 
and ECtHR judgments related to rule 
of law including judicial independence; 
accession to the European Public 
Prosecutor’s Office. The Commission 
also considered relevant the Action 
Plan presented by Poland on 20 Febru-
ary 2024, and the fact that Poland has 
taken the first concrete steps to imple-
ment the Action Plan. The measures 
under the Action Plan and other steps 
to promote the rule of law in Poland 
will continue to be regularly monitored, 
in particular, under the Rule of Law Re-
port process.
	� 21 May 2024: The General Affairs 

Council discusses the rule-of-law situ-
ation in Poland. The Commission in-
forms ministers about the reasons for 
its intention to close the Article 7 pro-
cedure (see above). The Belgian Coun-
cil Presidency concludes that “the 
Council had taken note of the intention 
of the Commission to withdraw its rea-
soned proposal” under Article 7 TEU. 
A clearer statement is blocked by Hun-
gary which said that the Commission’s 
decision was taken “purely on political 
grounds”.
	� 29 May 2024: The Commission for-

mally adopts a decision to close the 
Article 7 procedure for Poland by with-
drawing its reasoned proposal that 
had triggered this procedure in 2017. 
The decision is based on the finalized 
analyses regarding the requirements 
of Article 7(1) TEU presented on 6 
May 2024 (see above). The Commis-

sion considers that there is no longer 
a clear risk of a serious breach of the 
rule of law in Poland. Commission 
Vice-President for Values and Trans-
parency, Věra Jourová, says: “Today 
marks an important day for the rule 
of law in Poland and in the European 
Union. After more than six years, fol-
lowing the positive steps taken by the 
Polish authorities as well as the strong 
support expressed by Member States 
in that respect, we have now closed 
the Article 7 procedure for Poland. We 
will continue engaging with the Polish 
authorities to support them in their en-
deavour to promote the rule of law.”
	� 29 May 2024: The General Court 

dismisses an action brought by Poland 
and confirms that the Commission 
could legitimately offset the amounts 
payable in respect of periodic penalty 
payments for not having ceased min-
ing activities at the Turów mine against 
amounts owed to Poland by the Euro-
pean Union. The case is referred to as 
T-200/22 and T-314/22 (Poland v Com-
mission). (TW)

Hungary: Rule-of-Law Developments 
in the First Half of 2024 

This news item continues eucrim’s 
regular overview of worrying rule-of-
law developments in Hungary as far as 
implications on Union law, in particu-
lar the protection of the EU’s financial 
interests, are concerned. It covers the 
period from the second half of January 
until the end of June 2024. It follows 
up on the overview in eucrim 4/2023, 
309–312, which covered develop-
ments up to mid-January 2024.
	� 18 January 2024: The Hungarian 

Helsinki Committee (HHC) and Team 
ATLO (a project from the Budapest 
based investigative journalism NGO 
Atlatszo) launch a scrollytelling tool 
that informs users about suspended 
Union funds for Hungary. The tool pro-
vides in a user-friendly way infograph-
ics, animations and text to explain and 
present complex and lengthy process-
es and phenomena with regard to the 

EU’s blocking of funds for Hungary fol-
lowing the European Commission’s de-
cision of 13 December 2023 (eucrim 
4/2023, 311). Information is provided 
in English and Hungarian.
	� 4 February 2024: In a briefing paper, 

the HHC states that Hungary contin-
ues to face systemic overcrowding in 
its prisons. In addition, there is dispro-
portionate use of physical restraints 
during criminal trials. According to the 
HHC, Hungary still falls short of essen-
tial European human rights standards 
for detainees.
	� 7 February 2024: The European 

Commission opens an infringement 
procedure against Hungary for its 
“Protection of National Sovereignty 
Act”, which was adopted by the Hun-
garian Parliament on 12 December 
2023 and has been in force since 22 
December 2023 (eucrim 4/2023, 
311). The Act established the Sover-
eignty Protection Office (SPO) tasked 
with conducting investigations against 
individuals and legal entities that are 
suspected of serving foreign interests 
or threatening national sovereignty. 
The Act also punishes certain activi-
ties in relation to foreign funding of 
elections. According to the Commis-
sion, the Hungarian legislation at stake 
violates several provisions of primary 
and secondary EU law, among others 
the democratic values of the Union 
and electoral rights. Hungary has two 
months to reply to the letter of formal 
notice.
	� 8 February 2024: In a joint paper, 

Amnesty International and the HHC 
analyse how the “Protection of Nation-
al Sovereignty Act” (see above) is in 
breach of EU law. The Commission is 
called upon to swiftly conduct the rel-
evant infringement proceedings (see 
above, 7 February 2024).
	� 1 March 2024: A credit system in 

Hungarian penitentiary institutions is 
launched. The system aims to con-
tribute to a better motivation of pris-
oners to excel individually. Convicted 
persons are placed in various catego-
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ries; they can earn prisoners credits 
(e.g., participation in reintegration 
programmes) allowing to move up to 
a more favorable category, with indi-
vidualized targets based on a complex 
algorithm. The reform is generally wel-
comed.
	� 11 March 2024: The Greens/EFA 

group in the European Parliament re-
ports that the Legal Affairs Commit-
tee (JURI) has voted in favour of the 
Parliament taking the Commission to 
the European Court of Justice over 
the release of €10.2 billion in funds 
to Hungary last December (eucrim 
4/2023, 311). The press release also 
says that “the Parliament will file the 
case in the coming days”. Media also 
reported on these steps. The EP eyes 
the Commission’s release of funds 
(which were previously frozen due to 
concerns around judicial independ-
ence) ahead of the December sum-
mit of the European Council. The EP’s 
action against the Commission was 
already announced in its resolution of 
18 January 2024 (eucrim 4/2023, 
311). In 2021, the EP already brought a 
court action against the Commission 
for its failure to activate the condi-
tionality mechanism against Hungary 
(eucrim 4/2021, 215). 
	� 24 April 2024: The European Par-

liament (EP) adopts a resolution “on 
ongoing hearings under Article 7(1) 
TEU regarding Hungary to strengthen 
the rule of law and its budgetary impli-
cations”. The EP deplores the lack of 
meaningful progress on the Article 7 
TEU-procedure initiated by the Parlia-
ment in September 2018. MEPs see 
a persistent systemic and deliberate 
breach of democracy, the rule of law 
and fundamental rights in Hungary, 
for which the Hungarian Government 
bears responsibility. They condemn 
the adoption of the Protection of Na-
tional Sovereignty Act and the creation 
of the Sovereignty Protection Office 
(eucrim 4/2023, 311) with extensive 
powers and a strict system of surveil-
lance and sanctions. They also criti-

cize the Commission’s approach to 
partly release EU money to Hungarian 
authorities (see above). The Council 
and the Commission are called on to 
devote more attention to tackling the 
systemic dismantling of the rule of 
law, as well as to the interplay between 
the various breaches of values identi-
fied in EP resolutions.
	� 30 April 2024: Less noticed by inter-

national media, the Hungarian Parlia-
ment passes an act that amends the 
law on judicial matters. With effect 
from 9 July 2024, the “Omnibus Act” 
allows the Hungarian Minister of Jus-
tice unlimited access to final and bind-
ing or “conclusive” court decisions and 
decisions taken by the Prosecution 
Service as well as decisions of inves-
tigating agencies. NGOs criticise that 
the new law attacks the organisational 
independence of the Hungarian judici-
ary. They argue that it is unnecessary 
for its declared legislative purpose, liq-
uidates institutional independence of 
the judiciary, opens the door to abusive 
application, and breaches the non-
regression principle under Art. 19 TEU. 
	� 2 May 2024: The HHC publishes a 

“threat assessment of the 2024 Euro-
pean parliamentary and local elections 
in Hungary”. It provides a summary of 
some recent legal developments that 
have taken place since the 2022 gen-
eral elections in Hungary and report 
on how Hungary addressed relevant 
recommendations from the OSCE Of-
fice for Democratic Institutions and 
Human Rights from 2022. The HHC 
concludes that nearly all recommen-
dations have remained unaddressed.
	� 13 June 2024: The ECJ holds in 

Case C-123/22 that Hungary has not 
taken the measures necessary to 
comply with a 2020 judgment that 
stated that Hungary violated EU law 
as regards access to the international 
protection procedure, the right of ap-
plicants for international protection 
to remain in Hungary pending a final 
decision on their appeal against the 
rejection of their application, and the 

removal of illegally staying third-coun-
try nationals. The ECJ argues that, for 
not having recognized this judgment, 
Hungary disregarded the principle of 
sincere cooperation and deliberately 
evaded the application of the EU com-
mon policy on international protection 
as a whole and the rules relating to 
the removal of illegally staying third-
country nationals. The ECJ states that 
this constitutes an unprecedented and 
extremely serious infringement of EU 
law. Hence, the Court orders Hungary 
to pay a lump sum of €200 million and 
a penalty payment of €1 million per 
day of delay.
	� 20 June 2024: Ahead of the June 

2024 General Affairs Council (see be-
low), a group of Hungarian civil soci-
ety organisations call on EU Member 
States to finally take action in the Arti-
cle 7 TEU-procedure against Hungary 
that was launched six years ago (see 
above). In their letter, the organisa-
tions submit that evidence of serious 
and persistent breaches of Article 2 is 
clear. They also call on the Council to 
address recommendations to Hungary, 
in particular with regard to: strengthen-
ing the anti-corruption framework, pro-
tection of LGBTQI+ people and repeal 
of the Protection of National Sover-
eignty Act. 
	� 25 June 2024: The General Affairs 

Council holds a hearing as part of the 
Article 7 TEU-procedure. This was the 
seventh hearing since the beginning of 
the procedure in September 2018 trig-
gered by the EP. Exchanges focused 
on the functioning of the constitutional 
system and checks and balances, the 
fight against corruption, the protection 
of civic space, academic and media 
freedom, and the protection of LGBTIQ 
rights in Hungary. Belgian Minister of 
Foreign and European Affairs Hadja 
Lahbib said that the concerns remain 
on the Council’s agenda “until the out-
standing issues are resolved.”
	� 25 June 2024: the Sovereignty Pro-

tection Office (SPO) launches “specific 
and comprehensive investigations” 

https://www.greens-efa.eu/en/article/press/meps-clear-path-for-parliament-to-sue-commission-over-releasing-funds-to-hungary
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https://eucrim.eu/media/issue/pdf/eucrim_issue_2023-04.pdf
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https://helsinki.hu/en/a-saurons-eye-in-the-hungarian-judicial-system/
https://helsinki.hu/en/wp-content/uploads/sites/2/2023/05/HHC_threat_assessment_2024elections.pdf
https://curia.europa.eu/jcms/upload/docs/application/pdf/2024-06/cp240099en.pdf
https://curia.europa.eu/juris/documents.jsf?num=C-123/22
https://helsinki.hu/en/wp-content/uploads/sites/2/2024/06/Hungarian-CSOs-letter-ahead-of-Article-7-hearing-at-June-2024-GAC.pdf
https://www.consilium.europa.eu/en/meetings/gac/2024/06/25/
https://www.consilium.europa.eu/en/meetings/gac/2024/06/25/
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against the Hungarian branch of anti-
corruption organisation Transparency 
International and Atlatszo, a Hungar-
ian investigative journalism NGO es-
tablished to promote transparency, 
accountability, and freedom of infor-
mation in Hungary (see also above). 
SPO alleges the organisations to be 
engaged in, and supporting activities 
that are funded from “subsidies from 
abroad” and that “influence the deci-
sions by the electorate”. SPO passes 
a list of questions inquiring, inter alia, 
the financial accounts and the organi-
sations’ activities. Both organisations 
repeatedly voiced their reservations 
against the law on the protection of 
national sovereignty adopted at in De-
cember 2023 (eucrim 4/2023, 311). 
They believe that the investigations 
were specifically directed against 
them for this reason.
	� 26 June 2024: The 2024 Hungarian 

Citizen Election Report, jointly prepared 
by several Hungarian election-related 
organisations, sees shortcomings in 
the elections to the EP and local gov-
ernments of 9 June in Hungary. These 
include the overwhelming visibility of 
the ruling parties and the involvement 
of public resources and third parties in 
the campaign, a non-inclusive appeals 
system, and chilling effects by the Sov-
ereignty Protection Office set up by the 
Protection of National Sovereignty Act 
and the election-related amendment to 
the Criminal Code. (TW)

Reform of the European Union

Commission’s First Thoughts on  
Pre-enlargement Reforms 

In a Communication of 20 March 2024, 
the Commission contributed to the 
discussion on necessary EU internal 
reforms in the course of enlargement. 
The Communication looks at the impli-
cations of a larger EU in four main ar-
eas: values, policies, budget, and gov-
ernance. As a result, it lays the ground 
for the pre-enlargement policy reviews 

announced by President von der Leyen 
in her 2023 State of the Union address. 

The Commission stressed that 
two processes must evolve in paral-
lel: Candidate countries must fulfill, 
in particular, the Copenhagen Criteria, 
which are the essential conditions that 
all enlargement countries must satis-
fy to become a Member State. At the 
same time, the EU itself must be ready 
to welcome the new Member States 
and keep its commitments. From the 
experience of previous enlargements, 
the EU should follow the strategy of 
“gradual integration” of enlargement 
countries into selected EU policies al-
ready before accession. With regard 
to the four areas analysed, the Com-
munication makes the following key 
statements:
	� Values: Upholding democracy, rule 

of law and fundamental rights must 
continue to be a priority of the EU to 
ensure a deep-rooted transformation 
in enlargement countries.
	� Policies: The Commission reflects 

on the benefits and challenges, con-
siderations for upcoming policy re-
views and avenues of gradual integra-
tion with regard to the following fields: 
enhanced connectivity, climate and 
environment commitments, food qual-
ity and safety, social, economic and 
territorial convergence, and security 
commitments. 
	� Budget: Even though the precise fi-

nancial impact of enlargement is diffi-
cult to foresee, enlargement should be 
factored into the reflections leading to 
the next Multiannual Financial Frame-
work (MFF). However, other topics 
will influence the future long-term EU 
budget as well, such as global volatil-
ity, significant security threats, the fi-
nancial impact of post-COVID recovery 
and the need to rein in national budget-
ary trajectories.
	� Governance: While the Commission 

has indicated its support to Treaty 
change, “if and where it is needed”, it 
believes that the EU’s governance can 
be swiftly improved by using the full 

potential of the current Treaties. This 
could be done by applying the “pas-
serelle clauses” in the Treaties allow-
ing for a shift from unanimity to quali-
fied majority voting within the Council 
in key areas and using the possibilities 
of integration at different speeds as 
also foreseen in the Treaties. 

The Communication kicks off the 
work on the in-depth policy reviews, 
which will start in 2025. (TW)

Area of Freedom, Security  
and Justice

Eurostat Statistics on Prisons in 2022 
On 29 April 2024, Eurostat published 
statistics on prisoners and prison  
occupancy in 2022. According to the 
publication, there were 483,593 prison-
ers in the EU in 2022. This is equivalent 
to 108 prisoners per 100,000 people. 
In 2021, the prisoner rate was 106 pris-
oners per 100,000 people. The highest 
prisoner rates per 100,000 people in 
2022 were in Hungary (200), Poland 
(190) and Czechia and Slovakia (both 
181). The lowest rates were in Finland 
(52), the Netherlands (64) and Slove-
nia (65).  In Germany, the rate was 69.

11 EU Member States experienced 
overcrowded prison cells in 2022. The 
prison occupancy rate is the number of 
prisoners relative to the official capac-
ity (design capacity) of prisons, mul-
tiplied by 100. Overcrowding occurs 
when the occupancy rate exceeds 100, 
indicating that there are more prison-
ers in the prison than it was designed 
to hold. According to the statistics, the 
highest overcrowding was observed in 
Cyprus with an occupancy rate of 226, 
France (119) and Belgium (118). The 
lowest prison occupancy rates were 
recorded in Malta (59), Estonia (62) 
and Latvia (67). No overcrowding was 
observed in Germany.

With regard to personnel statistics 
for police, courts and prisons in Europe, 
Eurostat concluded that the proportion 
of women as police officers, profes-
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sional judges and prison personnel in 
the EU continued to increase in 2022. 
There were 341 police officers, 18 pro-
fessional judges and 58 employees in 
adult prisons per 100,000 inhabitants 
in the EU on average over the 2020–
2022 period. (TW)

Schengen

2024 State of Schengen Report 
On 16 April 2024, the European Com-
mission published the 2024 State of 
Schengen report,  providing an over-
view of the past year’s developments 
and setting new priorities for the 
upcoming year (for the 2023 report 
eucrim 2/2023, 114–115; for the 
2022 report  eucrim 2/2022, 88–89). 
The Schengen area, the world’s largest 
free travel zone, is vital for the Euro-
pean Union’s competitiveness, facili-
tating seamless and secure travel for 
nearly 450 million people. The 2024 re-
port highlighted the following achieve-
ments and challenges in 2023:
	� Schengen area performance:  In 

2023, the Schengen area remained 
robust, issuing over 10 million visas 
and welcoming more than half a billion 
visitors, reaching 92% that of pre-pan-
demic levels. This influx significantly 
bolstered the EU economy.
	� Legislative and governance en-

hancements:  2023 saw the adoption 
of new legislative measures, includ-
ing revisions to the Schengen Borders 
Code, the Advance Passenger Infor-
mation Regulation, and the Directive 
on information exchange between law 
enforcement authorities. In addition, 
an integrated Schengen governance 
framework was established, strength-
ening the role of the Schengen Coun-
cil and enhancing the effectiveness of 
tools like the Schengen Evaluation and 
Monitoring Mechanism, the Schengen 
Scoreboard, and the Schengen Barom-
eter+.
	� Inclusion of Bulgaria and Roma-

nia:  Significant progress was made 

towards the inclusion of Bulgaria and 
Romania in the Schengen area, with 
controls at air and sea borders lifted by 
31 March 2024. A further Council de-
cision is required, however, to remove 
checks at internal land borders, which 
will be taken at a later stage.
	� Alternative border control meas-

ures: The report highlights advances in 
utilizing alternative measures for inter-
nal border controls, as recommended 
by the Commission in November 2023. 
Increased cross-border police cooper-
ation in border regions is encouraged 
to help phase out longstanding inter-
nal border controls.

For the first time, the Commission 
has proposed a “Council Recommen-
dation for the 2024/2025 Schengen 
Cycle” which aims at facilitating the 
implementation of the following prior-
ity actions identified in the Schengen 
report:
	� Improving the implementation of 

common priorities through the Schen-
gen governance framework;
	� Boosting preparedness, security, 

and resilience at external borders, in-
cluding enhanced cooperation with 
third countries;
	� Advancing the digitalization of pro-

cedures and systems to increase se-
curity and efficiency;
	� Intensifying efforts against cross-

border crime and preventing unauthor-
ized movements;
	� Enhancing the effectiveness of 

the common EU system for returns 
through better-integrated cooperation 
among Member States.

The proposal for said Council Rec-
ommendation prepared the Schen-
gen Council meeting on 13/14 June 
2024, during which the Council is ex-
pected to agree on the priorities for 
the upcoming 2024/2025 Schengen 
cycle. The Recommendation is set 
to be monitored by the Council, with 
Member States, the Commission 
and relevant JHA Agencies regularly 
reporting on specific workstreams. 
(AP)

Common Criteria on Entering 
Terrorists and Extremists in SIS 

On 11 April 2024, the Belgian Council 
Presidency circulated a note which 
lists criteria on when a person should 
be regarded as a potential terrorist or 
violent extremist threat (“Gefährder”). 
The note stressed that the criteria 
are “strictly non-binding”. Their goal 
is to have a common understanding 
on making entries of individuals into 
the European databases and informa-
tion systems by the Member States 
subject to the legal requirements gov-
erning these systems. The systems 
mentioned are the Schengen Informa-
tion System (SIS) and the Europol In-
formation System (EIS). Information 
exchange should be facilitated by  
Europol Analysis Projects such as  
“Hydra” and “Traveller”. 

The note sets out a “basic indicative 
criterion” for the assessment, along 
with “indicative auxiliary criteria.” Un-
derpinning these two forms of criteria, 
the note sets as “minimum materiality 
threshold” (considered as “red line”): 
the existence of (objective and verifi-
able) information suggesting that a 
criminal offence, or future criminal of-
fence, has a certain degree of serious-
ness, either because of the nature of 
the offence in question – e.g. member-
ship in a terrorist organisation – or, in 
the case of a lesser offence, because it 
is a repeated or ongoing activity.

Yasha Maccanico from Statewatch 
criticised the approach: “A drive to 
take action against people in advance 
of them committing criminal offences 
is troubling and the umpteenth effort 
to assert social control over ideas and 
behaviour.” (TW)

Ukraine Conflict

JIT in Ukraine Prolonged 
At the end of February 2024, the sev-
en national authorities (Lithuania, 
Poland, Estonia, Latvia, Slovakia, Ro-
mania, and Ukraine) participating in 
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the Joint Investigation Team (JIT) on 
alleged core international crimes in 
Ukraine decided to prolong the JIT 
for two more years – until 25 March 
2026. The JIT was set up in March 
2022 (eucrim 2/2022, 79–80) and 
has since received support from Euro-
just, the United States Department of 
Justice, the ICC, Europol, the Core In-
ternational Crimes Evidence Database 
(CICED), and the International Centre 
for the Prosecution of the Crime of Ag-
gression against Ukraine (ICPA). The 
aim of the JIT is to facilitate investiga-
tions and prosecutions in the Member 
States concerned as well as any such 
measures that may be taken forward 
to the ICC. (CR)

Working Agreement between Frontex 
and EUAM 

On 19 February 2024, Frontex and 
the European Union Advisory Mission 
Ukraine (EUAM Ukraine) signed a work-
ing agreement to strengthen their co-
operation in combating cross-border 
crime and dealing with irregular migra-
tion at the EU’s eastern borders. The 
agreement is another step towards en-
hanced border security and integrated 
border management in Ukraine. Both 
parties announced that the agreement 
will mainly promote the European In-
tegrated Border Management (IBM) 
standards, and expand cooperation in 
the area of situational awareness and 
monitoring.  

The cooperation between Frontex 
and EUAM will be another milestone 
to secure the EU’s Eastern border next 
to the mission in Moldova. Frontex 
currently deploys over 230 officers 
at the EU and Moldovan borders with 
Ukraine. (CR)

EU Reactions to Russian War against 
Ukraine: Overview February – June 
2024 

This news item continues the report-
ing on key EU reactions following the 
Russian invasion of Ukraine on 24 Feb-
ruary 2022: the impact of the invasion 

on the EU’s internal security policy, on 
criminal law, and on the protection of 
the EU’s financial interests. The follow-
ing overview covers the period from 
the beginning of February 2024 to 
the end of June 2024. For overviews 
of the developments from Febru-
ary 2022 to mid-July 2022   eucrim 
2/2022, 74–80; for the developments 
from the end of July 2022 to the end 
of October 2022  eucrim 3/2022, 
170–171; for the developments from 
November 2022 to December 2022 
  eucrim 4/2022, 226–228; for the 
developments from January 2023 to 
June 2023  eucrim 1/2023, 6–9; for 
the developments from July 2023 to 
September 2023   eucrim 2/2023, 
116–117; for the developments from 
October 2023 to January 2024   eu-
crim 4/2023, 313–315.
	� 6 February 2024: The Council and 

European Parliament reach a pro-
visional agreement on the Ukraine 
Facility, a new €50 billion support 
mechanism for Ukraine’s recovery, re-
construction, and modernization, while 
continuing to assist its EU accession 
efforts. The Facility will provide coher-
ent, predictable, and flexible support 
from 2024 to 2027, structured into 
three pillars: (1) a “Ukraine Plan” for 
recovery and reforms; (2) the Ukraine 
Investment Framework for financial 
support, including grants and loans; 
and (3) the Union accession assis-
tance for aligning with EU laws. The 
budget consists of €33 billion in loans 
and €17 billion in grants. Ukraine can 
receive pre-financing, and funds will 
be allocated with a focus on green in-
vestments and SMEs. The Facility re-
quires Ukraine to uphold democratic 
mechanisms, the rule of law, and hu-
man rights. A Ukraine Facility Dialogue 
will involve the European Parliament in 
overseeing the plan’s implementation, 
with progress monitored by means of 
a detailed scoreboard.
	� 12 February 2024: The Council 

adopts a decision and regulation clari-
fying the obligations of central securi-

ties depositories holding assets and 
reserves of the Central Bank of Russia, 
which have been immobilised due to 
EU restrictive measures. Specifically, 
the Council decides that, if a central se-
curities depository holds more than €1 
million in assets from the Central Bank 
of Russia, it must separately account 
for the extraordinary cash balances 
accumulating due to EU restrictive 
measures separately and keep corre-
sponding revenues separate. This de-
cision sets the stage for the Council to 
potentially establish a financial contri-
bution to the EU budget from these net 
profits, which could be used to support 
Ukraine’s recovery and reconstruction 
efforts in the future.
	� 23 February 2024: On the second 

anniversary of the Russian invasion of 
Ukraine, the President of the European 
Council, the President of the European 
Commission and the President of the 
European Parliament publish a joint 
statement. They, inter alia, stress that 
the European Union will continue to 
provide Ukraine with regular and pre-
dictable financial support, welcoming 
the agreed €50 billion financial assis-
tance package for 2024–2027 (see 
above).
	� 23 February 2024: The Council 

adopts the 13th package of sanctions 
against Russia, imposing restrictive 
measures on an additional 106 indi-
viduals and 88 entities. These new 
sanctions target the military and de-
fense sectors, members of the judici-
ary, local politicians, and individuals 
responsible for the illegal deportation 
and military re-education of Ukrainian 
children. Additionally, 27 new entities 
are added to the list of those directly 
supporting Russia’s military and indus-
trial complex, including those located 
in third countries involved in circum-
venting trade restrictions. The pack-
age also expands the scope of restric-
tions to the export of goods.
	� 12 March 2024: The Council de-

cides to extend the restrictive meas-
ures against individuals and entities 

FOUNDATIONS

https://www.eurojust.europa.eu/news/agreement-extend-joint-investigation-team-alleged-core-international-crimes-ukraine-two-years
https://www.euam-ukraine.eu/
https://www.frontex.europa.eu/media-centre/news/news-release/frontex-and-euam-ukraine-strengthen-cooperation-b75OyF
https://www.frontex.europa.eu/media-centre/news/news-release/frontex-and-euam-ukraine-strengthen-cooperation-b75OyF
https://eucrim.eu/issues/2022-02/
https://eucrim.eu/issues/2022-02/
https://eucrim.eu/news/eu-reactions-to-russian-war-in-ukraine-overview-july-october-2022/
https://eucrim.eu/news/eu-reactions-to-russian-war-in-ukraine-overview-july-october-2022/
https://eucrim.eu/news/eu-reactions-to-russian-war-against-ukraine-overview-november-december-2022/
https://eucrim.eu/news/eu-reactions-to-russian-war-against-ukraine-overview-january-2023-june-2023/
https://eucrim.eu/news/eu-reactions-to-russian-war-against-ukraine-overview-july-2023-september-2023/
https://eucrim.eu/news/eu-reactions-to-russian-war-against-ukraine-overview-july-2023-september-2023/
https://eucrim.eu/news/eu-reactions-to-russian-war-against-ukraine-overview-october-2023-january-2024/
https://eucrim.eu/news/eu-reactions-to-russian-war-against-ukraine-overview-october-2023-january-2024/
https://data.consilium.europa.eu/doc/document/ST-6380-2024-INIT/en/pdf
https://data.consilium.europa.eu/doc/document/ST-6380-2024-INIT/en/pdf
https://www.consilium.europa.eu/en/press/press-releases/2024/02/12/immobilised-russian-assets-council-decides-to-set-aside-extraordinary-revenues/
https://www.consilium.europa.eu/en/press/press-releases/2024/02/12/immobilised-russian-assets-council-decides-to-set-aside-extraordinary-revenues/
https://www.consilium.europa.eu/en/press/press-releases/2024/02/12/immobilised-russian-assets-council-decides-to-set-aside-extraordinary-revenues/
https://www.consilium.europa.eu/en/press/press-releases/2024/02/23/joint-statement-by-the-president-of-the-european-council-the-president-of-the-european-commission-and-the-president-of-the-european-parliament/
https://www.consilium.europa.eu/en/press/press-releases/2024/02/23/joint-statement-by-the-president-of-the-european-council-the-president-of-the-european-commission-and-the-president-of-the-european-parliament/
https://www.consilium.europa.eu/en/press/press-releases/2024/02/23/russia-two-years-after-the-full-scale-invasion-and-war-of-aggression-against-ukraine-eu-adopts-13th-package-of-individual-and-economic-sanctions/
https://www.consilium.europa.eu/en/press/press-releases/2024/02/23/russia-two-years-after-the-full-scale-invasion-and-war-of-aggression-against-ukraine-eu-adopts-13th-package-of-individual-and-economic-sanctions/
https://www.consilium.europa.eu/en/press/press-releases/2024/03/12/russia-s-war-of-aggression-against-ukraine-eu-individual-sanctions-over-territorial-integrity-prolonged-for-a-further-six-months/
https://www.consilium.europa.eu/en/press/press-releases/2024/03/12/russia-s-war-of-aggression-against-ukraine-eu-individual-sanctions-over-territorial-integrity-prolonged-for-a-further-six-months/
https://www.consilium.europa.eu/en/press/press-releases/2024/03/12/russia-s-war-of-aggression-against-ukraine-eu-individual-sanctions-over-territorial-integrity-prolonged-for-a-further-six-months/
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responsible for undermining or threat-
ening Ukraine’s territorial integrity, 
sovereignty, and independence for an-
other six months, until 15 September 
2024. These measures include travel 
restrictions for individuals, asset 
freezes, and a ban on providing funds 
or economic resources to those listed. 
The sanctions will continue to apply to 
over 2100 individuals and entities, pri-
marily in response to Russia’s ongoing 
military aggression against Ukraine.
	� 20 March 2024: The European Com-

mission disburses the first €4.5 billion 
of support from the EU’s new Ukraine 
Facility (see above), providing essen-
tial liquidity for Ukraine to finance pub-
lic wages, pensions, and basic public 
services. This funding helps Ukraine 
focus on its war efforts. On this day, 
Ukraine submits its official Ukraine 
Plan, which outlines the reform and 
investment agenda for the next four 
years and will condition access to fur-
ther payments under the Facility (see 
above). The Commission will now as-
sess the Ukraine Plan and propose a 
Council implementing decision to ap-
prove it, enabling regular payments.
	� 21 March 2024: Commissioner 

for Budget and Administration Jo-
hannes Hahn and Minister of Finance 
of Ukraine Serhii Marchenko sign an 
association agreement that allows 
Ukraine’s participation in the Union 
Anti-fraud Programme (2021–2027). 
It is the first time that a non-EU/can-
didate country joins the programme. 
Ukraine can now benefit from EU fund-
ing of measures enhancing its national 
capacity to protect the Union’s budget, 
such as the purchase of specialised 
anti-fraud equipment/tools and spe-
cific trainings.
	� 21/22 March 2024: The conclusions 

of the European Council reaffirm the 
EU’s unwavering support for Ukraine’s 
sovereignty and territorial integrity. 
The EU commits to providing contin-
ued political, financial, military, and hu-
manitarian aid, including accelerated 
delivery of air defense systems and 

ammunition. The heads of state and 
government welcome recent security 
agreements with Ukraine and initia-
tives for further financial measures, in-
cluding utilizing Russia’s immobilized 
assets to support Ukraine. They call on 
to take further action against the cir-
cumvention of EU sanctions through 
third countries. The European Council 
supports ongoing efforts, including in 
the Core Group, to establish a tribunal 
for the prosecution of the crime of ag-
gression against Ukraine.
	� 22 March 2024: The Council im-

poses restrictive measures on 33 in-
dividuals and two entities with alleged 
links to the sudden death of Russian 
opposition politician Alexei Navalny 
in a strict penal colony. This decision 
constitutes a further element of the 
EU’s global human rights sanctions 
regime. The recently introduced sanc-
tions list comprises the IK-6 corrective 
colony and the IK-3 maximum security 
corrective colony, where Navalny was 
incarcerated from June 2022 until his 
demise. These colonies have a reputa-
tion for subjecting prisoners to physi-
cal and psychological pressure, com-
plete isolation, torture, and violence. 
The head of IK-3, Vadim Kalinin, and 
several deputy heads of the colony 
are also sanctioned. Furthermore, the 
Council decides to sanction members 
of the judiciary as well as high-level of-
ficials in the penitentiary system and in 
the Russian Ministry of Justice.
	� 10 April 2024: The General Court  

upholds actions for annulment brought 
by two Russian businessmen against 
their inclusion on the lists of restric-
tive measures for the period from 28 
February 2022 to 15 March 2023. The 
Court finds that the reasons set out by 
the Council were not sufficiently sub-
stantiated and no additional evidence 
was adduced to justify the inclusion or 
maintenance of the complainants on 
the list (Cases T-301/22, Aven v Coun-
cil and T-304/22, Fridman v Counci).
	� 16–17 April 2024: OLAF hosts the 

first in-person operational meeting of 

the G7 Sub-Working Group on Export 
Control Enforcement. Experts discuss 
latest trends in research and analysis 
to further strengthen the fight against 
the circumvention of sanctions against 
Russia and Belarus. Since summer 
2023, OLAF coordinates customs op-
erations against the export of dual use 
goods from the EU to Russia/Belarus 
in circumvention of the EU’s sanctions 
against the countries in war.
	� 17/18 April 2024: Reaffirming its 

conclusions of 21/22 March 2024, 
the European Council, inter alia, backs 
proposals to direct extraordinary reve-
nues stemming from Russia’s immobi-
lised assets for the benefit of Ukraine 
and calls for their swift adoption.
	� 14 May 2024: The Council positively 

assesses the “Ukraine Plan”, which 
sets out the intentions of the govern-
ment of Ukraine regarding the recov-
ery, reconstruction and modernisation 
of the country, and the reforms it plans 
to undertake as part of its EU acces-
sion process in the next four years. 
The Council’s positive decision also 
paves the way for regular disburse-
ments under the Ukraine Facility (see 
above). The Commission is enabled 
to disburse up to €1.89 billion in pre-
financing to Ukraine.
	� 17 May 2024: The Council decides 

to suspend the broadcasting activi-
ties in the EU of four additional media 
outlets: Voice of Europe, RIA Novosti, 
Izvestia, and Rossiyskaya Gazeta. 
The suspension is due to their role 
in spreading and supporting Russian 
propaganda.
	� 21 May 2024: The Council adopts 

legal acts mandating that net profits 
from unexpected revenues accruing to 
central securities depositories (CSDs) 
in the EU, due to EU sanctions, will 
be used to support Ukraine (see also 
above). CSDs holding Russian sover-
eign assets and reserves over €1 mil-
lion must contribute financially from 
their net profits, which have been ac-
cumulating since 15 February 2024. 
The funds will be allocated as follows: 

https://ec.europa.eu/commission/presscorner/detail/en/ip_24_1579
https://ec.europa.eu/commission/presscorner/detail/en/ip_24_1579
https://ec.europa.eu/commission/presscorner/detail/en/ip_24_1579
https://anti-fraud.ec.europa.eu/media-corner/news/ukraine-formalises-participation-union-anti-fraud-programme-2024-03-21_en
https://anti-fraud.ec.europa.eu/media-corner/news/ukraine-formalises-participation-union-anti-fraud-programme-2024-03-21_en
https://www.consilium.europa.eu/media/70815/sn00008-en24.pdf
https://www.consilium.europa.eu/media/70815/sn00008-en24.pdf
https://www.consilium.europa.eu/en/press/press-releases/2024/03/22/death-of-alexei-navalny-eu-sanctions-33-individuals-and-two-entities-under-its-global-human-rights-sanctions-regime/
https://www.consilium.europa.eu/en/press/press-releases/2024/03/22/death-of-alexei-navalny-eu-sanctions-33-individuals-and-two-entities-under-its-global-human-rights-sanctions-regime/
https://www.consilium.europa.eu/en/press/press-releases/2024/03/22/death-of-alexei-navalny-eu-sanctions-33-individuals-and-two-entities-under-its-global-human-rights-sanctions-regime/
https://curia.europa.eu/jcms/upload/docs/application/pdf/2024-04/cp240061en.pdf
https://curia.europa.eu/jcms/upload/docs/application/pdf/2024-04/cp240061en.pdf
https://anti-fraud.ec.europa.eu/media-corner/news/olaf-hosts-g7-sub-working-group-export-control-enforcement-2024-04-17_en
https://anti-fraud.ec.europa.eu/media-corner/news/olaf-hosts-g7-sub-working-group-export-control-enforcement-2024-04-17_en
https://anti-fraud.ec.europa.eu/media-corner/news/olaf-hosts-g7-sub-working-group-export-control-enforcement-2024-04-17_en
https://www.consilium.europa.eu/media/m5jlwe0p/euco-conclusions-20240417-18-en.pdf
https://www.consilium.europa.eu/media/m5jlwe0p/euco-conclusions-20240417-18-en.pdf
https://www.consilium.europa.eu/media/m5jlwe0p/euco-conclusions-20240417-18-en.pdf
https://www.consilium.europa.eu/en/press/press-releases/2024/05/14/ukraine-plan-council-greenlights-regular-payments-under-the-ukraine-facility/
https://www.consilium.europa.eu/en/press/press-releases/2024/05/14/ukraine-plan-council-greenlights-regular-payments-under-the-ukraine-facility/
https://www.consilium.europa.eu/en/press/press-releases/2024/05/17/russia-s-war-of-aggression-against-ukraine-council-bans-broadcasting-activities-in-the-european-union-of-four-more-russia-associated-media-outlets/
https://www.consilium.europa.eu/en/press/press-releases/2024/05/17/russia-s-war-of-aggression-against-ukraine-council-bans-broadcasting-activities-in-the-european-union-of-four-more-russia-associated-media-outlets/
https://www.consilium.europa.eu/en/press/press-releases/2024/05/17/russia-s-war-of-aggression-against-ukraine-council-bans-broadcasting-activities-in-the-european-union-of-four-more-russia-associated-media-outlets/
https://www.consilium.europa.eu/en/press/press-releases/2024/05/17/russia-s-war-of-aggression-against-ukraine-council-bans-broadcasting-activities-in-the-european-union-of-four-more-russia-associated-media-outlets/
https://www.consilium.europa.eu/en/press/press-releases/2024/05/21/extraordinary-revenues-generated-by-immobilised-russian-assets-council-greenlights-the-use-of-windfall-net-profits-to-support-ukraine-s-self-defence-and-reconstruction/
https://www.consilium.europa.eu/en/press/press-releases/2024/05/21/extraordinary-revenues-generated-by-immobilised-russian-assets-council-greenlights-the-use-of-windfall-net-profits-to-support-ukraine-s-self-defence-and-reconstruction/
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90% to military support via the Europe-
an Peace Facility and 10% to Ukraine’s 
defense industry and reconstruction 
through EU programmes.
	� 27 May 2024: The Council imposes 

sanctions on two individuals, Artem 
Marchevskyi and Viktor Medvedchuk, 
and the media outlet “Voice of Europe” 
for spreading propaganda to justify 
Russia’s aggression against Ukraine. 
The sanctions include asset freezes 
and travel bans. These actions are 
part of a broader EU effort targeting 
over 2100 individuals and entities un-
dermining Ukraine’s sovereignty and 
integrity (see above).
	� 27 May 2024: The Council establish-

es a new sanctions framework target-
ing those responsible for human rights 
violations, civil society repression, and 
undermining democracy in Russia. 
The Council’s approval comes after a 
proposal by the High Representative 
for Foreign Affairs and Security Policy 
in reaction to the death of opposition 
politician Alexei Navalny in February 
2024 (see above). The new regime al-
lows the EU to target also those who 
provide financial, technical, or mate-
rial support for, or are otherwise in-
volved in or associated with people 
and entities committing human rights 
violations in Russia. The measures 
include asset freezes and travel bans 
for individuals and entities, including 
the Federal Penitentiary Service of the 
Russian Federation as well as 19 in-
dividuals linked to the death of Alexei 
Navalny and other political persecu-
tions. The regime also restricts trade 
in equipment and technology used for 
internal repression.
	� 24 June 2024: In order to weaken 

Putin’s regime, the EU Council adopts 
the 14th package of sanctions against 
Russia, targeting sectors like energy, 
finance, and trade. Key measures in-
clude a ban on reloading Russian LNG 
in EU territories, restrictions on bat-
tlefield goods, and a prohibition on 
using the Russian financial messag-
ing service SPFS. The EU also bans 

funding from Russian state sources 
to EU political parties and NGOs, tar-
gets specific vessels aiding Russian 
warfare, and broadens flight and road 
transport bans. Further export and 
import restrictions are also imposed, 
including on dual-use goods and intel-
lectual property rights, with additional 
protections for EU operators against 
damages from sanctions enforce-
ment. The Council also agrees on fur-
ther measures that seek to prevent cir-
cumvention from EU sanctions, such 
as strengthened due diligence obliga-
tions for EU operators selling battle-
field goods to third countries.
	� 24 June 2024: As part of the com-

prehensive 14th package of sanctions, 
the Council imposes restrictive meas-
ures on an additional 69 individuals 
and 47 entities for actions undermin-
ing Ukraine’s territorial integrity, sov-
ereignty, and independence. The new 
listings target businesspersons, propa-
gandists, public figures, military mem-
bers, judiciary officials, those respon-
sible for deporting Ukrainian children, 
and FSB members involved in religious 
persecution in Crimea. Companies in-
volved in circumventing EU sanctions 
and transporting weapons, including 
the Volga Dnepr Group and Sovcom-
flot, are also listed. The sanctions 
extend to the International Children’s 
Center Artek, the Kadyrov Foundation, 
and the Belarusian Republican Youth 
Union for their roles in the deportation 
and re-education of Ukrainian children.
	� 27 June 2024: In its conclusion, the 

European Council reiterates the EU’s 
unwavering commitment to continue 
to provide political, financial, humani-
tarian and military support for Ukraine 
and its people “for as long as it takes 
and as intensively as needed.” EU lead-
ers also acknowledge Ukraine’s cur-
rent and future military, budgetary and 
reconstruction needs. In this context, 
the Commission, the High Representa-
tive and the Council are invited to take 
work forward in order to provide addi-
tional funding for Ukraine by the end of 

the year in the form of loans serviced 
and repaid by future flows of the ex-
traordinary revenues with a view to 
reaching approximately €50 billion.
	� 29 June 2024: The Council adopts 

sanctions targeting the Belarusian 
economy due to the regime’s involve-
ment in Russia’s war of aggression 
against Ukraine. These sanctions ba-
sically mirror several of the restrictive 
measures already in place against Rus-
sia, and include: a ban on the export 
of dual-use goods and technologies, 
maritime navigation goods and luxury 
goods to Belarus; a ban on the import 
of gold, diamonds, helium, coal and 
mineral products from Belarus; a ban 
on the provision of certain services; a 
requirement for EU exporters to insert 
the so-called “no-Belarus clause” in 
future contracts through which they 
contractually prohibit the re-exporta-
tion to Belarus or re-exportation for 
use in Belarus of sensitive goods and 
technology, battlefield goods, firearms 
and ammunition. Similar to measures 
against Russia, the Council adopts ad-
ditional anti-circumvention measures. 
(TW/AP)

Digital Space Regulation

Law Enforcement Experts: Action 
against End-to-End Encryption 
Needed 

European police chiefs called on in-
dustry and governments to take ur-
gent action to ensure public safety on 
social media platforms. The privacy 
measures currently in place, such as 
end-to-end encryption, prevent tech-
nology companies from identifying 
and reporting all offences on their 
platforms. They will also prevent law 
enforcement agencies from obtaining 
this evidence and using it in investi-
gations to prevent and prosecute the 
most serious offences, such as terror-
ism, child sexual abuse, human traf-
ficking, drugs smuggling, murder, and 
economic crime. The industry must 

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L_202401508
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L_202401508
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L_202401485
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L_202401485
https://www.consilium.europa.eu/en/press/press-releases/2024/05/27/russia-eu-sets-up-new-country-specifc-framework-for-restrictive-measures-against-those-responsible-for-human-rights-violations-and-lists-20-persons/pdf/
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L_202401745
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L_202401738
https://www.consilium.europa.eu/media/qa3lblga/euco-conclusions-27062024-en.pdf
https://www.consilium.europa.eu/media/qa3lblga/euco-conclusions-27062024-en.pdf
https://www.consilium.europa.eu/en/press/press-releases/2024/06/29/belarus-involvement-in-russia-s-war-of-aggression-against-ukraine-new-eu-restrictive-measures-target-trade-services-transport-and-anti-circumvention/
https://www.consilium.europa.eu/en/press/press-releases/2024/06/29/belarus-involvement-in-russia-s-war-of-aggression-against-ukraine-new-eu-restrictive-measures-target-trade-services-transport-and-anti-circumvention/
https://www.consilium.europa.eu/en/press/press-releases/2024/06/29/belarus-involvement-in-russia-s-war-of-aggression-against-ukraine-new-eu-restrictive-measures-target-trade-services-transport-and-anti-circumvention/
https://www.europol.europa.eu/cms/sites/default/files/documents/EDOC-%231384205-v1-Joint_Declaration_of_the_European_Police_Chiefs.PDF
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build in security by design in order to 
enable detection of harmful and ille-
gal activities. The democratic govern-
ments must put in place frameworks 
that give law enforcement the informa-
tion needed to keep publics safe, the 
Chiefs added.

The statement, supported by Eu-
ropol, was published on 21 April 2024 
– at the same day when Meta’s Mes-
senger platform rolled out end-to-end 
encryption. 

The statement by the European po-
lice chiefs came amid further requests 
from the part of law enforcement 
agencies to torpedo the introduction 
of stronger end-to-end encryption by 
tech companies. On 21 May 2024, the 
High-Level Group (HLG) on Access to 
Data for Effective Law Enforcement 
adopted 42 recommendations for the 
further development of Union policies 
and legislation to enhance and im-
prove law enforcement access to data. 
The recommendations, inter alia, call 
for the re-introduction of mass tele-
communications surveillance (“data 
retention”) and the undermining of en-
crypted communication systems. 

In July 2024, media leaked a “non-
paper” that was produced by the 
Swedish government and circulated in 
the Council stating that “a fundamen-
tal change in perspective” in the fight 
against terrorism and organised crime 
is needed, because too many propos-
als are “watered down” by fundamen-
tal rights considerations. The Swedish 
government proposed a four-pronged 
approach involving the establishment 
of “adequate EU institutional work-
ing methods”; “Follow the money”;  
“Going Dark – Access to digital data”; 
and “Making the most of operational 
support.” 

NGOs and some MEPs raised eye-
brows at the push from the law en-
forcement side. Even though no for-
mal proposals have been made yet, 
they criticised the suggestions to be 
an “excessive leap directly into a fully 
monitored society.” (TW)

High Level Group on Data Access 
Criticised

An open letter of 10 January 2024, 
signed by 21 digital rights and civil 
society organisations, criticised the 
current working arrangements of the 
High Level Group on Access to Data 
for Effective Law Enforcement (HLEG). 
It calls on the HLEG to ensure trans-
parency, participation, inclusion and 
accountability, notably through the in-
volvement of civil society in ongoing 
discussions held by the Group.

The HLEG was established in 2023. 
It is tasked to explore the problems that 
law enforcement practitioners face in 
their daily work, and to define potential 
solutions to overcome them. The aim 
is to ensure the availability of effective 
law enforcement tools to fight crime 
and enhance security in the digital age. 
Specific focus will be on the need for 
law enforcement practitioners to have 
adequate access to data.

The open letter calls to mind that 
one of the HLEG’s objectives is to  
“establish a collaborative and inclu-
sive platform for stakeholders from all 
relevant sectors” in order to find com-
monly accepted solutions. However, 
NGOs and data protection organisa-
tions have widely been excluded from 
the meetings so far with having had 
only the possibility to submit written 
comments.

In view of the HLEG’s approach on 
the access to data on users’ devices, 
the letter further states:

“[W]e are deeply concerned that the 
very premise of the HLG objectives is 
to push for a ‘security by design’ ap-
proach in all EU existing and future 
policies and legislation. We under-
stand this framing as an attempt to 
impose a law enforcement ‘access by 
design’ obligation in the development 
of all privacy-enhancing technologies, 
which would result in a serious im-
pediment to people’s exercise of their 
fundamental rights to privacy and data 
protection and to freedom of expres-
sion, information and association.”

Ultimately, the organisations call 
for a diligent approach to making all 
possible documents public (in particu-
lar, the minutes of the meetings) and 
proactively engaging with civil society. 
(TW)

Start of the DSA: New Rules for Safer, 
Fairer Online Platforms Across the EU 

On 17 February 2024, the Digital Ser-
vices Act (DSA), the EU’s compre-
hensive regulatory framework for the 
digital space, became applicable to all 
online intermediaries operating within 
the EU. This landmark legislation is 
designed to foster a safer, fairer, and 
more transparent online environment 
(eucrim 4/2022, 228–230). The DSA 
establishes new obligations for on-
line platforms, thereby ensuring that 
EU users are safeguarded against the 
dissemination of illicit goods and con-
tent and that their rights are respected 
when they engage in online interac-
tions, share information, or make pur-
chases.

Since the end of August 2023, the 
DSA has already applied to 17 Very 
Large Online Platforms (VLOPs) and 
two Search Engines (VLOSEs) desig-
nated in April 2023 (with more than 
45 million monthly users on average 
eucrim 1/2023, 14). On 20 Decem-
ber 2023, the Commission designated 
three other platforms as VLOPs. These 
three platforms (Pornhub, Stripchat, 
XVideos) must comply with the more 
stringent obligations under the DSA 
until the end of April 2024, but the 
general DSA obligations apply to them 
from 18 February 2024 onwards.

The Commission intends to adopt 
additional guidelines and implement-
ing acts throughout 2024 to further 
support the DSA’s objectives. These 
include guidelines on risk mitigation 
measures for electoral processes, a 
public consultation on the data access 
delegated act, and the adoption of 
transparency report templates. These 
efforts are designed to maintain a ro-
bust and coherent regulatory environ-

https://www.europol.europa.eu/media-press/newsroom/news/european-police-chiefs-call-for-industry-and-governments-to-take-action-against-end-to-end-encryption-roll-out
https://home-affairs.ec.europa.eu/document/download/1105a0ef-535c-44a7-a6d4-a8478fce1d29_en?filename=Recommendations%20of%20the%20HLG%20on%20Access%20to%20Data%20for%20Effective%20Law%20Enforcement_en.pdf
https://www.statewatch.org/news/2024/july/police-should-have-more-say-in-the-eu-policy-making-process-says-swedish-government/
https://www.statewatch.org/news/2024/july/police-should-have-more-say-in-the-eu-policy-making-process-says-swedish-government/
https://www.statewatch.org/news/2024/june/policing-by-design-the-latest-eu-surveillance-plan/
https://edri.org/our-work/european-commission-discusses-going-dark-behind-closed-doors/
https://home-affairs.ec.europa.eu/networks/high-level-group-hlg-access-data-effective-law-enforcement_en
https://home-affairs.ec.europa.eu/networks/high-level-group-hlg-access-data-effective-law-enforcement_en
https://data.consilium.europa.eu/doc/document/ST-8281-2023-INIT/en/pdf
https://ec.europa.eu/commission/presscorner/detail/en/IP_24_881
https://eucrim.eu/news/new-eu-rules-for-online-platforms/
https://eucrim.eu/news/first-designations-under-the-dsa/
https://ec.europa.eu/commission/presscorner/detail/en/ip_23_6763
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ment that enhances the safety and 
fairness of the online space for all EU 
citizens. (AP)

New Eurojust Factsheet on the Digital 
Services Act 

On 19 March 2024, Eurojust published 
a flyer explaining the new Digital Ser-
vices Act (DSA), which became fully 
applicable in February 2024. The DSA 
is part of the digital service package 
that also comprises the Digital Mar-
kets Act (DMA) (eucrim 4/2022, 
228–230).

The flyer was prepared by the Intel-
lectual Property Crime (IPC) Project at 
Eurojust, which aims to boost coopera-
tion and ensure a more coherent and 
robust response against IP infringe-
ments across the EU. It provides up-
dated timelines, lists very large online 
service providers as they were desig-
nated by the Commission and high-
lights the enforcement element of the 
DSA.

The DSA increases due diligence for 
providers of online intermediary ser-
vices with the aim of achieving greater 
transparency and accountability of 
intermediary service providers. The 
rules of the DSA apply to online service 
providers acting as online intermediar-
ies in the EU – irrespective of the loca-
tion of their headquarters —, connect-
ing consumers with goods, services, 
and content. The DSA groups online 
service providers into different cat-
egories: intermediary services, hosting 
services, online platforms, very large 
online platforms (VLOPs), and very 
large online search engines (VLOSEs). 
Each category is subject to a set of 
specific due diligence obligations.

As of 25 April 2023, the European 
Commission designated 17 VLOPs and 
2 VLOSEs. VLOPs are Alibaba AliEx-
press, Amazon Store, Apple AppStore, 
Booking.com, Facebook, Google Play, 
Google Maps, Google Shopping, Ins-
tagram, LinkedIn, Pinterest, Snapchat, 
TikTok, Twitter, Wikipedia, YouTube, 
and Zalando. VLOSEs include Bing and 

GoogleSearch. Under the DSA, VLOPs 
and VLOSEs are subject to new obliga-
tions regarding user empowerment, 
diligent content moderation, protec-
tion of minors, transparency and ac-
countability, and risk assessment. 

Cooperation obligations under the 
DSA include an obligation on the part 
of the intermediary services to inform 
the authority requesting information of 
the receipt of the order and any effect 
given to it. Information service provid-
ers are obliged to cooperate with na-
tional judicial and administrative au-
thorities by taking down illegal content 
or providing requested information 
about a specific user. In addition, the 
DSA regulates how to set up a notice 
and action mechanism for individuals 
or entities to notify online platforms of 
existing illegal content, and it contains 
an obligation to install internal com-
plaint handling and dispute settlement 
mechanisms. 

The DSA introduces multiple layers 
of transparency reporting obligations 
for intermediaries concerning content 
moderation, based on the type of ser-
vice provider. Another area regulated 
by the DSA is the liability of providers 
of intermediary services. While the 
DSA maintains some of the key prin-
ciples set out in Directive 2000/31/
EC on electronic commerce, it also in-
troduces a novelty: intermediaries are 
not to be held liable for any voluntary 
actions taken in good faith against 
certain types of objectionable content 
(“Good Samaritan Protection”).

The flyer focuses on how the DSA 
applies to copyright violations. In the 
area of copyright-protected content, 
the DSA, together with Directive (EU) 
2019/790 on copyright and related 
rights in the Digital Single Market, stip-
ulates new obligations for online con-
tent-sharing service providers. While 
the DSA establishes general rules and 
mechanisms applicable to service pro-
viders, the Directive is sector-specific 
and applicable in areas not covered 
by the DSA. For instance, obligations 

to notify about suspicions of criminal 
offences are not applicable to intellec-
tual property crimes, except when they 
involve a threat to the life and safety of 
persons.

Lastly, the tasks and powers of the 
European Commission, the European 
Board of Digital Services (EBDS), and 
national Digital Service Coordinators 
to enforce the DSA are explained. For 
VLOPs and VLOSEs, due to the poten-
tial cross-border impact should they 
fail to comply with the DSA obliga-
tions, the European Commission is 
the primary regulator, equipped with a 
set of exclusive, investigative, and en-
forcement powers. (CR)

Compliance of Gatekeepers Under 
the DMA 

As of 7 March 2024, six major tech 
companies — Alphabet, Amazon, Ap-
ple, ByteDance, Meta, and Microsoft — 
that were designated as gatekeepers 
by the European Commission in Sep-
tember 2023, are now required to com-
ply fully with all obligations set forth 
in the Digital Markets Act (DMA). The 
DMA was designed to enhance com-
petition and fairness in the EU’s digital 
markets by establishing new regula-
tions for ten core platform services 
(search engines, online marketplaces, 
app stores, online advertising, mes-
saging, etc.). The objective is to confer 
new rights upon European businesses 
and end users (eucrim 4/2022, 228–
230).

Business users in the EU who rely 
on services provided by these gate-
keepers now have new opportunities 
to leverage the enhanced competition 
and fairness provided by the DMA. 
Such entities can benefit from fair 
competition with the aforementioned 
gatekeeper services, request interop-
erability to offer innovative services, 
sell apps through alternative channels, 
access data generated on gatekeeper 
platforms, and promote offers and fi-
nalise contracts outside of the gate-
keeper’s platform.

FOUNDATIONS

https://www.eurojust.europa.eu/sites/default/files/assets/eurojust-digital-services-act-factsheet-2024-en.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32022R1925
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32022R1925
https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=celex%3A32000L0031
https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=celex%3A32000L0031
https://eur-lex.europa.eu/eli/dir/2019/790/oj
https://eur-lex.europa.eu/eli/dir/2019/790/oj
https://eur-lex.europa.eu/eli/dir/2019/790/oj
https://ec.europa.eu/commission/presscorner/detail/en/IP_24_1342
https://eucrim.eu/news/new-eu-rules-for-online-platforms/
https://eucrim.eu/news/new-eu-rules-for-online-platforms/
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Furthermore, end users will also see 
significant benefits. They may select 
alternative app stores and services, 
exercise greater control over their data 
by determining whether gatekeepers 
may link their accounts, facilitate the 
transfer of data between services, and 
utilize alternative electronic identifica-
tion or in-app payment services.

In anticipation of these impending 
changes, the gatekeepers have under-
taken measures, which have been sub-
jected to external scrutiny, to ensure 
compliance. The gatekeepers are fur-
ther required to furnish independently 
audited descriptions of the techniques 
employed for consumer profiling. 
They are now obliged to demonstrate 
tangible compliance with the DMA 
and to submit corresponding reports, 
which are accessible to the public on 
the Commission’s DMA webpage. The 
European Commission will examine 
these compliance reports and assess 
the efficacy of the implemented mea-
sures, taking into account feedback 
from stakeholders through compli-
ance workshops.

If gatekeepers do not comply with 
the DMA, the Commission can take 
formal enforcement actions, including 
the imposition of fines of up to 10% of 
the company’s total worldwide turn-
over, which can go up to 20% in case 
of repeated infringement.

UPDATE: On 13 May 2024, the Com-
mission designated the large online 
travel agency booking.com as gate-
keeper under the DMA. The decision 
follows after a self-assessment, sub-
mitted by Booking on 1 March 2024, 
that it meets the relevant thresholds. 
Booking now has six months to com-
ply with the relevant obligations under 
the DMA. In parallel, the Commission 
has opened  a market investigation  in 
relation to the online social networking 
service X. X objected to be a gatekeep-
er arguing that it does not qualify as 
an important gateway between busi-
nesses and consumers even though it 
may meet the quantitative thresholds 

under the DMA. The Commission must 
complete this investigation within five 
months. (AP)

Legislation

New Directive Criminalises Violation/
Circumvention of EU Restrictive 
Measures 

spot 
light

On 29 April 2024, Directive 
(EU) 2024/1226 of the Euro-
pean Parliament and of the 

Council of 24 April 2024 on the defini-
tion of criminal offences and penalties 
for the violation of Union restrictive 
measures and amending Directive 
(EU) 2018/1673 was published in the 
Official Journal (OJ L, 2024/1226). The 
Directive lays down EU-wide minimum 
rules for the prosecution of violation 
and circumvention of EU sanctions in 
Member States. Even though restric-
tive measures have been an essential 
part of the Unions foreign and security 
policy for a longer time, the Directive 
comes in reaction to Russia’s aggres-
sion against Ukraine. It is an additional 
tool of crime control over an unprece-
dented number of restrictive measures 
in order to weaken Russia’s economic 
base and curtail its ability to wage 
war. As a first step, the Council includ-
ed the violation of Union restrictive 
measures as “EU crime” in the list of 
Art. 83(1) TFEU that gives the EP and 
Council the competence to establish 
minimum rules concerning the defini-
tion of criminal offences and sanctions 
via Directives. For the context and the 
Commission proposal, see news by 
Anna Pingen eucrim 4/2022/225 and 
the article by Wouter Van Ballegooij 
eucrim 2/2022, 146–151.

Member States are obliged to crimi-
nalise certain conduct where it is in-
tentional and in violation of a prohibi-
tion or an obligation that constitutes 
a Union restrictive measure or that is 
set out in a  national provision imple-
menting a  Union restrictive measure. 
Such conduct includes:

	� Making available funds/economic 
resources or breaching/circumvent-
ing asset freeze and/or economic re-
sources related to a “designated per-
son, entity or body”;
	� Providing false or misleading infor-

mation to conceal the fact that a des-
ignated person, entity or body is the 
ultimate owner or beneficiary of funds 
or economic resources;
	� Failing to comply with an obligation 

to report to the competent administra-
tive authorities laid down by acts set-
ting out Union restrictive measure; 
	� Breaching and circumventing trade 

control measures (even if only the 
result of serious negligence at least 
where the conduct relates to items 
included in the Common Military List 
of the European Union or to dual-use 
items listed in Annex I and IV to Regu-
lation (EU) 2021/821) – that conduct 
can involve trading, importing, export-
ing, selling, purchasing, transferring, 
transiting or transporting goods, as 
well as providing brokering services, 
technical assistance or other services 
relating to those goods, where the pro-
hibition or restriction of that conduct 
constitutes a  Union restrictive meas-
ure; 
	� Providing financial services or per-

forming financial activities (e.g. financ-
ing and financial assistance, providing 
investment and investment services, 
issuing transferable securities and 
money market instruments, accepting 
deposits, dealing with in banknotes, 
providing credit rating services and 
providing crypto-assets and wallets);
	� Providing services other than finan-

cial ones (e.g., legal advisory services, 
trust services, public relations servic-
es, accounting, auditing, bookkeeping 
and tax consulting services, business 
and management services, IT consult-
ing, broadcasting, architectural and en-
gineering services);
	� Breaching or failing to fulfil condi-

tions under authorisations granted by 
competent authorities to conduct ac-
tivities.

https://digital-markets-act-cases.ec.europa.eu/reports/compliance-reports
https://ec.europa.eu/commission/presscorner/detail/en/ip_24_2561
https://ec.europa.eu/commission/presscorner/detail/en/ip_24_2561
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32024L1226
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32024L1226
https://eucrim.eu/news/commission-proposes-penalisation-of-violation-of-restrictive-measures/
https://eucrim.eu/articles/ending-impunity-for-the-violation-of-sanctions-through-criminal-law/
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The Directive introduces a mon-
etary threshold. Member States are, 
in principle, not obliged to establish 
a criminal offence for the conducts 
described if they respectively involve 
funds, economic resources, goods, 
services, activities, or transactions of 
a value of less than €10,000. However, 
Member States must ensure that the 
threshold is met if an offender carries 
out a series of acts linked together 
and of the same kind. The monetary 
threshold does not apply to violations 
of travel bans. 

The Directive allows two exemp-
tions from criminal liability:
	� Legal professionals do not need to 

report information that they receive 
from, or obtain on, one of their clients, 
in the course of ascertaining their le-
gal position or performing the task of 
defending or representing that client 
in, or concerning, judicial proceedings, 
including providing advice on institut-
ing or avoiding such proceedings, i.e., 
such legal advice remains subject to 
the obligation of professional secrecy 
(except where the legal professional is 
intentionally taking part in the violation 
of Union restrictive measures, where 
the legal advice is provided for the 
purposes of violating Union restrictive 
measures, or where the legal profes-
sional knows that the client is seeking 
legal advice for the purposes of violat-
ing Union restrictive measures);
	� Justified is humanitarian assis-

tance for persons in need or activities 
in support of basic human needs pro-
vided in accordance with the principles 
of impartiality, humanity, neutrality and 
independence and, where applicable, 
with international humanitarian law. 

The violation of Union restrictive 
measures is now also a predicate of-
fence for money laundering in accord-
ance with Directive 2018/1673. 

Legal persons may also be held li-
able if one of the aforementioned of-
fenses is committed for the benefit of 
that legal person by any person who 
has a leadership position within the le-

gal person. Liability must also be trig-
gered when the lack of supervision or 
control by such a person enabled the 
commission of the offense by a per-
son under their authority. Both legal 
persons and natural persons may be 
prosecuted. 

Moreover, the Directive directs 
Member States as regards penalties 
for natural and legal persons. In order 
to achieve a level of effective, dissua-
sive and proportionate penalties, mini-
mum levels for the maximum term of 
imprisonment are set for natural per-
sons. Depending on the nature of the 
offense and whether the value of the 
goods, services, transactions or ac-
tivities exceeds €100,000, maximum 
terms of imprisonment range from at 
least one year to at least five years. 
Where military equipment or dual-use 
goods listed in Annex IV to Regulation 
2021/821 are involved, the maximum 
penalty should be at least five years’ 
imprisonment. Accessory penalties or 
measures, such as fines, withdrawal 
of permits and authorisations that 
gave rise to the criminal offence, and 
disqualifications to hold leading posi-
tions within the concerned legal per-
son, should also be available in crimi-
nal proceedings.

Penalties against legal persons 
can be criminal or non-criminal in na-
ture, but the type and level of the fines 
must be effective, dissuasive and 
proportional. The maximum levels of 
fines provided for in the Directive for 
the offences defined in it should ap-
ply at least to the most serious forms 
of such offences. Member States can 
choose to set the maximum levels of 
fines either as a percentage of the to-
tal worldwide turnover of the legal per-
son concerned, or in fixed amounts. 

The level of penalties is further ap-
proximated through the introduction 
of common aggravating and mitigat-
ing circumstances. Aggravating cir-
cumstances include, for instance, the 
involvement of false or forged docu-
ments; commission of the offence by 

a professional service provider in vio-
lation of the professional obligations 
of such professional service provider; 
and the offender destroyed evidence, 
or intimidated or influenced witnesses 
or complainants. 

Next to the level of penalties, the 
Directive also imposes obligations for 
limitation periods both for the pros-
ecution/adjudication of the criminal 
offence and the enforcement of a 
penalty imposed. Limitations periods 
shall be at least three years, provided 
that such limitation period may be in-
terrupted or suspended in the event of 
specified acts.

Further provisions of the Directive 
include obligations for Member States 
to implement measures to enable the 
freezing and confiscation of instru-
mentalities and proceeds from crimi-
nal offenses and of funds or economic 
resources subject to EU sanctions. 
They must also ensure the availabil-
ity of effective and proportionate in-
vestigative tools. Lastly, provisions of 
the Directive relate to the jurisdiction 
in particular as regards cross-border 
offences, the collection of statistical 
data, the designation of a unit or body 
ensuring coordination and coopera-
tion between law enforcement authori-
ties and authorities in charge of imple-
menting Union restrictive measures, 
and cooperation between competent 
authorities of Member States, the 
Commission, Europol, Eurojust and the 
European Public Prosecutor’s Office. 

Next steps: Member States must 
transpose the Directive into their na-
tional laws by 20 May 2025. The Com-
mission is required to provide an im-
plementation report by 20 May 2027 
and a report evaluating the impact and 
effectiveness of the Directive by 20 
May 2030. 

For the new Directive, see also the 
article “The New Directive on the Vio-
lation of Union Restrictive Measures 
in the Context of the EPPO” by Peter 
Csonka and Lucia Zoli (article sec-
tion, in this issue). (TW) 

FOUNDATIONS
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Enhanced Criminal Law Rules to 
Combat Child Sexual Abuse 

On 6 February 2024, the Commis-
sion introduced a proposal to update 
criminal law rules aimed at address-
ing child sexual abuse and exploita-
tion more effectively. The revised rules 
would expand the scope of offenses, 
impose stricter penalties, and intro-
duce specific requirements for preven-
tion and victim support. This proposal 
complements other EU initiatives that 
reinforce the fight against child sex-
ual abuse and exploitation offences, 
based on the EU strategy for a more ef-
fective fight against child sexual abuse 
for 2020–2025 adopted in 2020. 

It is closely linked to the planned 
Regulation on preventing and combat-
ing child sexual abuse online proposed 
in 2022 (eucrim 2/2022, 91–92). The 
Regulation would mandate Internet 
companies to detect, report, and re-
move child sexual abuse material from 
their services. If adopted, the Directive 
would provide the definition of what is a 
criminal offence because it constitutes 
child sexual abuse material and solicita-
tion. In other words: the Directive consti-
tutes the criminal law pillar upon which 
the proposed Regulation stands. 

The main contents of the updated 
rules of the Directive are as follows: 
	� Broadening the definition of offens-

es to include the live streaming of child 
sexual abuse and the possession and 
exchange of pedophile manuals;
	� Covering child sexual abuse mate-

rial created using deep fakes or AI-
generated content; 
	� Strengthening the mechanisms for 

prosecution and victim support; 
	� Extending the period during which 

victims can report abuse and seek 
justice;
	� Granting victims the right to finan-

cial compensation in order to address 
the long-term impacts of abuse while 
Member States would be required to 
establish coordination mechanisms 
for prevention programmes and victim 
assistance.

The Commission also proposed 
enhancing prevention measures, with 
increased investment in awareness 
campaigns about online risks to en-
sure safer internet use for children. 
The proposal imposes new require-
ments for criminal record checks for 
recruiters. Member States would be 
obliged to provide criminal records as 
complete as possible in response to 
such record requests, using the Eu-
ropean Criminal Record Information 
System. Another measure includes 
that professionals working closely 
with children are mandated to report 
any offenses.

The proposal will now be discussed 
in European Parliament and the Coun-
cil. Once adopted, the new directive 
will replace Council Framework Deci-
sion 2004/68/JHA. (AP) 

Institutions

European Court of Justice (ECJ)

Reform of CJEU Statute Adopted 
The Council and the European Parlia-
ment agreed on the reform of the Stat-
ute of the Court of Justice of the EU 
amending Protocol No 3 on the Statute 
of the Court of Justice. The EP adopt-
ed the draft regulation on 27 February 
2024 and the Council gave green light 
to it on 19 March 2024. The final act 
was signed on 11 April 2024. Under 
the amendment, jurisdiction to give 
preliminary rulings is transferred from 
the Court of Justice to the General 
Court in the following areas:
	� The common system of value add-

ed tax;
	� Excise duties;
	� The customs code;
	� The tariff classification of goods 

under the combined nomenclature;
	� Compensation and assistance for 

passengers whose transport services 
are delayed or cancelled or who are de-
nied boarding;

	� The scheme for greenhouse gas 
emission allowance trading.

The General Court will be assisted 
by one or more Advocates General in 
dealing with requests for a preliminary 
ruling transmitted. 

The Court of Justice will retain juris-
diction to hear and determine requests 
for a preliminary ruling that raise in-
dependent questions relating to the 
interpretation of primary law, public 
international law, general principles of 
Union law or the Charter of Fundamen-
tal Rights of the European Union. 

Furthermore, the reform introduces 
an extended filtering mechanism for 
appeals against decisions of the Gen-
eral Court when they concern a deci-
sion of a Union body, office, or agency 
(with an independent board of appeal). 
Under the amendment, a case that has 
been considered by an independent 
board of appeal and then by the Gener-
al Court can only proceed to the Court 
of Justice if it raises a significant issue 
with respect to the unity, consistency, 
or development of EU law.

With regard to the transparency of 
proceedings, the reform provides that 
written observations submitted by an 
interested person pursuant to Art. 23 
of Protocol No 3 will be made public 
on the Court’s website in reasonable 
time after the proceedings have been 
closed, unless that person raises ob-
jections to the publication of his/her 
own written submissions.

Over the next several months, next 
to the amended Statute of the Court 
of Justice, the Rules of Procedure of 
the Court of Justice and the Rules of 
Procedure of the General Court will 
need to be modified and adopted. The 
publication of all three texts will be co-
ordinated such that they can enter into 
force at the same time. (CR)

CJEU: Judicial Statistics 2023 
On 23 March 2024, the Court of Jus-
tice of the European Union (CJEU) 
published its judicial statistics for the 
year 2023. Looking at the number of 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2024%3A60%3AFIN
https://eucrim.eu/news/proposal-on-combating-child-sexual-abuse-online/
https://data.consilium.europa.eu/doc/document/PE-85-2023-INIT/en/pdf
https://www.europarl.europa.eu/doceo/document/TA-9-2024-0086_EN.html
https://www.europarl.europa.eu/doceo/document/TA-9-2024-0086_EN.html
https://www.consilium.europa.eu/en/press/press-releases/2024/03/19/reform-of-the-statute-of-the-court-of-justice-adopted/
https://curia.europa.eu/jcms/upload/docs/application/pdf/2024-03/cp240059en.pdf
https://curia.europa.eu/jcms/upload/docs/application/pdf/2024-03/cp240059en.pdf
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cases brought before the Court of Jus-
tice (ECJ) and the General Court, 2023 
once again confirmed an upward trend, 
with 2092 new cases brought before 
the two courts, passing the threshold 
of 2000 new cases for the first time.

The key statistics for both courts:
	� In 2023, the Court of Justice re-

ceived 821 new cases, the General 
Court 1271 new cases (including a se-
ries of 404 cases concerning changes 
to the voluntary supplementary pen-
sion scheme for Members of the Euro-
pean Parliament, which are essentially 
identical);
	� 1687 cases were completed by both 

courts;
	� 2990 cases were pending before 

both courts.
The key statistics for the Court of 

Justice:
	� The average length of proceed-

ings, all types of cases taken together, 
amounted to 16.1 months;
	� Similar to previous years, prelimi-

nary rulings and appeals account for 
over 90% of all cases brought before 
the Court of Justice;
	� The Court noted an increased num-

ber of direct actions (60 new cases in 
2023). This can be explained by the in-
crease in the number of actions for an-
nulment (Poland alone lodged seven 
actions in 2023) and by the increase 
in the number of actions brought by a 
Member State for failure to fulfil obli-
gations;
	� The largest number of questions 

referred to the Court of Justice for pre-
liminary rulings in 2023 concerned the 
area of freedom, security and justice 
(82). Most of these questions involved 
the interpretation of rules on the right 
of asylum and the system of interna-
tional protection. In addition, many 
questions referred for a preliminary 
ruling concerned the areas of taxa-
tion  (53), consumer protection (52), 
and transport (40);
	� References for a preliminary ruling 

came mainly from German (94), Bul-
garian (51), and Polish (48) courts.

The key statistics for the General 
Court:
	� The average length of proceedings 

was 18.1 months;
	� In 2023, the General Court’s reform, 

providing for the doubling of its judges, 
took full effect;
	� The General Court completed 904 

cases;
	� 2023 saw an increase in cases 

brought before the Court in the fields 
of intellectual property (310) and eco-
nomic and monetary policy, in particu-
lar banking law;
	� Litigation in conjunction with re-

strictive measures remained at a high 
level but dropped to 63 cases in 2023 
compared to 103 cases in 2022;
	� The number of cases closed by ex-

tended formations of five judges in-
creased by 23% (123 cases) in 2023.

The CJEU’s annual report also high-
lighted the negotiations on two impor-
tant legislative amendments, i.e. the 
transfer to the General Court of the ju-
risdiction to give preliminary rulings in 
six specific matters and the extension 
of possibilities for the Court of Jus-
tice to determine whether an appeal 
against a decision of the General Court 
should be allowed to proceed (news 
item above). (CR)

OLAF

Operational Partnership Conference 
between OLAF and EPPO 

On 22/23 April 2024, OLAF and the 
EPPO held an Operational Partner-
ship Conference in Brussels. Prosecu-
tors and financial investigators from 
the EPPO and investigators, forensic 
experts and analysts from OLAF con-
vened to share experiences and best 
practices as well as to discuss chal-
lenges in the investigation of complex 
cross-border fraud damaging the EU 
budget. 

According to the EPPO Regulation, 
the two bodies should maintain a 
close relationship based on mutual co-

operation within their respective man-
dates and on information exchange. 
The relationship shall aim in particular 
to ensure that all available means are 
used to protect the Union’s financial 
interests through the complementarity 
and support by OLAF to the EPPO. On 
5 July 2021, European Chief Prosecu-
tor Laura Kövesi and OLAF Director-
General Ville Itälä signed a working 
arrangement that sets out the future 
operational cooperation between the 
EPPO and OLAF (eucrim 2/2021, 
80). (TW)

OLAF’s Operational Work January-
June 2024 

This news item summarises OLAF’s 
operational work in the first half of 
2024 (January to June 2024) in re-
verse chronological order. It follows 
the reports on operations supported 
by OLAF in eucrim 4/2023, 318.
	� 26 June 2024: OLAF investiga-

tors supported Hungarian customs 
in tracking down a site in Budapest 
where counterfeit air fresheners from 
Turkey were stored. 140,000 pieces of 
counterfeit air fresheners are found, 
with an estimated value of approxi-
mately €300,000. Counterfeit aerosols 
not only damage the budget but are 
also a danger to health and the envi-
ronment.
	� 4 June 2024: Alerted by OLAF, Dutch 

authorities succeed in one of the most 
important strikes against the import 
of illicit fluorinated greenhouse gases 
(F-gases). Dutch authorities stop three 
trucks from Turkey that were trans-
porting over 3,500 cylinders, contain-
ing approximately 40 tonnes of F-gas-
es without the necessary permits and 
quota. Having a high impact on global 
warming, the import of F-gases into 
the EU is strictly regulated and OLAF 
constantly analyses and passes on 
information and intelligence on suspi-
cious shipments and operators. 
	� 14 April 2024: OLAF takes stock of 

operations against tobacco smuggling 
in 2023. International operations in-
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volving OLAF led to the seizure of 616 
million illicit cigarettes, 140 tonnes 
of raw tobacco and 6 tonnes of wa-
ter pipe tobacco. OLAF’s report also 
informs of trends and patterns of to-
bacco smuggling. Seizures of illicit 
cigarettes inside the EU, for instance, 
show that traffickers and illegal pro-
ducers increasingly divide production 
into smaller units in order to move 
their tools and goods faster if raided 
by law enforcement. 
	� 13 February 2024: OLAF and Eu-

ropol informs the public of operation 
SHIELD IV. Operation SHIELD IV was 
carried out between April and October 
2023 targeting misused or counterfeit 
medicines, doping substances, illegal 
food or sport supplements and coun-
terfeit COVID medical supplies (for 
previous SHIELD operations eucrim 
4/2022, 234–235). The operation in-
volved law enforcement, judicial, cus-
toms, medical and anti-doping authori-
ties from 30 countries across three 
continents that were supported/co-
ordinated by Europol, OLAF, Eurojust, 
INTERPOL, the European Union Intel-
lectual Property Office (EUIPO), Fron-
tex, and the World Anti-Doping Agency 
(WADA). Operation SHIELD IV carried 
out nearly 4000 inspections and led to 
criminal charges of 1284 individuals. 
Four underground labs were disman-
tled and over 90 websites shut down. 
Seizures worth €64 million included: 
186,754 tablets, 193,759 packages 
and 350.32 kg of erectile dysfunction 
medications, as well as 21,888 tablets 
and 1016 vials of anabolics.
	� 7 February 2024: With OLAF’s sup-

port, Polish Customs dismantle a 
missing trader fraud scheme involv-
ing the trade in e-bikes from China. By 
falsifying import documentation and 
abusing transit procedures, the e-bikes 
were smuggled to warehouses in Po-
land where they were sold to European 
customers via online platforms with 
high profits. The operation tracked 
down 20,000 e-bikes. The estimated 
damage to the EU and national budg-

ets is at least €8 million of anti-dump-
ing and countervailing duties and €4 
million of VAT.
	� 6 February 2024: OLAF and the Ital-

ian Customs (Agenzia delle dogane 
e dei monopoli – ADM) report on 
the Joint Customs Operation “Bel-
lerophon”. The operation uncovered 
a missing trader fraud scheme that 
evaded VAT of more than €18 million. 
The traders illegally used VAT exemp-
tions when importing goods (mainly 
textiles, footwear and toys) from China 
to Greece with Italy as the final desti-
nation. Operation Bellerophon involved 
nine Member States and was carried 
out in June 2023. Follow-up investiga-
tions lasted until January 2024. Dur-
ing the operation, customs authorities 
also seized 27,000 counterfeit hats 
and clothing items, as well as 4 million 
cigarette packs.
	� 4 January 2024: Thanks to OLAF’s 

supports an organised criminal group 
producing and selling illicit medicinal 
products is dismantled. Polish law 
enforcement authorities raid and shut 
down factories and warehouses of the 
group, and seize several tons of falsi-
fied medicinal products and compo-
nents necessary for their production. 
Nine suspects are arrested. Probably 
having operated for over a year, the 
group marketed the products, mainly 
anabolic steroids, via websites. OLAF 
supported the operation by having pro-
vided expert advice and liaised with 
the national authorities in other EU 
Member States concerned, thus ena-
bling to connect the dots. The estimat-
ed amount of the confiscated material 
amounts to 50 million zloty, equivalent 
to around €11.5 million. (TW)

European Public Prosecutor’s Office

Poland Joins the EPPO 
On 29 February 2024, the European 
Commission confirmed Poland’s par-
ticipation in the enhanced coopera-
tion on the establishment of the EPPO 

(COM Decision (EU) 2024/807). The 
Decision entered into force twenty 
days after its publication in the Official 
Journal of the EU. Poland notified the 
Commission of its intention to par-
ticipate in the enhanced cooperation 
scheme on 5 January 2024. 

The appointment of the European 
Prosecutor for Poland is currently 
pending for the EPPO to become op-
erational in Poland. Up to 24 European 
Delegated Prosecutors will serve the 
EPPO on a decentralised level in Po-
land (in three or four EPPO offices, in-
cluding one in Warsaw). The EPPO will 
investigate crimes affecting the finan-
cial interests of the Union committed 
in Poland after 1 June 2021. Poland is 
the 23rd of the 27 EU Member States 
that participates at the EPPO. Sweden 
also expressed its intention to join. 
(CR)

EPPO Signs Working Arrangement 
with Czechia’s Supreme Audit Office 

On 28 February 2024, the EPPO and 
the Supreme Audit Office of the Czech 
Republic (SAO) signed a Working  
Arrangement to facilitate and foster 
the exchange of information on suspi-
cious financial transactions relating to 
facts and offences falling within the 
remit of the EPPO.

The main purpose of the Arrange-
ment is to establish and maintain a 
cooperative relationship between the 
two bodies. It includes the exchange 
of strategic information relevant for 
the exercise of the other party’s com-
petence. The exchange of information 
can be put on hold if this may hamper 
ongoing investigations or jeopardise 
the security of individuals. 

Moreover, the parties undertake to 
designate contact points for the ex-
change of information and operational 
cooperation. They will also cooperate 
on trainings in areas of common inter-
ests and organise joint training activi-
ties. Next to these substantial issues, 
the Arrangement includes confidenti-
ality and data protection rules. (CR)
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EPPO and France’s Treasury 
Cooperate in Fraud against the RRF 

On 17 January 2024, the EPPO and 
France’s Treasury, together with its In-
terministerial Anti-Fraud Coordination 
Mission (MICAF), signed a Working 
Arrangement to foster the detection 
of fraud involving the Resilience and 
Recovery Facility (RRF). In France, the 
implementation of the National Recov-
ery and Resilience Plan is coordinated 
by the French Treasury. As a practical 
measure, the newly established Work-
ing Arrangement also includes a tem-
plate for reporting possible fraud to 
the EPPO’s office in France as well as 
a handbook.

The RRF is a temporary instrument 
of the European Commission to fi-
nance reforms in and investments by 
EU Member States from the begin-
ning of the pandemic in February 2020 
through 31 December 2026 (eucrim 
1/2021, 151). The Member States have 
outlined their plans for reform and in-
vestment that are to be subsidised by 
the RRF fund. (CR)

EPPO Requests Budget Increase
In mid-February 2024, the College of 
the EPPO sent an urgent request to the 
European Parliament, the Council of 
the EU, and the European Commission 
to increase the 2024 budget of the 
Office from €7.8 million to €79.7 mil-
lion. The request was motivated by the 
impending accession of new Member 
States (Poland and possibly Sweden) 
to the EPPO and the acceleration of 
the disbursement of NextGeneration-
EU funding. The increased budget will 
allow the Office to employ more staff 
for operational and administrative sup-
port in Luxembourg as well as more 
European Delegated Prosecutors.

NextGenerationFunding is a tempo-
rary recovery instrument of the EU to 
support Europe’s economic recovery 
from the coronavirus pandemic and 
to build a greener, more digital, and 
more resilient future. The centrepiece 
of NextGenerationEU is the Recovery 

and Resilience Facility (RRF), a tempo-
rary instrument to finance reforms by 
and investments in EU Member States 
from the beginning of the pandemic in 
February 2020 to 31 December 2026. 
The EPPO is also leading numerous 
investigations into expenditure fraud 
in conjunction with these funds. (CR)

EPPO’s Annual Report 2023 

spot 
light

On 1 March 2024, the EPPO 
published its Annual Report 
for the year 2023. The report 

gives an overview of the EPPO’s opera-
tional activities and the activities of its 
College, permanent Chambers, and 
140 European Delegated Prosecutors 
(for the 2022 report eucrim 1/2023, 
18, for the first report 2021 eucrim 
1/2022, 15–16). 

Last year, the European Delegated 
Prosecutors Association was formally 
registered, aiming to facilitate better 
cooperation between the EPPO’s Cen-
tral Office and its decentralised level. 
Key figures for the year 2023 are:
	� Receipt and processing of 4187 

crime reports (26% more than in 2022);
	� Opening of 1371 investigations 

(58% more than in 2022);
	� Total of 1927 active investigations 

and an overall estimated damage of 
€19.2 billion;
	� 206 active investigations related 

to NextGenerationEU funding, with an 
estimated damage of over €1.8 billion. 
	� VAT fraud accounted for 17.5% of 

the overall damage with an estimated 
damage of €11.5 billion;
	� Of the 4187 crime reports, 2494 

were from private parties and 1562 
from national authorities; 
	� Only 108 reports came from EU in-

stitutions, bodies, offices, and agen-
cies. 

Looking at these numbers, the re-
port concludes that the level of de-
tecting fraud affecting the financial 
interests of the EU in the participating 
Member States has further improved. 
Public awareness about the EPPO has 
increased, but there was no improve-

ment in terms of detection and report-
ing on the part of EU institutions, bod-
ies, offices, and agencies.

In 2023, the EPPO opened 58% 
more investigations than in the previ-
ous year, corresponding to damage es-
timated at €12.28 billion. In addition, it 
filed 50% more indictments (139) than 
in 2022, bringing more perpetrators of 
EU fraud to judgment before national 
courts. National judges granted Euro-
pean Delegated Prosecutors freezing 
orders worth €1.5 billion.

The majority of investigated of-
fences identified in active EPPO cases 
concern non-procurement expenditure 
fraud (1486), VAT revenue fraud (806), 
and inextricably linked offences (599). 
Next in line are offences such as non-
VAT revenue fraud, procurement ex-
penditure fraud, money laundering, 
PIF-crime focused criminal organisa-
tion, corruption, and misappropriation. 
Most of the active funding fraud inves-
tigations took place for agricultural 
and rural development programmes 
as well as regional and urban develop-
ment programmes. However, such in-
vestigations also took place for other 
programmes, involving recovery and 
resilience, employment, social cohe-
sion, inclusion and values, maritime 
and fisheries, research and innovation, 
international cooperation, education 
and culture, mobility, transport, en-
ergy, digitalisation, asylum, migration, 
integration, industry and entrepreneur-
ships, climate and environment, and 
security and defence.

Next to the general overview, the an-
nual report analyses the operational 
activity, relevant judicial activity, typol-
ogies of identified active EPPO cases, 
and active fraud investigations for 
each of the 22 Member States partici-
pating in the EPPO in 2023. Looking at 
its relationship with non-participating 
Member States and non-EU countries 
in 2023, cooperation with Poland and 
Ireland took effect, and a working ar-
rangement with the Ministry of Jus-
tice of the Kingdom of Denmark was 
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signed. Furthermore, the agency con-
cluded working arrangements with 
the National Anti-Corruption Bureau 
of Ukraine, the Albanian Special Anti- 
Corruption Structure, and the Prosecu-
tor’s Office of Bosnia and Herzegovina.

Lastly, the annual report provides 
an overview on IT, security, corporate 
services, staff development, human 
resources, transparency, relations with 
the general public and the press, ac-
tivities of the legal service, data pro-
tection, and financial resources (with a 
budget of €66 million for the delivery 
of the EPPO’s mission in 2023). (CR) 

Overview of Convictions in EPPO 
Cases: January – March 2024 

The following is an overview of court 
verdicts and alternative resolutions 
in EPPO cases, which continues the 
overviews given in previous eucrim 
issues (last eucrim 4/2023). A brief 
analysis of EPPO’s news reports from 
January to March 2024 is presented in 
reverse chronological order.
	� 20 March 2024: Investigation 

‘Cheap Ink’ results in the conviction of 
four individuals in Italy. The investiga-
tion uncovered a massive VAT carou-
sel fraud scheme involving the sale of 
toner cartridges and office supplies at 
cheap prices. The main heads were 
two entrepreneurs from Padua/Italy. 
The fraudsters systematically evaded 
VAT, amassing profits estimated at 
€58 million. By means of an abbrevi-
ated procedure, the Italian court con-
victs the defendants of participation 
in a criminal organisation, VAT fraud, 
money laundering, forgery of public 
documents, and forgery of signatures. 
One defendant accused of being a 
straw man is acquitted. The first court 
decision is still subject to appeal.
	� 2 February 2024: As the first of sev-

eral defendants, the Berlin Regional 
Court convicts a former notary to two 
years of imprisonment (on probation) 
for forgery and false notarisations. 
The conviction comes following an 

investigation into an €80 million VAT 
fraud scheme involving luxury cars 
and medical face masks (eucrim 
2/2023, 125 > entry 27 July 2023). The 
notary was considered a gang mem-
ber responsible for false notarisations 
and forgeries.
	� 10 January 2024: The Regional 

Court of Ostrava in Olomouc (Czechia) 
convicts a business owner and his 
company of EU funding fraud. Ac-
cording to the court, they knowingly 
violated the conditions of a project fi-
nanced under the European Regional 
Development Fund (ERDF) for which 
they received subsidies from the 
Czech Ministry of Industry and Trade. 
The owner is sentenced to three years 
of imprisonment (on probation), a pen-
alty to the amount of €40,672, and pro-
hibition from being involved in subsidy 
procedures in any capacity for a period 
of eight years. The company has to 
pay a fine amounting to €81,344 and 
is prohibited from receiving grants and 
subsides for a period of ten years. (CR)

EPPO’s Operational Activities: 
January – March 2024 

This news item provides an overview 
of the EPPO’s main operational activi-
ties from 1 January to 31 March 2024. 
It continues the periodic analyses of 
recent issues (last: eucrim 4/2023, 
322–324) and reports in reverse 
chronological order.
	� 29 March 2024: At the end of March, 

the EPPO in Vilnius and the Lithuanian 
Financial Crime Investigation Service 
carries out active evidence-collecting 
activities with regard to suspected 
fraud involving a former assistant 
of a Lithuanian Member of the Euro-
pean Parliament. The investigation 
concerns the non-performance or 
imitation of actual functions of a par-
liamentary assistant with the aim of 
obtaining renumeration and collecting 
unemployment benefits.
	� 26 March 2024: Under the code-

name ‘Fuel Family’, the EPPO in Naples, 
Bologna, and Rome (Italy) disman-

tles a criminal gang alleged to have 
imported fuel into the Italian market 
while systematically evading VAT. The 
alleged criminals are believed to have 
imported the fuel from suppliers in 
Croatia, Slovenia, and other countries, 
using a chain of more than 40 “miss-
ing traders” in Italy, who would vanish 
without fulfilling their tax obligations. 
The fraudulent activities are believed 
to have generated invoices for simulat-
ed transactions amounting to over €1 
billion, causing an estimated damage 
of around €260 million in unpaid VAT. 
The criminal group is also suspected 
of laundering over €35 million in illicit 
proceeds. As the fuel could be sold at 
extremely advantageous prices, the 
fraud also distorted the principles of 
fair competition on the market.
	� 6 March 2024: An Italian entrepre-

neur is charged with engineering a 
€41.8 million VAT fraud scheme and 
misappropriating €6.7 million in pub-
lic funds, among other offences. The 
investigation by the EPPO in Milan 
(Italy) showed that the entrepreneur 
committed intra-community VAT car-
ousel fraud via two companies owned 
and operated by him as well as a 
chain of missing traders active in the 
wholesale trade of computer equip-
ment and broadcasting technology. 
Furthermore, the entrepreneur fraudu-
lently received public funding based 
on forged documentation that falsely 
represented the company’s economic, 
asset-based, and financial reality as 
well as the fictitious establishment of 
a company.
	� 6 March 2024: The EPPO in Cologne 

(Germany) brings charges against five 
main suspects of an organised crime 
group, who are suspected of engaging 
in large-scale VAT fraud involving inter-
national trade with more than 10,000 
cars that generated a total turnover 
of over €190 million and VAT losses 
of €53.7 million. 60 persons are sus-
pected of participating in the organ-
ised group or supporting the main sus-
pects. During investigation ‘Huracán’ 

https://eucrim.eu/news/overview-of-convictions-in-eppo-cases-fourth-quarter-2023/
https://www.eppo.europa.eu/en/news/investigation-cheap-ink-four-convicted-eu58-million-vat-fraud-involving-office-supplies
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https://www.eppo.europa.eu/en/news/germany-first-conviction-eu80-million-vat-fraud-involving-luxury-cars
https://www.eppo.europa.eu/en/news/czechia-one-person-and-one-company-convicted-eu650-000-eu-funding-fraud-relating-mining
https://www.eppo.europa.eu/en/news/czechia-one-person-and-one-company-convicted-eu650-000-eu-funding-fraud-relating-mining
https://www.eppo.europa.eu/en/news/czechia-one-person-and-one-company-convicted-eu650-000-eu-funding-fraud-relating-mining
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https://eucrim.eu/news/eppos-operational-activities-mid-november-december-2023/
https://www.eppo.europa.eu/en/news/lithuania-eppo-investigates-former-mep-assistant-suspicion-fraud-involving-more-half-million
https://www.eppo.europa.eu/en/news/lithuania-eppo-investigates-former-mep-assistant-suspicion-fraud-involving-more-half-million
https://www.eppo.europa.eu/en/news/lithuania-eppo-investigates-former-mep-assistant-suspicion-fraud-involving-more-half-million
https://www.eppo.europa.eu/en/news/lithuania-eppo-investigates-former-mep-assistant-suspicion-fraud-involving-more-half-million
https://www.eppo.europa.eu/en/news/investigation-fuel-family-eppo-busts-criminal-gang-eu300-million-vat-fraud
https://www.eppo.europa.eu/en/news/italy-entrepreneur-charged-eu418-million-vat-fraud-and-misappropriation-eu67-million-public
https://www.eppo.europa.eu/en/news/italy-entrepreneur-charged-eu418-million-vat-fraud-and-misappropriation-eu67-million-public
https://www.eppo.europa.eu/en/news/investigation-huracan-five-indicted-eu53-million-vat-fraud
https://www.eppo.europa.eu/en/news/investigation-huracan-five-indicted-eu53-million-vat-fraud
https://www.eppo.europa.eu/en/news/investigation-huracan-vat-fraud-involving-10-000-cars-uncovered
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130 cars were confiscated in June 
2023 (eucrim 2/2023, 127 > entry 14 
June 2023); 90 cars had already been 
sold by the authorities, with a view to 
recovering the financial damage. Other 
seized goods include real estate and 
€2 million in cash.
	� 28 February 2024: The EPPO in Mu-

nich and Cologne (Germany) moves 
against a suspected criminal organisa-
tion that allegedly orchestrated a €195 
million VAT carousel fraud through the 
sale of smartphones, small electronic 
devices, and protective face masks. 
By means of a complex criminal eco-
system, the criminal organisation cre-
ated layers of shell companies, straw 
men, fictitious identities, and secret 
communications. Under the investi-
gation cluster ‘Midas’, more than 180 
searches are carried out and 14 people 
arrested in 17 countries. Over 680 tax 
and police investigators support the 
investigative measures. 14 European 
Delegated Prosecutors in 12 Member 
States team-up with numerous nation-
al authorities, Europol, and Eurojust to 
take action.
	� 27 February 2024: The large-scale 

investigation ‘Final Toast’ (conducted 
by the EPPO in Palermo (Italy)) leads 
to precautionary measures against 
ten suspects, one of whom the son 
of a member of the ‘Santapaola’ ma-
fia clan. The criminal association is 
suspected of aggravated VAT fraud in-
volving beverages, money laundering, 
fraudulent bankruptcy, and EU fund-
ing fraud. Through a system of fake 
invoices for non-existent goods, ficti-
tious transactions via foreign-based 
companies, and missing traders, the 
beverages could be sold at artificially 
low prices, undercutting legitimate 
competitors and resulting in VAT loss-
es exceeding €30 million. Additionally, 
the suspects received co-funding from 
the EU for the organisation of training 
courses for employees of various affili-
ated companies that never took place.
	� 25 January 2024: An investigation 

led by the EPPO in Turin (Italy) results 

in the freezing of almost €40 million 
and the seizure of 47 bank accounts, 
11 real estate properties, four cars, and 
€56.000 in crypto currencies as well as 
the shutdown of several websites. The 
suspected criminal organisation al-
legedly used a chain of fictitious com-
panies in several EU Member States 
to sell tyres for cars and other motor 
vehicles to customers in Italy via vari-
ous e-commerce platforms, without 
collecting or reimbursing VAT in any 
EU Member State. The company is es-
timated to have generated a turnover 
of €178 million. (CR)

Europol

Court of Justice Establishes Joint 
and Several Liability between Europol 
and the Member State 

On 5 March 2024, the Grand Cham-
ber of the Court of Justice issued its 
judgement in Case C755/21 P, involv-
ing the appeal of Mr Marián Kočner 
against Europol. In his appeal, Mr 
Kočner sought to set aside the judg-
ment of the General Court of the EU 
of 29 September 2021 (Case T-528/20 
eucrim 3/2021, 146)
	h Background of the dispute

In 2018, following the murder of Slo-
vak journalist J. Kuciak and his fiancée 
M. Kušnírová, the Slovak authorities 
conducted extensive investigations 
in which, at the request of the Slovak 
authorities, Europol secured and trans-
ferred data stored on two cell phones 
(suspected to belong to Mr Kočner) 
and on a USB storage device. In May 
2019, the Slovak press published ex-
tensive information, in particular tran-
scripts of private conversations that 
originated, among other things, from 
the cell phones in question. In conse-
quence, Mr. Kočner brought an action 
before the General Court claiming that 
Europol had breached its data protec-
tion obligations by disclosing the infor-
mation at issue to the public before the 
reports had even been communicated 

to the Slovak authorities. For this rea-
son, Mr Kočner sought compensation 
for the damage he allegedly suffered 
as a result of the disclosure by Europol 
of personal data and the inclusion by 
Europol of his name on the “Mafia 
lists”.
	h The General Court’s judgment

In its judgement of 29 September 
2021, the General Court explained that 
the EU can only have non-contractual 
liability for damage allegedly caused 
by EU agencies if three cumulative 
conditions are fulfilled, namely (1) the 
unlawfulness of the conduct alleged 
against the agency, (2) the fact of dam-
age, and (3) the existence of a causal 
link between said conduct and the 
damage being complained about. The 
General Court dismissed Mr. Kočner’s 
application on the grounds that no 
evidence could be found that the dis-
closure of the transcriptions could be 
imputable to Europol. The same was 
held true in relation to the inclusion of 
Mr. Kočner’s name in the “Mafia lists”. 
	h The appeal judgment

In its appeal judgement of 5 March 
2024, the Court of Justice set aside 
the judgment of the General Court in 
the following point: The Court of Jus-
tice held that EU law lays down rules 
under which Europol and the Member 
State (in which the damage resulting 
from unlawful data processing oc-
curred) are jointly and severally liable 
in the context of cooperation between 
them. For such joint and several liabil-
ity to be assumed, the individual con-
cerned must show only that unlawful 
data processing causing him or her to 
suffer damage has been carried out 
in the course of cooperation between 
Europol and the Member State con-
cerned. Contrary to what the General 
Court previously held, there is no need 
for the data subject to establish addi-
tionally to which of these two entities 
that unlawful processing is attribut-
able.

With regard to the dispute itself, the 
Court of Justice acknowledged that 
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the disclosure to unauthorised per-
sons of data relating to intimate con-
versations of Mr Kočner triggered li-
ability. This infringed Mr Kočner’s right 
to respect for his private and family life 
and his communications and adverse-
ly affected his honour and reputation, 
which caused him non-material dam-
age. The Court of Justice granted Mr 
Kočner compensation in the amount 
of €2000 as reparation for that dam-
age. (CR)

Frontex Signs Joint Statement with 
Europol 

On 31 January 2024, Frontex and 
Europol signed a joint statement to 
further enhance their cooperation, 
particularly in the fields of combating 
migrant smuggling and human traffick-
ing. The joint statement on coopera-
tion and complementarity between the 
two EU law enforcement agencies out-
lines how they can better coordinate 
activities to complement each other 
and how they can identify concrete 
short- and long-term priority actions. 
Both agencies stated their commit-
ment to prioritising joint activities that 
will pursue the following:
	� Further strengthen the mutual ex-

change of information at all levels, in-
cluding operational information;
	� Increase their joint operational im-

pact on cross-border crime, in particu-
lar migrant smuggling and trafficking 
in human beings;
	� Enhance the agencies’ solid partner-

ship, reflecting both sides’ complemen-
tary roles, capabilities, and expertise;
	� Intensify joint synergies towards 

the result-driven implementation of 
each other’s mandates (avoid duplica-
tion of efforts, fill identified gaps, and 
seek for further alignment);
	� Facilitate the speedy conclusion of 

the working arrangement, so that the 
full potential offered by the enhanced 
mandates of both agencies can be 
fully realised;
	� Support the development of new 

capabilities, in particular through Fron-

tex’s active contribution to the Euro-
pean Innovation Hub and through Eu-
ropol’s support in the development of 
the European Travel Information and 
Authorisation System (ETIAS) and in-
teroperability. (CR)

Eurojust

First-Time Eurojust Support for EPPO 
Investigation 

On 29 February 2024, Eurojust report-
ed that, for the first time, the Agency 
supported an investigation led by the 
EPPO against a large-scale cross-
border missing trader intra-community 
fraud. The scheme involved trade in 
electronic goods and protective face 
masks via companies based in several 
European countries. As the missing 

trader companies were based in Swe-
den, which is not yet participating in 
the EPPO, and most of the VAT dam-
age was caused there, one of the two 
investigations led by Eurojust aimed at 
identifying ongoing linked investiga-
tions in Sweden.

In addition, Eurojust facilitated 
cooperation between the EPPO and 
Denmark, Hungary, an d Poland (all EU 
Member States not participating in the 
EPPO) and the United Kingdom. It also 
facilitated cooperation between Swe-
den and Malta. (CR)

First Liaison Officer for Iceland 
On 12 March 2024, Ms Kolbrún Ben-
ediktsdóttir took up her duties as Ice-
land’s first Liaison Prosecutor for Eu-
rojust. Prior to accepting this position, 
Ms Benediktsdóttir worked as Deputy 

In April 2024, the EJN and Eurojust published an updated version of a joint paper inform-
ing judicial practitioners in the EU Member States of the services and assistance in in-
ternational cooperation in criminal matters that both bodies provide. The paper explains 
the role, tasks, and mandate of the EJN and Eurojust and sets out the situations in which 
either of the two should be consulted.

Eurojust is the main addressee for practitioners seeking support with:

	� Coordination of investigations and prosecutions;

	� Organisation of coordination meetings and coordination centres;

	� Prevention or resolution of conflicts of jurisdiction;

	� Facilitation and support of Joint Investigation Teams;

	� Coordination and facilitation of requests for judicial cooperation  
to and from third States;

	� Facilitation of judicial cooperation in complex matters, urgent cases,  
or in situations in which other cooperation channels are not feasible.

The EJN, through its Contact Points, is the best source to facilitate the quick and in-
formal exchange of information between judicial authorities. Furthermore, it facilitates 
judicial cooperation between practitioners seeking information on how to:

	� Receive assistance from another Member State;

	� Identify the competent executing authority abroad;

	� Obtain more detailed information on the legal and procedural requirements  
laid down by the law of a requested Member State;

	� Electronically create a request for judicial cooperation;

	� Obtain legal and practical information on EU legal instruments in criminal matters.

Both bodies are in close contact with one another, however, and readily ensure that each 
request is dealt with in an efficient and effective manner. (CR)

What Can the EJN or Eurojust Do for You?  

https://www.europol.europa.eu/media-press/newsroom/news/europol-and-frontex-forge-closer-cooperation
https://www.europol.europa.eu/media-press/newsroom/news/europol-and-frontex-forge-closer-cooperation
https://www.eurojust.europa.eu/news/eurojust-supports-eppo-led-operation-against-carousel-vat-fraud-first-time
https://www.eurojust.europa.eu/news/eurojust-supports-eppo-led-operation-against-carousel-vat-fraud-first-time
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https://www.ejn-crimjust.europa.eu/ejn/libdocumentproperties/EN/3521
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District Prosecutor in Iceland and 
taught at the Faculty of Law of the Uni-
versity of Iceland. Ms Benediktsdóttir 
is the twelfth Liaison Prosecutor from 
a non-EU country at Eurojust. Liaison 
Prosecutors from third countries can 
open requests for cross-border judi-
cial cooperation with authorities of EU 
Member States and vice versa. (CR)

Frontex

Frontex 2023 in Brief 
On 16 February 2024, Frontex present-
ed the highlights of 2023 and the main 
operational achievements in the form 
of its digital leaflet “2023 in brief”. 
Looking back to 2023, Frontex main 
achievements include the following:
	� Employed 2500 EU border guards 

on average each month;
	� Supported 24 operations;
	� Rescued 43,000 people at sea;
	� Supported the return of over 39,000 

people who have received return deci-
sions from the national authorities.

Together with 44 countries and 
international organisations over the 
world, the Agency supported one of 
the largest global operations against 
human trafficking. 50 officers were de-
ployed within days to support Finnish 
authorities at their Eastern border with 
Russia. The Agency also launched a 
new operation in North Macedonia 
with more than 100 European border 
guards supporting local authorities 
with border surveillance and bor-
der checks. In addition, in 2023, the 
Agency tested a new decentralised 
command structure: operations are no 
longer coordinated from its headquar-
ters in Warsaw but from the centre of 
the operation. Lastly, for the first time, 
first-line border checks of officers of 
the Agency were carried out at a bor-
der outside of the EU (between Mol-
dova and Ukraine) in 2023.

With regard to fundamental rights, 
all 46 Fundamental Rights Monitors 
received the full training and started 

working in 2023. Frontex’s Fundamen-
tal Rights Office was active in 30 coun-
tries, especially Greece, Italy, Spain 
and Romania. It monitored around 50 
return flights and processed more than 
50 complaints. (CR)

2024 Evaluation of Frontex 
Regulation 

On 2 February 2024, the Commission 
adopted the evaluation of Regulation 
(EU)2019/1896 on the European Bor-
der and Coast Guard. It assessed the 
impact, effectiveness, and efficiency 
of Frontex together with an Action 
Plan to support its implementation.

Overall, the evaluation concludes 
that Frontex has significantly contrib-
uted to strengthening the manage-
ment of the EU’s external borders in 
full compliance with fundamental 
rights. The agency’s operational sup-
port to Member States, its Standing 
Corps supporting Member States on 
the ground, and its support with im-
plementing return measures are seen 
as playing a decisive part in the EU’s 
effort to manage external borders and 
address migratory challenges. An ad-
ditional positive factor is the increased 
cooperation of the agency with partner 
countries. Also, the evaluation finds 
that Frontex is governed by a strong 
fundamental rights framework that en-
sures respect for fundamental rights 
in all its activities.

Areas in which further improvement 
is needed include the following:
	� Implementation of the agency’s 

new organisational structure;
	� Elimination of delays in setting out 

plans for its capabilities, such as tech-
nical assets and staff regarding border 
management and return;
	� More strategic guidance for its re-

turn-related activities.
In consequence, the Action Plan 

contains a number of recommenda-
tions to be implemented by the Agen-
cy, its Management Board, the Mem-
ber States, and the Commission. They 
focus on areas such as operations, 

repatriations, situational awareness, 
integrated border management, fun-
damental rights, and data protection. 
(CR)

Agency for Fundamental Rights (FRA)

FRA Signs Agreements with Frontex 
and eu-Lisa 

On 12 March 2024, FRA signed two 
new agreements to strengthen its part-
nership and cooperation with Frontex 
and eu-Lisa.

The cooperation plan established 
between FRA and eu-Lisa (the Euro-
pean Union Agency for the Operational 
Management of Large-Scale lT Sys-
tems in the Area of Freedom, Security 
and Justice) for the years 2024–2026 
aims at sharing knowledge, expertise, 
and best practices between the agen-
cies as well as cooperating in the ar-
eas of mutual interest: 
	� Exchange information and know-

how; 
	� Cooperate in the field of training; 
	� Cooperate in the area of data 

protection, for communication and 
events, and for policy coordination and 
practices.

The working arrangement signed 
between FRA and Frontex aims to sup-
port compliance with fundamental 
rights in the implementation of Euro-
pean lntegrated Border Management 
and consultation on fundamental 
rights-related activities. Forms of co-
operation include the following:
	� Participation in annual meetings 

and selected events; 
	� Exchange of information, expertise, 

and best practices; 
	� Collaboration in research; 
	� Development of joint fundamental-

rights related products; 
	� Temporary personnel exchanges 

in the form of extended visits and the 
appointment of designated Points of 
Contact. 

The agreement also provides for co-
operation between the agencies on the 
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development of European Border Sur-
veillance System (EUROSUR) compo-
nents with regard to compliance with 
the fundamental rights framework for 
surveillance and data analytics tech-
nologies. Where necessary for the 
exercise of the Frontex Fundamental 
Rights Officer’s mandate, the bodies 
may also cooperate on matters related 
to promoting the respect for funda-
mental rights. (CR)

European Data Protection Supervisor 
(EDPS)

EDPS Annual Report 2023 
On 9 April 2024, the European Data 
Protection Supervisor presented its 
Annual Report 2023. The Report looks 
back to the EDPS’ activities in 2023 
with regard to “supervision and en-
forcement”, “policy and consultation”, 
and “technology and privacy”. 

When presenting the report on 
9  April before the EP’s LIBE Commit-
tee, EDPS Wojciech Wiewiórowski 
highlighted the EDPS’s work in the 
field of artificial intelligence (AI). The 
EDPS steered legislation, e.g., the  
AI Act (eucrim 4/2023, 316–317), 
particularly bringing in pleas for a 
human-centric approach to AI and 
compliance of AI regulation with the 
fundamental rights to privacy and data 
protection. The EDPS has also been 
active in promoting the EU values and 
principles on AI and related data pro-
tection issues at the global level. 

In the field of home affairs, the EDPS 
took a critical stance on the proposed 
Regulation on Child Sexual Abuse Ma-
terial (eucrim 2/2022, 91–92), which 
plans for the scanning of communica-
tion on a large scale that may lead to 
the surveillance of society in an irrevo-
cable way. Matters in the area of free-
dom, security and justice were also at 
the centre of the EDPS’ supervisory 
powers over EU institutions, bodies, of-
fices and agencies . In 2023, the EDPS 
notably focused on:

	� Preparing for the supervision of the 
interoperability framework;
	� Reinforcing cooperation between 

the EDPS and national data protection 
authorities, which included the coordi-
nation of supervisory actions;
	� Scrutinising the processing of per-

sonal data by Frontex from debriefing 
reports in the context of joint opera-
tions;
	� Assessing Europol’s processing of 

biometric data;
	� Monitoring new ways of coopera-

tion between Europol and EU Member 
States in the production of operational 
analysis;
	� Providing advice on the setting up 

of new systems to process operational 
personal data by Eurojust (war crime 
module) and the EPPO (new environ-
ment to conduct operational analysis).

Looking ahead, the EDPS empha-
sised that further resources were in-
vested in technology monitoring and 
innovation. The EDPS also highlighted 
that the year 2024 marks the 20th an-
niversary of the institution. Celebra-
tions of the anniversary will be based 
on four key pillars:
	� A book and a timeline that analyses 

key data protection milestones and the 
EDPS’ influence and history in this re-
mit over the last two decades;
	� 20 talks with leading voices from 

around the world who share their 
unique perspective on how data pro-
tection and privacy shape their respec-
tive fields;
	� 20 initiatives aimed at further em-

boldening individuals’ fundamental 
rights;
	� The European Data Protection Sum-

mit – Rethinking Data in a Democratic 
Society, taking place on 20 June 2024, 
in Brussels, Belgium.

In conclusion, the report points out 
that the EDPS is a forward-looking data 
protection authority, which must antici-
pate the challenges and opportunities 
ahead in order to equip itself with en-
forceable regulatory tools that protect 
individuals’ personal data in an era that 

shapes the digital world of people, busi-
nesses and governments. (TW)

Specific Areas of Crime 

Protection of Financial Interests 

Deal on EU Budget Increase 
In February 2024, the European Parlia-
ment and the Council gave green light 
to three legislative acts that reinforce 
the EU long-term budget and provide 
additional funding in order to react 
to new challenges, such as Russia’s 
war against Ukraine. The acts include 
a regulation amending the multian-
nual financial framework (MFF) for 
2021–2027, as well as regulations 
establishing the Ukraine Facility and 
the Strategic Technologies for Europe 
Platform (STEP). They were published 
in the EU’s Official Journal of 29 Febru-
ary 2024.

The revision of the EU budget will 
make available additional funds to-
talling €64.6 billion: additional funds  
(= “fresh money”) of €21 billion; rede-
ployment of €10.6 billion and loans to 
support Ukraine of € 33 billion. This 
is the first time that a mid-term MFF  
review has led to a net increase in 
spending ceilings. The following addi-
tional expenditure is planned until the 
end of the 2027 financial period:
	� €50 billion for the Ukraine Facility 

(€17 billion in grants and €33 billion in 
loans);
	� Migration and border management: 

€2 billion;
	� Neighbourhood and the world: €7.6 

billion;
	� Flexibility Instrument: €2 billion;
	� Solidarity and Emergency Aid Re-

serve: €1.5 billion;
	� Strategic Technology Platform for 

Europe (STEP): €1.5 billion.
The Ukraine Facility will pool the 

EU’s budget support to Ukraine into 
one single instrument, providing co-
herent, predictable and flexible sup-
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https://www.europarl.europa.eu/news/en/press-room/20240223IPR18077/parliament-approves-key-budgetary-support-for-ukraine-and-the-eu
https://www.europarl.europa.eu/news/en/press-room/20240223IPR18077/parliament-approves-key-budgetary-support-for-ukraine-and-the-eu
https://www.consilium.europa.eu/en/press/press-releases/2024/02/28/eu-long-term-budget-for-2021-2027-council-concludes-the-mid-term-revision/?utm_source=dsms-auto&utm_medium=email&utm_campaign=EU+long-term+budget+for+2021-2027:+Council+concludes+the+mid-term+revision
https://eur-lex.europa.eu/oj/daily-view/L-series/default.html?ojDate=29022024&locale=en
https://eur-lex.europa.eu/oj/daily-view/L-series/default.html?ojDate=29022024&locale=en
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port for the period 2024–2027 to 
Ukraine. The money will be used for 
Ukraine’s recovery, reconstruction and 
modernisation as well as for support-
ing reforms as part of the country’s  
accession path to the EU.

The Strategic Technology Platform 
for Europe (STEP) will consolidate 
and enhance investments into crucial 
technologies in the fields of digital and 
deep tech, cleantech and biotech. Vari-
ous EU programmes will be stream-
lined, including cohesion policy funds, 
InvestEU, Horizon Europe, the Euro-
pean Defence Fund, the Innovation 
Fund and the Recovery and Resilience 
Facility. STEP will also include award-
ing a Sovereignty Seal for relevant 
projects showcasing them in a Sover-
eignty Portal.

In line with EP’s demands, the bud-
get revision also introduces a mecha-
nism to tackle the escalating costs 
linked to the repayment of the NGEU 
recovery plan amid surging interest 
rates. (TW)

Deal on Reform and Growth Facility 
for the Western Balkans 

In April 2024, the Council and the Eu-
ropean Parliament reached agreement 
on a €6 billion Reform and Growth Fa-
cility for the Western Balkans. The fa-
cility is the financial pillar of a general 
Reform and Growth Plan for six West-
ern Balkan countries proposed by the 
Commission in November 2023.

The funding is composed of €2 bil-
lion in grants and €4 billion in highly 
concessional loans. At least half of 
the overall envelope will be allocated 
through the Western Balkans Invest-
ment Framework (WBIF), supporting 
infrastructure investments and con-
nectivity, including transport, energy, 
green and digital transitions. The re-
maining part will be released as direct 
support to the national budgets.

The idea of the facility is to pro-
vide increased financial assistance to 
Western Balkan partners in exchange 
for socio-economic and fundamen-

tal reforms defined in ambitious re-
form agendas. Reform agendas must 
be prepared by the Western Balkan 
partners and are approved by the EU. 
In order to receive EU support, the 
countries need to uphold several gen-
eral preconditions, such as respect 
of effective democratic mechanisms. 
Funds will be released twice a year, 
based on requests by the Western Bal-
kan partners and following verification 
by the Commission.

The Facility for the Western Balkans 
is part of the mid-term revision of the 
EU’s multiannual financial framework 
(preceding news). It is complemen-
tary to EU assistance already provided 
through the Instrument for Pre-acces-
sion Assistance (IPA).

In February 2024, the European 
Court of Auditors (ECA) published its 
opinion on the facility. The auditors 
suggested that additional EU money 
should be better protected. They also 
criticised that they were unable to as-
sess the extent to which the intended 
€6 billion in support is likely to con-
tribute to achieving the facility’s main 
objectives because an impact assess-
ment had not been provided. (TW)

Two ECA Reports Assess Rule-of-
Law Efforts to Protect the EU Budget 

spot 
light

In February 2024, the Europe-
an Court of Auditors (ECA) 
published two reports that ex-

amine the Commission’s steps de-
signed to ensure that EU money is 
properly spent to Member States if 
they do not comply with the EU’s rule 
of law values.
	h ECA report on Conditionality 

Regulation
Special Report 03/2024 entitled “The 
rule of law in the EU – An improved 
framework to protect the EU’s financial 
interests, but risks remain” assessed 
appropriateness and consistency of 
the protection of the EU’s financial 
interests through the Conditionality 
Regulation, together with relevant pro-
visions under the Recovery and Re-

silience Facility (RRF) Regulation and 
the 2021–2027 Common Provisions 
Regulation covering cohesion policy 
funds (articles by Iwona Jaskolska 
and Lothar Kuhl in eucrim 4/2023, 
pp. 337–345). The audit sample in-
cluded Bulgaria, Greece, Hungary, Italy, 
Poland and Romania.

The ECA welcomed the Condition-
ality Regulation as an improvement in 
the EU’s rule-of-law framework and it 
acknowledged that the block of mon-
ey to Hungary in 2022 was duly justi-
fied – to date the only concrete case in 
which the the Regulation was applied. 
However, several aspects make the 
Regulation difficult to apply, in particu-
lar, the requirement to establish a suf-
ficiently direct link between breaches 
of principles of the rule of law and the 
EU’s financial interest. The ECA also 
points out that not all major EU spend-
ing programmes (e.g., the Common 
Agricultural Policy) have protective 
tools equivalent to those set out under 
the RRF and the Common Provisions 
Regulation for cohesion policy. With 
regard to the Commission’s steps tak-
en under the new legal framework, the 
ECA identified several shortcomings, 
including the following:
	� No yet fully developed administra-

tive capacity on the part of the Com-
mission to apply the Conditionality 
Regulation;
	� No systematic assessment and 

documentation of the impact on the 
EU’s financial interests for all Member 
States in which the Commission iden-
tified challenges to the rule of law;
	� Discontinuation of the Coordination 

and Verification Mechanism (CVM) for 
Bulgaria and Romania in September 
2023 despite unresolved reforms cov-
ered by the CVM and no resumption 
under the new rule-of-law instruments 
of these issues.

The ECA also found a number of 
risks that undermine the effectiveness 
of the budgetary and remedial meas-
ures, such as:
	� The application of the Conditional-
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https://commission.europa.eu/strategy-and-policy/eu-budget/strategic-technologies-europe-platform/sovereignty-seal_en
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https://www.eca.europa.eu/en/news/NEWS-OP-2024-01
https://www.eca.europa.eu/en/news/NEWS-OP-2024-01
https://www.eca.europa.eu/en/news/NEWS-OP-2024-01
https://www.eca.europa.eu/en/news/NEWS2024_02_NEWSLETTER_01
https://www.eca.europa.eu/ECAPublications/SR-2024-03/SR-2024-03_EN.pdf
https://eucrim.eu/issues/2023-04/
https://eucrim.eu/issues/2023-04/


26 |  eucrim   1 / 2024

NEWS – EUROPEAN UNION 

ity Regulation may result in a mere  
box-ticking exercise with no real im-
provements on the ground;
	� Risk of remedial action being re-

versed once budgetary measures are 
lifted.

These risks are exacerbated by the 
fact that political considerations may 
ultimately play a major role in decision-
making. The auditors criticised that, 
in December 2023, rule-of-law deci-
sions on Hungary had to be taken at 
the same time as voting on the Ukrain-
ian accession talks to which Hungary 
initially objected. The auditors recom-
mend that any proposal to lift budget-
ary measures must be based on solid 
evidence.
	h ECA report on the Commission’s 

annual rule of law report
The second ECA report reviews the 
Commission’s annual Rule of Law Re-
port – a preventive tool that presents 
the Commission’s assessment of sig-
nificant rule of law developments in 
EU Member States, including recom-
mendations on the issues identified. 
It is a relatively new tool in the EU’s 
toolbox to protect rule-of-law issues; 
the first report was published in 2020 
(eucrim 3/2020, 158–159). ECA’s re-
view provides a descriptive and infor-
mative analysis identifying potential 
challenges and opportunities as well 
as issues for further scrutiny, e.g. the 
Report’s methodology or its relation-
ship with other rule-of-law tools.

The auditors point to the very low 
implementation rate of the Report’s 
recommendations for Member States 
(only a tenth of the recommendations 
were fully implemented and one third 
saw no progress). A “weakness” of 
the Report is that it relates to devel-
opments over a previous year even 
though some recommendations may 
require a concerted effort over sev-
eral years to implement. In addition, 
the findings of the report are not le-
gally enforceable and the Commission 
must rely on the sincere cooperation 
of the Member States.

The auditors identified opportuni-
ties to improve the evidence trail for 
the assessment process to document 
better how the European Commission 
decides which issues to look into and 
how it classifies their level of serious-
ness. They also found that the termi-
nology used to classify rule-of-law 
issues in the Report differs from the 
terms used by other EU rule-of-law 
tools. For example, a “serious con-
cern” in the Rule of Law Report is not 
equivalent to a “serious and persistent 
breach of values” under the Article 7 
TEU procedure, or to a “breach of the 
principles of the rule of law” under the 
Conditionality Regulation. Lastly, the 
auditors recommend that the meth-
odology of the Report could be made 
more transparent. (TW) 

Mid-term Evaluation of the Recovery 
and Resilience Facility 

On 21 February 2024, the European 
Commission presented the mid-term 
evaluation of the Recovery and Resil-
ience Facility (RRF), the centrepiece of 
the NextGenerationEU coronavirus re-
covery plan. At the beginning of April, 
the European Court of Auditors point-
ed to several challenges of this special 
fund painting a less encouraging pic-
ture for the future.

Unprecedented in scale and ambi-
tion, the RRF was established in Feb-
ruary 2021 with the twofold objective 
of supporting Member States in their 
recovery from the COVID-19 pandemic 
as well as strengthening their resil-
ience and making EU economies and 
societies greener, more digital and 
more competitive (eucrim 3/2021. 
351). The RRF is also crucial in ad-
dressing urgent challenges, such as 
dealing with the impact of Russia’s 
war of aggression against Ukraine. 
Reforms and investments are detailed 
in Member States’ recovery and resil-
ience plans.
	h The Commission’s evaluation report

The Commission presented its main 
findings on the mid-term evaluation in 

a Communication. The Communica-
tion assesses the progress made so 
far in implementing the RRF, looks at 
what has worked well and what could 
be improved, and outlines the way 
ahead. It is accompanied by a staff 
working document that provides fur-
ther details on the evaluation.

According to Commission Presi-
dent Ursula von der Leyen, NextGen-
erationEU continues to support eco-
nomic recovery and drives positive 
change across the EU after three years 
in existence. The report stresses that 
a real difference on the ground could 
be made with the help of the RRF, for 
instance:
	� Over 28 million megawatt hours 

(MWh) in energy consumption have 
been saved;
	� Over 5.6 million additional house-

holds now have internet access via 
very high-capacity networks;
	� Almost 9 million people have ben-

efitted from protection measures 
against climate-related disasters, e.g., 
floods and wildfires.

By the end of 2023, more than 1,150 
milestones and targets had been as-
sessed by the Commission as satis-
factorily fulfilled.

The Recovery and Resilience Fa-
cility also considerably contributed 
to public investment increases. The 
Commission estimates that the EU’s 
real GDP is going to increase by up to 
1.4% in 2026 due to the NGEU.

Updates of the national plans led 
to positive effects in the Member 
States’ economies. These updates in-
creased the size of EU support for the 
economies with close to €150 billion. 
The Commission also draws positive 
conclusions with regard to country-
specific recommendations issued in 
the context of the European Semester. 
Member States were enabled to imple-
ment long-awaited reforms in a wide 
range of policy areas, notably to sup-
port the green and digital transitions, 
and to improve social and institutional 
resilience.

https://www.eca.europa.eu/ECAPublications/RV-2024-02/RV-2024-02_EN.pdf
https://www.eca.europa.eu/ECAPublications/RV-2024-02/RV-2024-02_EN.pdf
https://www.eca.europa.eu/ECAPublications/RV-2024-02/RV-2024-02_EN.pdf
https://eucrim.eu/news/commissions-first-rule-of-law-report/
https://ec.europa.eu/commission/presscorner/detail/en/ip_24_943
https://ec.europa.eu/commission/presscorner/detail/en/ip_24_943
https://eucrim.eu/news/eu-activated-next-generation-project/
https://eucrim.eu/news/eu-activated-next-generation-project/
https://commission.europa.eu/document/download/f953f881-5a01-4040-804c-16be479ed3c4_en?filename=COM_2024_82_1_EN_ACT_part1_v5.pdf
https://commission.europa.eu/document/download/17c82840-518c-4c3d-ba98-7dae436b3a70_en?filename=SWD_2024_70_1_EN_autre_document_travail_service_part1_v4.pdf
https://commission.europa.eu/document/download/17c82840-518c-4c3d-ba98-7dae436b3a70_en?filename=SWD_2024_70_1_EN_autre_document_travail_service_part1_v4.pdf
https://ec.europa.eu/commission/presscorner/detail/en/ip_24_943
https://ec.europa.eu/commission/presscorner/detail/en/ip_24_943


eucrim   1 / 2024  | 27

SPECIFIC AREAS OF CRIME

Looking at the lessons learned, the 
mid-term evaluation highlights the 
broad support from Member States 
and other stakeholders for the per-
formance-based approach of the RRF, 
where payment of EU funds is condi-
tional on meeting agreed milestones 
and targets. Paying out on the basis of 
progress and results achieved, rather 
than costs incurred, provides predict-
ability and accountability for both 
Member States and the Commission, 
the report says.

Room for improvement is particu-
larly seen with regard to the RRF’s re-
porting and control system. According 
to the report, Member States’ authori-
ties at all levels found the audit and 
control procedures too complex. In 
addition, Member States complained 
about overlapping audits by national 
authorities, the Commission and the 
European Court of Auditors. The simul-
taneous spending of cohesion policy 
funds, which follow different rules and 
rely, for the most part, on cost-based 
controls, also contributed to this per-
ception. The Commission will identify 
areas of potential administrative sim-
plifications while ensuring the protec-
tion of the EU’s financial interests and 
transparency as to how funds are im-
plemented and the fulfilment of mile-
stones verified.
	h The European Court of Auditors’ 

criticism
In contrast to the Commission, the 
European Court of Auditors (ECA) cau-
tioned against jumping to conclusions 
on the RRF’s achievements too early. 
In a press release of 2 April 2024, the 
auditors pointed out that, as of late 
March  2024, only just over a third of 
the funds available for disbursement 
under the facility have been paid out. A 
problem is the “competition” between 
the RRF and cohesion funding leading 
to absorption in some Member States. 
Three EU countries (the Netherlands, 
Ireland and Sweden) even have not yet 
received any RRF funding. Given that 
there are only two years left for the in-

strument, pressure for spending exists, 
which, as past experience demonstrat-
ed, does not bode well for the quality 
of the programmes, the ECA says. The 
ECA believes that spending mistakes 
and fraud will increase also due to the 
fact that RRF funds are subject to less 
scrutiny and more self-policing. 

The ECA expressed its concerns 
about the repayment of the loans 
taken from the financial markets for 
RRF funding. Interest rates have con-
siderably increased in recent years, 
but there is no dedicated source of 
EU funding to pay back the loans. Au-
ditors estimate that interest charges 
could rise to as much as €27  billion 
for the EU’s entire multi-year budgeting 
period, doubling initial estimates. The 
ECA wonders whether repayment (due 
between 2028 and 2058) simply will be 
passed down to the next generation of 
taxpayers. (TW)

EP Remarks on 2022 PIF Report 
On 18 January 2024, the European 
Parliament (EP) adopted a resolution 
assessing the 34th Annual Report on 
the protection of the European Union’s 
financial interests and the fight against 
fraud – 2022 (the PIF Report 2022 
eucrim 2/2023, 135).

In general, MEPs noted that the 
numbers of fraud and irregularities 
damaging the EU budget are still ex-
tremely high. They also stated that 
involvement of civil society in tackling 
fraud is crucial to enhance prevention 
and detection, in particular investiga-
tive journalism must be given support. 
It was stressed that corruption, par-
ticularly high-level corruption, includ-
ing in EU institutions, is a particularly 
serious crime with the potential to ex-
tend across borders, undermining citi-
zens’ trust in democratic institutions 
in the EU and in the Member States. 
The EP supported mainstreaming 
anti-corruption into EU policy design. 
Furthermore, the EP favoured setting 
up an adequate procedure by which 
OLAF is granted access to concerned 

MEP’s offices, computers and email 
accounts in cases of substantiated 
corruption suspicions.

Looking at revenue, MEPs were 
concerned over the overall number 
of fraudulent and non-fraudulent ir-
regularities related to Traditional Own 
Resources (TOR) being 7.6  % higher 
in 2022 compared to the five-year av-
erage (2018–2022) and the overall 
amounts affected by such irregulari-
ties, as estimated and established by 
Member States, also noticeably having 
increased (by 47%, reaching €783 mil-
lion). They recalled that strengthening 
administrative cooperation as well as 
effective cooperation between OLAF 
and the EPPO are essential to increase 
the collection of revenue to the EU 
budget.

Several problems were observed 
in relation to expenditure, such as the 
length of administrative procedures 
dealing with fraudulent cases in the 
area of rural development and direct 
payments, the lack of transparency 
in the spending of public money by 
the Commission during the COVID-19 
pandemic, the high number of irregu-
larities reported in 2022 affecting the 
European Regional Development Fund 
(ERDF), the European Social Fund 
(ESF), and the Instrument for Pre- 
 Accession Assistance (IPA), and flaws 
in addressing fraud risks by audit au-
thorities in the Member States.

Key challenges remain with regard 
to the protection of the EU’s financial 
interests for the money spent within 
the framework of NextGenerationEU 
(NGEU) and the Recovery and Resil-
ience Facility (RRF). In this context, the 
resolution, inter alia, called on the fol-
lowing:
	� Member States’ control systems 

must ensure that RRF-funded invest-
ment projects comply with EU and 
national rules; if necessary, they must 
put in place additional safeguards to 
address any accountability gap;
	� Member States should share their 

best procedures in order to facilitate 

https://www.eca.europa.eu/en/news/NEWS2024_04_NEWSLETTER_03
https://www.europarl.europa.eu/doceo/document/TA-9-2024-0041_EN.html
https://eucrim.eu/news/34th-annual-pif-report/
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more coordinated and fraud-proof pro-
cessing of the funds;
	� In particular, the countering of 

fraud, corruption, conflicts of interest 
and double funding should receive ap-
propriate resources and attention by 
the Commission;
	� The Commission must continu-

ously monitor the fulfilment of the 
milestones and targets relating to the 
protection of the financial interests of 
the EU and apply all necessary meas-
ures in the event of lack of compliance 
or the reversal of previously fulfilled 
milestones;
	� The Commission must resolve sev-

eral issues, such as the lack of suffi-
cient supervision by coordinating bod-
ies, incomplete anti-fraud strategies, 
missing elements in fraud risk assess-
ments, etc.

The EP expressly welcomed the 
“NextGenerationEU – Law Enforce-
ment Forum” (NGEU-LEF), a joint initia-
tive co-led by Europol and Italy, bring-
ing together Europol, the EPPO, OLAF, 
Eurojust, the European Union Agency 
for Law Enforcement Training and na-
tional authorities by providing a forum 
for intelligence sharing and the coordi-
nation of operations to tackle the infil-
tration of organised crime into the le-
gal economy, and to protect the NGEU 
stimulus package.

The EP maintained that digitalisa-
tion has boosted the prevention/detec-
tion of fraud and simplified administra-
tive procedures. Digitalisation needs to 
be at the heart of every anti-fraud strat-
egy, including the National Anti-Fraud 
Strategies (NAFS). It emphasised that 
the Early Detection and Exclusion Sys-
tem (EDES), as the EU’s blacklist, has 
huge potential for flagging people and 
companies that misuse EU funds, and 
EDES should be extended to all types 
of management modes, in particular 
to shared management. The Commis-
sion and the Member States should 
strive for a single database that con-
solidates, centralises and publishes 
information on the recipients of EU 

funding provided by Member States 
and other implementing entities.

With regard to the EU anti-fraud ar-
chitecture and key measures in 2022, 
the EP welcomed the actions launched 
by the Commission in 2022 to enhance 
the level of protection of the EU’s finan-
cial interests but calls for further vigi-
lance and complementary actions in 
this field. MEPs regretted the fact that 
the participation of Member States in 
the EPPO is not obligatory. They noted 
with concern that, by the end of 2022, 
three Member States (Finland, Ireland 
and Poland) still indicated that they 
had not adopted any strategy for pro-
tecting the EU’s financial interests. 
Five Member States (Belgium, Spain, 
Luxembourg, the Netherlands and 
Romania) indicated that they were in 
the process of establishing one. The 
EP urged the Member States to adopt 
NAFS to show that they take the pro-
tection of EU funds seriously.

Lastly, the resolution includes sev-
eral remarks on the external dimen-
sion of the protection of the EU’s finan-
cial interests. Given that an increased 
number of irregularities in 2022 related 
to funding of non-EU countries, the 
Commission is called on to maintain 
an adequate monitoring level on these 
funding initiatives and to report to the 
EP about possible systemic issues 
detected in the deployment of the re-
sources. In addition, MEPs believed 
that funds under the Neighbourhood, 
Development and International Coop-
eration Instrument – Global Europe 
(NDICI-Global Europe) for assistance 
in non-EU countries and the resources 
allocated for Europe’s response to the 
war in Ukraine are not adequately mon-
itored and controlled.

MEPs recommended the suspen-
sion of budgetary support in non-EU 
countries, including candidate coun-
tries, where the authorities manifestly 
fail to take genuine action against 
widespread corruption, while ensuring 
that the assistance reaches the civil 
population through alternative chan-

nels. They strongly advised that the 
EU become a fully operating member 
within GRECO where the EU has cur-
rently only observer status. (TW)

Money Laundering

Commission’s Report on Fourth AML 
Directive 

On 11 March 2024, the European Com-
mission published a report assess-
ing the implementation of Directive 
2015/849 – the fourth anti-money 
laundering Directive (AMLD 4). This 
assessment was required by Art. 65 
of the Directive and takes into account 
the amendments made by Directive 
2018/843 (the fifth anti-money laun-
dering Directive – AMLD 5). 

The assessment is based on two 
surveys conducted by the Commis-
sion services among Member States, 
as well as contributions from the Eu-
ropean Banking Authority (EBA) and a 
study carried out by the Council of Eu-
rope. The report is accompanied by a 
Commission staff working document 
including a detailed analysis of the 
contributions. 

The assessment report addresses 
the following issues:
	� The Commission’s account to verify 

the Member States’ compliance with 
the AML/CFT Directive;
	� Measures with regard to risk as-

sessment and risk mitigation;
	� Information access by competent 

authorities and FIUs, information ex-
change and international cooperation;
	� Collection of and access to benefi-

cial ownership information of corpo-
rate and other legal entities incorpo-
rated outside of the Union;
	� Customer due diligence in business 

relationships with politically exposed 
persons;
	� Recognition of fundamental rights;
	� Need for new legislative proposals 

on several specific topics, in particular 
virtual currency user databases and 
asset recovery offices.

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2024%3A112%3AFIN
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2024%3A112%3AFIN
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2024%3A112%3AFIN
https://finance.ec.europa.eu/document/download/5e73c448-5539-44ab-a8de-1756b46f3d63_en?filename=2024-council-europe-assessment-application-amld-4_en.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CONSIL:ST_7762_2024_ADD_1
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The Commission concluded that 
substantial improvements have been 
made in particular in the fields of in-
formation exchange and cooperation 
between AML/CFT supervisors in the 
financial sector. Several issues iden-
tified in the assessment report have 
been anticipated by the comprehen-
sive AML/CFT reform proposed in 
2021 and finalised in 2024 with a new 
regulatory and institutional AML/CFT 
framework (eucrim news of 18 July 
2024). (TW)

Tax Evasion

ECJ Rules on Taxable Person in Case 
of VAT Fraud 

On 30 January 2024, the ECJ ruled in 
Case C-442/22 (Dyrektor Izby Admin-
istracji Skarbowej w Lublinie) on the 
question who is the taxable person for 
VAT if fake invoices were issued.

In the case at issue, employees of 
a Polish petrol station collected dis-
carded payment receipts and created 
new, false invoices for the quantities 
of fuel stated on them. They then sold 
the invoices to entities that unduly re-
ceived VAT refunds. The correspond-
ing VAT has not been paid into the 
State budget. The Polish tax authori-
ties levied VAT from the company (the 
employer) as taxable person arguing 
that the fraudulent conduct was made 
possible due to the lack of adequate 
supervision and organisation within 
the company that hired the employees.

The referring Polish court asked 
who must be established to be “the 
person who enters the VAT” within the 
meaning of Art. 203 of the 2006 VAT 
Directive (and who is therefore liable 
to pay that VAT) if an employee has 
issued a fake invoice showing VAT us-
ing the employer’s identity as a taxable 
person, without that employer’s knowl-
edge or consent.

The ECJ found that VAT cannot 
be payable by the apparent issuer of 
a false invoice if he is acting in good 

faith and the tax authorities know the 
identity of the person who actually is-
sued the invoice. In this case, the ac-
tual person who issued the invoice is 
obliged to pay the VAT. In order to be 
considered to be acting in good faith, 
the employer must exercise due dili-
gence reasonably required to monitor 
the conduct of its employees and thus 
prevent the issuing of false invoices by 
using its details. According to the ECJ, 
any other interpretation of the VAT  
Directive would run counter to the aim 
of combating tax evasion. It is now 
for the national authorities/court to 
assess, in the light of all the relevant 
factors, whether the employer has ex-
ercised such due diligence. (TW)

Updated Non-Cooperative Tax 
Jurisdictions List 

On 20 February 2024, the Council re-
moved the Bahamas, Belize, the Sey-
chelles, and Turks and Caicos Islands 
from its list of non-cooperative juris-
dictions for tax purposes. The removal 
of the Bahamas and Turks and Caicos 
Islands from the list was influenced 
by the OECD Forum of Harmful Tax 
Practices (FHTP), which observed im-
provements in these jurisdictions’ en-
forcement of economic substance re-
quirements. Belize and the Seychelles 
had originally been included on the list 
because of unfavorable assessments 
in October 2023, when the OECD Glob-
al Forum admonished their exchange 
of information upon request; how-
ever, recent regulatory amendments 
in these jurisdictions have prompted 
a supplementary review by the Global 
Forum. Pending the outcome of this 
review, Belize and the Seychelles have 
now been relocated to “the grey list” 
(Annex II), reflecting ongoing coopera-
tion and commitments to tax reform. 
Albania and Hong Kong were removed 
from the “grey list”. 

After the update, the “black list” 
now comprises 12 non-cooperative ju-
risdictions for tax purposes: American 
Samoa, Anguilla, Antigua and Barbuda, 

Fiji, Guam, Palau, Panama, Russia, Sa-
moa, Trinidad and Tobago, the US Vir-
gin Islands, and Vanuatu.The Council 
expressed regret that these jurisdic-
tions have not yet fully aligned with in-
ternational tax cooperation standards 
and urges them to improve their legal 
frameworks. On the “grey list” are cur-
rently ten countries.

Work on the list is a dynamic pro-
cess. Since 2020, the Council updates 
the list twice a year. The next revision 
is scheduled for October 2024. For 
more background information on the 
list eucrim 1/2020, 18. (AP)

Counterfeiting & Piracy

Commission Presents Toolbox 
against Counterfeiting 

On 19 March 2024, the European Com-
mission issued its Recommendation 
on measures to combat counterfeit-
ing and enhance the enforcement of 
intellectual property rights. The Rec-
ommendation is designed as toolbox 
to promote and facilitate effective co-
operation between rightsholders, pro-
viders of intermediary services, and 
competent authorities, and seeks to 
promote good practice and use of ap-
propriate tools and new technologies. 
It also addresses specific tools for 
small and medium-sized enterprises 
(SMEs) since they are more likely to fail 
than larger companies when affected 
by counterfeiting. The overall aim of 
the Recommendation is to encourage 
all relevant entities and bodies to take 
effective, appropriate, and proportion-
ate measures to combat IP-infringing 
activities both in the online and offline 
environments. The Recommendation 
focuses on five key areas:
	� Fostering cooperation, coordination 

and information sharing to protect in-
novation and investments;
	� Advancing IP enforcement proce-

dures;
	� Adapting IP practices to AI and vir-

tual worlds;

https://eucrim.eu/news/comprehensive-aml-cft-reform-finalised/
https://eucrim.eu/news/comprehensive-aml-cft-reform-finalised/
https://curia.europa.eu/juris/documents.jsf?num=C-442/22
https://curia.europa.eu/juris/document/document.jsf;jsessionid=130AF6E376F410860707530739128EB9?text=&docid=282265&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=6591730
https://www.consilium.europa.eu/media/70365/st06776-en24.pdf
https://www.consilium.europa.eu/media/70365/st06776-en24.pdf
https://eucrim.eu/news/council-revises-list-non-cooperative-tax-jurisdictions/
https://single-market-economy.ec.europa.eu/document/download/0bb46df9-01ed-46bf-963d-fc1042f2f8da_en?filename=C_2024_1739_1_EN_ACT_part1_v6.pdf


NEWS – EUROPEAN UNION

30 |  eucrim   1 / 2024

	� Providing SMEs with tools to better 
protect their intangible assets;
	� Fostering IP awareness, training, 

and education among all relevant 
stakeholders.

All players in the value chain are 
called upon to exchange information 
on activities that infringe intellectual 
property rights. Service providers 
in the areas of transport, logistics, 
payment, social media and domain 
names should prevent the misuse of 
their services. For example, the es-
tablishment of reporting mechanisms 
and identification systems is recom-
mended, as is the use of technologies 
to recognise counterfeit goods on-
line. The Member States’ authorities 
should also use AI systems to combat 
unauthorised goods and online con-
tent. To protect against cyber-attacks, 
the promotion of existing tools such 
as training is proposed. With regard to 
enforcement, the promotion of alter-
native dispute resolution procedures 
is encouraged. Member States are re-
quired to ensure adequate compensa-
tion for damages and to reassess the 
sanctioning of intentional counterfeit-
ing and piracy by criminal organisa-
tions and the authorisation of under-
cover investigation methods.

The recommendation follows up 
on the 2020 Intellectual Property Ac-
tion Plan. It pools findings of a broad 
consultation with relevant stakehold-
ers and experts that had been being 
carried out since 2021. Even though 
the measures proposed are not bind-
ing or interpret binding law, the Com-
mission, together with the European 
Union Intellectual Property Office 
(EUIPO), will closely monitor the ef-
fects and implementation of the Rec-
ommendation. An assessment of its 
effects is planned no later than three 
years after the adoption. The Com-
mission will then decide whether ad-
ditional measures are needed at EU 
level, taking into account technologi-
cal developments and evaluations of 
the EU legal framework on the en-

forcement of IP rights and the fight 
against counterfeiting.

Counterfeiting and piracy remains a 
pressing concern with a huge impact 
on the EU’s economy. In 2019, nearly 
6% of all EU imports were counterfeit 
products (almost €119 billion in value) 
and leading to losses of €15 billion in 
tax revenues and more than 670,000 
jobs. (TW)

Organised Crime

Launch of European Ports Alliance 
On 24 January 2024, the European 
Commission and the Belgian Coun-
cil Presidency officially launched the  
European Ports Alliance and its Public 
Private Partnership. Strengthening the 
resilience of logistics hubs through a 
European Ports Alliance is one of the 
key priorities outlined first in the EU 
Roadmap to fight drug trafficking and 
organised crime, adopted on 18 Oc-
tober 2023 (eucrim 3/2023, 257). It 
also implements Commission Presi-
dent Ursula von der Leyen’s commit-
ments to take strong action in 2024 
to fight drugs smuggling and criminal 
infiltration into European ports. 

The partnership comes against 
the background that European ports, 
which account for 75% of EU external 
trade volumes and 31% of EU internal 
trade volumes, are particularly vulner-
able to drug smuggling. Criminal net-
works increasingly use violence, cor-
ruption and intimidation to secure their 
smuggling activities in ports. Ports are 
the main gateway for drugs smuggled 
into the EU, which is also shown by the 
fact that 70% of all drugs seizures take 
place at EU ports.

The European Ports Alliance is 
based on three main elements:
	� Mobilising the customs community 

against drugs trafficking;
	� Strengthening law enforcement op-

erations in ports and against the crimi-
nal organisations orchestrating drugs 
trafficking;

	� Setting up a Public-Private Partner-
ship helping against drugs smuggling 
and involving all relevant stakehold-
ers, including ports authorities, private 
shipping companies and private op-
erators working in ports.

Measures to improve security in all 
EU ports include:
	� Provision of €200 million for fund-

ing modern equipment to help cus-
toms authorities scan containers and 
check imports more efficiently;  
	� Specific law enforcement opera-

tions in ports with increased support 
by Europol, Eurojust, the EPPO and the 
European Multidisciplinary Platform 
Against Criminal Threats (EMPACT);  
	� Protection of logistics, information, 

staff, and processes in ports through 
the Public-Private Partnership.

Looking at the institutional side of 
the Public-Private Partnership, meet-
ings at the ministerial level will be held 
annually. They will identify remaining 
challenges, set strategic priorities and 
assess progress made. Senior official 
meetings will take place to prepare 
and follow up on the priorities set by 
the annual ministerial meeting. (TW)

Belgian Council Presidency: Better 
Fight against Organised Crime and 
Drug Trafficking 

At the Justice and Home Affairs (JHA) 
Council Meeting on 4/5 March 2024, 
the Belgian Council Presidency dis-
cussed steps forward with regard to 
the fight against organised crime and 
drug trafficking – one of the priorities 
of the Belgian Council Presidency in 
the first half of 2024 (eucrim 4/2023, 
317).

As regards judicial aspects, Bel-
gium pointed out its two strands of 
work: First, the plan to set up a net-
work of prosecutors specialised in 
the fight against organised crime. The 
Presidency outlined the scope and 
tasks of this network and its link with 
Eurojust. Second, it is envisaged to 
strengthen judicial cooperation with 
third countries. Member states’ re-

https://single-market-economy.ec.europa.eu/industry/strategy/intellectual-property/intellectual-property-action-plan-implementation_en
https://single-market-economy.ec.europa.eu/industry/strategy/intellectual-property/intellectual-property-action-plan-implementation_en
https://ec.europa.eu/commission/presscorner/detail/en/ip_24_344
https://ec.europa.eu/commission/presscorner/detail/en/ip_24_344
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52023DC0641
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52023DC0641
https://eucrim.eu/news/new-roadmap-to-fight-drug-trafficking-and-organised-crime/
https://www.consilium.europa.eu/en/meetings/jha/2024/03/04-05/
https://www.consilium.europa.eu/en/meetings/jha/2024/03/04-05/
https://www.consilium.europa.eu/en/meetings/jha/2024/03/04-05/
https://eucrim.eu/news/belgian-presidency-starts-term/
https://eucrim.eu/news/belgian-presidency-starts-term/
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sources in third countries should be 
better pooled and coordinated. The 
EU will also put stronger pressure on 
non-cooperative jurisdictions (safe 
haven countries).

In the area of home affairs, the ex-
ecution of the EU roadmap to fight 
drug trafficking and organised crime 
of October 2023 (eucrim 3/2023, 
257) is in progress. In this context, 
actions focus on mapping the crimi-
nal networks that pose the biggest 
threats to society, preventing criminal 
networks from recruiting children and 
young people, and boosting EU coop-
eration with countries in Latin America 
and the Caribbean. The EU Home Af-
fairs Ministers agreed on recommen-
dations regarding the implementation 
of best practices from Member States’ 
capabilities to fight drug trafficking. 
Best practices include:
	� Providing strategic means – such 

as offensive and defensive national 
drug strategies – to fight drug traf-
ficking;
	� Mapping illicit drug flows through 

the conclusion of information-sharing 
agreements;
	� Disrupting criminal networks for 

instance by running automatic Schen-
gen Information System checks for 
vehicles entries/exits in logistics hubs;
	� Increasing the resilience of logistics 

hubs by reinforcing the maritime sur-
veillance system.

Another key priority in the fight 
against organised crime and drug traf-
ficking is the European Ports Alliance 
which was officially launched in Janu-
ary 2024 (preceding news item).

At the JHA Council Meeting on 
13/14 June 2024, the Belgian Presi-
dency took stock of its actions against 
organised crime and drug trafficking 
during its term in the first half of 2024. 
The Home Affairs Ministers approved 
conclusions on the Europol report “De-
coding the EU’s most threatening crim-
inal networks”, which was presented 
in April 2024 (following news item). 
Strengthening efforts in mapping high-

risk criminal networks is seen as a 
fundamental step to further enhanc-
ing their dismantlement. The mapping 
exercise of high-risk criminal networks 
should also be conducted every two 
years.

As regards justice matters, the 
EU Justice Minister adopted conclu-
sions on setting up a European Judi-
cial Organised Crime Network and on 
strengthening judicial cooperation 
with third countries in the fight against 
organised crime. The Presidency also 
informed about the cooperation that 
has taken place in the course of the 
past six months with countries from 
Latin America and the Caribbean to 
address transnational crime. A major 
outcome of this cooperation was the 
La Paz Declaration that was adopted 
on 22 February 2024 in the framework 
of the high-level meeting of the EU-
CELAC Coordination and Cooperation 
Mechanism on Drugs. The Declaration 
sets out five priorities for bi-regional 
cooperation and coordination in ad-
dressing the global narcotic drug situ-
ation. (TW)

Key Features of Most Threatening 
Criminal Networks in the EU 

spot 
light

At the beginning of April 2024, 
Europol presented its first re-
port on the most threatening 

criminal networks operating in the EU. 
With the aim of deepening our under-
standing of the key characteristics of 
these networks, the report “Decoding 
the EU’s most threatening criminal net-
works” identifies 821 criminal net-
works that represent the highest threat 
to the EU’s internal security. It is based 
on a dataset designed specifically for 
the purpose of the report, which EU 
Member States and third countries 
contributed to.

According to the report, these 821 
networks are active in a range of crime 
areas: drug trafficking, fraud, property 
crime, migrant smuggling, and traffick-
ing in human beings (THB), etc. Drug 
trafficking, however, remains the ma-

jor activity, with more than 50% of the 
networks involved in it and 36% even 
having a singular focus on this area 
of crime. Each of the 821 networks is 
unique, varying significantly in terms 
of composition, structure, criminal ac-
tivity, territorial control, longevity, types 
of cooperation, and a range of other 
dimensions. Nevertheless, some key 
capabilities stand out as determining 
characteristics. Having decoded the 
ABCD of these networks, the report 
identified the following four common 
traits:
	� Agile: 86% of the most threaten-

ing criminal networks are able to ex-
tensively infiltrate and misuse legal 
business structures (LBS). This helps 
their criminal business thrive, laun-
der their criminal profits, and shield 
them from detection. They imple-
ment growth and survival strategies 
(e.g., countermeasures or corruptive 
practices to obtain information on 
law enforcement investigations or to 
influence judicial proceedings) that 
sustain them over long periods of 
time. Underscoring this finding, 34% 
of the most threatening criminal net-
works have been active for over 10 
years. Furthermore, such networks 
also respond swiftly to new opportuni-
ties and challenges (e.g., new technol-
ogies), including those posed by law 
enforcement. Strong cohesion among 
network members is another key suc-
cess factor for these networks.
	� Borderless: The most threatening 

criminal networks have an internation-
al and often global reach, but they tend 
to limit their criminal activity to a re-
gion or a limited number of countries. 
76% of the most threatening criminal 
networks are present/active in two to 
seven countries. The composition of 
networks is very international, with 
nationals from all EU Member States 
and many other countries around 
the world cooperating within the net-
works. Hence, 68% of networks are 
composed of members with multiple 
nationalities.

https://eucrim.eu/news/new-roadmap-to-fight-drug-trafficking-and-organised-crime/
https://eucrim.eu/news/new-roadmap-to-fight-drug-trafficking-and-organised-crime/
https://www.consilium.europa.eu/en/meetings/jha/2024/06/13/
https://www.consilium.europa.eu/en/meetings/jha/2024/06/13/
https://www.consilium.europa.eu/en/meetings/jha/2024/06/14/
https://www.eeas.europa.eu/sites/default/files/documents/2024/2024La%20Paz%20Declaration-Councildoc-EU-CELAC%20Mechanism_1.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/Europol%20report%20on%20Decoding%20the%20EU-s%20most%20threatening%20criminal%20networks.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/Europol%20report%20on%20Decoding%20the%20EU-s%20most%20threatening%20criminal%20networks.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/Europol%20report%20on%20Decoding%20the%20EU-s%20most%20threatening%20criminal%20networks.pdf


NEWS – EUROPEAN UNION

32 |  eucrim   1 / 2024

	� Controlling: The most threatening 
criminal networks tend to specialise 
in one main criminal business and 
operate with a large degree of inde-
pendence. They are characterised by a 
strong leadership that is often located 
close to operations but can also keep 
command remotely from global loca-
tions. Consequently, the leadership of 
82% of the most threatening criminal 
networks is settled either in the main 
country of activity or in the country of 
origin of the key members.
	� Destructive: As mentioned above, 

half of the most threatening criminal 
networks are involved in drug traffick-
ing as their main activity. 71% of these 
networks engage in corruption to fa-
cilitate criminal activity or obstruct 
law enforcement or judicial proceed-
ings. While 32% do not use violence 
to avoid detection by law, most net-
works use violence and intimidation 
as an inherent feature of their modus 
operandi. Furthermore, some of the 
most threatening criminal networks 
recruit members, even minors, from 
a section of the young and vulnerable 
population. These methods have a 
severe impact on the EU, its citizens, 
and society.

Europol stressed that information 
on these common traits identified in 
the report can be used as follows:
	� As a starting point for further analy-

sis and action;
	� To enable policy-makers to make in-

formed strategic decisions;
	� To help law enforcement target the 

most threatening criminal actors ac-
tive in the EU.

Welcoming the report, on 13 June 
2024, the Council invited the EU Mem-
ber States, the European Commission, 
and Europol to build on the results of 
the report, to further develop the intel-
ligence picture on high-risk criminal 
networks, and to further ensure an ef-
fective policy response to the threat 
posed by these networks through stra-
tegic, tactical, and operational mea-
sures. (CR) 

Heroin and other Opioids Flood EU 
Drug Market 

The threat posed by heroin and other 
opioids to the EU are analysed in a 
report published by Europol and the 
EMCDDA on 24 January 2024. Accord-
ing to the report, opioid use remains 
a major part of the drug problem in 
Europe. While heroin is the most fre-
quently used illicit opioid, other opi-
oids such as methadone, buprenor-
phine, tramadol, fentanyl derivatives, 
and benzimidazole opioids (nitazenes) 
are also available illicitly. The number 
of high-risk opioid users in the EU is 
estimated at approx. 1 million. Based 
on data from 2021, the minimum es-
timated annual retail value of the 
heroin market is €5.2 billion (with a 
probable range of €4.1 billion to €6.7 
billion based on data from 2021). The 
quantity of heroin seized by EU Mem-
ber States more than doubled to 9.5 
tonnes in 2021 — the highest amount 
in 20 years — with large individual con-
signments being detected at seaports. 
The EU counts around 1 million high-
risk opioid users.

Looking at key areas for action at 
the EU and Member State levels in or-
der to respond to developments in the 
illegal heroin and other opioids market, 
the report identifies the need to take 
action as follows:
	� Improve the strategic intelligence 

picture;
	� Strengthen responses to reduce 

supply and enhance security;
	� Boost international cooperation;
	� Invest in capacity-building;
	� Strengthen policy, public health, and 

safety responses.
The report also points out that the 

trafficking and distribution of heroin is 
the mainstay activity for some criminal 
networks operating in the EU; they rely 
on well-established infrastructure and 
contacts. As with other drug types, the 
abuse of legal business structures, 
money laundering and corruption are 
among the key enablers of the illicit 
heroin market. (CR)

Cybercrime

LockBit Ransomware Disrupted 
After a month-long operation, law en-
forcement officers from 10 countries, 
together with agents from Europol and 
Eurojust, compromised and took con-
trol of LockBit’s primary platform and 
other crucial infrastructure belonging 
to the cybercriminal group’s ransom-
ware operation. The work of the inter-
national taskforce “Operation Cronos” 
significantly compromised the crimi-
nal group by the end of February 2024: 
more than 200 cryptocurrency ac-
counts were frozen, 34 servers taken 
down, 14,000 rogue accounts closed, 
and two persons arrested.

LockBit emerged at the end of 2019 
using the name “ABCD” ransomware. 
Over the past three years, this ran-
somware became the most frequently 
deployed ransomware variant world-
wide. The criminal operation offered 
‘ransomware-as-a-service’, with a core 
team creating its malware and run-
ning the website. It also licensed out 
its code to affiliates, who launch at-
tacks causing billions of euros worth 
of damage.

By means of “Operation Cronos”, 
law enforcement officials managed 
to develop decryption tools designed 
to recover files encrypted by the Lock-
Bit ransomware. These solutions are 
available for free in 37 languages on 
the “No More Ransom” portal. (CR)

Environmental Crime

New EU Rules on Protection of the 
Environment through Criminal Law 

spot 
light

On 30 April 2024, Directive 
(EU) 2024/1203 of the Euro-
pean Parliament and of the 

Council of 11 April 2024 on the protec-
tion of the environment through crimi-
nal law and replacing Directives 
2008/99/EC and 2009/123/EC was 
published in the EU’s Official Journal. 
On 16 November 2023, the European 

https://data.consilium.europa.eu/doc/document/ST-11153-2024-INIT/en/pdf
https://www.emcdda.europa.eu/publications/eu-drug-markets/heroin-and-other-opioids_en
https://www.europol.europa.eu/media-press/newsroom/news/law-enforcement-disrupt-worlds-biggest-ransomware-operation
https://www.nomoreransom.org/en/decryption-tools.html
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ%3AL_202401203
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ%3AL_202401203
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Parliament (EP) and the Council 
reached a provisional agreement on 
the proposal presented by the Com-
mission in December 2021 (eucrim 
4/2021. 219). The EP formally adopted 
the act at the end of February 2024, 
the Council adopted it at the end of 
March 2024.

The Directive establishes minimum 
EU-wide standards for the definition of 
environmental criminal offences and 
penalties, replacing the previous 2008 
legislation. In addition, the new legisla-
tion includes measures to prevent and 
combat environmental crime and to 
effectively enforce Union environmen-
tal law. In detail, the Directive provides 
obligtations for the Member States to 
set up rules on the following issues:
	� Definition of conduct that is con-

sidered an environmental criminal of-
fence;
	� Punishability of inciting, aiding and 

abetting, and attempt;
	� Penalties for natural persons;
	� Liability of legal persons;
	� Penalties for legal persons;
	� Aggravating circumstances;
	� Mitigating circumstances;
	� Freezing and confiscation of instru-

mentalities and proceeds from the 
criminal offences referred;
	� Limitation periods;
	� Jurisdiction;
	� Investigative tools available for in-

vestigating or prosecuting criminal of-
fences referred;
	� Protection of and support for 

whistleblowers;
	� Publication of information in the 

public interest and access to justice 
for the public concerned;
	� Preventive measures;
	� Provision of adequate resources;
	� Provision of specialised regular 

training;
	� Coordination and cooperation be-

tween competent authorities within 
a Member State;
	� Cooperation between Member 

States and the Commission, and Union 
bodies, offices or agencies;

	� Establishment of a national strategy 
on combatting environmental criminal 
offences;
	� Recording, production and provi-

sion of anonymised statistical data 
that allow the monitoring of the effec-
tiveness of the measures to combat 
environmental criminal offences.

The main features of the Directive 
include the following: The directive 
is applicable to offences perpetrated 
within the European Union, although 
Member States may elect to extend 
their jurisdiction to cover crimes com-
mitted outside their territories. The 
directive notably expands the list of 
criminal offences from nine to twenty, 
encompassing new crimes such as 
timber trafficking, the illicit recycling 
of ship components, and serious viola-
tions of chemical legislation. Further-
more, a clause pertaining to “qualified 
offences” has been incorporated into 
the legislation, targeting intentional 
acts that result in significant envi-
ronmental degradation. These would 
include offences comparable to eco-
cide with catastrophic results such 
as widespread pollution or large-scale 
forest fires – offences that are already 
covered by the law of certain Member 
States and that are under discussion in 
international fora.

The penalties for these crimes are 
severe. Those who commit intentional 
offences resulting in death are liable 
to a maximum prison sentence of at 
least ten years, while other offences 
may result in imprisonment of up to 
five years. Qualified offences are sub-
ject to a maximum prison sentence of 
at least eight years. As regards fines 
for legal persons, Member States are 
able to choose between levying them 
according to the company’s turnover 
or to set fixed amounts: for the most 
serious offences fines must be at least 
5% of their total worldwide turnover or 
€40 million; for other offences fines 
must be at least 3% of turnover or €24 
million. Additional sanctions include 
environmental restoration obligations, 

exclusion from public funding, and the 
withdrawal of permits.

Member States must also lay down 
rules concerning limitation periods 
necessary to combat environmental 
crime effectively, without prejudice to 
national rules that do not set limitation 
periods for investigation, prosecution 
and enforcement. Limitation periods 
depend on the minimum maximum 
penalty for imprisonment as defined in 
the Directive.

It is ensured that persons reporting 
offences will be provided with support, 
that judges, prosecutors, police and 
other judicial staff will undergo special-
ised regular training, and that Member 
States will organise awareness-raising 
campaigns to reduce environmental 
crime. They can also establish a fund 
to support prevention measures and 
tackle the consequences of environ-
mental offences. In cross-border cas-
es, national authorities will be required 
to cooperate among themselves and 
with other competent bodies, such as 
Eurojust, Europol or the European Pub-
lic Prosecutor’s Office.

Next steps: Member States are 
required to adapt their national laws 
accordingly by 21 May 2026. The 
Commission is required to submit an 
implementation report to the European 
Parliament and to the Council by 21 
May 2028. By 21 May 2031, the Com-
mission shall carry out an evaluation 
of the impact of the Directive address-
ing the need to update the list of envi-
ronmental criminal offences referred 
to in Arts. 3 and 4. With regard to the 
unlawfully and intentionally committed 
offences (defined in Art. 3(2) of the Di-
rective), the Commission is called on to 
regularly consider if there is a need to 
amend the criminal offences covered.

Criticism: Stakeholder criticised the 
legislative project in advance. Criti-
cism included the overly broad defini-
tion of offences and the fact that the 
directive would open the door to cor-
porate (environmental) criminal law. 
(TW/AP) 

https://eucrim.eu/news/commission-proposal-for-better-protection-of-the-environment-by-means-of-criminal-law/
https://eucrim.eu/news/commission-proposal-for-better-protection-of-the-environment-by-means-of-criminal-law/
https://anwaltverein.de/de/newsroom/sn-52-22-richtlinie-ueber-den-strafrechtlichen-schutz-der-umwelt
https://anwaltverein.de/de/newsroom/sn-52-22-richtlinie-ueber-den-strafrechtlichen-schutz-der-umwelt
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Terrorism

Report on the Dissemination of 
Terrorist Content Online 

On 14 February 2024, the Commission 
adopted a report on the implemen-
tation of Regulation (EU) 2021/784, 
which addresses the dissemination 
of terrorist content online (eucrim 
2/2021, 95–97 ). The Regulation ap-
plies as of 7 June 2022 (eucrim 
2/2022, 112) The report evaluates the 
implementation of the Regulation by 
Member States and online platforms, 
as well as its effect on the prevention 
of the dissemination of terrorist con-
tent online. The main findings in the 
report include the following:
	� Designation of authorities: As of 31 

December 2023, 23 Member States 
have appointed competent authori-
ties to issue removal orders, leading to 
around 350 orders to remove terrorist 
content.
	� Coordination and tools: Cooperation 

between Member States and Europol, 
particularly through Europol’s Internet 
Referral Unit (EU IRU), has been effec-
tive. The “PERCI” tool, launched on 3 
July 2023, has facilitated the process-
ing of removal orders and referrals, 
with 14,615 referrals processed by the 
end of 2023.
	� Hosting Service Providers’ compli-

ance: Providers have taken proactive 
steps, including specific terms and 
conditions to limit the spread of ter-
rorist content, and measures for the 
notification of imminent threats to life.
	� Remedies: On the basis of informa-

tion provided by the Member States, at 
least twelve Member States have “ef-
fective procedures” in place to enable 
hosting service providers and content 
providers to challenge a removal order. 
However, providers have not challeng-
es such orders so far.
	� Support for smaller providers: The 

Commission has launched projects to 
help smaller hosting service providers 
comply with the Regulation.
	� Infringement proceedings: The 

Commission initiated proceedings 
against 22 Member States for not fully 
complying with the Regulation, result-
ing in increased notifications of com-
petent authorities under Art. 12(1) of 
the Regulation and the closure of 11 
infringement proceedings.

Overall, the report concludes that 
the Regulation has been effective in 
reducing the dissemination of terror-
ist content online, thereby ensuring the 
safety and security of EU citizens. (AP)

Racism and Xenophobia

EP Urges Council to Criminalise Hate 
Speech and Hate Crime 

On 18 January 2024, the European Par-
liament (EP) adopted a resolution that 
calls on the Council to take a decision 
to include hate speech and hate crime 
among the list of “EU crimes” under 
Article 83(1) TFEU. The Commission 
tabled a corresponding proposal in De-
cember 2021 (eucrim 4/2021, 221). 
MEPs criticise the Council’s inaction 
for two years, even though hate is on 
the rise. Member States are urged to 
give up their opposition against the 
draft decision. The resolution also 
highlighted the following points:
	� All forms of discrimination and 

hate, including hate speech and hate 
crimes, contradict the core values of 
the EU such as human dignity, free-
dom, democracy, equality, and respect 
for human rights;
	� The underreporting of incidents 

against vulnerable groups and varying 
levels of legal protection across Mem-
ber States hinder effective responses;
	� There is an urgent need for a com-

mon EU approach establishing mini-
mum standards for defining and pe-
nalizing hate speech and hate crime 
offenses;
	� Special attention is needed for mi-

nors and vulnerable groups in order 
to ensure their protection from hate 
speech and hate crimes, including in 
digital spaces;

	� The EU must improve data collec-
tion on hate incidents and take care for 
robust support systems for victims, in-
cluding legal protection, access to jus-
tice, and specialized support services.

The inclusion of further crimes, not 
yet explicitly listed in Art. 83(1) TEU 
requires a unanimous decision in the 
Council. This decision is the neces-
sary prerequisite for the Commission 
to table a concrete proposal on harmo-
nised definitions and penalties for the 
crime in question. (AP/TW)

Procedural Criminal Law

Data Protection

ECJ Ruling on Right to Erasure of 
Biometric and Genetic Data 

On 30 January 2024, the ECJ delivered 
its judgment in Case C-118/22 (NG) in-
volving the Director of the National Po-
lice Directorate-General at the Bulgar-
ian Ministry of the Interior (Direktor na 
Glavna direktsia “Natsionalna politsia” 
pri MVR – Sofia). The Court ruled that 
the indefinite and indiscriminate stor-
age of biometric and genetic data of 
individuals convicted – by final judge-
ment – of intentional offenses, such 
as fingerprints, photographs, and DNA 
profiles, is contrary to EU law.

The case arose in Bulgaria, where 
a person convicted of perjury was un-
able to have their data removed from 
police records, despite legal rehabilita-
tion. Under Bulgarian law, data related 
to criminal convictions are stored in-
definitely, to be deleted only upon the 
individual’s death.

The judges in Luxembourg found 
this practice inconsistent with EU law, 
which requires that the grounds for 
storing such data must be periodically 
reviewed. They emphasised that, while 
the biometric and genetic data of a 
convicted person may be essential 
for the purposes of prevention, detec-
tion, investigation, and prosecution of 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2024%3A64%3AFIN
https://eur-lex.europa.eu/eli/reg/2021/784/oj
https://eucrim.eu/news/regulation-addressing-the-dissemination-of-terrorist-content-passed/
https://eucrim.eu/news/regulation-addressing-the-dissemination-of-terrorist-content-passed/
https://eucrim.eu/news/rules-on-removing-terrorist-content-online-now-applicable/
https://eucrim.eu/news/rules-on-removing-terrorist-content-online-now-applicable/
https://www.europarl.europa.eu/doceo/document/TA-9-2024-0044_EN.html
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A12008E083
https://eucrim.eu/news/initiative-to-extend-list-of-eu-crimes-to-hate-speech-and-hate-crime/
https://curia.europa.eu/juris/document/document.jsf?text=&docid=282264&pageIndex=0&doclang=en&mode=req&dir=&occ=first&part=1&cid=915685
https://curia.europa.eu/juris/documents.jsf?num=C-118/22
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criminal offences, not all convicted 
individuals pose the same level of risk 
for the commission of future offenses, 
and therefore across-the-board data 
retention until death is unjustified. The 
judgment mandates that national laws 
must provide mechanisms for regular 
assessment of the necessity of data 
retention by the data controller as well 
as grant individuals the right to request 
the deletion of their data when it is no 
longer necessary. This decision en-
sures that data retention practices re-
spect individuals’ rights to privacy and 
data protection under EU law.

In January 2023, the ECJ already 
held that Bulgaria’s law providing for 
the systematic collection of biometric 
and genetic data for the creation of 
police records was incompatible with 
the EU’s data protection rules (Case 
C-205/21, V.S. eucrim 1/2023, 32–
33). (AP)

ECJ Ruling on Fingerprints in Identity 
Cards 

On 21 March 2024, the ECJ delivered 
its judgment in Case C-61/22 (RL) 
involving the city of Wiesbaden, the 
capital of the German state of Hesse, 
regarding the mandatory inclusion of 
two fingerprints in identity cards. In 
the case at issue, a German citizen 
objected to the City of Wiesbaden’s re-
fusal to issue an identity card without 
his fingerprints. For the Opinion of the 
Advocate General (AG) Laila Medina in 
this case eucrim 2/2023, 150–151.

The Court found that the obligation 
to insert two complete fingerprints into 
the storage medium of identity cards 
is compatible with the fundamental 
rights to respect for private life and 
protection of personal data. Although 
it constitutes a limitation of said fun-
damental rights, the measure is justi-
fied by the objectives of preventing the 
production of false identity cards and 
identity theft and ensuring the interop-
erability of verification systems.

However, the ECJ declared the un-
derlying regulation requesting this 

measure (Regulation (EU) 2019/1157 
of the European Parliament and of the 
Council of 20 June 2019 on strength-
ening the security of identity cards 
of Union citizens and of residence 
documents issued to Union citizens 
and their family members exercising 
their right of free movement) invalid 
because it was adopted on an incor-
rect legal basis, namely following the 
ordinary legislative procedure instead 
of the special legislative procedure 
requiring unanimity in the Council. De-
spite this irregularity, the ECJ decided 
to uphold the Regulation until a new 
one is adopted on a correct legal ba-
sis, with a deadline set for 31 Decem-
ber 2026. This decision was made to 
avoid serious negative consequences 
for EU citizens and their safety. (AP)

Ne bis in idem

2024 Update on Ne Bis In Idem Case 
Law 

In February 2024, Eurojust published 
an updated edition of its overview of 
the CJEU case law on the ne bis in 
idem principle in criminal matters un-
der Art. 50 of the Charter of Funda-
mental Rights of the European Union 
and Arts. 54 to 58 of the Convention 
Implementing the Schengen Agree-
ment (CISA). Where relevant, reference 
is also made to the European Conven-
tion on Human Rights (ECHR) and the 
case-law of the European Court of 
Human Rights (ECtHR). The overview 
covers 37 judgements starting with 
the landmark ruling in Gözütok/Brügge 
of February 2003 and ending with the 

Procedural Safeguards

 
Comparative Study on Access to Classified Data in National  
Security-Related Immigration Cases 

In a study, released in April 2024, national experts explored and compared the extent to 
which European standards are applied in 25 EU Member States with regard to the access 
to State classified information in immigration-related proceedings. The study relates to 
administrative decisions against foreign nationals who pose a threat to national security 
and are not granted the right to enter or reside in EU Member States. These decisions are 
mainly based on – generally classified – security information to which the foreign na-
tional has access only in exceptional cases and to a certain extent. The CJEU and ECtHR, 
however, established procedural standards of access, including, as a key element, the 
need to provide the applicant with a specific and concrete decision, at least by disclosing 
the “essence of the grounds” of reasons.

The study underscores the significance of the utilisation of the “essence of the grounds 
concept” in defining national frameworks concerning applicants’ defence. It revealed that 
12 of 25 researched EU countries (Denmark and Italy were not researched) do not adhere 
to the required standards of administrative decisions based on classified data, six coun-
tries apply the essence of the grounds concept to some extent but inconsistently, and 
only seven countries fully comply with European law in this regard. 

The study also found that national frameworks generally do not allow applicants’ access 
to classified information supporting decisions of state security allegations. Two main 
judicial avenues for challenging access restrictions were identified across EU Member 
States: first, through the review of the primary administrative decision containing the se-
curity findings, and second, via a separate access procedure specifically for challenging 
non-disclosure. In some countries access is contingent to a – sometimes complex – de-
classification procedure. 

The study concludes that it is insufficient to solely grant courts with access to classified 
data; it is essential for individuals facing national security allegations to have access to 
the essence of the grounds, which empowers them to effectively exercise their defence 
rights. Considering the situation in some countries, the authors also advocate legislative 
reforms in compliance with the CJEU’s and ECtHR’s case law. (TW)

https://eucrim.eu/news/cjeu-systematic-collection-of-biometric-and-genetic-data-contrary-to-eu-law/
https://eucrim.eu/news/cjeu-systematic-collection-of-biometric-and-genetic-data-contrary-to-eu-law/
https://curia.europa.eu/juris/document/document.jsf?text=&docid=284083&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=8036407
https://eucrim.eu/news/ag-on-identity-cards-mandatory-collection-and-storage-of-fingerprints-is-valid/
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32019R1157
https://www.eurojust.europa.eu/sites/default/files/assets/2024-cjeu-case-law-on-ne-bis-in-idem.pdf
https://helsinki.hu/en/wp-content/uploads/sites/2/2024/04/The-Right-to-Know-in-the-European-Union-2024.pdf
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judgment in case C-58/22 (Parchetul 
de pe lângă Curtea de Apel Craiova) of 
25 January 2024. 

The update contains summaries 
of the CJEU’s judgments and sets out 
the territorial, temporal, and material 
scope of the principle. The last sec-
tion is dedicated to the possible limi-
tations to the ne bis in idem principle 
(the “enforcement condition”, duplica-
tion of proceedings and penalties of a 
criminal nature, and state declarations 
under Art. 55 CISA). (CR)

ECJ: Prosecutorial Orders Not to Take 
Further Action Do Not Automatically 
Bar Other Criminal Proceedings 

On 25 January 2024, the ECJ delivered 
a ruling interpreting the ne bis in idem 
principle in Art. 50 CFR with regard to 
two diverging decisions on criminal li-
ability from different prosecution ser-
vices (Case C-58/22 – NR v Parchetul 
de pe lângă Curtea de Apel Craiova).
	h Facts of the case
In the case at issue, NR, the presi-

dent of Romanian company BX, de-
manded from some employees to pay 
a sum of money which she was re-
quired to pay, on pain of their contracts 
of employment being terminated. Her 
demand not having been satisfied, she 
issued and signed decisions terminat-
ing those contracts. The employees 
concerned then brought two criminal 
complaints against NR to two different 
prosecution services.

The first criminal case before the 
public prosecutor’s office of Slatina, 
Romania, was conducted in rem for 
the offence of extortion; the public 
prosecutor in charge adopted, on the 
basis of a report of the police force in 
charge of the investigation and with-
out conducting further interviews, an 
order that no further action be taken. 
The pre-trial chamber of the Slatina 
court of first instance rejected an ap-
plication by the chief prosecutor to re-
open the case; the order that no further 
action be taken in the case therefore 
became final.

The second criminal proceedings 
before the public prosecutor’s office 
of Olt, Romania, were conducted in 
personam against NR for the offence 
of passive corruption. They resulted in 
a judgment by the Olt Regional Court 
sentencing NR to a suspended term of 
imprisonment.

The referring Curtea de Apel Craiova 
(Court of Appeal, Craiova, Romania) 
was unsure whether the order not to 
take action by the public prosecutor 
in Slatina barred any further criminal 
proceedings, and thus the judgment by 
the tribunal in Olt infringed NR’s right 
from Art. 50 CFR.
	h The ECJ’s jurisdiction
The ECJ first confirmed its settled 

case-law on the wide application of the 
CFR to situations that, at first glance, 
do not clearly relate to Union law. The 
conditions of Art. 51(1) CFR, accord-
ing to which the provisions of the 
Charter are addressed to the Member 
States only when they are implement-
ing EU law, are considered satisfied in 
the present case because NR was con-
victed for the offence of passive cor-
ruption and the underlying national law 
provision ensured the transposition of 
Framework Decision  2003/568 into 
the Romanian legal order.
	h The “bis” condition
As regards the merits of the case, 

the ECJ recalls that the application of 
the principle ne bis in idem is subject 
to a twofold condition, namely, first, 
that there must be a prior final deci-
sion (the “bis” condition) and, sec-
ondly, that the prior decision and the 
subsequent proceedings or decisions 
must concern the same facts (the 
“idem” condition).

In addition, it recalls that two re-
quirements must be fulfilled in view of 
the “bis” condition:
	� Further prosecution has been de-

finitively barred, in accordance with 
national law;
	� The order barring further public 

prosecution was adopted following a 
determination as to the merits of the 

case and not on the basis of merely 
procedural grounds.

Given the rejection by the Slatina 
court not to reopen criminal proceed-
ings, the ECJ considers the final nature 
of the order not to take action and thus 
sees the first requirement met. How-
ever, the ECJ doubts whether the sec-
ond requirement is met: although the 
order by the prosecutor in Slatina may 
contain an assessment of the material 
elements of the offence alleged, such 
as, inter alia, an analysis of the crimi-
nal liability of NR, as the alleged per-
petrator of that offence, the failure to 
interview witnesses could constitute 
an indication of the lack of such an ex-
amination. This is now for the referring 
court to verify.
	h The “idem” condition
In order to establish the “same crim-

inal offence” as formulated in Art. 50 
CFR, the ECJ reaffirms its settled case-
law that the legal classification un-
der national law of the facts and the 
legal interest protected are irrelevant. 
However, it found that the conduct of 
the first criminal proceedings in rem 
and the conduct of the second ones 
in personam “cannot be regarded as 
irrelevant for the purpose of that as-
sessment.” It is apparent that NR had 
not formally acquired the status of 
a suspect in the first proceedings. In 
order to recognise the ne bis in idem 
principle, there must be an identity of 
persons in the two criminal proceed-
ings at issue. This requires that the 
legal situation as criminally liable for 
the acts constituting the offence being 
prosecuted has been examined vis-à-
vis NR which seemed not the case.

The ECJ concludes that several 
aspects of the case speak against 
regarding NR as having been “finally 
acquitted” as a result of the first pros-
ecutorial order.
	h Put into focus
The case at issue gave opportunity 

for the judges in Luxembourg to re-
call the principles of the ECJ’s settled 
case-law with regard to the applicabil-

https://eur-lex.europa.eu/legal-content/en/ALL/?uri=CELEX:62022CJ0058
https://eur-lex.europa.eu/legal-content/en/ALL/?uri=CELEX:62022CJ0058
https://curia.europa.eu/juris/documents.jsf?nat=or&mat=or&pcs=Oor&jur=C%2CT%2CF&num=C-58%252F22&for=&jge=&dates=&language=en&pro=&cit=none%252CC%252CCJ%252CR%252C2008E%252C%252C%252C%252C%252C%252C%252C%252C%252C%252Ctrue%252Cfalse%252Cfalse&oqp=&td=%3BALL&avg=&lgrec=en&page=1&lg=&cid=7216657
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ity of Art. 50 CFR and the conditions 
“bis” and “idem” provided therein. The 
case calls to mind that, even though 
the conditions are interpreted broadly 
in favour of defendants, the require-
ments as developed and refined in the 
ECJ’s case-law, must be duly assessed 
in each individual case. There are two 
main takeaways from the judgment: 
First, a decision by a prosecutor may 
not be considered “final” if essential 
witnesses who are apparently known 
to the law enforcement authorities 
have not been interviewed. Second, 
the “same facts” can only be estab-
lished if the two criminal proceedings 
in question concretely eyed the same 
person. As a result, it is prevented that 
Art. 50 CFR is misused by “shopping” 
for the best first decision. (TW)

Victim Protection

Anti-SLAPP Directive Published 

spot 
light

After the European Parliament 
and Council had finally signed 
the act on 11 April 2024, Direc-

tive (EU) 2024/1069 on protecting per-
sons who engage in public participa-
tion from manifestly unfounded claims 
or abusive court proceedings (“Strate-
gic lawsuits against public participa-
tion” – commonly dubbed “SLAPP”) 
was published in the EU’s Official Jour-
nal of 16 April 2024. For the Commis-
sion’s proposal eucrim 2/2022, 119.

The “Anti-SLAPP Directive” provides 
safeguards against manifestly un-
founded claims or abusive court pro-
ceedings in civil or commercial mat-
ters with cross-border implications 
brought against natural and legal per-
sons on account of their engagement 
in public participation. The main safe-
guards include the following: 
	� Natural or legal persons who have 

been targeted by a SLAPP can request 
the early dismissal of any claims that 
are deemed to be without merit;
	� In the event that a court determines 

the proceedings to be abusive, it may 

require the claimant to bear the burden 
of all legal costs (unless the defend-
ant’s costs are excessive) and provide 
financial security for the costs of the 
proceedings and potential damages;
	� Judges may impose penalties or 

other equally effective measures on 
those initiating SLAPP cases as a 
means of deterring such actions. 
	� It is also incumbent upon EU Mem-

ber States to refuse to recognize or 
enforce judgments from third coun-
tries that are manifestly unfounded or 
abusive.

In order to provide additional sup-
port to SLAPP victims, Member States 
must facilitate the involvement of as-
sociations, organisations, and trade 
unions in assisting defendants. Com-
prehensive information on available 
procedural safeguards and remedies 
must be provided in a central location.

Timing: Member States must bring 
into force the laws, regulations and 
administrative provisions necessary 
to comply with the Directive by 7 May 
2026. The Commission must assess 
the application of the Directive by 
7 May 2030. (AP) 

Freezing of Assets

New Directive on Asset Recovery and 
Confiscation 

spot 
light

In April 2024, the European 
Parliament and the Council 
adopted new EU-wide mini-

mum rules on the tracing, identifica-
tion, freezing, confiscation and man-
agement of property within the 
framework of proceedings in criminal 
matters. Directive (EU) 2024/1260 on 
asset recovery and confiscation was 
published in the EU’s Official Journal of 
2 May 2024. The respective Commis-
sion proposal was tabled on 25 May 
2022 (eucrim 2/2022, 76).

The Directive applies to a wide 
range of crimes, referring to other EU 
directives that set out minimum rules 
for criminal offences, such as organ-

ised crime, terrorism, trafficking in hu-
man beings, drug trafficking, corrup-
tion, and money laundering. It will also 
apply to the recently adopted Directive 
on the criminalisation of Union restric-
tive measures (separate news item, 
supra pp. 14–15). Therefore, profits 
can be more easily confiscated from 
persons or companies circumventing 
EU sanctions, such as those imposed 
with regard to Russia’s aggression 
against Ukraine.

The Directive obliges Member 
States to have, among other things, 
the following rules/measures in place:
	� Measures to enable the swift trac-

ing and identification of instrumen-
talities and proceeds, or of property 
which is, or might become, the object 
of a  freezing or confiscation order in 
the course of proceedings in criminal 
matters;
	� Where an investigation is initiated 

in relation to a criminal offence that is 
liable to give rise to substantial eco-
nomic benefit, asset-tracing investiga-
tions shall be carried out immediately 
by competent authorities;
	� Measures to enable the freezing 

of property and, in the event of a final 
conviction, the confiscation of instru-
mentalities and proceeds stemming 
from a criminal offence;
	� Rules allowing Member States to 

confiscate property of a value corre-
sponding to the proceeds of a crime;
	� Possibility of confiscation of crimi-

nal assets or property of equal value 
transferred to a third party, if the third 
party knew or should have known that 
the purpose of the transfer or acquisi-
tion was to avoid confiscation;
	� Possibility of confiscation of in-

strumentalities, proceeds or property 
where criminal proceedings have been 
initiated but cannot be pursued be-
cause of one or more of the following 
circumstances: illness, abscondence, 
and death of the suspect/accused per-
son or if the limitation period for the 
relevant criminal offence prescribed 
by national law is below 15 years and 

https://eur-lex.europa.eu/eli/dir/2024/1069/oj
https://eur-lex.europa.eu/eli/dir/2024/1069/oj
https://eucrim.eu/news/commissions-actions-to-tackle-slapps/
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https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32024L1260
https://eucrim.eu/news/commission-proposes-directive-on-asset-recovery-and-confiscation/
https://eucrim.eu/news/new-directive-criminalises-violation-of-eu-restrictive-measures/
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has expired after the initiation of crimi-
nal proceedings;
	� Possibility of confiscation of unex-

plained wealth where the assets con-
cerned are linked to activities carried 
out as part of a criminal organisation 
and generate significant economic 
gain;
	� Victims claims against the person 

who is subject to a confiscation meas-
ure must be taken into account within 
the relevant asset-tracing, freezing and 
confiscation proceedings and Member 
States must take the necessary meas-
ures to return the property to the victim 
if he/she is entitled to restitution;
	� Obligation for Member States to 

adopt a national strategy for asset re-
covery by 24 May 2027 at the latest, 
and to make updates at regular inter-
vals of no longer than five years. 

The new legislation also provides 
for the sale of frozen property, under 
certain conditions and even before 
final confiscation, for example when 
the property is perishable or when the 
costs of storing or maintaining the 
property are disproportionate to its 
market value. 

From an institutional viewpoint, the 
Directive reinforces asset recovery of-
fices, whose role will be to facilitate 
cross-border cooperation in relation to 
asset tracing investigations. They will 
be tasked with tracing and identifying 
criminal money, in support of asset trac-
ing investigations carried out by nation-
al authorities and the European Public 
Prosecutor’s Office. They will also trace 
and identify instrumentalities, pro-
ceeds or property which are the sub-
ject of a freezing or confiscation order 
issued by a body in another Member 
State. Asset recovery offices must be 
given access to the relevant databas-
es and registers in order to carry out 
these tasks (e.g. national property reg-
isters, national citizenship and popu-
lation registers, national registers of 
motor vehicles, aircraft and watercraft, 
commercial registers and national reg-
isters of beneficial owners). 

Furthermore, Member States must 
set up or designate asset management 
offices that will manage frozen or con-
fiscated property directly or provide 
support to other competent bodies. 

The Directive entered into force on 
22 May 2024. It must be transposed by 
23 November 2026. (TW) 

Cooperation

Police Cooperation

Prüm II Regulation Enters Into Force 

spot 
light

On 5 April 2024, Regulation 
(EU) 2024/982 on the auto-
mated search and exchange of 

data for police cooperation, and 
amending Council Decisions 
2008/615/JHA and 2008/616/JHA 
and Regulations (EU) 2018/1726, (EU) 
No 2019/817 and (EU) 2019/818, was 
published in the Official Journal of the 
EU. The so-called “Prüm II Regulation” 
builds upon the existing Prüm legisla-
tion that established a framework for 
searching and exchanging information 
between the competent authorities of 
the Member States. It lays down the 
conditions and procedures for auto-
mated searching of DNA profiles, dac-
tyloscopic data, and certain vehicle 
registration data. 

As a novelty, the Prüm II Regula-
tion contains two new data catego-
ries: facial images and police records 
(reference numbers of suspects and 
convicted criminals). It also lays 
down rules for the exchange of core 
data after a confirmed biometric data 
match. Upon claims by the European 
Parliament, the Regulation reiterates 
the importance of a human decision 
before information is released. In ad-
dition, a due diligence clause ensuring 
that data exchanges fully respect fun-
damental rights, and a proportionality 
check on exchanges is included.

Under the new Regulation, queries 
to search for missing persons or to 

identify human remains are possible in 
all data categories, provided that this 
is permitted under national law. Other 
innovations include the establishment 
of the European Police Records Index 
System (EPRIS) to allow for the auto-
mated exchange of police records. 
Furthermore, it adds Europol to the 
Prüm framework, allowing the agency 
to search national databases in order 
to cross-check information it has re-
ceived from third countries.

The European Parliament gave its 
green light on 8 February 2024, and 
the Council on 26 February 2024. The 
Regulation was signed on 13 March 
2024 and entered into force on 25 April 
2024.

The “upgrade” of the Prüm frame-
work was proposed by the Commis-
sion in December 2021 as part of 
the “EU Police Cooperation Code” 
(eucrim 4/2021, 225–226). Civil so-
ciety organisations heavily criticised 
the new initiative putting forward 
doubts about the necessity and pro-
portionality of the measures and voic-
ing concerns over serious fundamen-
tal rights risks (eucrim 3/2022, 194 
and eucrim 3/2023, 263). (CR) 

Judicial Cooperation

Transfer of Criminal Proceedings: 
Political Agreement and ECBA 
Opinion 

On 1 March 2024, the European Crimi-
nal Bar Association (ECBA) released 
an opinion on the proposal for a Regu-
lation on the transfer of proceedings 
in criminal matters. The Commission 
initiated the legislation in April 2023 
(eucrim 1/2023, 40). It aims to es-
tablish an EU instrument with uniform 
conditions for the transfer of crimi-
nal proceedings initiated in one EU 
Member State and to be transferred 
to another. The law will be critical in 
ensuring that the best-placed country 
investigates or prosecutes a criminal 
offence and in preventing unnecessary 

https://eur-lex.europa.eu/eli/reg/2024/982/oj
https://eur-lex.europa.eu/eli/reg/2024/982/oj
https://www.europarl.europa.eu/news/en/press-room/20240202IPR17321/police-co-operation-meps-adopt-law-on-more-efficient-data-exchanges
https://www.europarl.europa.eu/news/en/press-room/20240202IPR17321/police-co-operation-meps-adopt-law-on-more-efficient-data-exchanges
https://www.consilium.europa.eu/en/press/press-releases/2024/02/26/police-cooperation-council-gives-green-light-to-better-data-exchanges-between-police-authorities/
https://eucrim.eu/news/commission-proposes-eu-police-cooperation-code/
https://eucrim.eu/news/civil-rights-organisations-criticise-prum-ii-proposal/
https://eucrim.eu/news/civil-society-organisations-warn-against-uks-participation-in-prum-ii/
https://www.ecba.org/extdocserv/publ/20240301_ECBA_CoP.pdf
https://www.ecba.org/extdocserv/publ/20240301_ECBA_CoP.pdf
https://www.ecba.org/extdocserv/publ/20240301_ECBA_CoP.pdf
https://eucrim.eu/news/commission-proposal-for-a-regulation-on-the-transfer-of-criminal-proceedings/
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parallel proceedings (of the same sus-
pect) in different EU Member States.

The ECBA’s opinion reacts to tri-
logue negotiations between the Coun-
cil, the European Parliament (EP) and 
the Commission and focuses on two 
aspects:
	� The right to an effective remedy;
	� The right of suspects or accused 

persons to request a transfer of pro-
ceedings. 

The ECBA stresses that, given the 
wide discretion for national authori-
ties as to whether a case should be 
transferred, the suspect and accused 
person must have an effective possi-
bility of review in both the requesting 
and the requested Member State. Ad-
ditional precise provisions are needed 
in this regard in line with the EP’s po-
sition. These provisions must include 
the right to inspect the case files, in 
order to make an informed decision on 
whether to apply for remedies and on 
what grounds. Furthermore, the EU law 
must provide for a mandatory hearing 
before the competent judge, in order 
to ensure that the arguments brought 
before the judge are heard and consid-
ered in the subsequent court decision. 
The suspensive effect of the request 
for transfer after the issuing of an in-
dictment, as proposed by the Commis-
sion, should be maintained.

As regards the right of suspects or 
accused persons to request a transfer 
of proceedings, the ECBA calls on the 
legislator not to water down the re-
spective provision and to respect the 
equality of arms. 

On 6 March 2024, the negotiators of 
the Belgian Council Presidency and the 
EP announced that they reached a pro-
visional agreement on the Regulation. 
The suspect or accused person, or a 
victim, have, in accordance with the 
procedures laid down in national law, a 
right to propose to the competent au-
thorities of the requesting or request-
ed State that criminal proceedings be 
transferred under the conditions set 
out in the Regulation. The country in 

which the criminal investigation is tak-
ing place and which wishes to transfer 
the proceedings to another country 
must give due consideration to the 
legitimate interests of the suspect or 
accused person as well as the victim. 
The new law will also foresee an ob-
ligation that the accused or suspect 
and the victim must be informed about 
the intention to transfer proceedings 
and should be given the opportunity to 
provide an opinion about this transfer.  

Suspects, accused persons and vic-
tims will also have the right to an ef-
fective legal remedy in the requested 
State against a decision to accept the 
transfer of criminal proceedings. The 
Council and EP agreed that the time 
limit for seeking an effective legal rem-
edy is no longer than 15 days from the 
date of receipt of the reasoned deci-
sion to accept the transfer of criminal 
proceedings. The final decision on the 
legal remedy must be taken without 
undue delay and, where possible, with-
in 60 days. 

The text now needs to be formally 
adopted by the Council and EP. This 
will happen after the elections to the 
EP. After having been published in the 
Official Journal, the Regulation can en-
ter into force. The regulation will start 
to apply two years after its entry into 
force. (TW)

How to Involve the Office of the 
Prosecutor of the ICC in a JIT 

On 13 February 2024, Eurojust pub-
lished a factsheet explaining the ways 
in which the Office of the Prosecutor 
of the International Criminal Court 
(ICC-OTP) may be involved in Joint 
Investigation Teams (JITs). The flyer 
explains the steps to be taken to for-
mally include the Office and outlines 
the support offered by Eurojust and 
the JIT Secretariat during the different 
phases of the JIT.

The ICC-OTP is an independent or-
gan of the ICC. It is responsible for 
examining situations under the juris-
diction of the ICC, i.e., genocide, war 

crimes, crimes against humanity, and 
crimes of aggression. Where these 
crimes appear to have been commit-
ted, the Office carries out investiga-
tions and prosecutions against the al-
leged perpetrators. (CR)

European Arrest Warrant

FRA Report Sees Room for 
Improvement to Guarantee Rights in 
EAW Proceedings 

At the end of March 2024, the EU Fun-
damental Rights Agency (FRA) pub-
lished a report on how the principles 
and rights in European Arrest War-
rant (EAW) proceedings are upheld in 
practice. The report is a response to 
a call from the Council towards FRA 
to extend its previous work on the ap-
plication of the procedural rights di-
rectives to the specific application of 
selected procedural rights and safe-
guards in surrender proceedings. The 
report is based on desk research and 
interviews with persons involved in 
the proceedings, including requested 
persons and lawyers. It covers 19 EU 
Member States: Belgium, Croatia, Cy-
prus, Czechia, Estonia, Finland, Germa-
ny, Hungary, Ireland, Italy, Latvia, Lithu-
ania, Luxembourg, Malta, Portugal, 
Slovakia, Slovenia, Spain and Sweden.

The report is divided into the fol-
lowing four thematic chapters; each 
chapter considers different aspects of 
EAW proceedings and the correspond-
ing procedural rights of requested per-
sons at stake, with a look at both the 
law and practice:
	� The fundamental rights implica-

tions of issuing and executing EAWs, 
focusing on proportionality aspects 
of issuing an EAW and fundamental 
rights-based grounds for non-execu-
tion (mainly violations of the prohibi-
tion of torture and inhuman or degrad-
ing treatment and the right to a fair 
trial);
	� The right to access to a lawyer in 

EAW proceedings and the role it plays 

https://www.consilium.europa.eu/en/press/press-releases/2024/03/06/criminal-investigations-council-and-ep-reach-agreement-on-transfer-of-proceedings-law-that-will-help-fight-cross-border-crime-more-effectively/
https://www.consilium.europa.eu/en/press/press-releases/2024/03/06/criminal-investigations-council-and-ep-reach-agreement-on-transfer-of-proceedings-law-that-will-help-fight-cross-border-crime-more-effectively/
https://www.eurojust.europa.eu/sites/default/files/assets/involvement-of-the-office-of-the-prosecutor-of-the-icc-in-jits.pdf
https://fra.europa.eu/sites/default/files/fra_uploads/fra-2024-european-arrest-warrant-proceedings_en.pdf
https://fra.europa.eu/sites/default/files/fra_uploads/fra-2024-european-arrest-warrant-proceedings_en.pdf
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in ensuring respect for other procedur-
al rights;
	� The right to information in EAW pro-

ceedings;
	� The right to interpretation and trans-

lation. 
The report ends with a conclusion 

summarising the main findings. Key 
findings of the report are:
	� The principles of mutual trust and 

recognition can lead judicial authori-
ties to overlook personal circumstanc-
es, such as ill-health, family situation, 
or detention conditions in the issuing 
country. Therefore, it is important that 
wider rights implications of cross-
border transfers are assessed in each 
individual case or even alternatives 
to ensuring justice without using the 
EAW are considered.
	� Due to a lack of knowledge and abil-

ity defendants are hindered in their 
right to choose a lawyer freely instead 
of having State-appointed lawyers in 
the arresting state. Member States 
are called to improve mechanisms, to-
gether with the bar associations, that 
enable defendants to hire their own 
lawyer if they wish to do so; this should 
be accompanied by lists of lawyers ex-
perienced in EAWs that can be provid-
ed to the defendants. Member States 
should also ensure that sufficient time 
and adequate facilities are available to 
enable the requested persons to con-
sult with their lawyers before the first 
hearing.
	� Defendants are often either una-

ware of their right to have legal assis-
tance not only in the executing country 
but also in the issuing country or they 
do not get help finding one. Hence, sev-
eral measures should be implemented 
to ensure effective access to dual rep-
resentation. These measures should 
include better guidance for police 
and judicial authorities highlighting 
the need to inform requested persons 
about this right without delay. Issuing 
Member States are encouraged to fol-
low the good practice of including the 
name of the lawyer representing the 

requested person in the issuing state 
in the EAW form, or, if the person does 
not have a lawyer, to attach a list of 
lawyers to the EAW form.
	� Even though requested persons, 

in general, are informed about their 
rights, the reasons for arrest and the 
content of the EAW, information is 
often delayed or information is not 
fully understood. As a result, materi-
als should be provided in simple and 
accessible language avoiding legal 
jargon. Training, checklists and guid-
ance could ensure the police and legal 
professionals inform those arrested 
so that defendants fully understand 
proceedings. 
	� Looking at translation and interpre-

tation, the problem remains that often 
quality is poor. Sometimes this is due 
to short deadlines and the difficulty in 
finding people to translate less widely 
spoken languages. Member States 
should ensure, in every case where it is 
necessary, the availability of qualified 
interpreters and translators. If there 
is a lack of suitable interpreters and 
translators, pooling interpreters and 
translators between countries should 
be implemented. It is also important 
that Member States ensure an ad-
equate standard, e.g., by introducing 
mechanisms for verifying interpreters’ 
and translators’ actual ability to un-
derstand, interpret and translate legal 
terms and concepts.

In sum, FRA’s report on EAW pro-
ceedings and the rights guaranteed 
therein provides evidence to enable 
a critical assessment of the practical 
implementation of the Framework De-
cision on the EAW – 20 years after its 
entry into force. (TW)

European Investigation Order

ECJ Ruled in EncroChat Case 

spot 
light

On 30 April 2024, the ECJ de-
livered its judgment in the En-
croChat case (Case C-670/22, 

M.N.). The case concerned the retriev-

al of German user data stored on a Eu-
ropol server by the German Federal 
Criminal Police Office. The French po-
lice had been able to infiltrate the en-
crypted telecommunications service 
EncroChat, whose devices were often 
being used by criminals. This French 
operation led to several follow-up  
investigations, also in Germany.

The ECJ responded to a number 
of issues put forward by the Regional 
Court of Berlin (Landgericht Berlin) 
that cast doubt on the lawfulness of 
European Investigation Orders issued 
by the Frankfurt General Public Pros-
ecution Service of Frankfurt a.M. The 
aim had been to receive consent from 
France for use of data from the infiltra-
tion of EncroChat devices by French 
and Dutch authorities as evidence in 
German criminal proceedings.
	h Background of the case before the 

ECJ
The service company EncroChat pro-
vided encrypted mobile phones that 
were often used by criminals, e.g., for 
the purpose of illegal drug trafficking 
– as in the case before the Regional 
Court of Berlin. With the assistance of 
Dutch experts and authorisation by a 
French investigative judge, the French 
police were able to install a Trojan 
software on the terminal devices via 
a simulated update and thus read the 
chat messages of thousands of users 
in real time, including those who used 
the network for criminal activities. This 
led to several follow-up investigations, 
including in Germany.

The German Federal Police Office 
(Bundeskriminalamt – BKA) was able 
to retrieve the intercepted data relat-
ing to EncroChat users in Germany 
from a Europol server. By means of 
European Investigation Orders (EIOs), 
the General Public Prosecution Ser-
vice of Frankfurt sought ex post au-
thorisation for the transmission and 
use of these data in German criminal 
proceedings.

The Regional Court of Berlin submit-
ted a series of questions on the lawful-

https://curia.europa.eu/juris/document/document.jsf;jsessionid=DDDA152B60ABBCBAEAE6C62F83CC8E42?text=&docid=285365&pageIndex=0&doclang=en&mode=req&dir=&occ=first&part=1&cid=156936
https://curia.europa.eu/juris/documents.jsf?num=C-670/22
https://curia.europa.eu/juris/documents.jsf?num=C-670/22
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ness of the EIOs to the ECJ relating to 
the following issues:
	� The German public prosecutor’s 

competence to issue an EIO;
	� The admissibility of the EIO pursu-

ant to Art. 6(1) EIO Directive;
	� Correct application and interpre-

tation of Art. 31 EIO Directive, which 
regulates the surveillance of telecom-
munications without the technical as-
sistance of a Member State;
	� The consequences of a possible in-

fringement of EU law for the national 
criminal proceedings.

For further information on the back-
ground of the referral eucrim 3/2022, 
197–198. For the Advocate General’s 
opinion eucrim 3/2023, 264–265. 
For the law enforcement operation 
against EncroChat eucrim 1/2021, 
22–23 and eucrim 2/2023, 163–164.
	h The ECJ’s replies

The ECJ partly divided the questions 
into subtopics, partly reformulated 
them, and considered them together. 
In general, the judges in Luxembourg 
considered it decisive that the EIO had 
been issued in order to obtain evidence 
that was already in the possession of 
the competent authorities in the ex-
ecuting State (here: France) and not to 
seek specific evidence that first would 
have had to be collected in the execut-
ing State by carrying out investigative 
measures. In detail, the judges in Lux-
embourg gave the following replies to 
the Regional Court of Berlin:
	h Had the EIO to be issued by a 

judge?
With its first question, the Regional 

Court of Berlin asked whether Arts. 2(c) 
and 6(1) of Directive 2014/41 (the EIO 
Directive) should be interpreted as 
meaning that an EIO for the transmis-
sion of said evidence must necessarily 
be issued by a judge.

The ECJ noted that the Directive 
includes a public prosecutor among 
the authorities, who, like a judge, court, 
or investigating judge, is understood 
to be a “judicial authority” competent 
to issue EIOs without the necessity 

of validation. It is crucial for the ECJ 
whether, in purely domestic situations, 
public prosecutors can issue orders for 
the transmission of evidence already 
in the possession of another compe-
tent national authority. In this context, 
the ECJ pointed to Section 100e(6) no 
1 of the German Code of Criminal Pro-
cedure (Strafprozessordnung – StPO), 
which regulates the use of personal 
data obtained by covert remote search 
of information technology systems for 
other criminal proceedings. The ECJ 
acknowledged the German govern-
ment’s statement that, in this case, the 
transmission of the data could be or-
dered by a public prosecutor and does 
not need prior approval by a judge (as 
is necessary for the original order for a 
covert remote search).
	h Under which conditions could the 

EIO be issued?
As to the second question, the ECJ 

verified whether and, if so, under what 
conditions Art. 6(1) of the EIO Direc-
tive precludes a public prosecutor 
from issuing an EIO for the transmis-
sion of evidence already in the pos-
session of the competent authorities 
of the executing State in which that 
evidence was acquired. Evidence in 
said case had been acquired via the 
interception – by those authorities on 
the territory of the issuing State – of 
telecommunications of all the users 
of EncroChat mobile phones that ena-
bled end-to-end encrypted communi-
cation through special software and 
modified hardware.

Looking at the required review of 
the necessity and proportionality of 
issuing the EIO (Art. 6(1)(a) of the EIO 
Directive), the ECJ found that the as-
sessment must be carried out in the 
light of the national law of the issu-
ing State, taking into account that evi-
dence already in the possession of the 
competent authorities of the executing 
State has been transmitted. Against 
this backdrop, the ECJ provided the 
following two clarifications:
	� It is not necessary that, at the time 

when the EIO in question is issued, 
suspicion, based on specific facts, of 
a serious offence in respect of each 
person concerned exists if no such 
requirement arises under the national 
law of the issuing State (here: German 
StPO);
	� It is irrelevant that the integrity of 

the data gathered by the interception 
measure cannot be verified because 
of the confidentiality of the technology 
underpinning that measure, provided 
that the right to a fair trial is guaran-
teed in the subsequent criminal pro-
ceedings.

Looking at the requirement that the 
EIO “could have been ordered under 
the same conditions in a similar do-
mestic case” (Art. 6(1)(b) of the EIO 
Directive), the judges in Luxembourg 
reiterated that a distinction must be 
made between two differing situa-
tions. The first situation concerns cir-
cumstances in which the investigative 
measure indicated in the EIO consists 
of obtaining existing evidence already 
in the possession of the competent 
authorities of the executing State, that 
is to say, the transmission of that evi-
dence to the competent authorities of 
the issuing State. The second situation 
concerns circumstances in which the 
collection of evidence is sought via a 
specific investigative measure, i.e., the 
evidence does not yet exist. Since the 
first situation applies in the present 
case, the ECJ ruled that the issuing 
of an EIO is not subject to the same 
substantive conditions as those that 
apply in the issuing State in relation to 
the gathering of that evidence. Moreo-
ver, the fact that, in this case, the ex-
ecuting State (here: France) gathered 
evidence on the territory of the issuing 
Sate (here: Germany) and in its interest 
is irrelevant in that respect.

The judges in Luxembourg added, 
however, that the EIO Directive also 
guarantees judicial review of compli-
ance with the fundamental rights of 
the persons concerned. Therefore, it 
is necessary that a party must be “in 

https://eucrim.eu/news/encrochat-turns-into-a-case-for-the-cjeu/
https://eucrim.eu/news/encrochat-turns-into-a-case-for-the-cjeu/
https://eucrim.eu/news/ag-encrochat-data-can-in-principle-be-used-in-criminal-proceedings/
https://eucrim.eu/news/dismantled-encryption-networks-german-courts-confirmed-use-of-evidence-from-encrochat-surveillance/
https://eucrim.eu/news/dismantled-encryption-networks-german-courts-confirmed-use-of-evidence-from-encrochat-surveillance/
https://eucrim.eu/news/results-of-encrochat-take-down/
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a position to comment effectively on a 
piece of evidence that is likely to have 
a preponderant influence on the find-
ings of fact.” If this is not the case, the 
national court must find an infringe-
ment of the right to a fair trial and ex-
clude that evidence in order to avoid 
such an infringement.
	h Who must be notified under Art. 31 

of the EIO Directive, if at all?
In another set of questions, the Re-

gional Court of Berlin asked, in essence, 
whether Art. 31 of Directive 2014/41 
must be interpreted as meaning that 
a measure entailing the infiltration of 
terminal devices for the purpose of 
gathering the traffic, location and com-
munication data of an internet-based 
communication service constitutes an 
“interception of telecommunications”, 
within the meaning of that article. And, 
if answered in the affirmative, whether 
this interception must be notified to a 
judge of the Member State on whose 
territory the subject of the interception 
is located.

The ECJ first clarified that the con-
cept of “telecommunications” used in 
Art. 31 of the EIO Directive must be 
given an independent and uniform in-
terpretation throughout the EU. Con-
sidering the wording, context, and ob-
jective of Art. 31, the ECJ found that 
the infiltration of terminal devices for 
the purpose of gathering communica-
tion data as well as traffic or location 
data from an internet-based commu-
nication service indeed constitutes an 
“interception of telecommunications” 
within the meaning of Art. 31(1) of Di-
rective 2014/41.

Secondly, as to the question of 
which authority must be notified, the 
ECJ observed that both the wording of 
Art. 31(1) (“competent authority”) and 
the EIO form leave this question open. 
It follows that the Member States on 
whose territory the subject of the inter-
ception is located must designate the 
authority for the purpose of notifica-
tion. However, the intercepting Mem-
ber State (here: France) can submit 

the notification to any appropriate au-
thority of the notified Member States 
(here: Germany) if it is not in a position 
to identify the competent authority in 
that State.
	h What is the scope of protection of 

Art. 31 of the EIO Directive?
In the context of Art. 31 of the EIO 

Directive, the Regional Court of Berlin 
also asked whether this provision in-
tends to protect the rights of users af-
fected by a measure for the “intercep-
tion of telecommunications” within the 
meaning of that article, and whether 
that protection would extend to the 
use of the data thus collected in the 
context of a criminal prosecution initi-
ated in the notified Member State.

The ECJ pointed out that the in-
terception of telecommunications 
amounts to an interference with the 
right to respect for the private life and 
communications – enshrined in Art. 7 
CFR – of the target of the intercep-
tion. Thus, Art. 31 intended not only to 
guarantee respect for the sovereignty 
of the notified Member State but also 
to ensure that the guaranteed level of 
protection in that Member State with 
regard to the interception of telecom-
munications is not undermined, in 
short: it also protects the rights of the 
affected users.
	h Does EU law require the exclusion 

of unlawfully obtained evidence?
With this last question, the Regional 

Court of Berlin queried whether the 
principle of effectiveness requires 
national criminal courts to disregard 
information and evidence obtained in 
breach of the requirements of EU law 
in criminal proceedings against a per-
son suspected of having committed 
criminal offences.

The ECJ reiterated its case law on 
the admissibility of information ob-
tained contrary to EU law in criminal 
proceedings. As a rule, the principle 
of procedural autonomy enables the 
Member States’ powers to establish 
procedural rules for actions intended 
to safeguard the rights that individuals 

derive from EU law. However, this rule 
has two limits:
	� The national rules cannot be less 

favourable than the rules governing 
similar domestic actions (the principle 
of equivalence);
	� They cannot render impossible in 

practice or make excessively difficult 
the exercise of rights conferred by EU 
law (the principle of effectiveness).

Referring to Art. 14(7) of the EIO 
Directive, the judges in Luxembourg 
clarified in this respect that, in crimi-
nal proceedings against a person sus-
pected of having committed criminal 
offences, national criminal courts are 
required to disregard information and 
evidence if that person is not in a po-
sition to comment effectively on that 
information and on that evidence and 
the said information and evidence are 
likely to have a preponderant influence 
on the findings of fact.
	h Put into focus
At first glance, the ECJ appears 

to strengthen those in favour of the 
usability of the data from the Encro-
Chat police hack operation in the EU  
Member States. As Advocate General 
Carpeta’s Opinion (eucrim 3/2023, 
264–265) already suggested, the 
arguments against their use on the 
grounds of a breach of EU law are 
weak. According to both the Advocate 
General and the ECJ, the decisive fact 
is that the EIO issued by the Frank-
furt public prosecutor in the present 
case was in order to obtain evidence 
already in possession of the compe-
tent authorities in the executing State. 
In such cases, the ECJ considers the 
requirements for such an EIO to law-
fully obtain existing information to be 
significantly lower compared to a case 
in which an EIO is issued in order to ini-
tiate the collection of evidence.

On closer inspection, however, the 
ECJ deviates in part from the Advocate 
General’s conclusions and various 
backdoors remain open. This leaves 
glimmers of hope for defence law-
yers of clients against whom criminal 
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proceedings were initiated as a result 
of the surveillance. These backdoors 
must be skillfully exploited in further 
proceedings before German courts. 
The following statements by the ECJ 
may serve as starting points:
	� The ECJ reinforces the importance 

of Art. 31 of the Directive. It is now be-
yond question that the French authori-
ties should have informed the German 
side of the measure. It may be true that 
the German Federal Criminal Police Of-
fice and the German Public Prosecutor 
General’s Office were informed in this 
case. However, they should have for-
warded the information to the judge/
court responsible under German law. 
This was a deliberate circumvention 
of the requirement for a court decision 
(Richtervorbehalt). Under German law, 
circumventing this requirement of ju-
risdiction normally leads to a ban on 
the use of evidence.
	� The ECJ emphasises the individual-

protecting nature of Art. 31. This was 
still questioned by the Federal Court 
of Justice (Bundesgerichtshof – BGH; 
on the BGH decision in the Encro-
Chat case eucrim 1/2022, 26–37). 
The individual-protecting function of 
Art. 31 must therefore be given greater 
weight than has been accorded by the 
German courts to date when striking a 
balance between the interest in crimi-
nal prosecution and safeguarding the 
interests of the person concerned. It 
is also important that the function of 
protecting the individual cannot be 
reduced to whether or not the person 
concerned can seek legal protection in 
the intercepting state (here: France): 
the ECJ makes it clear that the notified 
state must ensure legal protection, as 
the notified state is where the person 
concerned must seek appropriate le-
gal review.
	� The ECJ emphasises that Art. 6(1)

(b) of the EIO Directive applies, mean-
ing that the measure could also be 
ordered in a comparable (purely) do-
mestic case. The German Federal 
Court of Justice still rejected the ap-

plicability of this standard to cases 
in which evidence is in the posses-
sion of the executing State (eucrim 
1/2022, 26–37). The ECJ follows the 
German Federal Government’s sub-
mission that the public prosecutor’s 
office could also have requested dis-
closure of the information under Ger-
man law in accordance with Section 
100e StPO and that this does not im-
ply suspicion of a specific criminal of-
fence in cases of “chance discovery”. 
It is questionable, however, whether 
the federal government’s view is cor-
rect, because it overlooks the fact 
that, under German law, the basic 
measure (the overt remote search of 
information technology systems, also 
called the online search) must at least 
be based on a concrete suspicion of 
an offence and does not permit mass 
access to unspecified information 
systems. Another important issue 
is: at least this basic measure should 
have been ordered by a special divi-
sion of the regional court (and not just 
by the local judge, as is usual for other 
investigative measures). It cannot be 
denied that, in the entire chain of in-
formation transfers, the legality of the 
basic measure was never examined 
by a court in accordance with German 
law, but could easily be overridden by 
the much more far-reaching possibili-
ties of French law. This would amount 
to inadmissible forum shopping on the 
part of law enforcement.
	� Finally, the ECJ stresses in two ar-

eas that the defence could “comment 
effectively” on the evidence and the 
method of its collection. It is probably 
undisputed that the evidence had a 
preponderant influence on the criminal 
court’s findings, as the criminal con-
victions in almost all instances were 
based on the analysis of the chats on 
the EncroChat devices. The ECJ goes 
even further: if the defence was not 
able to take a proper legal stance, there 
is an absolute ban on the use of evi-
dence following a breach of EU law. In 
this context, it should be recalled that 

the EncroChat case was primarily char-
acterised by the secrecy of the Trojan 
used. In particular, the French authori-
ties invoked military secrecy and thus 
refused to disclose their method. The 
ECJ now requires that the integrity of 
the transmitted evidence can be exam-
ined by the defence, at least at the time 
the evidence was actually handed over 
to the competent German authorities. 
However, the ECJ leaves open which 
data the defence could actually have 
accessed to check for integrity and 
what an “effective comment” means in 
practice. It is to be feared that these 
issues will continue to be disputed in 
court.

The question of the use of Encro-
Chat data as evidence is sure to keep 
German courts busy due to – and de-
spite – the ECJ’s ruling. The decision 
leaves room for manoeuvre for both 
supporters and opponents of the use 
of the EncroChat data. Due to unclear 
statements by the ECJ, particularly re-
garding the scope of the rights of the 
defence with regard to the integrity 
of the data, the EncroChat case may 
keep the judges in Luxembourg busy 
again. In this context, it should be 
recalled that, in November 2023, the 
Regional Court of Berlin submitted 
the second reference for preliminary 
ruling to the ECJ in relation to criminal 
proceedings from the EncroChat out-
come (the case was registered on 19 
April 2024 as Case C-675/23, M.R. v 
Staatsanwaltschaft Berlin following 
news item). The Berlin court was dis-
satisfied with the Advocate General’s 
application of the facts in the case 
analysed here. In the new referral, 
the court once again emphasised 
the unspecific mass surveillance by 
the EncorChat police operation and 
the serious interference with funda-
mental rights of telecommunication 
users, including the lack of adequate 
legal remedies. It remains to be seen 
whether the ECJ will provide the Ber-
lin court with clearer answers in this 
second case. (TW) 

https://eucrim.eu/news/germany-federal-court-of-justice-confirms-use-of-evidence-in-encrochat-cases/
https://eucrim.eu/news/germany-federal-court-of-justice-confirms-use-of-evidence-in-encrochat-cases/
https://eucrim.eu/news/germany-federal-court-of-justice-confirms-use-of-evidence-in-encrochat-cases/
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Attempt for Second Reference for 
Preliminary Ruling in EncroChat Case 

On 19 April 2024, the CJEU officially 
registered the second reference for 
a preliminary ruling in the Encro-
Chat case: Case C-675/23 (Staats- 
anwaltschaft Berlin II). As the first case 
(C-670/22, M.N. eucrim 3/2022, 
197–198) also this case was submit-
ted by the Regional Court of Berlin 
(Landgericht Berlin) in Germany.

Having lodged this second refer-
ence in November 2023, the Regional 
Court of Berlin sought to clarify sev-
eral peculiarities of another crimi-
nal case before it in relation to the  
EncroChat operation. The EncroChat 
operation (eucrim 2/2021, 106) 
concerned the infiltration by means 
of Trojan software of a server man-
aged by the encrypted phone network 
EncroChat in Roubaix (France). By 
means of the Trojan, French law en-
forcement authorities were able to 
read the chat messages of thousands 
of users in real time, not only those 
who were using the network for crimi-
nal activities. The French authorities 
were also able to make the hacked 
data available to the Member States 
in which the users were located. In 
the wake of this operation, several 
criminal proceedings were opened in 
Germany, particularly as regards drug 
trafficking – the criminal offence at 
issue before the Regional Court of 
Berlin. The German law enforcement 
authorities believed that the retrieval 
of data in this way sufficed for the 
legitimate use of the data in German 
criminal proceedings for the follow-
ing reasons:
	� They had been taken from a Europol 

server by the German Federal Police 
Office;
	� An ex post authorisation via a Eu-

ropean Investigation Order (EIO) had 
been issued by the General Public 
Prosecution Office of Frankfurt a.M.;
	� The EIO had been executed by the 

French investigative judge overseeing 
the law enforcement operation.

According to the Berlin court, the 
circumstances of the case at issue 
may lead to a new interpretation of 
Directive 2014/41 regarding the Euro-
pean Investigation Order in criminal 
matters (EIO Directive). The questions 
referred were similar to those submit-
ted in the first case C-670/22, but the 
Berlin court stresses that the facts of 
the case differ from the presumptions 
on which the Advocate General (AG) 
based her opinion in the first case 
(eucrim 3/2023, 264–265). As a re-
sult, the Berlin court asked the ECJ to 
also consider alternative factual situa-
tions and rule on the following:
	� Whether the requirements under 

Art. 6 of the EIO (proportionality of 
the German EIO and compliance with 
the requirement that an EIO can only 
be ordered under the same conditions 
in a similar domestic case) have been 
fulfilled;
	� Which consequences must be drawn 

for the criminal proceedings at issue in 
the event of breach of the EU rules.

The reference mainly highlights 
the following about the EncroChat 
operation:
	� It was intentionally coordinated by 

European law enforcement agencies;
	� It willfully also targeted the surveil-

lance of users outside the territory of 
France;
	� The surveillance extended to per-

sons against whom there were ab-
solutely no concrete suspicions for 
having been involved in crimes or in 
criminal organisations.

In essence, the Berlin court argues 
that the corresponding measure – an 
online search according to the German 
Code of Criminal Procedure – would 
never have been possible if the server 
had been infiltrated on German terri-
tory. Furthermore, the court sees con-
tradictions in the AG’s reasoning com-
pared to the more stringent CJEU case 
law on data retention.

Note: The reference for a prelimi-
nary ruling was lodged after the AG’s 
opinion in Case C-670/22 (M.N.) but 

before the ECJ’s final judgment in this 
case on 30 April 2024 (preceding 
news item). On 8 August 2024, the re-
ferring court informed the ECJ that it 
did not wish to maintain its request for 
a preliminary ruling. By order of 3 Sep-
tember 2024, the Registrar of the Court 
of Justice ordered the case to be re-
moved from the register. The ECJ will 
therefore not rule on the reference for 
a preliminary ruling. (TW)

Law Enforcement Cooperation

Fifth SIRIUS Report
On 18 December 2023, Eurojust, 
Europol, and the European Judicial 
Network (EJN) published the 2023 
edition of the SIRIUS European Union 
(EU) Electronic Evidence Situation 
Report.

The report provides an overview 
of the EU’s electronic evidence land-
scape from the perspective of law en-
forcement, the judiciary, and service 
providers. It concludes with a series of 
recommendations aiming to improve 
existing processes and to prepare for 
the application of new rules. The 2023 
edition especially focuses on the adop-
tion of the EU’s Electronic Evidence 
legislative package (eucrim 2/2023, 
165–168) consisting of:
	� Regulation (EU) 2023/1543 of 

12 July 2023 on European Production 
Orders and European Preservation Or-
ders for electronic evidence in criminal 
proceedings and for the execution of 
custodial sentences following criminal 
proceedings;
	� Directive (EU) 2023/1544 of 12 July 

2023 laying down harmonised rules on 
the designation of designated estab-
lishments and the appointment of le-
gal representatives for the purpose of 
gathering electronic evidence in crimi-
nal proceedings.

The report recommends the follow-
ing initiatives for EU law enforcement 
agencies:
	� Initiate preparations for implemen-

https://curia.europa.eu/juris/fiche.jsf?id=C%3B675%3B23%3BRP%3B1%3BP%3B1%3BC2023%2F0675%2FP&nat=or&mat=or&pcs=Oor&jur=C%2CT%2CF&num=C-675%252F23&for=&jge=&dates=&language=en&pro=&cit=none%252CC%252CCJ%252CR%252C2008E%252C%252C%252C%252C%252C%252C%252C%252C%252C%252Ctrue%252Cfalse%252Cfalse&oqp=&td=%3BALL&avg=&lgrec=en&lg=&cid=369782
https://eucrim.eu/news/encrochat-turns-into-a-case-for-the-cjeu/
https://eucrim.eu/news/encrochat-turns-into-a-case-for-the-cjeu/
https://eucrim.eu/news/trojan-encrypted-device-reveals-criminal-activities/
https://www.eksk.legal/media/lg_berlin_beschluss_13_11_2023.pdf
https://eucrim.eu/news/ag-encrochat-data-can-in-principle-be-used-in-criminal-proceedings/
https://www.eurojust.europa.eu/publication/sirius-eu-electronic-evidence-situation-report-2023
https://eucrim.eu/news/e-evidence-regulation-and-directive-published/
https://eucrim.eu/news/e-evidence-regulation-and-directive-published/
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2023.191.01.0118.01.ENG&toc=OJ%3AL%3A2023%3A191%3ATOC
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2023.191.01.0181.01.ENG&toc=OJ%3AL%3A2023%3A191%3ATOC
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clarifies the procedures provided for 
in Rule 28, which ensures that parties 
can practically and effectively raise 
any concerns about the impartiality 
of a judge and the procedure to be fol-
lowed in such instances. To ensure 
the fullest possible transparency and 
accessibility, a complete list of the dif-
ferent judicial formations operating 
within each of the five ECtHR Sections, 
including the list of single judges des-
ignated by State, were also made avail-
able on the Court’s website.

On 28 March 2024, the Court also 
published amendments to Rule 39 on 
interim measures. They aim to clarify 
and codify the existing practice on in-
terim measures. Inter alia, explicit ref-
erence is made to the fact that interim 
measures are applicable in cases 
where there is “an imminent risk of ir-
reparable harm to a Convention right”.

FOUNDATIONS

tation of the EU electronic evidence 
legislative package;
	� Include training on cross-border ac-

cess to electronic evidence in routine 
training programmes for investigators 
and first responders;
	� Ensure active engagement of their 

Single Point(s) of Contact (SPoCs) in 
the SIRIUS SPoC Network.

The report calls on the judiciary to 
do the following:
	� Enhance knowledge and build ca-

pacities on available legal instruments 
for cross-border access to electronic 
evidence;

	� Prepare for the use of new instru-
ments in conjunction with upcom-
ing legislative changes related to the 
cross-border gathering of electronic 
evidence;
	� Strengthen mutual trust and the ex-

change of expertise on the cross-bor-
der gathering of electronic evidence.

Lastly, service providers have been 
asked to initiate preparations for 
compliance with the new e-evidence 
legislation, to engage in international 
events organised by SIRIUS, and to 
share policy updates with the SIRIUS 
Team. (CR)

The new version also explains 
which decision-making bodies can be 
seised of interim-measure requests. 
The accompanying revised Practice 
Direction  now contains detailed guid-
ance as to the substantive and proce-
dural aspects of the Court’s interim-
measure procedure, the exceptional 
circumstances in which these may be 
granted, and when they may be recon-
sidered by the Court.

The current version of the amended 
Rules of Court (version of 28 March 
2024) is available on the ECtHR’s web-
site under “Official Texts”.

Launch of HUDOC Case-Law 
Database in Romanian

On 5 April 2024, the  ECtHR launched 
the Romanian interface of its case law 
database HUDOC. It was developed in 
cooperation with the European Insti-
tute of Romania and with the support 
of the TJENI project.

With over 3,000 texts uploaded 
in Romanian, the interface aims to 
further increase the understanding 
of the Court’s case law among legal 
professionals and the general public. 
Further material in Romanian is avail-
able on the ECtHR knowledge-sharing 
platform ECHR-KS and on the Court’s  
YouTube channel.

The Romanian HUDOC database 
joins the existing English, French, Ar-
menian, Georgian, Russian, Spanish, 
Turkish, and Ukrainian versions of HU-
DOC. HUDOC already contains over 
36,000 case-law translations in 34 lan-
guages other than English and French.

Specific Areas of Crime

Corruption

GRECO: Fifth Round Evaluation 
Report on the Czech Republic

On 4 March 2024, GRECO presented 
its 5th round evaluation report on the 
Czech Republic. The country has been 
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European Court of Human Rights

ECtHR Updates Rules of the Court 
and Issues New Practice Directions

In the first quarter of 2024, the EC-
tHR implemented several procedural  
reforms. They were adopted by the 
Plenary Court in December 2023 and 
February 2024, respectively.

On 22 January 2024, the ECtHR in-
corporated changes to Rule 28 by ex-
pressly codifying the existing practice 
according to which the parties to the 
proceedings may request recusal of a 
judge. Rule 28 implements the princi-
ple of judicial impartiality. The updat-
ed rule is accompanied by a Practice 
Direction (issued on the same day by 
the President of the Court). It further 

https://www.echr.coe.int/composition-of-the-court
https://hudoc.echr.coe.int/eng-press?i=003-7911964-11013195
https://hudoc.echr.coe.int/eng-press?i=003-7911964-11013195
https://www.echr.coe.int/documents/d/echr/PD_interim_measures_ENG
https://www.echr.coe.int/documents/d/echr/PD_interim_measures_ENG
https://www.echr.coe.int/documents/d/echr/Rules_Court_ENG
https://www.echr.coe.int/rules-of-court
https://www.echr.coe.int/rules-of-court
https://hudoc.echr.coe.int/eng-press?i=003-7917007-11021632
https://hudoc.echr.coe.int/eng-press?i=003-7917007-11021632
https://hudoc.echr.coe.int/eng-press?i=003-7917007-11021632
https://www.coe.int/en/web/implementation/tjeni
https://ks.echr.coe.int/web/echr-ks/search?q=romanian&category=1976940
https://www.youtube.com/user/EuropeanCourt
https://www.youtube.com/user/EuropeanCourt
https://rm.coe.int/grecoeval5rep-2022-7-final-eng-evaluation-report-czech-republic-public/1680aeb6aa
https://rm.coe.int/grecoeval5rep-2022-7-final-eng-evaluation-report-czech-republic-public/1680aeb6aa
https://hudoc.echr.coe.int/eng-press?i=003-7856029-10912505
https://hudoc.echr.coe.int/eng-press?i=003-7856029-10912505
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and obligations of ministers’ individual 
advisers, and applying appropriate 
rules on conflicts of interest to them;
	� Laying down rules on adequate in-

tegrity checks prior to the appointment 
of ministers, deputy ministers, and in-
dividual advisers in order to identify 
and manage possible risks of conflicts 
of interest;
	� Carrying out risk analysis specifi-

cally covering PTEFs’ specific integrity 
risks on a regular basis and including 
remedial measures in a dedicated anti-
corruption programme at the govern-
ment level;
	� Adopting and publishing a code of 

conduct for PTEFs’, complemented 
with clear guidance regarding conflicts 
of interest and other integrity-related 
matters, and coupled with a credible 
and effective mechanism of supervi-
sion and sanctions;
	� Developing efficient internal mecha-

nisms to promote and raise awareness 
of integrity matters in the government, 
including confidential counseling and 
training of PTEFs at regular intervals;
	� Introducing rules on how PTEFs 

may engage in contact with lobbyists 
and other third parties who seek to 
influence the government’s legislative 
and other activities, disclosing suf-
ficient information about these con-
tacts;
	� Strengthening the duty to declare 

ad hoc conflicts of interest by mak-
ing it applicable to all PTEFs and to all 
situations or activities connected with 
their functions, and by making such 
declarations public and excluding the 
persons concerned from decision-
making;
	� Strengthening the system of incom-

patible and outside activities by sum-
marising the applicable rules in one 
single text; ensuring that such activi-
ties are prohibited unless the person 
has received a written authorisation 
based on a considered determination, 
which shall be made available to the 
public;
	� Ensuring that a full set of rules on 

gifts and other benefits be applicable 
to all PTEFs, with a reporting obliga-
tion for gifts and other benefits, and 
making this information available to 
the public in a timely manner;
	� Broadening the rules on post-

employment restrictions to cover all 
PTEFs and avoid potential conflicts 
of interest when the employment con-
cerns a field of activity subject to au-
thorisation or scrutiny by the body the 
person is leaving;
	� Making ministers’ individual advis-

ers subject to the same disclosure 
requirements as ministers and deputy 
ministers.

Regarding law enforcement agen-
cies, GRECO made the following rec-
ommendations:
	� Increasing the representation of 

women at all levels in the police, par-
ticularly at the managerial level;
	� Providing for practical guidance on 

the code of ethics and the binding in-
struction on rules of conduct;
	� Introducing mechanisms of confi-

dential counseling on ethical and in-
tegrity matters for police staff;
	� Carrying out security checks relat-

ing to the integrity of police officers 
at regular intervals throughout their 
career;
	� Reviewing the system of donations 

and sponsorships to the police, setting 
safeguards against conflicts of interest, 
and publishing donations and sponsor-
ships online on a regular basis;
	� Publishing online centralised statis-

tics on complaints against police staff 
and measures taken in this respect.

In total, GRECO addressed 20 rec-
ommendations to the Czech Repub-
lic whose implementation will be 
assessed through the compliance pro-
cedure in 2025.

GRECO: Fifth Round Evaluation 
Report on the Republic of Moldova

On 4 March 2024, GRECO presented 
its 5th round evaluation report on the 
Republic of Moldova. The country has 
been a member of GRECO since 2001 

a member of GRECO since 2002, with 
a good track record in implementing 
GRECO recommendations: 89% of 
the first evaluation round have been 
fully implemented, 58% of the second 
evaluation round, and 77% of the third 
evaluation round. The compliance 
procedure under the fourth evaluation 
round is still ongoing, with six recom-
mendations out of fourteen not imple-
mented and seven only partly.

In the past five years, the Czech Re-
public’s position in Transparency Inter-
national’s Corruption Perception Index 
was somewhere between the 38th and 
49th rank. According to the TI Global 
Corruption Barometer 2022, 85% of re-
spondents living in the Czech Republic 
think that government corruption is a 
big problem (EU average: 62%). And, 
in the 12 months prior to the question-
ing, the country has the highest score 
in the EU (57% of the respondents 
against an EU average of 29%) when it 
comes to the use of personal connec-
tions for public services.

The Czech police is seen as the in-
stitution being least affected by cor-
ruption, with only 6% of respondents 
considering most of its members as 
corrupt, according to the Global Cor-
ruption Barometer, and 62% of re-
spondents trusting the police when it 
comes to reporting a corruption case 
(EU average: 58%).

The Czech Republic has a well-es-
tablished legal framework to fight cor-
ruption. However, progress with some 
key pieces of legislation has recently 
been very slow: the reform of the Civil 
Service Act, the Public Prosecution Act 
as well as the adoption of the Act on 
Lobbying or the Act on Whistleblower 
Protection.

In order to prevent corruption in 
respect of persons with top execu-
tive functions (PTEFs), including the 
Prime Minister, ministers, deputy min-
isters, ministers’ advisers as well as 
members of the police, GRECO recom-
mends the following:
	� Regulating the recruitment process 

https://rm.coe.int/fifth-evaluation-round-preventing-corruption-and-promoting-integrity-i/1680aec9a5
https://rm.coe.int/fifth-evaluation-round-preventing-corruption-and-promoting-integrity-i/1680aec9a5
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and undergone four evaluation rounds.
93% of recommendations were im-

plemented in the first evaluation round, 
67% in the second evaluation round, 
and 88% in the third evaluation round. 
In the fourth evaluation round, dealing 
with corruption prevention in respect 
of parliamentarians, judges, and pros-
ecutors, only 33% of all recommenda-
tions have been fully implemented to 
date; in its last publicly available Com-
pliance Report, GRECO concluded in 
this context that the low level of com-
pliance was “globally unsatisfactory.”

In Transparency International’s Cor-
ruption Perceptions Index 2024, Mol-
dova ranked 91st of 180 countries, with 
a score of 39 out of 100 (on a scale 
where 0 means highly corrupt and 100 
very clean), showing a steady increase 
compared to the previous two years (a 
score of 36, ranking 105th in 2021 and 
a score of 34, ranking 115th in 2020). 
However, challenges in investigating 
and prosecuting high-level corruption 
became visible in the banking fraud 
and Russian laundromat cases, which 
led to other fraud and money launder-
ing schemes in the country’s banking, 
financial, and insurance sectors.

In a report from 2023, the European 
Commission saw no significant pro-
gress in the prosecution of high-level 
corruption cases and long-standing 
criminal cases, although the track re-
cord of high-level corruption convic-
tions increased slightly.

In March 2022, the Republic of Mol-
dova submitted its application to join 
the EU and was subsequently granted 
candidate country status. The Europe-
an Commission presented nine steps 
that the country needs to address to 
further progress on the enlargement 
path, amongst which is “to complete 
… the comprehensive justice system 
reform, … including through efficient 
use of asset verification”, “to fight cor-
ruption at all levels by taking decisive 
steps towards proactive and efficient 
investigations, and a credible track re-
cord of prosecutions and convictions”, 

and “to enhance the involvement of 
civil society in decision-making pro-
cesses at all levels”. On 8 November 
2023, the European Commission rec-
ommended opening accession nego-
tiations with Moldova in view of “im-
portant progress” made on meeting 
the nine steps.

GRECO acknowledges progress in 
setting up an institutional and legal 
framework to promote integrity and 
prevent corruption in the top execu-
tive functions of the central govern-
ment and its law enforcement agen-
cies (presently the Moldovan Police 
and the Border Police). This institu-
tional setting includes the National 
Anti-corruption Centre, the National 
Integrity Authority (ANI), and the Anti-
corruption Prosecutor’s Office. A na-
tional integrity and anti-corruption 
strategy is in place, with work under-
way on a new strategy for the period 
2024–2028. The integrity legal frame-
work comprises several laws regulat-
ing issues such as the assessment of 
institutional integrity, the management 
of institutional corruption risks, and 
the declaration and verification of as-
sets and personal interests. New laws 
came into force more recently on ac-
cess to public-interest information and 
on the protection of whistleblowers 
(2023 and 2024, respectively).

However, GRECO’s report identifies 
a number of areas where improvement 
is needed. Regarding central gov-
ernments (top executive functions), 
GRECO recommends the following:
	� Adopting clear rules on integrity 

checks for PTEFs as part of their re-
cruitment in order to identify, avoid, 
and manage potential and existing 
conflicts of interest;
	� Making the names, functions (re-

sponsibilities), salary, and informa-
tion on ancillary activities in respect 
of presidential advisers, ministerial 
advisers, and experts or consultants 
(non-tenured advisers) public;
	� Broadening the spectrum of regis-

ters of institutional corruption risks 

by covering PTEFs more specifically, 
including regular updates of the regis-
ters;
	� Adopting code(s) of conduct for 

PTEFs, covering all relevant integrity 
matters and making these public, to-
gether with practical guidance, coupled 
with a credible and effective mecha-
nism for supervision and enforcement, 
including appropriate sanctions;
	� Providing dedicated awareness-rais-

ing trainings for PTEFs on integrity-re-
lated matters, when taking up their posi-
tions and at regular intervals thereafter, 
and making confidential counseling 
available on integrity-related issues;
	� Introducing rules on how PTEFs 

engage in contacts with lobbyists and 
other third parties who seek to influ-
ence the government’s decision-mak-
ing processes, decisions, and other 
activities;
	� Ensuring that the internal audit ser-

vice of the President’s Office and all 
ministries, including the State Chan-
cellery, be fully staffed and fully opera-
tional;
	� Establishing an effective supervi-

sion mechanism to implement the 
rules on post-employment restrictions 
in respect of PTEFs;
	� Ensuring an equal and fair distribu-

tion of workload and consistency of 
decisions of integrity inspectors within 
the National Integrity Authority by es-
tablishing an effective internal over-
sight mechanism;
	� Including all PTEFs in the list of 

categories of officials who may be in-
vestigated and prosecuted by the anti-
corruption prosecutor’s office for the 
commission of certain corruption and 
corruption-related offences.

As regards the Police and the Bor-
der Police, GRECO makes the follow-
ing recommendations:
	� Taking proactive measures to in-

crease the representation of women 
at all levels, particularly at middle and 
senior managerial levels;
	� Taking measures to comply with 

the requirements laid down in the new 
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freedom of information legislation, as 
regards, e.g., the increase of proactive 
transparency, the creation of a regis-
ter of requests for public interest in-
formation;
	� Handling information requests with-

in the statutory time limit, and ensur-
ing the proportionate application of 
the legitimate grounds for limitations 
of access to information;
	� Providing dedicated regular train-

ings on risk management to police of-
ficers, who are involved in the prepara-
tion and finalisation of risk registers;
	� Developing and publishing dedicat-

ed (separate or joint) code(s) of ethics 
covering all relevant integrity matters, 
coupled with practical guidance and 
an enforcement mechanism;
	� Carrying out systematic integrity 

checks of law enforcement officers, 
including sensitive functions and 
managers, prior to recruitment and 
throughout their career;
	� Establishing a merit-based, compet-

itive, and transparent process for the 
selection and appointment of deputies 
to the Chief of the Police, and limit-
ing  ad interim  promotions to excep-
tional situations;
	� Increasing the level of remuneration 

to establish attractive wages for the 
lower ranks (entry level);
	� Establishing an effective supervi-

sion mechanism to implement the 
rules on post-employment restrictions;
	� Taking measures for the practi-

cal implementation of the obligations 
stemming from the whistleblowers’ 
protection legislation.

GRECO will assess Moldova’s level 
of compliance with regard to the im-
plementation of the 25 recommenda-
tions in 2025.

GRECO: Fifth Round Evaluation 
Report on Armenia

On 18 April 2024, GRECO published 
its 5th round evaluation report on Ar-
menia.

The country has been a member of 
GRECO since 2004. It has been subject 

to four evaluation rounds with 75% of 
GRECO recommendations implement-
ed in the joint first and second evalu-
ation rounds, and 100% in the third 
evaluation round. Regarding the fourth 
evaluation round, 50% of GRECO’s rec-
ommendations have been fully imple-
mented and 50% partly implemented. 
The compliance procedure under that 
round is ongoing.

Following the 2018 Velvet Revolu-
tion, the Armenian Government initi-
ated a reform programme to root out 
corruption, modernise public govern-
ance, decrease the size of the shadow 
economy, alleviate tax evasion, and 
tackle monopolies and oligarchies.

Armenia issued an anti-corruption 
strategy and action plan as well as re-
formed established/specialised anti-
corruption institutions. Anti-corruption 
measures included a register of ben-
eficial ownership. As a result, Armenia 
has been among the first countries 
publishing data online on beneficial 
ownership; this effort started with an 
initial focus on extractive industries 
but has gradually extended to other 
sectors. From January 2023 on, the 
requirement to declare beneficial own-
ership applies to all companies, includ-
ing those under state ownership.

Large-scale investigations were 
opened to prosecute high-level corrup-
tion and kleptocratic networks con-
nected to previous regimes. Regarding 
persons with top executive functions 
(PTEFs), constitutional reforms to 
change the system of government from 
a presidential to a parliamentary system 
came into force in April 2018. The Law 
on Public Service (LPS), which applies to 
PTEFs, provides rules on ethics, preven-
tion of corruption, declaration of prop-
erty, income, interests and expenditures 
(asset declarations), and mechanisms 
to implement them. Armenia’s new anti-
corruption strategy (2023–2026) com-
prises some measures targeting PTEFs, 
but they are yet to be developed, includ-
ing through systematic performance of 
integrity checks prior to appointment.

GRECO finds the scope of post-em-
ployment restrictions, their monitor-
ing, and their enforcement to be the 
crucial weakness of the system. This 
is all the more true given the overlap 
between political and economic inter-
ests in Armenia.

Access to information legislation is 
reasonably comprehensive, but there 
is no dedicated institutional body, 
which would ensure systematic and in-
dependent review, monitoring, and the 
promotion of a unified implementation 
practice. The legislation provides insti-
tutional mechanisms to engage civil 
society and the public at large in the 
decision-making process, including an 
electronic platform for public consul-
tations, public hearings, and consulta-
tive bodies. However, in practice, not 
all of them are fully functional and ef-
fective. The adoption of lobbying rules 
remains an outstanding matter.

Against this background, GRECO 
recommends the following in respect 
of central governments (top executive 
functions):
	� Clarifying and regulating the legal 

status of unpaid advisors, subjecting 
them to the highest standards of trans-
parency, accountability, and integrity;
	� Carrying out risk analysis covering 

PTEFs’ specific integrity risks on a reg-
ular basis, including relevant remedial 
measures in anti-corruption strategies 
and action plans;
	� Adopting a code of conduct for 

PTEFs, coupled with credible and ef-
fective supervision and enforcement;
	� Carrying out an independent impact 

assessment of the implementation of 
the legislation regarding access to in-
formation, with a particular focus on 
the use of exceptions, the timeliness 
of responses, the practice of proactive 
disclosure, and effective enforcement.
	� Compiling and publishing official 

statistics on information requests and 
complaints related to refusals and de-
layed or incomplete responses.
	� Considering the establishment of a 

dedicated independent oversight body 

https://rm.coe.int/fifth-evaluation-round-preventing-corruption-and-promoting-integrity-i/1680af5d35
https://rm.coe.int/fifth-evaluation-round-preventing-corruption-and-promoting-integrity-i/1680af5d35
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for the systematic review, monitoring, 
and promotion of a unified implemen-
tation practice of the freedom of infor-
mation legislation;
	� Ensuring the meaningful participa-

tion of civil society, including its en-
gagement in the early stages of deci-
sion-making, allowing sufficient time 
for consultations, and sharing public 
suggestions to the maximum possible 
extent;
	� Introducing detailed rules and guid-

ance on the interaction of PTEFs with 
lobbyists and other third parties, who 
seek to influence the government’s 
legislative and other activities, with 
sufficient information about the rel-
evant details of these contacts;
	� Broadening the time limits and 

scope of post-employment restric-
tions in respect of PTEFs and estab-
lishing an effective reporting, monitor-
ing, and enforcement mechanism in 
this regard;
	� Providing the Corruption Prevention 

Commission with adequate financial 
and personnel resources to effectively 
perform its tasks with respect to PTEFs.

With regard to corruption among 
law enforcement authorities, the 
GRECO report focuses on the police 
as the primary law enforcement body 
implementing the government’s policy 
aimed at combating crime and other 
law infringements, maintaining public 
order and security. The police are cur-
rently undergoing a major structural re-
form, which started in December 2019. 
One of the weaknesses in the police 
is the lack of both a dedicated anti-
corruption policy/strategy and a risk 
assessment. No information is being 
gathered on whether the current post-
employment practices may constitute 
a vulnerability for the police.

Armenia has a dedicated, rather 
comprehensive Law on Whistleblow-
ing (last amended in 2022). However, 
there is still a deeply rooted culture 
against reporting. Additional action 
appears necessary to build trust in 
whistleblower reporting and advisory 

channels as well as in the available 
protection measures.

Regarding the police, GRECO there-
fore recommends the following:
	� Taking additional dedicated meas-

ures to strengthen the representation 
of women at all levels;
	� Reviewing internal and external 

media messaging, response times to 
public queries, and proactive messag-
ing on internal and external matters by 
the police;
	� Publishing information on com-

plaints received, action taken, and 
sanctions applied against police of-
ficers;
	� Strengthening the capacity of the 

staff responsible for communicating 
to the press and the general public, 
with the aim of enhancing transparen-
cy and public confidence in the police 
force;
	� Adopting a dedicated and operation-

al anti-corruption action plan based on 
systematic and comprehensive review 
of risk-prone areas, accompanied by 
targeted mitigating and control meas-
ures and structures (which are subject 
to regular evaluation and impact as-
sessment);
	� Adopting and publishing a code of 

conduct to address modern challeng-
es of policing that covers all relevant 
integrity matters in detail;
	� Accompanying the code with prac-

tical guidance as well as effective 
awareness-raising and confidential ad-
visory measures;
	� Strengthening integrity checks dur-

ing staff recruitment and systematical-
ly carrying out routine vetting during an 
officers’ police career;
	� Providing the Internal Security and 

Anti-Corruption Department of the po-
lice with adequate material, financial, 
and personnel resources to perform 
its tasks proactively and efficiently;
	� Better protecting whistleblower 

anonymity and further developing in-
ternal reporting channels, for example 
by adopting confidential reporting pro-
cedures.

The Armenian authorities are ex-
pected to report back to GRECO on the 
implementation of the 22 recommen-
dations by 30 September 2025. After 
that, GRECO will again assess the 
country’s level of compliance.

Money Laundering

MONEYVAL: Fifth Round Evaluation 
Report on Montenegro 

On 1 February 2024, MONEYVAL pub-
lished its fifth round evaluation report 
on Montenegro. Even though Monte-
negro is not an EU Member State, the 
country uses the EURO as its de facto 
official currency since 2002, with the 
banking sector – the country’s most 
significant financial industry – holding 
93% of the total assets in the financial 
system in 2021. 

The geographical location of Mon-
tenegro in the Balkan region impacts 
the risks related to the smuggling of 
drugs, migrants, tobacco, and arms 
as well as human trafficking, with 
transnational organised crime groups 
(OCGs) exploiting the system to under-
take these crimes and pursuing loan 
sharking activities (usury). 

Since the last comprehensive evalu-
ation in 2015, Montenegro has taken 
a number of actions to strengthen its 
legal and institutional anti-money laun-
dering (AML) and countering the fi-
nancing of terrorism (CFT) framework 

MONEYVAL found that under the 
Financial Action Task Force (FATF) 
standards used for assessment, Mon-
tenegro obtained a substantial level of 
effectiveness in two out of 11 areas: 
(1) in understanding money laundering 
(ML) and terrorist financing (TF) risks, 
and (2) in international cooperation 
where the authorities are commended 
for their efficient and effective coop-
eration with respect to both evidence 
and intelligence exchanges. 

In the other nine areas Montene-
gro was considered to have moderate 
levels of effectiveness, where major 

https://rm.coe.int/montenegro-for-publication/1680ae59a5
https://rm.coe.int/montenegro-for-publication/1680ae59a5
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improvements are required. The main 
findings by MONEYVAL can be sum-
marised as follows:
	� The understanding of the compe-

tent authorities on ML risks is reason-
able and goes beyond the analysis and 
findings of the national risk assess-
ments (NRAs), which often lack depth. 
The AML/CFT strategic action plans 
address the identified ML/TF risks to a 
large extent, however a number of ac-
tions are still pending. 
	� Law enforcement authorities have 

access to a wide range of financial in-
telligence and other relevant informa-
tion; they actively communicate and 
coordinate with each other and the 
financial intelligence unit (FIU) dur-
ing investigations. The FIU accesses 
a broad range of information which 
is routinely used for operational and 
tactical analysis but to a lesser extent 
for strategic analysis. Financial intel-
ligence is mainly used to develop evi-
dence on and trace proceeds of crime 
but is not sufficiently used to identify 
and investigate ML. Reporting is low 
across all sectors. 
	� The number of ML investigations 

and prosecutions is relatively low com-
pared to the volume of convictions for 
high-risk predicates. The prosecutors 
often prefer pursuing the confiscation 
of proceeds of crime rather than inves-
tigating and prosecuting associated 
ML. The number of ML convictions is 
also low. The type of ML prosecutions 
and convictions is inconsistent with 
the country risks, with third-party ML, 
stand-alone ML, and ML from foreign 
predicates being insufficiently pursued. 
Criminal sanctions should be more ef-
fective, proportionate, and dissuasive. 
	� The overall value of confiscated as-

sets derived from the commission of 
high-risk predicate offences (including 
drug trafficking perpetrated by Monte-
negrin OCGs and high-level corruption) 
remains low. More efforts are neces-
sary to trace, seize, and confiscate 
foreign proceeds and proceeds moved 
abroad. The controls on cross-border 

cash movements have yielded some re-
sults; more efforts are needed however. 
Confiscation of falsely/not declared 
cross-border movements of cash is not 
available as a sanction in Montenegro. 
Direct access to information on cross-
border cash movements by the FIU re-
cently started being used for tactical 
analysis to detect ML/TF suspicions 
and is yielding positive results.
	� The authorities demonstrated a 

good understanding of TF risks going 
beyond the conclusions of the NRA. 
The understanding of the TF risk expo-
sure of certain sectors such as banks, 
money or value transfer services, and 
non-profit organisations is limited. 
Montenegrin authorities adopt an in-
telligence-based approach to detect 
terrorism and TF suspicions, which en-
sures a sufficient and effective level of 
detection and immediate coordinated 
response. There have been neither 
convictions nor prosecutions for TF, 
which is in line with the country’s risk 
profile to a certain extent.
	� The most material sector by far 

in Montenegro is the banking sector 
which demonstrated a good under-
standing of ML risks and good level of 
implementation of AML/CFT obliga-
tions. The understanding of ML risks 
was adequate across most other non-
bank financial institutions. The under-
standing of TF risks is limited across 
sectors.
	� There is a solid licensing regime 

for banks, a good understanding of 
ML risks, but a limited understanding 
of TF risks.  The Central Bank of Mon-
tenegro has established an adequate 
risk assessment framework and risk-
based supervision for several years, 
which requires further development in 
particular regarding the imposition of 
pecuniary fines via the misdemeanour 
procedure. An adequate level of un-
derstanding of the ML risks posed by 
legal persons was demonstrated by 
some authorities.
	� Montenegro has put in place sev-

eral measures aimed at preventing the 

misuse of legal persons including the 
requirements of registration and hold-
ing a bank account. However, there are 
concerns surrounding the availability 
of accurate, adequate, and up-to-date 
beneficial ownership information.
	� Montenegro provides a wide range 

of legal assistance in an efficient 
manner using bilateral and multilat-
eral agreements and international 
networks. The FIU however is not as 
proactive when it comes to the spon-
taneous sharing of intelligence with its 
counterparts. 

MONEYVAL’s report provides a num-
ber of recommendations on how the 
Montenegrin AML/CFT system can be 
strengthened. The country is expected 
to report back to MONEYVAL in De-
cember 2025 as part of its enhanced 
follow-up reporting process.

MONEYVAL: Fifth Round Evaluation 
Report on Azerbaijan 

On 12 February 2024, MONEYVAL pub-
lished its fifth round evaluation report 
on Azerbaijan. Its geographical, trans-
continental location impacts the risks 
related to drugs smuggling and higher 
risk jurisdictions. The most important 
sector within the financial industry 
is the banking sector, holding 95% of 
the country’s total assets. Since 2014, 
when MONEYVAL last evaluated Azer-
baijan, the country has taken several 
actions to strengthen its legal and in-
stitutional anti-money laundering and 
countering the financing of terrorism 
(AML/CFT) framework and has start-
ed to put in place the elements of an 
effective AML/CFT system.

A national risk assessment (NRA) 
on money laundering and terrorist fi-
nancing (ML/TF) was carried out in 
2022. It assessed the TF risk level as 
medium-high with domestic corrup-
tion, tax-related crimes, smuggling, 
and drug trafficking being the main ML 
predicate offences. The conclusions 
of the assessment appear reason-
able and were known to the authorities 
but MONEYVAL recommends further 

https://rm.coe.int/moneyval-2023-27-mer-azerbaijan-2782-6987-7257-v-1/1680ae8295
https://rm.coe.int/moneyval-2023-27-mer-azerbaijan-2782-6987-7257-v-1/1680ae8295


eucrim   1 / 2024  | 51

SPECIFIC AREAS OF CRIME

analysis to substantiate ML-related 
risks regarding the use of cash in the 
economy, misuse of real estate, legal 
persons, and organised crime. In more 
detail, the key findings of the report are 
as follows:
	� At a policy level, domestic coop-

eration between the authorities ap-
pears to be adequate and has yielded 
positive results in terms of legislation 
(adoption of national action plans de-
rived from the NRA findings). Effective-
ness of cooperation beyond legislation 
is less evidenced, however. Given that 
the authorities perceive immovable 
property to be the main ML scheme 
in corruption matters, there remains a 
lack of suitable measures to fully miti-
gate the risks.
	� The investigative authorities have 

access to financial intelligence and 
other information which they use to 
a certain extent to establish evidence 
and trace the proceeds of crime linked 
to ML, TF, and predicate offences. 
	� Financial intelligence is often gath-

ered directly by the law enforcement 
agencies (LEA) from the private sec-
tor. The conversion rate from intel-
ligence obtained through suspicious 
transactions reports (STRs) into case 
investigations and prosecutions is, 
however, insufficient. Most STRs are 
received from banks, while the contri-
bution from some of the higher risk 
sectors remains limited. Whilst the 
Financial Monitoring Service (FMS) 
maintained that the quality of STRs is 
improving, insufficiencies remain; this 
is reflected in the low number of in-
vestigations being initiated from FMS 
disseminations. Further FMS work to 
improve their analytical capacity and 
capabilities and to promote the use of 
financial intelligence in investigations 
is therefore necessary. 
	� Azerbaijan has dedicated LEAs 

competent to identify and investigate 
ML offences. Major improvements are 
needed to pursue the investigation and 
prosecution of ML effectively, which 
would benefit from increased domestic 

cooperation between the relevant au-
thorities at an operational level. While 
the overall number of ML investigations 
increased in the last year and some ML 
cases related to crimes posing high-
level ML threats have been investigated 
and prosecuted, the results are not fully 
consistent with the risk profile of the 
country. Most of the prosecutions and 
convictions achieved pertain to self 
laundering and legal persons have not 
been investigated so far for ML.
	� Confiscation is pursued as a policy 

objective to some extent but there is 
a need for parallel financial investiga-
tions to be conducted so that authori-
ties are not solely focused on the es-
tablishment of the damage caused by 
the offence but also on tracing assets. 
	� Sanctions applied in case of false 

or undeclared cash do not seem to be 
entirely proportionate, dissuasive, and 
effective.
	� Azerbaijan has achieved a substan-

tial level of effectiveness for counter-
ing TF. The seven convictions secured 
during the reference period is in line 
with the risk profile of the country to 
some extent. The overall effectiveness 
is impacted by the deficiencies in TF 
risk understanding. There is no nation-
al counter-terrorism strategy, though 
the authorities adopted some policy 
documents where TF investigations 
have been integrated.
	� Financial institutions (FIs) reflected 

their risk understanding and allocated 
the necessary resources to mitigate 
risks. The designated non-financial 
business and professions (DNFBPs) 
are less focused on risk scenarios 
which is also reflected in the low level 
of reporting suspicious activities. 
	� The customer due diligence (CDD) 

measures performed are generally 
sound and risk-based, with the excep-
tions of smaller non-banking financial 
institutions, such as life insurance 
companies, leasing companies, or ex-
change offices. Banks perform a se-
ries of checks and gather information 
on shareholders and management of 

their clients and sometimes go further 
to identify the ultimate natural person 
who holds control. The effectiveness 
of managing domestic politically ex-
posed persons (PEPs) is negatively 
impacted by deficient legislation. 
	� Fundamental improvements are 

needed for  the supervision of finan-
cial institutions and designated non-
financial businesses and professions. 
While the Central Bank of Azerbaijan 
(CBA) applies basic “fit and proper” 
entry checks both for qualified own-
ers and persons who can significantly 
influence the decision-making pro-
cess, these do not always cover ben-
eficial owners: the identification of 
potential association with criminals 
is not checked. The understanding of 
risks varies amongst supervisors and 
the risk-based approach needs to be 
strengthened. Enforcement and sanc-
tioning powers for breaches of profes-
sional AML/CFT obligations should 
also be strengthened.
	� The understanding of ML risks var-

ies amongst supervisors. The CBA 
and the Bar Association demonstrated 
a better understanding of ML risks 
than the State Tax Service (STS) and 
Chamber of Auditors. Notwithstand-
ing the fact that the real estate sector 
is weighted as bearing higher ML risk, 
during the period under review there 
was no supervision for the sector. The 
overall sanctioning regime is an area 
for improvement. 
	� Important steps were taken to pre-

vent the misuse of legal persons, but 
more proactive measures are required 
to ensure the transparency of legal 
persons. Reporting entities should ap-
ply the necessary identification and 
verification measures in case of PEPs 
and beneficial owners (BOs).
	� The country has no BO register and 

there is no requirement for the legal 
entities themselves to gather and re-
tain their BOs information. Authorities 
have easy access to basic informa-
tion kept by the STS, which is gener-
ally accurate and updated. To obtain 
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BO information the authorities mainly 
appeal to banks. The quality of BO in-
formation is impacted by deficiencies 
identified at reporting entities. 
	� Looking at international coopera-

tion, Azerbaijan achieved a substantial 
level of effectiveness and was com-
mended for the authorities’ capacities 
to provide and seek constructive as-
sistance in relation to ML, associated 
predicate offences, and TF. Mutual 
legal assistance (MLA) is provided in 
a constructive and timely manner to a 
large extent despite the unavailability 
of a case management system and 
prioritisation mechanism applicable to 
all competent authorities. Authorities 
seek MLA to pursue ML and predicate 
offence investigations. International 
cooperation on tracing, seizing, and 
confiscating assets moved abroad is 
very limited, but authorities are making 
efforts to overcome this deficiency. 
The FMS does not entirely effectively 
seek assistance given risk and con-
text of the country. No international 
cooperation has been performed by 
the supervisors in relation to AML/CFT 
matters. 

In line with the follow-up proce-
dures, Azerbaijan is expected to re-
port back to MONEYVAL on progress 
achieved in improving the implementa-
tion of its AML/CFT measures in De-
cember 2025.

Legislation

Council of Europe Conventions –  
Latest Developments

The following table shows the latest 
developments in connection with rati-
fications and accessions of criminal/
security law-related Council of Europe 
Conventions. It lists all developments 
from 1 January 2023 to 30 April 2024. 
The table is regularly updated on the 
eucrim website at: <https://eucrim.eu/
documentation/ratifications/>.  

Council of Europe Treaty State

Date of  
ratification (r);  
accession (a);  
entry into force (e)

Second Additional Protocol to the Convention on 
Cybercrime on enhanced co-operation and disclo-
sure of electronic evidence (ETS No. 224)

Japan
Serbia

10 Aug 2023 (r)
9 Feb 2023 (r)

Protocol amending the Convention for the Protec-
tion of Individuals with regard to Automatic Pro-
cessing of Personal Data (ETS No. 223)

San Marino
Hungary
Portugal
Switzerland
Bosnia and 
Herzegovina
Slovenia
Slovakia
Liechtenstein
Argentina
France
Iceland

16 Nov 2023 (r)
19 Oct  2023 (r)
18 Oct  2023 (r)

7 Sep 2023 (r)
 

7 Jul 2023 (r)
20 Jun 2023 (r)
15 Jun 2023 (r)
17 May 2023 (r)
17 Apr 2023 (r)
27 Mar 2023 (r)
20 Jan 2023 (r)

Protocol amending the Additional Protocol to the 
Convention on the Transfer of Sentenced Persons 
(ETS No. 222) 

Portugal
Hungary

11 Jul 2023 (r)
13 Feb 2023 (r)

Additional Protocol to the Council of Europe  
Convention on the Prevention of Terrorism   
(ETS No. 217)

Azerbaijan
Norway
Ukraine
Belgium
Finland
Luxembourg
Andorra

12 Apr 2024 (r)
1 Oct 2023 (e)

14  Sep 2023 (r)
1 Sep 2023 (e)
1 Aug 2023 (e)
1 Jun 2023 (e)
1 Feb 2023 (e)

Council of Europe Convention against Trafficking  
in Human Organs (ETS No. 216)

France 1 May 2023 (e)

Council of Europe Convention on the Manipulation 
of Sports Competitions  
(ETS No. 215)

France
Iceland

1 Oct 2023 (e)
1 Apr 2023 (e)

Protocol No. 16 to the Convention for the Protec-
tion of Human Rights and Fundamental Freedoms 
(ETS No. 214)

Moldova
Montenegro
Belgium
Romania

1 Oct 2023 (e)
1 Jun 2023 (e)
1 Mar 2023 (e)
1 Jan 2023 (e)

Convention on the counterfeiting of medical prod-
ucts and similar crimes involving threats to public 
health (ETS No. 211)

Cyprus
Côte d’Ivoire

5  Sep 2023 (r)
20 Jul 2023 (r)

Convention on preventing and combating violence 
against women and domestic violence  
(ETS No. 210)

Latvia
European Union

10 Jan 2024 (r)
1 Oct 2023 (e)

Council of Europe Convention on Laundering, 
Search, Seizure and Confiscation of the Proceeds 
from Crime and on the Financing of Terrorism  
(ETS No. 198) 

Estonia 1 Jan 2023 (e)

Additional Protocol to the Convention on Cyber-
crime, concerning the criminalisation of acts of a 
racist and xenophobic nature committed through 
computer systems (ETS No. 189)

Slovakia
Iceland

1 Oct 2023 (e)
1 May 2023 (e)

Convention on Cybercrime (ETS No. 185) Grenada
Sierra Leone
Tunisia
Cameroon
Brazil

22 Apr 2024 (a)
19 Apr 2024 (a)
8 Mar 2024 (a)

15 Dec 2023 (a)
1 Mar 2023 (e)

Additional Protocol to the Convention on the Trans-
fer of Sentenced Persons (ETS No. 167)

Portugal 11 Jul 2023 (r)

Convention on the Transfer of Sentenced Persons 
(ETS No. 112)

Kyrgyzstan
Brazil

22 Apr 2024 (a)
1 Oct 2023 (e)

Council of Europe Treaty State
Date of ratification (r) 

signature (s) 
of accession (a) 

Second Additional Protocol to 
the Convention on Cybercrime 
on enhanced co-operation and 
disclosure of electronic evidence 
(ETS No. 224)

Japan 
Serbia 

10. August 2023 (r) 
9. February 2023 (r) 

Protocol amending the Conven-
tion for the Protection of Indi-
viduals with regard to Automatic 
Processing of Personal Data 
(ETS No. 223)

San Marino 
Hungary 
Portugal 
Switzerland 
Bosnia and Herzegovina 
Cabo Verde 
Slovenia 
Slovakia 
Liechtenstein 
Argentina 
France 
Moldova 
Iceland 

16. November 2023 (r) 
19. October 2023 (r) 
18. October 2023 (r) 
7. September 2023 (r) 
7. July 2023 (r) 
28. June 2023 (s) 
20. June 2023 (r) 
15. June 2023 (r) 
17. May 2023 (r) 
17. April 2023 (r) 
27. March 2023 (r) 
9. February 2023 (s) 
20. January 2023 (r) 

Protocol amending the Addition-
al Protocol to the Convention on 
the Transfer of Sentenced Per-
sons (ETS No. 222) 

Cyprus 
Portugal 
Latvia 
Hungary 

6. March 2024 (s) 
11. July 2023 (r) 
20. June 2023 (s) 
13. February 2023 (r) 

Additional Protocol to the Coun-
cil of Europe Convention on the 
Prevention of Terrorism  (ETS 
No. 217)

Azerbaijan 
Norway 
Ukraine 
Belgium 
Finland 
Luxembourg 
Azerbaijan 
Andorra 

12. April 2024 (r) 
1. October 2023 (e) 
14. September 2023 (r) 
1. September 2023 (e) 
1. August 2023 (e) 
1. June 2023 (e) 
20. March 2023 (s) 
1. February 2023 (e) 

Council of Europe Convention 
against Trafficking in Human 
Organs (ETS No. 216)

France 1. May 2023 (e) 

Council of Europe Convention 
on the Manipulation of Sports 
Competitions (ETS No. 215)

France 
Iceland 

1. October 2023 (e) 
1. April 2023 (e) 

Protocol No. 16 to the Conven-
tion for the Protection of Human 
Rights and Fundamental Free-
doms (ETS No. 214)

Moldova 
Montenegro 
Belgium 
Romania 

1. October 2023 (e) 
1. June 2023 (e) 
1. March 2023 (e) 
1. January 2023 (e) 

Convention on the counterfeiting 
of medical products and similar 
crimes involving threats to pub-
lic health (ETS No. 211)

Tunisia 
Slovakia 
Cyprus 
Côte d’Ivoire 
Congo 
Norway 
Togo 

7. February 2024 (s) 
24. October 2023 (s) 
5. September 2023 (r) 
20. July 2023 (r) 
5. June 2023 (s) 
12. April 2023 (s) 
16. January 2023 (s) 

Convention on preventing and 
combating violence against 
women and domestic violence 
(ETS No. 210)

Latvia 
European Union 

10. January 2024 (r) 
1. October 2023 (e) 

Council of Europe Convention 
on Laundering, Search, Seizure 
and Confiscation of the Proceeds 
from Crime and on the Financ-
ing of Terrorism  (ETS No. 198) 

Estonia 1. January 2023 (e) 

Additional Protocol to the Con-
vention on Cybercrime, concern-
ing the criminalisation of acts of 
a racist and xenophobic nature 
committed through computer 
systems (ETS No. 189)

Slovakia 
Iceland 

1. October 2023 (e) 
1. May 2023 (e) 

Convention on Cybercrime (ETS 
No. 185)

Grenada 
Sierra Leone 
Tunisia 
Cameroon 
Brazil 

22. April 2024 (a) 
19. April 2024 (a) 
8. March 2024 (a) 
15. December 2023 (a) 
1. March 2023 (e) 

Second Additional Protocol to 
the European Convention on 
Mutual Assistance in Criminal 
Matters (ETS No. 182)

Azerbaijan 4. April 2023 (s) 

Additional Protocol to the Con-
vention on the Transfer of Sen-
tenced Persons (ETS No. 167)

Portugal 11. July 2023 (r) 

Convention on the Transfer of 
Sentenced Persons (ETS No. 
112)

Kyrgyzstan 
Brazil 

22. April 2024 (a) 
1. October 2023 (e) 
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Fil Rouge

In June 2021, the European Public Prosecutor’s Office 
(EPPO) started operating, almost four years after the 
adoption of the founding Regulation (EU) 2017/1939. 
The past three years have shown the EPPO’s great po-
tential in investigating and prosecuting PIF crimes, 
paving the way for a promising future. However, the 
functioning of the EPPO has also revealed the con-
straints and deficiencies of the Regulation. Although 
the establishment of the EPPO represents a revolution 
in the field of judicial cooperation in criminal matters, 
the Regulation is also the result of lengthy negotia-
tions and compromises. Both the effectiveness of the 
EPPO’s investigations and the protection of funda-
mental rights is affected, given that certain opera-
tive modalities of EPPO’s competence are still in the 
ambit of the Member States’ national laws. Therefore, 
the European Commission decided to launch a study 
to assess the implementation, effectiveness, and ef-
ficiency of the Regulation and its working practices in 
the 22 Member States participating in the EPPO, the 
results of which were recently published. 

This eucrim issue provides an outlook on the fu-
ture potential of the EPPO and some of the remaining 
problems. It is partially based on a conference held 
at the University of Luxembourg in June 2023: “EPPO 
the way forward: new potentials and challenges”. This 
issue also includes contributions discussing the latest 
developments concerning the EPPO. 

In the first article, Marc Engelhart presents the re-
sults of the implementation study commissioned by 
the European Commission. The study shows that the 
implementation of Regulation 2017/1939 was suc-
cessful overall but that several problems arose due to 
the lack of harmonisation of national criminal proce-
dures. One of the overreaching issues concerns the 
independence of the EPPO, which can be affected by 
various factors, e.g., the involvement of national au-
thorities in the EPPO’s operations and the appoint-
ment procedure of European Prosecutors and Euro-
pean Delegated Prosecutors. 

Connecting to this latter aspect, the second article, 
by Danilo Ceccarelli, discusses the adequacy of safe-
guards in place to protect the independence of the 
EPPO and its prosecutors. The Regulation endorses 

a prosecutorial-centric criminal justice model that af-
fords the EPPO an active role during the whole crimi-
nal process. In light of this, Recital 16 of the Regu-
lation stresses that “since the EPPO is to be granted 
powers of investigation and prosecution, institutional 
safeguards should be put in place to ensure its inde-
pendence.” Ceccarelli argues that the safeguards set 
out in the Regulation inadequately guarantee the inde-
pendence of the EPPO prosecutors; the appointment 
procedure is the most significant legal loophole com-
promising their independence. 

Two further articles focus on the hot topic of judi-
cial review of EPPO acts. Judicial review and cross-
border investigation mechanisms were subjects of in-
tense controversy during the long negotiation process. 
The Regulation has left certain questions open that 
need to be clarified either by amending the Regulation 
or through interpretation by the CJEU. In a third ar-
ticle, Advocate General Anthony M Collins zooms in on 
the CJEU’s jurisdiction to review the acts of the EPPO 
and provides a brief overview of the cases before the 
Court. In a fourth article, Katalin Ligeti comments on 
the CJEU’s first preliminary ruling on the EPPO Regu-
lation (Case C-281/22), which interprets Arts. 31(3) 
and 32 regarding the extent of judicial review in the 
context of gathering cross-border evidence. 

In the fifth and last article, Peter Csonka and Lucia 
Zoli look at the future of the EPPO. Despite being a re-
cent development in EU criminal law, there are already 
calls to extend the EPPO’s material scope of compe-
tence to crimes other than those against the EU’s fi-
nancial interests. The authors examine the possibility 
of extending the EPPO’s competence to the (recently 
harmonised) crimes for the violation of EU sanctions. 
They conclude that while it is legally possible to ex-
tend the EPPO’s competence to such crimes, the deci-
sion ultimately rests primarily on the political will of 
the Member States. 

Prof. Katalin Ligeti, Professor of European and Interna-
tional Criminal Law &

Georgia Theodorakakou, PhD Candidate, University of 
Luxembourg
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Compliance with the EPPO Regulation
Study Results on the “Implementation” of Council Regulation (EU) 2017/1939 
in the Member States

Marc Engelhart* 

The European Public Prosecutor’s Office, being the largest project in the history of European Criminal Law, is based on 
Council Regulation (EU) 2017/1939 (“the EPPO Regulation”) but has nevertheless required substantial adjustments to 
national criminal law in order to function. This article presents the results of a compliance study commissioned by the 
European Commission to assess whether the national legislation of the 22 Member States participating in the EPPO is 
in conformity with the EPPO Regulation.

I. Introduction

The establishment of the European Public Prosecutor’s  
Office (EPPO) by Council Regulation (EU) 2017/1939 of 12 
October 2017 (hereinafter: “EPPO Regulation”)1 was a ma-
jor step in European integration and in the field of European 
criminal law. This historic project posed unprecedented 
challenges, not only for the newly established body of the 
Union but also for the Member States. The problems for the 
Member States stem to a large extent from the complex 
structure of the EPPO, which, after a rocky and controver-
sial debate on the nature and structure of the possible body, 
resulted in a compromise that was not acceptable for all 
Member States: The EPPO was constructed between the 
borderlines of recognising national sovereignty (given that 
criminal law is a particularly important and sensitive issue 
in the national legal systems) and finding an effective ap-
proach to transnational criminal investigations (that should 
go far beyond the existing legal instruments of European 
cooperation in criminal matters).2

Because of the complexity of the structure and hybrid na-
ture of the EPPO, which requires an interplay between na-
tional law and EU law, on the one hand, and national authori-
ties and the EPPO, on the other, the EPPO does not operate 
simply based on the – in principle, directly applicable – EU 
Regulation. Although the EPPO Regulation takes prece-
dence in the case of conflicting national law, it could by no 
means solve all legal problems and aspects of national law. 
Hence it required implementing national legislation – quite 
unusual for a Regulation. 

Against this background, the regular conformity assess-
ment of national measures, which the European Com-
mission regularly carries out as a follow-up to European 
legislation, was not only of particular interest but also a 

challenging undertaking in this case. The Commission’s Di-
rectorate-General for Justice and Consumers (hereinafter: 
“DG JUST”) therefore tasked external experts with a study 
preparing the assessment.3 The study culminated in a final 
report (hereinafter: “Final Report”) with two Annexes (An-
nex 1 and Annex 2)4 as well as a report replying on specific 
aspects after an extension of the study (hereinafter: “Exten-
sion Report”).5

II. Overview

The study examined the compliance of the legal systems 
of the 22 participating Member States (at the time of the 
study) with the EPPO Regulation. It covered the articles of 
the Regulation that are relevant to the Member States and 
thus might require “implementation” in their legal systems, 
in particular those dealing with the setting-up of a structure 
for the European Delegated Prosecutors (hereinafter: the 
“EDPs”) and with the relevant rules of procedure governing 
the work of the EDPs. An assessment of the articles deal-
ing directly with the exclusively European part of the EPPO, 
such as the provisions relating to the European Chief Pros-
ecutor (hereinafter: the “ECP”), the Permanent Chambers, 
the College, and (in so far as they do not concern national 
matters) the European Prosecutors (hereinafter: the “EPs”) 
was not part of the study.6

1. Structure of the study reports

The Final Report presents the main findings of the study 
in the form of a comparative legal analysis. It starts by ad-
dressing an overarching issue that has an impact on sev-
eral compliance issues: the role of national authorities in 
the EPPO’s criminal proceedings, which may affect the 
overall tasks and independence of the EPPO.7 It then deals 
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with the issues regulated by the EPPO Regulation: estab-
lishment, tasks, and basic principles;8 structure, status, and 
organization;9 competences;10 and relevant rules of proce-
dure.11 A brief section of the report is devoted to procedural 
safeguards,12 information processing,13 financial and staff 
provisions,14 and general provisions.15 Annex  I provides an 
analysis of the situation in each participating Member State, 
giving an illustrative overview on full compliance, partial 
compliance, and non-compliance with the EPPO Regulation. 
Annex  2 provides an equally descriptive article-by-article 
summary table, which provides a good depiction of which 
articles are causing problems for national jurisdictions. 

As the study identified a number of issues causing “imple-
mentation” problems in national law, DG Just requested an 
extension of the study with regard to the following topics, 
which are dealt with separately in more detail in the Ex-
tension Report: the question of the independence of the 
EPPO;16 material competence of the EPPO;17 operations of 
the EPPO, especially the right of evocation and the access 
to information;18 cross-border-investigations, especially in 
regard to judicial authorization, the admissibility of evidence, 
and translations.19 While the Final Report assesses the 
compliance of the national legislation of the Member States 
with the EPPO Regulation, the Extension Report looks at 
certain aspects of the EPPO Regulation that may impact the 
effectiveness of the EPPO and its working practices, which 
do not necessarily stem from the lack of compliance of 
Member States’ national legislation with the EPPO Regula-
tion but extend to other issues that may arise, for example, 
from the unclear wording of the Regulation itself.

2. Methodology of the study

The study is based on sound comparative research.20 The 
country rapporteurs of the participating countries com-
pleted a correlation table on the relevant articles of the 
EPPO Regulation, taking into account the respective na-
tional measures of implementation (either already existing 
measures or measures being drafted specifically for the 
implementation of the EPPO Regulation into national law). 
In addition, the country rapporteurs interviewed either an 
EDP or an EP from the respective jurisdiction. After a review 
process by the core project team, each country rapporteur 
drafted a national summary report published in Annex I.21 
The national reports/correlation tables formed the basis for 
the comparative analysis presented in the Final Report writ-
ten by the core project team.

For the extension study, an in-depth analysis was carried 
out of articles that were either problematic because of the 
wording of the Regulation itself, or because non-compli-

ance has a clear impact on the functioning of the EPPO, 
or because a significant number of Member States did not 
fully comply with the EPPO Regulation.22 The study team 
conducted structured interviews with EDPs/EPs as well as 
with representatives of the Operations and College Support 
Unit at the EPPO’s central level. The findings of the inter-
views are presented in the Extension Report.

III. Results in Detail

The study shows that the vast majority of Member States 
fully or almost fully comply with the EPPO Regulation.23 The 
following presentation is therefore limited to those aspects 
where no (full) implementation of the requirements was 
found or to those which impact the effectiveness of the 
EPPO’s functioning.

1. Independence and tasks of the EPPO

The independence of the EPPO is a key concept of the EPPO 
Regulation, as set out in its Art. 6(1). Independence is, in 
principle, not a problem in systems that mainly follow an 
adversarial system (such as AT, BG, CZ, DE, EE, HR, IT, LT, LV, 
NL, PT, RO, and SK). In these countries, criminal investiga-
tions and prosecutions are led by national public prosecu-
tors and the investigative judge rarely intervenes, e.g., only 
to ensure the protection of fundamental rights during the 
investigation. However, in legal systems with a more inquis-
itorial approach (such as BE, EL, ES, FR, LU, and SI), in which 
an investigative judge traditionally not only exercises judi-
cial control over the investigations but also actively directs 
the investigative work and/or decides on the prosecution, 
problems arise on several fronts. These systems still confer 
some residual powers upon the investigative judge, which 
hampers the investigative powers of the EPPO as exercised 
by EDPs/EPs.24 One example is Belgium, where, pursuant 
to Art. 79 of the Judicial Code, a dual system of criminal 
investigations either led by prosecutors or the investigative 
judge is also applicable to EPPO cases; if the investigations 
of PIF offences require intrusive investigative measures (as 
per Arts. 55 and 56 of the Belgian Code of Criminal Proce-
dure), the investigation is led by the investigative judge and 
not by the Belgian EDPs/EP.25 Generally speaking, the inves-
tigation tasks and the basic principles of the activities of 
the EPPO under Arts. 4, 5(4), 28, and 30 EPPO Regulation 
are not fully implemented in all Member States.26

However, it is not only the system of investigative judges 
that causes problems but also the fact that other national 
authorities (often specialised agencies, such as customs 
authorities or “higher” prosecution authorities, such as the 
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Attorney General, or national judicial authorities, such as a 
Judicial Council) retain their investigative and/or prosecu-
torial powers. The result is that the EDPs/EPs are unable to 
exercise the investigation27 and prosecutorial powers28 they 
are required to perform according to the Regulation.29 In ad-
dition to these problematic powers, situations in which re-
porting obligations to and agreements of national authori-
ties are required before the EPPO can carry out and perform 
its duties also affect the independence of the EPPO (al-
though to a lesser extent). For example, Dutch law requires 
the Board of Prosecutors General to check the decision of 
the EPPO to use certain investigative techniques.30 This is 
in conflict with Art.  12(4) EPPO Regulation, which states 
that in cases in which national law provides for the inter-
nal review of certain acts within the structure of a national 
prosecutor’s office, the acts of the EDPs shall be reviewed 
exclusively by the EPs, on the basis of the internal rules of 
procedure of the EPPO. 

In addition, other factors were identified as potentially af-
fecting the independence of the EPPO: the lack of transpar-
ency in the appointment procedure of the EPs; the lack of 
national career guarantees after the end of the mandate of 
the EPs (or ECP); the control by national authorities over the 
“necessary” resources and equipment of the EDPs; and the 
national authorities’ provision of “adequate arrangements” 
for social security, pension, and insurance coverage.31

In contrast to the problems with national authorities, the 
study did not identify any problems involving the influence 
of European Union institutions, bodies, offices, or agencies 
(IBOAs) on the EPPO.32 The only noteworthy aspect was the 
access of the EPPO to certain databases. Art. 43(2) EPPO 
Regulation provides that the EPPO shall have access to in-
formation stored in Union databases. Access to databases 
with a purely/mainly administrative purpose, however, such 
as ARACHNE (supporting administrative controls in the 
field of European investment and structural funds), is prob-
lematic, as some Member States (AT, DE, DK, FI, and SE) 
have not agreed to the use of the system for criminal in-
vestigations.33 In this regard, the (general and largely unre-
solved) question of the use in criminal proceedings of data 
stored for administrative/preventive purposes also applies 
to the EPPO.34

2. EPPO’s competence and its exercise

Concerning the material competence of the EPPO accord-
ing to Art. 22 EPPO Regulation, the study showed that there 
are almost no compliance problems.35 However, this posi-
tive assessment cannot conceal the fact that linking the 
material competence of the EPPO to the offences defined 

in Directive (EU) 2017/137136 (the “PIF Directive”) makes 
the EPPO dependent on the Member States’ understanding 
of these offences. The relevant provisions defining the of-
fences for which the EPPO is competent are not found in 
the PIF Directive itself but rather in the transposition of its 
provisions into national law. The way in which the Directive 
has been transposed varies widely among Member States, 
so that the offences can only be considered partially har-
monised.37 This lack of harmonisation between the legal 
systems of the Member States hinders the effective work of 
the EPPO and may lead to non-aligned practices in the han-
dling of PIF offences in the Member States.38 In the same 
vein, Art. 25(3) EPPO Regulation, which elaborates on the 
exercise of the EPPO’s competence in case of non-PIF of-
fences inextricably linked to PIF offences, also raises many 
legal and practical questions and requires further clarifica-
tion or harmonisation.39

The study also revealed some other problems concern-
ing the exercise of the competence of the EPPO under 
Arts. 24 and 25 EPPO Regulation. In many Member States, 
the timely and direct information of the EPPO, the transfer 
of proceedings to the EPPO, and the attribution of compe-
tence between the national prosecution service and the 
EPPO have not been resolved in a compliant manner.40 
Art.  24(1) EPPO Regulation, for example, stipulates the 
reporting of possible EPPO cases without undue delay; 
however, several Member States (BE, CY, CZ, ES, FI, HR, 
MT, and PT) provide in their legislation that the national 
authorities should report to a national authority before re-
porting to the EPPO.41 

Another example where a large number of Member 
States do not comply with the EPPO Regulation concerns 
Art. 25(6), which provides that, in the event of disagree-
ment between the EPPO and the national authorities, the 
national authorities competent to decide on the attribu-
tion of competence for prosecution at the national level, 
shall decide who is to be competent for the investigation 
of the case. Member States must therefore designate 
the national authority that will decide on the attribution 
of competence. In this context, Art. 25(6) must be read 
in conjunction with Art. 42(2)(c) EPPO Regulation, which 
provides that the ECJ shall have jurisdiction to give pre-
liminary rulings on the interpretation of Arts. 22 and 25 
EPPO Regulation in the event of a conflict of competence 
between the EPPO and the competent national authorities. 
However, many Member States have not designated a na-
tional authority as a “court” or “tribunal”, which precludes 
that a request for a preliminary ruling be submitted to the 
CJEU (which has jurisdiction under Art. 267 TFEU in regard 
to questions raised before a “court or tribunal”).42
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3. Rules of procedure

The majority of Member States fully comply with the pro-
cedural rules (which are rudimentary, as they are largely 
supplemented by national law) on investigation, investiga-
tive measures, prosecution, and alternatives to prosecu-
tion, as set out in Arts. 26 to 39 EPPO Regulation.43 The 
main problems arise in systems with investigative judg-
es.44 For example, Art. 33(1) EPPO Regulation allows the 
handling EDP to order or request the arrest or pre-trial de-
tention of the suspect or accused person in accordance 
with national law. Under Belgian national law, however, an 
arrest warrant or pre-trial detention requires a “judicial in-
quiry” and thus falls within the category of measures that 
are entirely under the control of the investigative judge; 
in such cases, the EDPs/EP cannot even request that the 
measures be carried out.45

A specific issue that was addressed in the extension study 
concerned the question of judicial authorisation in the 
context of cross-border investigations.46 Art. 31(3) EPPO 
Regulation requires the assisting EDP to obtain authorisa-
tion in accordance with national law if judicial authorisa-
tion is required under the law of the assisting EDP. At first 
sight, the question of compliance with the regulation does 
not pose a problem, as almost all Member States comply 
with this requirement.47 However, the provision is not suf-
ficiently clear if both Member States (of the handling and 
the assisting EDP) require judicial authorisation or if there 
are differing standards between them; also unclear is the 
extent of judicial review that can be carried out within the 
Member State of the assisting EDP, e.g., if a court in the 
Member State of the assisting EDP is required to approve 
an assigned measure already examined by a court in the 

Member State of the handling EDP. In this context, the ques-
tion arises as to whether review can be carried out only of 
enforcement issues or also of the justification and adop-
tion of the measure assigned. This deliberation on the un-
derstanding of Art. 31(3) gave rise to the first preliminary 
ruling on the EPPO Regulation, decided by the ECJ in De-
cember 2023.48 The Court ruled that the review conducted 
in the Member State of the assisting EDP may relate only 
to matters concerning the enforcement of that measure, 
to the exclusion of matters concerning its justification and 
adoption. It is highly debatable whether this interpretation 
is in line with the wording of Art. 31(3); in any case, Member 
States will have to review and possibly partially amend their 
legislation in order to ensure that it meets the requirements 
expressed by the ECJ.49

IV. Conclusions

The study on the implementation of the EPPO Regulation 
provides a unique insight into the most ambitious initiative 
to date concerning its criminal law integration into the EU. It 
clearly shows the range of existing approaches in the Mem-
ber States and thus also enables a rarely found compari-
son of criminal procedural standards. Above all, however, 
it shows that – despite the complex structure of the EPPO 
and the great differences between the individual criminal 
law systems – transposition throughout Europe has been 
successful overall. However, the problems identified, par-
ticularly in the systems with an inquisitorial approach, also 
make it clear that a supranational criminal law system re-
quires a minimum degree of harmonisation, particularly of 
the procedural rules according to which it can function and 
of the structure of national criminal law systems.
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I. Introduction 

The legal definition of judicial authority differs among the 
legal systems of the Member States of the European Union. 
Although we cannot claim that there is a pan-European 
concept of judicial authority, the Court of Justice of the Eu-
ropean Union (CJEU) has extrapolated the concept for the 
purpose of the Framework Decision on the European Arrest 
Warrant.1 In doing so, the CJEU chose a broad interpreta-
tion of the concept of judicial authority that encompasses 
not only judges and courts but also other authorities that 
satisfy the following criteria:2 
	� They participate in the administration of criminal justice; 
	� They act independently and are capable of exercising 

their responsibilities objectively, taking into account all 
incriminatory and exculpatory evidence, without being 
exposed to the risk that their decision-making power is 
subject to external directions or instructions, in particular 
from the executive; 
	� Their decisions are subject to review by a court in pro-

ceedings that meet in full the requirements of effective 
judicial protection.

In the same vein, the European Court of Human Rights (EC-
tHR) emphasizes the necessity of independence in order 
to qualify an authority as judicial. It has ruled, inter alia, that 
members of prosecuting authorities under the authority of the 
Minister of Justice, do not satisfy the requirement of indepen-
dence from the executive and therefore cannot be considered 
a “judicial authority” for the purposes of Article 5 § 3.3 

In this article, I will discuss the notion of “judicial authority”, 
claiming that it should not be limited to the designation of 
judges and courts only but must be construed in a wider 
sense. I will therefore argue that the European Public Prose-
cutor’s Office (EPPO) – considering its specific functions – 
possesses all the features to be considered a fully-fledged 
judicial authority. I will carry out this analysis based not only 
on the role and on function of the EPPO as a body of the Eu-
ropean Union and its first independent prosecutor’s office, 
but especially in respect of the status of its prosecutors, 
their independence and accountability.

II. The EPPO as an Authority with Judicial Powers

The traditional separation between the executive, legisla-
tive, and judicial branches of state power is not part of the 
structure of the EU Treaties, and there is actually no spe-
cific part dedicated to the judiciary. Nevertheless, the pro-
visions of the Treaties related to institutions clearly follow 
this model of division, establishing executive and legislative 

institutions and one EU institution with clear judicial power, 
i.e., the Court of Justice of the European Union (CJEU).

The EPPO is not defined as an EU institution. In the Treaty 
on the Functioning of the European Union (TFEU), the EPPO 
is included in Chapter 4 of Title IV, in conjunction with “Ju-
dicial Cooperation in Criminal Matters”, even though one of 
the main features of the EPPO is that it takes action as a 
single office and not by means of judicial cooperation with-
in its participating Member States. Undoubtedly, the EPPO 
is also not an EU agency: it is different from the agencies 
established under the same title, i.e., Eurojust and Europol. 

According to its founding legislative act – the EPPO Regu-
lation –4 the EPPO “is established as a body of the Union” 
(Art. 3). The mandate of the EPPO is to function directly as 
the Prosecutor’s Office of the Union: it is tasked with “inves-
tigating, prosecuting and bringing to judgment” the perpe-
trators of criminal offences affecting the Union’s financial 
interests (Art. 4) and acts “in the interest of the Union as 
a whole” (Art. 6), whereas the EU agencies “support and 
strengthen” the action of other authorities.

We can draw the interim conclusion that, within the EU in-
stitutional architecture, the role of the EPPO is very pecu-
liar and unprecedented. The EPPO does not rely on nation-
al prosecutorial authorities. The EPPO investigates and 
prosecutes in the Member States directly, without national 
intermediaries, exercising prosecutorial and investigating 
powers. In line with Article 86 TFEU, the EPPO exercises 
its functions before the courts of the Member States.

The latter is especially reflected in Arts. 4, 13(1), and 28 to 
40 of the EPPO Regulation, when the European Delegated 
Prosecutors (EDPs), who are based in the Member States, 
have, as a minimum, the same powers as the national pros-
ecutors. This creates a hybrid structure, where the EPPO 
is the centralised prosecutor’s office of the Union but has 
also full prosecutorial authority within the national system 
of each Member State. In this context, when the law of a 
Member State confers judicial powers on prosecutors, if the 
EPPO exercises its competence, it automatically carries out 
these judicial functions while carrying out its investigation 
and prosecution.

The concept of the EPPO Regulation may conflict with 
national systems that provide for an investigative judge 
as leading authority in the investigative phase. Therefore, 
some Member States,5 , have amended their codes of crimi-
nal procedure in respect of cases handled by the EPPO in 
order to ensure correct implementation of the EPPO Regu-
lation. More specifically, these Member States removed 
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the EPPO (hereinafter: “College”) takes decisions on stra-
tegic matters and is tasked with ensuring coherence, ef-
ficiency, and consistency in the prosecution policy of the 
EPPO throughout the Member States. Granting the EPPO 
the authority to elaborate and decide internally its pros-
ecutorial strategy and policy, without either being subject 
to general instructions from the executive power, or to di-
rectives, guidelines and instructions from a hierarchically 
superior prosecutorial authority linked to the government, 
means granting to the EPPO full external and internal inde-
pendence. This is further confirmation of EPPO’s independ-
ence and a clear severance from the executive power.

IV. Institutional Safeguards: the EPPO and its
Prosecutors

Recital 16 of the Regulation clarifies the link between the 
investigative and prosecutorial powers conferred on the 
EPPO and the necessity to safeguard its independence: 
“since the EPPO is to be granted powers of investigation 
and prosecution, institutional safeguards should be put in 
place to ensure its independence.” It follows, therefore, that 
the EPPO Regulation considers the EPPO to be a body with 
judicial functions and, as such, it should be independent.

The ECtHR established requirements for the independence 
of prosecutors. According to the Court this is strictly con-
nected to judicial function: In a landmark judgement of 
2020, the ECtHR maintained:8

[the State should respect the] nature of the judicial function 
as an independent branch of State power – and the principle 
of the independence of prosecutors, which (…) is a key ele-
ment for the maintenance of judicial independence.

The ECtHR also referred9 to the opinion of the Venice Com-
mission 924/2018, which underlined in respect of appoint-
ment methods involving the executive and/or the legislative 
branch that:10

supplementary safeguards are necessary to diminish the risk 
of politicisation of the prosecution office. As in the case of 
judicial appointments … the effective involvement of the ju-
dicial (or prosecutorial council), where such a body exists, is 
essential as a guarantee of neutrality and professional, non-
political expertise.

Against this background, the EU must put in place institu-
tional safeguards to ensure the independence of the EPPO 
in the exercise of judicial activity. As explained above, the 
current statutory rules and institutional framework guaran-
tee that the EPPO, acting as a single office in all the partici-
pating Member States, is not exposed to any risk of being 
subject to instructions from or being obligated to report to 
the executive in specific cases.

powers traditionally linked with the judicial authority of the 
investigative judge, transferring them to the independent 
prosecutors of the EPPO. As a result, the judge is no lon-
ger in charge of the investigation in these Member States 
but only responsible for authorising investigative measures 
upon the EDP’s request and/or reviewing acts of the EPPO 
intended to produce legal effects vis-à-vis third parties. 
In doing so, national systems were aligned particularly to 
Arts. 28 and 42 of the EPPO Regulation, which establish 
not only that the prosecutors of the EPPO are exclusively in 
charge of managing investigation and prosecution, but also 
that their procedural acts, which are intended to produce 
legal effects vis-à-vis third parties (as well as any failure to 
adopt procedural acts) are subject to review by the compe-
tent national courts.

In light of the above considerations, it follows that the EPPO 
exercises direct judicial action on behalf and in the interest 
of the Union and as such possesses the necessary judicial 
authority.

III. The EPPO as an Independent Judicial Authority

A specific, probably the most important feature of the 
EPPO, which substantiates its judicial nature, is its external 
independence.6

As indicated above, there are different models of prosecu-
tion in the EU Member States,7 In some Member States, 
the prosecution service has strong ties with the executive 
power and may be subordinate to instructions from the gov-
ernment or it is required to report to it. In other few Member 
States, in order to balance the lack of the independence of 
the prosecutor, there is an (obviously independent) investi-
gative judge has strong investigative powers. In other Mem-
ber States, however, the prosecution service is independent, 
and the prosecutors are fully part of the judiciary.

The EPPO Regulation emphasises the independence of the 
EPPO in its Art. 6 and recital 16, prohibiting any kind of in-
terference and influence from any authority of the Union and 
of the Member States and from any persons external to the 
EPPO. According to Arts. 6(2) and 7, the EPPO is account-
able to the EU and the Member States for its general activi-
ties but not for its specific investigations and cases, which 
are protected by confidentiality and only subject to judicial 
control in line with Art. 42 of the Regulation and national law. 

Furthermore, the EPPO does not have links with the execu-
tive power even as regards its general prosecutorial policy. 
According to Art. 9 of the EPPO Regulation, the College of 
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Nevertheless, the EPPO carries out its mandate through 
specific organs in charge of prosecutorial and investigating 
functions. These are the prosecutors of the EPPO, namely 
the European Chief Prosecutor (ECP) and the European 
Prosecutors (EP), acting as members of the Permanent 
Chambers, as well as the European Delegated Prosecutors 
(EDP). Hence, institutional safeguards should be in place 
to protect the EPPO as single office but also to protect its 
prosecutors’ statutory independence and their institutional 
status directly.

In line with Art. 96(1) and (6) of the Regulation, the ECP and 
the EPs are engaged as temporary agents under Art. 2(a) of 
the Conditions of Employment (hereinafter: “CoE”), whereas 
the EDPs are engaged as Special Advisors in accordance 
with Arts. 5, 123 and 124. Art. 96 of the EPPO Regulation 
specifies that “the Staff Regulations (SR) and the CoE … 
shall apply to the ECP and the EPs, and the EDPs.” The SRs 
govern the employment of civil servants of the Union in the 
context of administrative organisations, are hierarchically 
structured, and are not suitable for regulating prosecutorial 
and judicial organs. In particular, SRs cannot guarantee that 
the prosecutors of the EPPO enjoy institutional safeguards 
protecting their position from external interferences or un-
due influence. On the contrary, it is worth noting that judges 
and advocates general of the CJEU enjoy a robust self-gov-
erning mechanism under Arts. 2 to 7 of the CJEU Statute, 
which can effectively guarantee their independence.

Institutional safeguards to ensure the independence of 
prosecutors include their appointment, career progression, 
irremovability, dismissal, and disciplinary action. In several 
Member States, the implementation of these safeguards is 
overseen by self-governing bodies, such as High Councils. 
These bodies usually have a mixed structure comprising 
members of the judiciary/prosecution and lay members. 
The Venice Commission has repeatedly highlighted that the 
involvement of these bodies, not only in the appointment 
but also in the career progression of prosecutors, “is es-
sential as a guarantee of neutrality and professional, non-
political expertise.”11 In relation to the EPPO, however, the 
EU legislator did not establish such a body, thus missing out 
on this “essential” institutional safeguard.

1. The European Delegated Prosecutors

Within the EPPO, the College has been given self-governing 
competences, but only as regards the EDPs. Member States 
must first nominate one candidate for each EDP position, 
and then the College appoints the EDPs upon a proposal by 
the ECP. However, both the European Chief Prosecutor and 
the College are autonomous in determining whether the 

candidates meet the criteria of independence and have the 
necessary qualifications for and relevant practical experi-
ence in their national legal system as foreseen in Art. 17(2) 
of the EPPO Regulation. During the first three-year lifecy-
cle of the EPPO, several candidate EDPs nominated by the 
Member States were already rejected by the College. Al-
though this procedure guarantees the independence of the 
EPPO in appointing its EDPs, it leaves the nomination pro-
cedure unregulated at the Member States level and hence 
neither guarantees that this is carried out in an efficient12 
and transparent manner, nor without political interferences.

The evaluation and career progression of the EDPs are 
regulated in decisions adopted by the College13 in line with 
Art. 114(c) of the EPPO Regulation and fall entirely within 
the competence of the College. They are subject to disci-
plinary procedure inside the EPPO.14 The final disciplinary 
decision is made by the College, which can also dismiss 
the EDP in accordance with Art. 17(3) and (4) of the Regula-
tion. Member States may only decide to dismiss or to take 
disciplinary action against EDPs for reasons not connected 
with their responsibilities within the EPPO, and only after in-
forming the ECP.

Overall, the status of the EDPs and their external independ-
ence is ensured by the College as a self-governing body, 
which plays a key (though not exclusive) role, from the time 
of recruitment until their dismissal and throughout their 
“European” career. In addition, the EDPs are appointed for 
a 5-year term, which is renewable without any time limit as 
foreseen in Art. 17(1) of the Regulation. The Member States 
cannot intervene in the “European status” of the EDPs and 
cannot call them back to their national positions.

2. The European Chief Prosecutor and the European
Prosecutors

In contrast to the nomination and appointment procedure 
of EDPs described above, political institutions appoint both 
the European Chief Prosecutor and the European Prosecu-
tors.

In order to carry out a proper assessment of the profession-
al qualification of the candidates, a “selection panel” is es-
tablished, composed of 12 members “chosen from among 
former members of the Court of Justice and the Court of 
Auditors, former national members of Eurojust, members 
of national supreme courts, high-level prosecutors and law-
yers of recognised competence.”15 Although appointed by 
EU political authorities (12 members appointed by the Coun-
cil, of which 11 upon proposal the European Commission, 
and one proposed by the European Parliament), the panel 



THE EUROPEAN PUBLIC PROSECUTOR‘S OFFICE – POTENTIALS AND CHALLENGES

62 |  eucrim   1 / 2024

is entirely independent, and the professional backgrounds 
of its members ensure proper assessment of the profes-
sional profile of the candidates. Nevertheless, despite its 
name, the “selection panel” selects neither the ECP nor the 
EPs, since the evaluation is not binding on the appointing 
authorities.

In respect of EPs, Member States nominate three candidates. 
Each Member State retains the autonomy to determine the 
procedure for, and the authority in charge of, nominating the 
candidates. The selection panel carries out thorough inter-
views with the candidates and assesses their professional 
qualifications. If the panel determines that one or more can-
didates are not fit for the position, it rejects the nomination; 
in such cases, the Member State concerned needs to nomi-
nate new candidates. Otherwise, the selection panel ranks 
the candidates and issues a reasoned decision.

The appointing authority of the EPs is the Council of the 
European Union. The Council does not carry out any inter-
views and does not interact with the candidates in any way. 
The decision is taken during a JHA Council in the composi-
tion of the Ministers of Justice of the Member States. The 
proceedings of the preparatory bodies and the meeting of 
the JHA Council at which the candidates are appointed are 
not public. The votes, explanations of votes, statements 
contained in the minutes, and the minutes themselves are 
not accessible to the public. The EPPO Regulation does not 
impose any specific requirements on the Council to make a 
reasoned decision; however, the General Court16 has estab-
lished that there is a general obligation to motivate such de-
cisions, which stems from Art. 296 TFEU and Art. 41(2)(c) 
of the Charter of Fundamental Rights of the EU (Charter). 
Still, the Council retains a wide discretionary power, which 
is backed by the General Court:17

[European institutions] have large discretion in assessing and 
comparing the merits of candidates to a vacant position, and 
the elements for this assessment do not depend only on the 
professional skills and the professional value of the candi-
dates, but also on their character, their behaviour and their 
overall personality.

The appointment of the ECP starts with an open call for 
candidates published in the Official Journal of the EU. Mem-
ber States do not have any role in this procedure. Pursuant 
to its operating rules,18 the selection panel interviews a suf-
ficient number19 of the highest-ranked candidates in order 
to establish a shortlist of three to five20 candidates to be 
submitted to the European Parliament and to the Council. 
After the selection panel finalises the ranking, the European 
Parliament, at a public hearing of the Civil Liberties Com-
mittee, along with the participation of the Budget Control 
Committee, questions the shortlisted candidates. Once the 

European Parliament decides which candidate to support, 
it enters into negotiations with the Council. The ECP is ap-
pointed by “common accord” by the European Parliament 
and the Council.

The selection procedure is more transparent in comparison 
to that of the EPs, and it seems more consistent with the 
recommendations of the Venice Commission. In an opin-
ion of 2015on the appointment of high-level prosecutors in 
Georgia, the Venice Commission stated as follows:21

The Venice Commission, when assessing different models 
of appointment of Chief Prosecutors, has always been con-
cerned with finding an appropriate balance between the re-
quirement of democratic legitimacy of such appointments, 
on the one hand, and the requirement of depoliticisation, on 
the other. Thus, an appointment process, which involves the 
executive and/or legislative branch, has the advantage of giv-
ing democratic legitimacy to the appointment of the head of 
the prosecution service. However, in this case, supplemen-
tary safeguards are necessary in order to diminish the risk 
of politicisation of the prosecution office. The establishment 
of a Prosecutorial Council, which would play a key role in the 
appointment of the Chief Prosecutor, can be considered as 
one of the most effective modern instruments to achieve this 
goal. (…) Nevertheless, it is noted that the new procedure for 
appointing the Chief Prosecutor is still not fully balanced and 
that the “political element” in the appointment process still 
remains predominant.

The approach by the Venice Commission is also shared 
by the European Commission. In a report on Romania 
within the Co-operation and Verification Mechanism 
(CVM) of 2017, the Commission formulated the following 
recommendation:22

Put in place a robust and independent system of appoint-
ing top prosecutors, based on clear and transparent criteria, 
drawing on the support of the Venice Commission.

And the Commission added:23

The fulfilment of this recommendation will also need to en-
sure appropriate safeguards in terms of transparency, inde-
pendence, checks, and balances, even if the final decision 
were to remain with the political level.

As aforementioned, another very relevant aspect related 
to the institutional safeguards to ensure the independence 
of prosecutors concern the disciplinary procedure carried 
out against them.  The EPPO Regulation is almost silent in 
this regard when it concerns the ECP and the EPs. The only 
relevant provision is Art. 110, referring to Annex IX of the 
SR as regards the authority of OLAF to carry out internal 
investigations if the EPPO itself committed unlawful activi-
ties affecting the Union’s financial interests. In theory, since 
the ECP and the EPs are temporary agents under Art. 2(a) 
of the CoE, they should be subject to the disciplinary proce-
dure under Art. 86(3) and Annex IX of the SR. But these pro-
visions are not compatible with the structure of the EPPO 
and with the institutional position of the ECP and the EPs. 
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There is neither a legal basis allowing the appointing au-
thority to decide on whether or not to initiate a disciplinary 
proceeding, nor to compose a disciplinary board and reach 
a final decision. The non-hierarchical relationship between 
the EPPO and the appointing authorities of its prosecutors 
prevents any disciplinary procedure from being brought 
against them. Most importantly, allowing a political body to 
make disciplinary decisions on prosecutors would violate 
the principles of independence of the judiciary and of the 
separation of powers.

According to the settled CJEU case law, the absence of an in-
dependent and impartial disciplinary board, and of a judicial 
decision-making disciplinary body, would be in breach of the 
second subparagraph of Art. 19(1) TEU.24 Moreover, the lack 
of disciplinary rules guaranteeing at least the examination 
of the case within a reasonable time and specific rights of 
defence could violate Arts. 47 and 48 of the Charter.

Similar concerns can be observed with regard to the ca-
reer progression of the EPs. As a rule, EU temporary agents 
advance in their careers based on evaluation and perfor-
mance reports by the appointing authority, in accordance 
with Arts. 43 SR. In respect of the EPs, however, the lack 
of a hierarchical structure with the appointing authority and 
the fact that the latter functions as a political institution of 
the Union, does not allow for a proper performance evalu-
ation.

Conversely, the EPPO Regulation contains provisions relat-
ed to the dismissal of the ECP and of the EPs. According to 
Arts. 14(5) and 16(5), only the CJEU may, upon the applica-
tion of the European Parliament, the Council, or the Com-
mission, dismiss the ECP and the EPs if it finds that they 
are no longer able to perform their duties or guilty of seri-
ous misconduct. Despite the absence of a clearly defined 
procedure and the rather general nature of the grounds for 
dismissal, the exclusive attribution of this power to the only 
judicial institution of the Union guarantees that the rule of 
law and the independence of the prosecutors of the EPPO 
are complied with in this regard.

V. Conclusions

The analysis in this article showed convincing arguments 
that the EPPO is a judicial actor endowed with judicial au-
thority: the EPPO exercises judicial functions and enjoys 
independence while doing so. Its procedural acts are sub-
ject only to the judicial review of national judges and to the 
jurisdiction of the CJEU, pursuant to Art. 42 of the EPPO 
Regulation.

However, the institutional and legislative framework under 
which the EPPO is currently operating is certainly incom-
plete. Although the institutional safeguards put in place to 
ensure its independence as a single operating office seem 
adequate, the safeguards to protect the independence of its 
prosecutors are inconsistent and insufficient.

It is not guaranteed, for instance, that adequate safeguards, 
including transparency, independence, and checks and bal-
ances, are in place to counterbalance the predominance of 
the “political element” in the ECP appointment procedure, 
which is heavily influenced by the decisions of political in-
stitutions. The EPs are even more exposed to political inter-
ference in respect of their appointment procedure, because 
it clearly lacks transparency and independence from the 
political level.

Therefore, it can be concluded that institutional safeguards 
are not in line with the rule-of-law principles, the case law of 
the ECtHR, and the recommendations of the Venice Com-
mission. On the contrary, the EDPs enjoy a higher degree of 
independence and protection from external interference as 
a result of the self-governing functions of the College. 

It seems necessary to re-consider the institutional architec-
ture of the EPPO, starting from its classification as a judicial 
institution of the Union, in order to have a fully independent 
EU prosecutor with the necessary institutional safeguards 
in place for both the institution and its prosecutors.

Danilo Ceccarelli
EPPO, Senior Coordinator – Fight against 
Organised Crime (former Deputy European 
Chief Prosecutor)
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Judicial Control of the EPPO
The Role of the Court of Justice

Anthony M. Collins

This article examines the exercise by the Court of Justice of the European Union of its judicial review jurisdiction with 
respect to the European Public Prosecutor’s Office. It describes the Court of Justice’s activities in the framework of the 
Area of Freedom, Security and Justice, of which the European Public Prosecutor’s Office is a key element, before exam-
ining the Court’s jurisdiction to review the legality of measures taken by the European Public Prosecutor’s Office and a 
number of cases in that context. 

I. Introduction

Designed to safeguard the European Union’s financial inter-
ests and to fight cross-border crime, the European Public 
Prosecutor’s Office (EPPO) ushers in an era of vertical and 
horizontal cooperation between agencies charged with 
combatting crime. The idea of a European Public Prosecu-
tor dates back to the Corpus Juris of 1997,1 ultimately find-
ing its way into EU primary law in Art. 86 of the Treaty on 
the Functioning of the European Union (TFEU). The Euro-

pean Commission submitted the first proposal for an EPPO 
Regulation some four years after the entry into force of the 
Treaty of Lisbon.2 The proposal faced some resistance, as 
evidenced by the fact that 14 national parliaments submit-
ted reasoned opinions to the Commission, triggering the so-
called “yellow card” procedure under Art. 7(2) of the Treaty 
on European Union (TEU) and Protocol (No 2) to the TFEU 
on the application of the principles of subsidiarity and pro-
portionality.3
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The Commission’s proposal having failed to win unanimous 
support, a group of 20 Member States, joined later by three  
others, adopted the EPPO Regulation by way of enhanced 
cooperation.4 The EPPO Regulation is different from the 
“single legal area”5 concept the Commission submitted in 
2013. It nevertheless embodies a shift from horizontal ju-
dicial cooperation between national authorities to a vertical 
and more integrated form of cooperation. The EPPO oper-
ates as a single office with a two-layer structure, containing 
a central and a decentralised level. The central level con-
sists of a college of 23 European Prosecutors – one from 
each participating Member State–, the Permanent Cham-
bers, the European Chief Prosecutor (ECP), the Deputy Eu-
ropean Chief Prosecutors, the European Prosecutors and 
the Administrative Director.6 The EPPO’s decentralised level 
consists of European Delegated Prosecutors (‘EDP’) based 
in participating Member States.7 The central level monitors 
and directs the conduct of investigations and prosecutions 
by the EDPs.8 

In a society governed by the rule of law, the activities of a 
body that, in the exercise of its functions at a multi-national 
and national level, has a direct impact upon citizens’ en-
joyment of their fundamental rights, must be amenable to 
judicial control. This article examines the Court of Justice 
of the European Union’s (CJEU) exercise of judicial control 
over the EPPO.9 It commences with a description of the 
CJEU’s activities in the framework of the Area of Freedom, 
Security and Justice (AFSJ), of which the EPPO is a key ele-
ment. The second part examines the CJEU’s judicial review 
jurisdiction over the EPPO and the third part looks at a num-
ber of cases that invoke that jurisdiction. 

II. The CJEU’s Role in the Area of Freedom, Security
and Justice

The Tampere European Council in 1999 heard calls for the 
establishment of Eurojust and discussed a proposal for a 
European Arrest Warrant (EAW), a ground-breaking legal 
instrument based upon the principles of mutual recogni-
tion and mutual trust designed to facilitate the cross-border 
surrender of persons suspected, or convicted, of having 
committed offences.10 It was, nevertheless, not until a year 
after the attacks of September 11, 2001 that Eurojust was 
established,11 whilst the Framework Decision on the Euro-
pean Arrest Warrant (FD EAW)12 took effect in 2004.

Legislative progress on AFSJ measures outpaced a com-
mensurate expansion of the CJEU’s jurisdiction to interpret 
them. Member States could opt-out of the preliminary ruling 
procedure in this area, thereby leaving it to their courts to 

interpret these measures without any central guidance. An 
additional obstacle consisted in the reservation to courts 
of final instance of jurisdiction to make such references.13 

The entry into force of the Lisbon Treaty lifted these barri-
ers, thereby facilitating a significant expansion in the CJEU’s 
role in the AFSJ. New treaty provisions, such as Art. 19(1) 
second paragraph TEU, which states that Member States 
shall provide remedies sufficient to ensure effective legal 
protection in the fields covered by Union law, solidified the 
judicial protection of individual rights in the national legal 
orders. Similarly, Art. 47 of the Charter of Fundamental 
Rights of the European Union (the Charter) enshrined the 
right to an effective remedy against violations of rights and 
freedoms conferred by EU law. The CJEU subsequently 
recognised that both of these provisions had direct effect 
in the legal orders of the Member States, thus enabling in-
dividuals to rely upon provisions of EU law directly before 
their national courts, which are under a duty to give those 
provisions full effect.14

Art. 267 TFEU empowers all national courts or tribunals to 
put questions to the CJEU concerning the interpretation 
of EU law, and the interpretation and validity of measures 
adopted in the context of the AFSJ. Art. 267 TFEU estab-
lishes a division of labour between the Court of Justice 
and national courts whereby the former rules on the in-
terpretation and the validity of Union acts and the latter 
decide the facts and any issues of national law that may 
arise for determination. The EPPO Regulation apportions 
jurisdiction between these courts accordingly. There is a 
presumption that national courts ask questions that are 
necessary in order to enable them to decide the case be-
fore them. Where it is clear from the material before the 
CJEU that the answer sought does not serve that purpose, 
it will decline jurisdiction to determine the request. The 
CJEU will sometimes reformulate the questions asked in 
order to give a referring court an answer that may assist in 
deciding the issues before it.

Preliminary rulings under Art. 267 TFEU account for around 
two-thirds of the Court of Justice’s caseload. In 2023, pre-
liminary rulings made up 520 of the 821 cases brought be-
fore the CJEU. Where a preliminary ruling seeks an interpre-
tation and/or a ruling on the validity of provisions adopted 
under the AFSJ and an individual is in custody, a national 
court may seek, and the CJEU will afford, access to an ur-
gent preliminary procedure.15 That procedure enables the 
CJEU to reply to questions within an average of 4.3 months, 
as compared to 16.1 months for the standard preliminary 
ruling procedure.16 Between 2019 and 2023, the CJEU re-
ceived 95 requests for the urgent preliminary ruling proce-
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dure, 35 of which raised issues pertaining to judicial coop-
eration in criminal matters. In 40 cases the Court granted 
the request.17

The CJEU also has jurisdiction in direct actions. The prin-
cipal relief usually sought in such actions is the annul-
ment of an act, but other remedies, including an award of 
damages, may also be sought. Art. 263 TFEU sets out the 
grounds upon which the Court may annul a measure: lack 
of powers; infringement of an essential procedural require-
ment; infringement of the Treaties or a rule of law; misuse 
of powers. Only a person to whom a decision is addressed, 
or to whom a decision is of direct and individual concern, 
has standing to bring a challenge by way of a direct action. 
Direct actions are in the nature of adversarial proceedings. 
The General Court of the European Union has exclusive 
jurisdiction to hear direct actions by private individuals or 
undertakings.

Courts can resolve only those issues that parties decide 
to litigate before them. For the first half century of its ex-
istence, the CJEU addressed almost exclusively what one 
could broadly categorise as economic matters. The AFSJ is 
a relatively new — and after the Treaty of Lisbon an enlarged 
and reinforced — jurisdiction for the CJEU to exercise. It has 
become one of, if not the principal, subjects of requests for 
preliminary ruling, with no less than 118 out of the 1,149 cas-
es pending as of December 31, 2023 raising issues touching 
upon the AFSJ.18 That proportion is unlikely to diminish in the 
near future as legislative initiatives including, but not limited 
to, the EPPO, continue to generate litigation.19 

As the EU’s powers expand, the CJEU has adjusted to the 
demands of determining novel legal issues. The majority 
of CJEU members do not purport to specialise in discrete 
areas of law, even if some of their number have expertise 
in fields such as competition law. For example, whilst the 
CJEU has ruled on questions pertaining to Value Added Tax 
since the enactment of the First VAT Directive in 1967, it is 
but rarely that Member States have nominated specialists 
in that field – or even in the area of taxation – as members 
of the CJEU. That situation is unlikely to change.

III. Judicial Review of EPPO Acts

Art. 86(3) TFEU provides that the regulations establishing 
the EPPO shall, inter alia, determine the rules applicable to 
the judicial review of the procedural measures that it takes 
in the performance of its functions. Because national laws 
and EU law regulate the EPPO’s activities,20 it was not pos-
sible to treat the EPPO, which is a body of the European 

Union,21 in the same way as other EU agencies and bodies 
in order to ensure that its activities are subject to judicial re-
view. The Union legislator concluded that both the specific 
nature of the EPPO’s task and its structure, which differed 
from all other bodies, required the introduction of a new le-
gal regime designed for that specific purpose.22 

The EPPO Regulation does not disturb the monopoly that 
Member State courts exercise in criminal matters. Art. 86(2) 
TFEU recognises that the EPPO carries out its prosecutorial 
functions before the Member State courts, which requires a 
high level of engagement with them and with national law 
enforcement authorities. The principal rule is that EPPO 
procedural acts intended to produce legal effects vis-à-vis 
third parties are subject to review by national courts under 
national law. The same applies where the EPPO, in breach 
of a legal duty, fails to adopt procedural acts intended to 
produce legal effects vis-à-vis third parties.23 Procedural 
acts include those adopted before the delivery of an indict-
ment, including the decision on the choice of the Member 
State where an offence is prosecuted. 

There is one exception to the principal rule. Where an EPPO 
decision to dismiss a case is challenged directly on grounds 
based upon EU law, a person to whom that decision is ad-
dressed or to whom that decision is of direct and individual 
concern may challenge it before the General Court of the 
European Union.24 

The EPPO Regulation also grants the CJEU jurisdiction to 
review the acts or omissions of the EPPO in five specific 
circumstances: under Art. 268 TFEU in any dispute relating 
to compensation for damage that the EPPO may cause;25 
Art. 272 TFEU in any dispute concerning arbitration clauses 
in contracts the EPPO concludes;26 Art. 270 TFEU in any dis-
pute concerning staff matters;27 and in any challenge to the 
dismissal of European Prosecutors, including the European 
Chief Prosecutor.28

The fifth and most important jurisdictions arises in the con-
text of preliminary rulings under Art. 267 TFEU. That proce-
dure may be available where the legality of an EPPO act is 
challenged before a national court on the grounds of its in-
compatibility with EU law or where issues arise as to the va-
lidity or interpretation of EPPO acts under EU law. This can 
occur in three circumstances. First, where a point is taken 
as to the validity of an EPPO procedural act before a nation-
al court or tribunal by reference to EU law. The CJEU has no 
jurisdiction to answer questions concerning the validity of 
such an act by reference to national law, which situation is 
consonant with the aforementioned division of jurisdiction 
between national courts and the CJEU under Art. 267 TFEU. 
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Second, where questions of the interpretation or of the va-
lidity of provisions of EU law must be determined. 

Third, where the interpretation of Arts. 22 and 25 of the 
EPPO Regulation arises in the context of a dispute as to the 
competence of the EPPO vis-à-vis national authorities. This 
jurisdiction is additional to that which the CJEU exercises 
under Art. 267 TFEU to give preliminary rulings interpreting 
the Treaties and provisions of secondary law at the request 
of a national court. A national court may refer questions 
on the interpretation of the Treaties under Art. 267 TFEU 
and questions on the interpretation of Arts. 22 and 25 of 
the EPPO Regulation to the CJEU in the same request for 
a preliminary ruling. In that context national courts must 
ensure that national procedural rules governing actions for 
the protection of individual rights granted by EU law are no 
less favourable than those applicable to similar domestic 
actions (principle of equivalence) and do not render prac-
tically impossible or excessively difficult the exercise of 
rights conferred by EU law (principle of effectiveness).

The EPPO Regulation does not alter the CJEU’s jurisdiction 
to review EPPO administrative decisions, which consist of 
those that the EPPO does not take in carrying out its func-
tions as an investigator or as a prosecutor but are neverthe-
less intended to have legal effects vis-à-vis third parties. It 
is in that context that Art. 42(8) of the EPPO Regulation sets 
forth a category of EPPO acts that the CJEU may  review in 
the exercise of its jurisdiction under the fourth paragraph of 
Art. 263 TFEU.29

Finally, and in addition to the foregoing, any EU Member State, 
the European Parliament, the Council or the Commission may 
bring actions before the CJEU for the annulment of an EPPO 
measure in accordance with the second paragraph of Art. 263 
TFEU and the first paragraph of Art. 265 TFEU.30

IV. Cases before the CJEU

(1) In a request for a preliminary ruling from the Oberland-
esgericht Wien, Austria, in Case C-281/22, G.K. et al., the
Court of Justice was asked to interpret provisions of the
EPPO Regulation for the first time. Two individuals and a
limited company are suspected of having made false decla-
rations on the importation of biodiesel into the EU, resulting
in a loss of revenue of approximately €1,295,000. Since the
EU had a financial interest in that revenue, the alleged of-
fences fell within the competence of the EPPO, which com-
menced an investigation in Germany. At a certain point, the
EDP in Germany considered that certain measures had to be
carried out in other Member States, including Austria. The

German (‘handling’) EDP entrusted the search and seizure 
of the accused persons’ properties in Austria to an Austrian 
(‘assisting’) EDP. Under Austrian law, judicial authorisation 
is required in order to conduct searches; the assisting EDP 
sought and obtained that authorisation.

The accused challenged those warrants before the Ober-
landesgericht Wien, seeking a judicial review of their sub-
stantive legality on the grounds that no criminal offence 
had been committed in Austria, that there was insufficient 
reasonable suspicion against them and that the searches 
were disproportionate and unnecessary. In reliance upon 
the EPPO Regulation, the assisting EDP submitted that any 
examination of the substantive reasons for carrying out the 
investigative measures was to be conducted in the Member 
State where the investigation commenced, here Germany.

The Oberlandesgericht Wien asked the CJEU to interpret 
Art. 31(3) and Art. 32 of the EPPO Regulation to determine 
if the courts of the Member State of an assisting EDP have 
jurisdiction to conduct a comprehensive judicial review of the 
legality of the investigative measures they permitted, as in 
the case of domestic investigations, or whether that review 
is limited to procedural questions in a case where the EPPO 
investigation had commenced in a Member State other than 
that which the investigative measure was executed.

In her Opinion delivered on 22 June 2023, Advocate Gen-
eral Ćapeta expressed the view that where the law of an 
assisting EDP’s Member State requires a judicial authorisa-
tion to take investigative measures, judicial review before 
the courts of that state is limited to procedural aspects. 
It therefore cannot involve a full review of the justification 
for the adoption of those measures.31 She justified her pro-
posed approach by the need to ensure the effectiveness 
of Art. 31(3) of the EPPO Regulation.32 In its judgment of 
21 December 2023, the Court of Justice (Grand Chamber) 
interpreted Arts. 31 and 32 of the EPPO Regulation to the 
effect that any review of an assigned investigation measure 
that requires judicial authorisation by the courts of the as-
sisting EDP’s Member State is limited to the enforcement of 
that measure. Challenges to the justification for, and adop-
tion of, such a measure may, therefore, be the subject of 
prior judicial review only in the Member State of the han-
dling EDP, here Germany.

(2) Case C-292/23 (European Public Prosecutor’s Office v
I.R.O., F.J.L.R) arises out of an appeal by accused persons
against the legality of summonses that an EDP issued to
two third parties to attend as witnesses at their criminal
trial. According to the referring court, the Juzgado Central
de Instrucción nº 6 de la Audiencia Nacional, Spain, where
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an EDP issues such summonses, Spanish law does not 
contemplate an appeal although such an appeal otherwise 
exists at Spanish law. The referring court asks the Court of 
Justice whether the situation that it describes, notably the 
unreviewable character of the EDP measure under national 
law, is compatible with, inter alia, Art. 42(1) of the EPPO 
Regulation, Arts. 6 and 48 of the Charter, Art. 7 of Directive 
(EU) 2016/343,33 Art. 19(1), second paragraph TEU, Art. 86(3) 
TFEU, and Art. 2 TEU, read in the light of Art. 47 of the Char-
ter. The resolution of the case may turn upon what precisely 
the phrase “[p]rocedural acts of the EPPO that are intended to 
produce legal effects vis-à-vis third parties” which appears in 

1  M. Delmas-Marty, “Foreword”, in: M. Delmas-Marty and J.A.E. 
Vervaele (eds.), The implementation of the Corpus Juris in the Mem-
ber States, Volume I, 2000, p. 7. 
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COM(2013) 534 final.
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Art. 42(1) of the EPPO Regulation, entails. The hearing in the 
case is likely to take place before the end of 2024.

(3) Lastly, mention ought to be made of two orders of the
General Court of the European Union ruling  inadmissible
two cases that sought, respectively, the annulment of a
decision of the European Chief Prosecutor to request lift-
ing the parliamentary immunity of the applicant based on
Art. 29(2) of the EPPO Regulation,34 and of the Permanent
Chamber of the EPPO on the ground that its decision issued
in breach of Art. 10 of the EPPO Regulation, which governs
the composition of the Permanent Chamber.35
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I. Introduction

On 1 June 2021, the European Public Prosecutor’s Office 
(EPPO) started its operational activities,1 more than 20 
years after it was first envisioned by the authors of the Cor-
pus Juris2 and thanks to the European Commission’s sus-
tained advocacy of and support for the criminal law protec-
tion of the financial interests of the European Union (EU). 
The EPPO brings a seminal change to EU criminal justice: 
instead of working by  means of cooperation between na-
tional judicial authorities, the EPPO exercises genuine Eu-
ropean powers of investigation and prosecution in the Area 
of Freedom, Security and Justice (AFSJ) to better fight of-
fences affecting the EU’s financial interests.

The divergent views of the Member States on vertical crimi-
nal-justice integration into the EU led to lengthy and difficult 
negotiations on the EPPO’s establishment. This is mirrored 
in the compromises embedded in the provisions of Council 
Regulation (EU) 2017/1939 (the EPPO Regulation),3 which 
already attracted criticism during the negotiation process: 
concerns were voiced over the norms not always providing 
the required clarity in ensuring both effective criminal en-
forcement in cases of offences against the EU budget and 
effective judicial protection of individuals subject to EPPO 
investigations.4 It was expected from the outset that the 
Court of Justice of the European Union (CJEU) would play a 
pivotal role in resolving such ambiguities through dialogue 
with the national courts. 

It did not take long before the CJEU delivered its first 
judgment:5 On 21 December 2023, it responded to the pre-
liminary reference by the Higher Regional Court of Vienna 

(Austria) that harboured doubts about the extent of judicial 
review in the context of the EPPO’s cross-border investiga-
tions.6 The legal regime on cross-border investigation in 
the EPPO Regulation aims at enabling European Delegated 
Prosecutors (EDPs) of different Member States to cooper-
ate in EPPO investigations in an effective manner. It limits 
to one authorisation the judicial authorisation (“single judi-
cial authorisation”) for investigative measures to be carried 
out in a certain State at the request of the EDP of a different 
Member State. The questions referred to the CJEU aim to 
shed light on two crucial aspects of the legal framework 
related to the EPPO’s cross-border investigations: First, they 
address the forum before which the suspect, or another 
person negatively affected by the investigative measure of 
the EPPO, may challenge the substantive reasons for adopt-
ing the measure; second, they concern the scope of judicial 
scrutiny to be performed by the national court.

This article first calls to mind the facts of the case and the 
legal framework on cross-border investigations laid down 
in Arts. 31 and 32 of the EPPO Regulation (II.-III.). Then, it 
analyses Advocate General (AG) Ćapeta’s opinion on the 
questions referred and the findings of the Court (IV.-V.). The 
final part (VI.) assesses the judgment by taking into con-
sideration the negotiation history of the EPPO Regulation.7

II. The Preliminary Reference by the Higher Regional
Court of Vienna

The case concerned a large-scale tax fraud and organised 
crime investigation opened by a German EDP, acting on 
behalf of the EPPO. Since, during the investigations, it was 
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deemed necessary to gather evidence in other Member 
States, the German handling EDP assigned the search and 
seizure of certain business and private premises located in 
Austria to an Austrian assisting EDP. As such investigative 
measures require prior judicial authorisation under Austri-
an law, the assisting EDP obtained authorisation from the 
competent Austrian courts.8  

The suspects challenged the judicial authorisation before 
the Austrian courts9 and contested, among other objections, 
both the necessity and proportionality of the measures. In 
response, the assisting Austrian EDP evoked Art. 31(2) 
EPPO Regulation, according to which the justification of 
cross-border investigative measures is to be examined only 
in the Member State of the handling EDP, while the compe-
tent authorities of the Member State of the assisting EDP 
may only assess the formalities relating to the execution of 
such measures.

Since Art. 31 EPPO Regulation does not explicitly regulate 
the situation in which judicial authorisation is required 
both in the state of the handling and of the assisting EDPs, 
the Austrian court decided to refer the case to the CJEU. 
The referring court noted that the wording of Art. 31(3) 
and Art. 32 EPPO Regulation can be interpreted in such a 
way that if an investigative measure requires judicial au-
thorisation in the State of the assisting EDP, that measure 
must be fully examined by a court of the assisting EDP’s 
Member State.10 The Viennese court stated that such in-
terpretation would result in the measure being the subject 
of a full examination in two different Member States.11 
Such a double examination would, however, constitute a 
step backwards compared to the regime established by 
the Directive on the European Investigation Order (EIO 
Directive),12 according to which the executing Member 
State needs to verify merely certain formal aspects.13 The 
cumbersome decision-taking process would contradict 
the rationale of the newly established EPPO cross-border 
investigations framework that aims at creating an easier 
cooperation than that provided for in other mutual recogni-
tion instruments. 

Against this background, the Higher Regional Court of  
Vienna decided to stay its proceedings and ask the CJEU 
about the extent of the judicial review to be carried out 
by the court of the assisting EDP in the context of EPPO 
cross-border investigations,14 also asking whether such 
an examination should take into account whether the jus-
tification and adoption of the measure were already exam-
ined by a court in the Member State of the handling EDP.15 
While the reference focused on the substantive scope of 
review in the court of the assisting EDP’s Member State, it 

is also closely entwined with the applicable national law 
in terms of procedure, specifically where both Member 
States require judicial authorisation.16

III. Single Judicial Authorisation of the EPPO’s Cross-
Border Investigations – A Compromise Without Clarity

The procedural rules governing the EPPO’s cross-border in-
vestigations are the result of a hard-fought negotiation pro-
cess within the Council Working Group.17 The original Com-
mission proposal introduced the concept of a “single legal 
area”18 where the judicial authorisation of an investigative 
measure of the EPPO would be valid in the entire area. 
Accordingly, once a measure has been authorised in the 
Member State of the handling EDP, it should be possible to 
carry out that measure in the territory of all EPPO countries 
without further authorisation of the territorial state of the 
investigation, with the EDPs acting “in close consultation.”19 

During the negotiations, the Member States departed from 
the ambitious idea of a single legal area and retained in-
stead the idea of the EPPO operating as a “single office” 
that would function “over the borders of participating Mem-
ber States without having recourse to the traditional forms 
of mutual assistance or mutual recognition.”20 Similarly, 
the proposal to harmonise national laws of criminal proce-
dure – even if limited to certain types of EPPO investigative 
measures – failed to pass the subsidiarity control mecha-
nism triggered by some national parliaments.21 

Modified in this way, the concept of the EPPO required es-
tablishing detailed procedural rules clarifying which law is 
applicable in cases of cross-border investigation and which 
court is competent to grant judicial authorisation.22 While 
all delegations agreed on the premise that the EPPO Regu-
lation should be simpler than the EIO Directive, two differ-
ent approaches emerged. Some national delegations envis-
aged a system that used the concept of mutual recognition 
as a “starting point” and proposed making adjustments 
where suitable to embrace the idea of the EPPO working 
as a “single office”.23 The German and the Austrian delega-
tions, in particular, proposed introducing a number of pro-
cedural rules mirroring the mutual recognition solutions of 
the EIO Directive.24 The majority of national delegations, 
however, saw the concept of mutual recognition as being 
incompatible with the sui generis nature of the EPPO op-
erating as a “single office”25 and emphasized the need to 
ensure a less cumbersome and more efficient system of 
cooperation with only one judicial authorisation being re-
quired – if judicial authorisation is necessary under the law 
of either Member State.26
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The system of cross-border cooperation adopted in the fi-
nal version of Art. 31 EPPO Regulation reflects the majority 
opinion. It goes beyond the principle of mutual recognition 
and abandons terminology characterising the mutual recog-
nition instruments.27 If no judicial authorisation is required 
under the law of either Member State, the handling EDP, 
namely the EDP in charge of the investigation, will decide 
on the adoption of the measure in accordance with his/her 
national law and simply “assign” it to the assisting EDP, i.e. 
the EDP located in the Member State where the measure 
needs to be carried out. The latter, in accordance with both 
his/her national law and the assignment, is then expected 
to enforce the measure, which is no longer subject to any 
type of recognition procedure or grounds of refusal.28 

If judicial authorisation is required, Art. 31(3) EPPO Regu-
lation provides the following: If judicial authorisation is re-
quired only under the law of the handling EDP, the judicial 
authorisation is to be obtained by the handling EDP before 
assigning the measure (subpara. 3). In the opposite case, 
if authorisation is required only by the law of the assisting 
EDP, the handling EDP may still adopt the measure accord-
ing to his/her national law and assign it to the assisting 
EDP; the latter, however, must obtain the necessary judicial 
authorisation before executing the measure in accordance 
with his/her national law (subpara. 1). If such authorisation 
is denied, the handling EDP must withdraw the assigned 
measure (subpara. 2).

The EPPO Regulation is silent, however, on the application 
of the lex loci and the lex fori when judicial authorisation is 
required by the laws of both the Member State of the han-
dling EDP and the assisting EDP. Recital 72 EPPO Regula-
tion simply states that a single authorisation should apply 
in cross-border investigations. 

The applicable national law is relevant not only for estab-
lishing whether judicial authorisation is required. It defines 
at the same time the forum before which the suspect, or 
another person negatively affected by the investigative 
measure of the EPPO may challenge the substantive rea-
sons for adopting the measure. In addition, it regulates the 
scope of judicial scrutiny to be performed by the national 
court. Due to the lack of harmonisation of the investigative 
measures available to the EDPs, the breadth of judicial re-
view depends on the applicable national law and may dif-
fer from Member State to Member State.29 For instance, if 
national law mandates a detailed analysis of the case file 
before granting judicial authorisation, “the court of the as-
sisting Member State [could] ask for the translation of the 
whole file to conduct its own analysis (rather than rubbing 
stamping the authorisation [of the court of handling EDP’s 

Member State])”.30 This would result in a situation in which 
full judicial review could take place in the courts of either or 
both Member States, leading to potentially conflicting out-
comes on the same legal question. 

Due to the practical difficulties experienced in cross-border 
investigations, the EPPO issued guidelines on the interpre-
tation of Art. 31 EPPO Regulation in January 2022.31 The 
guidelines reiterate that Art. 31 EPPO Regulation creates a 
“self-standing, sui generis legal basis” for the EPPO’s cross-
border investigations.32 Nevertheless, they proclaim that 
the principle – according to which the substantive aspects 
for adopting any intra-EU, cross-border measures are gov-
erned by the law of the issuing Member State – also applies 
to EPPO cross-border investigations, as part of the acquis 
communautaire.33 Consequently, the courts in the assisting 
EDP’s Member State are not allowed to conduct a review, 
neither ex ante nor ex post, of the substantive reasons for 
adopting the investigative measure. In addition, the guide-
lines specify that, since the EPPO Regulation does not ad-
dress the question of legal remedies in relation to Art. 31, 
this matter falls under “pure legal interpretation in accord-
ance with the basic principles of the EU law.”34 In line with 
Art. 47 of the Charter of Fundamental Rights as interpreted 
by the CJEU in Gavanozov II,35 Art. 31 EPPO Regulation must 
therefore be interpreted such that both the judicial authori-
sation and its substantive reasons must always be subject 
to legal remedies in the Member State of the handling EDP. 

IV. The Advocate General’s Opinion

In her Opinion, AG Ćapeta first outlined the two contrast-
ing interpretative approaches presented by the intervening 
parties in the case. The Austrian and the German govern-
ments argued that, if the assisting EDP is required by its 
national law to obtain prior judicial authorisation to carry 
out the assigned investigative measure, the authorisation 
should entail a full review not only of the procedural but 
also of the substantive aspects justifying the measure in 
the first place (Option 1).36 Although the Austrian and Ger-
man governments acknowledged that this approach would 
undermine the efficiency of the EPPO, the German govern-
ment agent emphasized, “the Court of Justice is not a repair 
shop for faulty products. Instead, the faulty product should 
be returned to the manufacturer for improvement, in our 
case, the legislature.”37 Otherwise, there would be a risk of 
interpretation contra legem.

In contrast, the Commission, together with the EPPO as well 
as other Member States, argued that Arts. 31 and 32 EPPO 
Regulation establish a clear division of tasks between the 
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handling and the assisting EDPs and their respective na-
tional courts, mirroring that between the issuing and the 
executing authorities in the context of other mutual rec-
ognition instruments (Option 2). If prior judicial authorisa-
tion is required by the national law of the assisting EDP, the 
court authorising the measure should review only its mode 
of execution. As a result, if the national laws of both EDPs’ 
Member States require prior judicial authorisation, two 
authorisations would need to be issued: the court of the 
handling EDP would review the justification for issuing the 
measure; the review performed by the court of the assisting 
EDP would be limited to the procedural aspects relating to 
the execution of the measure. This logic would apply even 
in situations in which the national law of the handling Mem-
ber State would not require judicial authorisation. The law 
of the handling Member State should be respected in its 
choice not to require judicial authorisation, and the judicial 
authorisation of the assigned Member State would be lim-
ited to procedural aspects even in those cases. 

After comparing the two interpretations, the AG sided with 
Option 2, supporting the Commission, the EPPO, and other 
national governments. First, she reiterated that two inter-
pretative rules of EU law must be respected: (1) the wording 
in legal rules must be always given some meaning and (2) 
if several interpretations are possible, the one that guaran-
tees the effectiveness (effet utile) of the provision should 
be adopted. 

The AG argued that both Option 1 and Option 2 were plau-
sible interpretations of the EPPO Regulation. The strongest 
argument presented by the German and Austrian govern-
ments rested on the principle that the wording in legal rules 
must be always given some meaning. According to both 
governments, Option 2 would make Art. 31(3) EPPO Regu-
lation redundant, since the rules establishing a division of 
tasks between the handling EDP and the assisting EDP are 
already contained in Arts. 31(1) and (2) and Art. 32 EPPO 
Regulation. Nevertheless, according to the AG, even if one 
adopts Option 2, Art. 31(3) still would not be redundant: re-
stating that the rule relating to the applicable law also ap-
plies to judicial authorisation might have been perceived 
necessary, considering the difficulties related to agreeing 
on the issue of judicial authorisation during the negotia-
tions. The AG went on to argue that the competence of the 
CJEU to interpret the EPPO Regulation allows it to restore 
legal certainty, and there is no need for intervention on the 
part of the legislator, contrary to the claim of the German 
and Austrian governments. The AG concluded that the 
CJEU should choose Option 2, which entails that Art. 31(3) 
of the Regulation should be construed as allowing the court 
of the Member State of the assisting EDP to review only as-

pects related to the execution of a measure while accepting 
prior assessment by the handling EDP that the measure is 
justified.38

V. The Judgment of the CJEU

In its judgment, the CJEU followed the AG’s Opinion but 
added a new requirement to be implemented by the Mem-
ber State of the handling EDP when serious interferences 
with fundamental rights occur. 

Starting from a literal interpretation of the provisions, the 
CJEU reasoned that neither Art. 31 nor Art. 32 EPPO Regu-
lation clarify the extent of the review that may be carried 
out for the purpose of judicial authorisation by the compe-
tent authorities of the respective Member State; a purely 
textual interpretation is not sufficient to fully address the 
questions referred. It went on to apply a contextual inter-
pretation and endorsed the arguments presented by the 
EPPO39 and confirmed by the AG, recalling that the coop-
eration established by the EPPO Regulation is “something 
more but not something different” than the cooperation 
based on the principle of mutual recognition and mutual 
trust.40 Compared with the system laid down in the Frame-
work Decision on the European Arrest Warrant 41 and the 
EIO Directive, the Court observed that, in the context of 
judicial cooperation in criminal matters between Member 
States, the executing authority is generally prevented from 
reviewing compliance with the substantive conditions nec-
essary for the issuing of a cross-border measure.42 The 
Court argued that allowing the competent authority of the 
assisting EDP to review not only the mode of execution of 
a measure but also the elements related to its justification 
and adoption would undermine the objective of the EPPO 
Regulation. The CJEU concluded that, for the cross-border 
investigation framework, the EPPO Regulation establish-
es “a distinction between responsibilities relating to the 
justification and adoption of an assigned measure, which 
fall within the remit of the handling European Delegated 
Prosecutor, and those relating to the enforcement of that 
measure, which fall within the remit of the assisting Euro-
pean Delegated Prosecutor.”43 According to this division 
of tasks, “any review of the judicial authorisation required 
under the law of the Member State of the assisting Euro-
pean Delegated Prosecutor may relate only to elements 
connected with that enforcement.”44 However, it added an 
important qualification: when the assigned investigative 
measure seriously interferes with the right to private life 
and the right to property, as guaranteed by Arts. 7 and 17 
of the Charter, respectively, it is up to the Member States 
of the handling EDP “to provide, in national law, for ade-
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quate and sufficient safeguards, such as a prior judicial re-
view, in order to ensure the legality and necessity of such 
measures.”45

VI. Assessment of the Judgment of the Court

The CJEU largely followed the opinions of the AG and the 
EPPO/the Commission in deciding that any review conduct-
ed by the court of the assisting EDP’s Member State may 
relate only to matters concerning the enforcement of the in-
vestigative measure. The Court did, however, feel that the ex 
post judicial review of the legality and the necessity of the 
investigative measure provided for in Art. 42(1) EPPO Regu-
lation would give suspects and other persons negatively af-
fected by the investigative measure of the EPPO insufficient 
protection. This would particularly be the case if the EPPO’s 
investigative measure “seriously interferes with the right to 
private life and the right to property.” In such cases, ex ante 
scrutiny must be ensured by the national court of the han-
dling EDP in allowing the substantive reasons for adopting 
the measure to be challenged. 

In requiring ex ante judicial control of the EPPO’s investi-
gative measure, the Court applied and further specified its 
existing case law developed in the context of execution of 
the EIO. In particular, the requirement pronounced in Ga-
vanozov II, according to which the right to judicial remedy 
“necessarily means that the persons concerned by such in-
vestigative measures must have appropriate legal remedies 
enabling them, first, to contest the need for, and lawfulness 
of, those measures and, second, to request appropriate re-
dress if those measures have been unlawfully ordered or 
carried out. It is for the Member States to provide in their 
national legal orders the legal remedies necessary for those 
purposes.”46 The right to an effective remedy now has to be 
provided for ex ante in the Member State of the handling 
EPPO for intrusive investigative measures in cross-border 
investigations. National law must provide for the details of 
such ex ante review of assigned investigative measures, en-
suring that the review does not jeopardise the outcome of 
the measure or even render it superfluous if the suspect is 
already aware of the ongoing investigation. 

What remains striking, however, is that the text of the EPPO 
Regulation does not unequivocally support the Court’s inter-
pretation. Art. 32 read in conjunction with Art. 31(2) seems 
to underpin the approach taken by the Court. Art. 32 of the 
EPPO Regulation namely states:

The assigned measures shall be carried out in accordance 
with this Regulation and the law of the Member State of the 
assisting European Delegated Prosecutor. Formalities and 

procedures expressly indicated by the handling European 
Delegated Prosecutor shall be complied with unless such for-
malities and procedures are contrary to the fundamental prin-
ciples of law of the Member State of the assisting European 
Delegated Prosecutor. 

Art. 31(2) reads: 

The justification and adoption of such measures shall be gov-
erned by the law of the Member States of the handling Euro-
pean Delegated Prosecutor.  

Reading both provisions together, the courts of the Member 
State of the assisting EDP should not assess the justifica-
tion, necessity, or proportionality of the measure. This, in-
deed, underscores the division of responsibilities between 
the courts of the handling EDP and the assisting EDP when 
authorising cross-border investigative measures.47

However, this division coupled with the idea of a single 
judicial authorisation stipulated in Recital 72 of the EPPO 
Regulation would culminate in a somewhat “awkward 
compromise”.48 It would namely mean that, if judicial author-
isation is required only in the Member State of the assisting 
EDP, legal remedies in respect of the substantive reasons 
for the measure would not be available to the suspects or 
other persons negatively affected by the EPPO’s investiga-
tive measure, since they would only be possible before the 
court in the Member State of the handling EDP. This leads to 
a legal gap in judicial protection contrary to Art. 42(1) EPPO 
Regulation and Art. 47 of the Charter that protect the right 
to an effective remedy for the accused person. In particular, 
Art. 42(1) EPPO Regulation states that procedural acts of 
the EPPO intended to produce legal effects vis-à-vis third 
parties shall be subject to judicial review.49 

To support the daily operations of the EPPO, the guidance 
note on cross-border investigations de facto replaced the 
requirement of a single judicial authorization with a division 
between reviewing the substantive reasons for adopting the 
investigative measure, on the one hand, and reviewing the 
modalities of its enforcement, on the other.50 In practice, 
the EDPs followed the internal guidelines of the College 
and, even when required only by the law of the assisting 
EDP, the handling EDPs also requested judicial authorisa-
tions in their Member State in order to facilitate the review 
of the investigative measures by the national courts of the 
assisting EDP.51

Against the backdrop of this practice and the lack of con-
clusiveness of the EPPO Regulation, the judgment of the 
Court now supports the system of double authorisation 
and renders explicit that judicial review of intrusive inves-
tigative measures must be available ex ante in the Member 
State of the handling EDP. Even if the Court has been criti-
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cised for possibly going beyond the scope of mere judicial 
interpretation,52, the judgment is understandable and co-
herent with its previous case law as well as the objectives 
of the EPPO Regulation. It is uncontested that the EPPO 
Regulation aims at enhancing the effectiveness of fighting 
crimes affecting the EU budget.53 In this context, the EPPO 
Regulation cannot be interpreted such that it would render 
the cross-border investigations of the EPPO more burden-
some than cooperation between national prosecutors us-
ing the EIO. Allowing the court of the assisting EDP to carry 
out a full judicial review would require that court to have 
access to the entire case file, which in turn would need to 
be sent and translated by the handling EDP. This would be 
not only more time-consuming and costly than using an EIO 
but would also present considerable logistical challenges 
for the handling EDP. Such an approach would undermine 
the objectives of the EPPO Regulation. 

Even if the judgment of the Court provides much-needed 
clarity and legal certainty for the EPPO when carrying out 
cross-border investigations, the more adequate solution 

would be if the Commission were to propose an amend-
ment of the EPPO Regulation. The Commission asked for 
an impact assessment study in 2023 to identify those provi-
sions in the text of the EPPO Regulation that would require 
revision – in the light of practice.54 The impact assessment 
study markedly pointed to Art. 31 EPPO Regulation as being 
difficult in practice and lacking clarity and legal certainty; 
therefore, its future amendment should be considered.55 Al-
though, the impact assessment study identified a handful 
of provisions that would also benefit from a revision, it is un-
likely that the Commission will soon table such a proposal. 
The number of successful prosecutions carried out so far 
by the EPPO as well as the amount of EU funds recovered56 
speak for the success of the EPPO regardless of the im-
perfections in the text of the EPPO Regulation. The CJEU’s 
seminal judgment in G.K. and Others is therefore likely to 
remain the pivotal guidance on cross-border investigations 
of the EPPO. It also triggers the amendment of several na-
tional implementing legislations of the EPPO Regulation, 
namely in those Member States that did not foresee ex ante 
judicial review of EPPO investigative measures.57 
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The New Directive on the Violation of  
Union Restrictive Measures in the Context 
of the EPPO
Peter Csonka and Lucia Zoli*

This article outlines the new Directive on the violation of Union restrictive measures (EU sanctions), adopted on 24 April 
2024. This legislation, initiated by the European Commission in the aftermath of Russia’s war of aggression against 
Ukraine, above all aims to harmonise across the Member States criminal offences and penalties for the violation of  
EU sanctions, to strengthen the enforcement of EU sanctions, and to facilitate the confiscation of assets subject to EU 
sanctions. Lastly, the article examines the possible extension of the competence of the European Public Prosecutor’s 
Office (EPPO) to the criminal offences harmonised by the new Directive.

I. Introduction

Union restrictive measures (EU sanctions) are an essential 
tool to promote the objectives of the Common Foreign and 
Security Policy (CFSP), as set out in Art. 21 of the Treaty on 
European Union (TEU). Such objectives include safeguard-
ing the Union’s values, fundamental interests, security, in-
dependence and integrity; consolidating and supporting 
democracy, the rule of law, human rights, and the principles 
of international law; and preserving peace, preventing con-
flicts, and strengthening international security in accor-
dance with the aims and principles of the United Nations 
Charter. The European Union has in place more than 40 
sanctions regimes against third countries, non-state enti-
ties, and individuals, adopted either on its own initiative or 
to implement United Nations Security Council resolutions. 
EU sanctions may include obligations to freeze funds and 
economic resources owned by targeted individuals and en-
tities, prohibitions on entry into or transit through the terri-
tory of a Member State (visa/travel bans), arms embargoes 

as well as sectoral economic and financial measures (such 
as imports and exports restrictions).

While EU sanctions are adopted by the Council, their en-
forcement lies with the EU Member States. In particular, 
Member States’ competent authorities are responsible for 
assessing whether there has been an infringement of the 
relevant Council Regulations and for taking adequate steps. 
To this end, Council Regulations setting out EU sanctions 
systematically include a provision on penalties that require 
Member States to adopt national rules providing for effec-
tive, proportionate and dissuasive penalties to be applied 
in the event of a breach of their provisions. In response to 
the Russian aggression against Ukraine, such provision has 
been strengthened by requiring Member States to “lay down 
the rules on penalties, including as appropriate criminal 
penalties, applicable to infringements of the Regulation.”1 
Nonetheless, in the absence of EU level harmonisation, 
implemented penalties provisions for sanctions violations 
currently differ significantly among the Member States, 
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as highlighted in a comprehensive report published by the 
Genocide Network in December 2021.2

To address the current fragmentation and strengthen the 
enforcement of EU sanctions across the Member States, 
the European Commission took a two-step approach.3 First, 
on 25 May 2022, the Commission tabled a Proposal for a 
Council Decision on identifying the violation of Union re-
strictive measures as an area of crime that meets the cri-
teria specified in Art. 83(1) of the Treaty on the Functioning 
of the European Union (TFEU).4 The Council Decision was 
adopted on 28 November 2022.5 Second, and on that basis, 
the Commission put forward a proposal for a Directive on 
the definition of criminal offences and penalties for the vio-
lation of Union restrictive measures (2 December 2022).6 
After one year of negotiations, a political agreement on the 
text of the Directive was reached in December 2023. The 
Directive was then adopted on 24 April 20247 and entered 
into force on 19 May 2024. It will have to be transposed into 
national law within 12 months from the date of its entry into 
force (i.e., by 20 May 2025).

II. Main Provisions of the Directive

1. Criminal offences

Art. 3 of the Directive provides for a detailed list of crimi-
nal offences related to the violation of EU sanctions. Such 
offences tackle the violation of individual measures (i.e., 
asset freezes and travel bans), the violation of economic 
and financial sectoral measures and arms embargoes as 
well as the circumvention of EU sanctions. The circumven-
tion offence notably addresses cases in which designated 
persons, entities, and bodies use, transfer to a third party, 
or otherwise dispose of funds or economic resources di-
rectly or indirectly owned, held, or controlled by them in or-
der to conceal these funds or economic resources. It also 
applies to cases in which false or misleading information is 
provided to the competent authorities in order to conceal 
frozen funds or economic resources. In addition, such of-
fence also covers the failure to report assets belonging to, 
owned, held, or controlled by designed persons, entities, or 
bodies and also includes the failure to provide the compe-
tent authorities with information on frozen funds or eco-
nomic resources in breach of the relevant obligations set 
out in the Council Regulations laying down Union restrictive 
measures.

Overall, Art. 3 of the Directive maintains the scope and 
structure of the Commission’s initial proposal, with the ex-
ception of the proposed criminal offence on the failure to 

cooperate with the competent authorities, which was taken 
out in the course of the negotiations.

In addition, Art. 3(2) of the Directive introduces monetary 
thresholds allowing Member States to distinguish between 
criminal and administrative offences. This provision, which 
was inserted by the Council to ensure respect for the crimi-
nal law principles of proportionality and ultima ratio, enables 
Member States not to criminalise criminal conduct respec-
tively involving funds, economic resources, goods, services, 
activities, or transactions of a value of less than €10,000. 
This threshold does not apply to violations of travel bans.

In terms of mens rea, all criminal offences covered by the 
Directive require intent. Serious negligence, the definition of 
which is left to national law, is required as a standard for 
culpability at least for the criminal offence related to the 
violation of trade restrictions when involving arms or dual-
use items.

Lastly, the Directive introduces a specific exclusion from 
criminal liability for the provision of “humanitarian assis-
tance for persons in need or activities in support of basic 
human needs provided in accordance with the principles 
of impartiality, humanity, neutrality and independence and, 
where applicable, with international humanitarian law.” This 
provision is particularly necessary to ensure sufficient legal 
clarity and foreseeability for every citizen, especially hu-
manitarian actors, on any possible (criminal) consequenc-
es of their actions, so as not to discourage the provision 
of humanitarian aid when needed and to avoid unintended 
spillover effects that EU sanctions may produce.

2. Penalties

One of the key objectives of the Directive is to ensure that 
violations of EU sanctions have similar legal consequenc-
es throughout the Union and thus create a level playing 
field for natural and legal persons. As regards natural per-
sons, Art. 5 of the Directive lays down a graduated system 
of minimum maximum imprisonment penalties of one, 
three, and five years (in addition to the general obligation 
for Member States to lay down effective, proportionate 
and dissuasive penalties). This system is differentiated 
on the basis of the gravity of the criminal offence con-
cerned and is applicable once the monetary threshold of 
€100,000 has been reached. Again, this threshold does not 
apply to violations of travel bans. In addition to imprison-
ment, Member States must also provide for ancillary pen-
alties, which may include fines, withdrawals of permits 
and authorisations, disqualification from holding a leading 
position within a legal person, etc.
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With reference to legal persons, Art. 7 of the Directive oblig-
es Member States to provide for fines as the main penalty 
for sanctions violations. In this context, one of the novelties 
introduced by the Directive, compared to previous crimi-
nal law instruments, is the calculation method for setting 
fines at the national level: it is to be based either on the 
annual worldwide turnover generated by the legal person 
in the business year preceding the fining decision or the 
commitment of the offence or on fixed minimum maximum 
amounts ranging from €8 million to €40 million, depending  
on the gravity of the offence in question. The introduction 
of this alternative calculation method is consistent with the 
approach recently also adopted in the new Directive on the 
protection of the environment through criminal law.8 Even 
though the Commission’s proposal previously relied only on 
annual global turnover figures, which was considered the 
most effective and fair calculation method for setting fines 
at the national level, the alternative method based on fixed 
amounts considerably increases the average fine levels cur-
rently applicable in the Member States for sanctions viola-
tions.

In addition to fines, Member States can also decide to pro-
vide for additional penalties applicable to legal persons in 
their national systems, such as exclusion from entitlement 
to public benefits or aid; exclusion from access to public 
funding, including tender procedures, grants, and conces-
sions; disqualification from the practice of business activi-
ties; withdrawal of permits and authorisations; placing un-
der judicial supervision, etc.

3. Confiscation

Another main objective of the new Directive is to facilitate 
the confiscation of assets and resources subject to EU 
sanctions when there is a link with a criminal activity. This 
objective is ensured, in particular, through the interlinkage 
between this Directive and the new Directive on asset recov-
ery and confiscation,9 replacing inter alia Directive 2014/42/
EU (with regard to the Member States bound by the new 
Directive). Compared to Directive 2014/42/EU, the new  
Directive on asset recovery and confiscation in fact allows 
for the confiscation of assets (proceeds or instrumentali-
ties) stemming from a wider set of crimes, including viola-
tions of Union restrictive measures.

In addition, the Directive on the violation of EU sanctions 
introduces a new confiscation regime targeting assets sub-
ject to EU sanctions (Art. 10 of the Directive) even where 
such assets might not be considered proceeds or instru-
mentalities under the Directive on asset recovery and confis-
cation. However, this new confiscation regime can only ap-

ply in specific cases of sanctions circumvention, i.e., cases 
in which a listed person (i) uses, transfers to a third party, or 
otherwise disposes of frozen assets or (ii) provides false or 
misleading information on frozen assets in order to conceal 
these assets; in these cases, confiscation must be enabled 
vis-à-vis a designated natural person, or a representative of 
a designated entity or body, who has directly committed or 
participated in the criminal offences concerned. The new 
regime will have to apply in accordance with the provisions 
of the Directive on asset recovery and confiscation, particu-
larly regarding the procedural safeguards laid down therein 
as well as non-standard confiscation methods (i.e., value-
based confiscation, third party confiscation, or non-convic-
tion-based confiscation).

4. Enforcement

In view of the overall objective of strengthening the enforce-
ment of EU sanctions, the new Directive introduces two spe-
cific provisions concerning internal and external cooperation.

As regards internal cooperation, (Art. 15 of the Directive 
lays down an obligation for Member States to designate, 
from among their competent authorities, a dedicated unit 
or body to ensure coordination and cooperation between 
law enforcement authorities and authorities in charge of im-
plementing EU sanctions. It also further specifies the tasks 
of such a unit or body, which include promoting common 
priorities and an understanding of the relationship between 
criminal and administrative enforcement, exchanging infor-
mation for strategic purposes, and ensuring consultation in 
individual investigations.

In addition, the Directive provides for specific rules on co-
operation between Member States’ competent authorities, 
the Commission, and other relevant EU Institutions, Bodies, 
Offices, and Agencies (IBOAs) such as Eurojust, Europol, 
and the European Public Prosecutor’s Office (EPPO), whose 
respective roles would come into play within their current 
competences (Art. 16 of the Directive). The same provision 
also allocates a specific role to the Commission, which 
could provide non-operational assistance where appropri-
ate, including via the setting up of an ad hoc network of ex-
perts and practitioners to share best practices and provide 
assistance to the competent national authorities. Indeed, 
the Commission is already playing a relevant coordination 
role in the field of sanctions enforcement and implementa-
tion, notably in the context of the Task Force “Freeze and 
Seize”, set up in the aftermath of Russia’s war of aggres-
sion against Ukraine, as well as in other relevant Expert 
Groups already established in the field of Union restrictive 
measures.
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Similarly, the Directive pays heed to the importance of 
ensuring international cooperation in this field, already 
ongoing especially through regular exchanges between 
the Commission, G7 partners, Ukraine, and other rel-
evant third countries.

III. The Possible Extension of the EPPO’s Competence
to Violations of Union Restrictive Measures

The possibility of extending the competence of the EPPO 
to violations of Union restrictive measures has been exten-
sively debated over the past several months, especially in 
conjunction with a statement from the German and French 
Ministers of Justice of November 2022,10 speeches of the 
European Chief Prosecutor,11 and calls from the European 
Parliament advocating the extension of the EPPO’s compe-
tence.12

In terms of procedure, pursuant to Art. 86(4) TFEU, an ex-
tension of the EPPO’s competence to any area of “serious 
crime having a cross-border dimension” (i.e., beyond crime 
affecting the EU’s financial interests) requires a unanimous 
decision of the European Council, i.e., by all heads of state 
or government of the 27 EU Member States. This decision 
is to be taken after obtaining the consent of the European 
Parliament and after consulting the Commission.

Furthermore, once the EPPO’s competence has been ex-
tended, the Council would need to adopt a revision of the 
EPPO Regulation, so as to give effect to the new compe-
tence for the EPPO and introduce any adjustment that may 
be required for the EPPO to exercise its investigation and 
prosecution powers on the new criminal offences. This de-
cision of the Council also needs to be taken unanimously 
by  the Member States participating in enhanced coopera-
tion. If this avenue is pursued, the necessary financial, tech-
nical, and human resources implications for the EPPO will 
have to be assessed as well.

From a substantive point of view, there may be a case for 
extending the EPPO’s competence to the criminal offences 
harmonised by the new Directive. First, as outlined above, 
Union restrictive measures are an essential tool by which 
to promote the CFSP objectives. Therefore, as with the EU 
budget, their effective enforcement could be considered 
as an interest pertaining to the Union itself, thus justifying 
criminal enforcement at the EU level.

In addition, the violation of EU sanctions is an area of crime 
that would be in line with the EPPO’s current mandate, as 
it often requires cross-border investigations into complex 

economic and financial crimes. This also implies that, at 
least to a certain extent, the EPPO’s staff would already be 
equipped with the necessary knowledge and expertise in in-
vestigating and prosecuting such criminal offences.

Another argument in favour of extending the EPPO’s com-
petence is that the EPPO is already competent to handle 
certain cases of violation of Union restrictive measures as 
long as they are “inextricably linked” to criminal offences af-
fecting the Union’s financial interests. This may be the case, 
for instance, if customs fraud involves the import into the 
territory of a Member State of certain goods whose import, 
export, transit, or transport is prohibited under EU sanctions. 
In such cases, the EPPO could exercise its competence in 
accordance with Art. 25(3) of the EPPO Regulation. As out-
lined above, the new Directive acknowledges this possible 
role for the EPPO in Art. 16.

At least ten Member States have already expressed their 
support for a limited extension of the EPPO’s competence 
to violations of EU sanctions, but, in view of the procedure 
laid down in Art. 86(4) TFEU, the agreement of all Member 
States on this initiative is of essence.

IV. Concluding Remarks

As stated on several occasions,13 the Commission is open 
to continuing its assessment of the feasibility of extend-
ing the EPPO’s competence to violations of EU sanctions, 
most notably within the framework of the evaluation of 
the EPPO Regulation as required by Art. 119 of the EPPO 
Regulation, 14 taking into account the position of the 27 EU 
Member States. Such an extension of material competence 
is obviously and primarily a political decision, as it involves 
a further transfer of national competences in the area of 
criminal prosecution to an EU body. When making such a 
decision, however, the main consideration should be that 
the EPPO has now given ample evidence of its added value 
in investigating and prosecuting crimes that threaten the 
Union’s very fabric. This seems to be a clear case for sanc-
tions violations.15
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and are not an expression of the views of the institution they are 
affiliated with.
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