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* If not stated otherwise, the news reported in 
the following sections cover the period 1 August 
– 15 November 2019.

Foundations

Fundamental Rights

10th Anniversary of Charter: 
Council Conclusions 
On the occasion of the 10th anniversary 
of the Charter of Fundamental Rights, 
the JHA Council adopted conclusions 
on the Charter, their state of play, and 
future work. At its meeting on 7 October 
2019, the ministers of justice of the EU 
Member States reaffirmed that the Un-
ion is based on common values, as en-
shrined in Art. 2 TEU, which is founded 
on respect for human dignity, freedom, 
democracy, equality, the rule of law, and 
respect for human rights, including the 
rights of persons belonging to minori-
ties. These rights are a cornerstone of 
the European Union and must be fully 
respected by all Member States and EU 
institutions. At the meeting, the minis-
ters also reaffirmed the commitment to 
the EU’s accession to the ECHR (see 
separate news item).  

Taking note of the Commission re-
port on the application of the Charter 
and the FRA fundamental rights report 

(see eucrim 2/2019, p. 82), the Council 
acknowledges that challenges persist, 
particularly in the area of non-discrim-
ination, and that the fight against all 
forms of discrimination must continue. 

Another problem is the public’s low 
awareness of the Charter. The Council 
calls on Member States to strengthen 
their awareness-raising and training 
activities towards all key stakeholders, 
including policymakers, civil servants, 
legal practitioners as well as national 
human rights institutions, civil society 
organisations, etc. The e-justice portal 
is considered to be an important tool 
supporting this endeavour. Thematic 
discussions and the annual exchange  
of views on application of the Charter 
at the national level should also be pro-
moted.

The Commission is to ensure the 
consistency of legislative and policy 
initiatives with the Charter and to fur-
ther enhance fundamental rights impact 
assessments for all relevant legislative 
proposals. 

While welcoming the Fundamental 
Rights Agency’s Charter-related work 
‒ including awareness raising, e-tools, 
and training as well as expertise and 

data that are useful for the preparation 
of initiatives ‒, the Council stressed that 
it will “consider carefully” any proposal 
on increasing the Agency’s legal clarity 
and efficiency.

Ultimately, the conclusions recognise 
the essential role of civil society organi-
sations in promoting fundamental rights. 
The Council emphasizes that Member 
States must refrain from any unneces-
sary, unlawful, or arbitrary restrictions 
on civil society. It also points out that 
transparent, sufficient, and easily acces-
sible funding is crucial for civil society 
organisations. (TW)

Council: EU Should Accede to ECHR
At their Council meeting on 7 Octo-
ber 2019, the ministers of justice of the 
EU Member States reaffirmed the EU’s 
commitment to acceding to the Euro-
pean Convention on Human Rights 
(ECHR). The ministers also agreed to 
supplementary negotiating directives. 
They will be addressed to the Commis-
sion so that it can resume negotiations 
with the Council of Europe in the near 
future. They will take into account the 
objections raised by the Court of Justice, 
which found a draft agreement negoti-
ated in 2013 to be incompatible with the 
treaties of the European Union (Opin-
ion 2/13 of 18 December 2014).

In May 2019, the Commission sub-
mitted an analysis on the legal issues of 
the CJEU’s decision, which formed the 
basis for the adapted negotiation guide-
lines. It is expected that the Commission 
will resume the negotiations soon. The 

https://data.consilium.europa.eu/doc/document/ST-12357-2019-INIT/en/pdf
https://data.consilium.europa.eu/doc/document/ST-12357-2019-INIT/en/pdf
https://data.consilium.europa.eu/doc/document/ST-12357-2019-INIT/en/pdf
https://www.consilium.europa.eu/en/press/press-releases/2019/10/07/10th-anniversary-of-the-charter-of-fundamental-rights-council-reaffirms-the-importance-of-eu-common-values/
https://www.consilium.europa.eu/en/press/press-releases/2019/10/07/10th-anniversary-of-the-charter-of-fundamental-rights-council-reaffirms-the-importance-of-eu-common-values/
http://curia.europa.eu/juris/celex.jsf?celex=62013CV0002&lang1=fr&lang2=EN&type=TXT&ancre=
http://curia.europa.eu/juris/celex.jsf?celex=62013CV0002&lang1=fr&lang2=EN&type=TXT&ancre=
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Treaty on European Union provides for 
the accession of the EU to the ECHR. 
Its objective is to reinforce the common 
values of the Union, improve the effec-
tiveness of EU law, and enhance the co-
herence of fundamental rights protection 
in Europe. (TW)

Council Updates EU Guidelines Against 
Torture and Ill-Treatment 
On 16 September 2019, the Council 
adopted revised Guidelines on EU poli-
cy towards third countries on torture and 
other cruel, inhuman, or degrading treat-
ment or punishment. 

The purpose of the Guidelines is to 
provide practical guidance to EU insti-
tutions and Member States, which can 
be used in their engagement with third 
countries and in multilateral human 
rights fora, in order to support ongoing 
efforts to eradicate torture and other ill-
treatment worldwide. They complement 
other instruments of the EU’s human 
rights policy, e.g., the EU’s Strategic 
Framework on Human Rights and De-
mocracy with its Action Plan on Human 
Rights and Democracy, the EU’s policy 
framework on support to transitional 
justice, and the Guidelines on promoting 
compliance with International Humani-
tarian Law.

The Guidelines set out various policy 
tools as well as operational measures to 
support third countries in their prohibi-
tion and prevention of torture and ill-
treatment. (TW).

CJEU Rules on Independence  
of Poland’s Disciplinary Chamber 
of the Supreme Court

In its judgment of 19 November 2019, 
the Grand Chamber of the CJEU es-
tablished criteria under which the new 
Disciplinary Chamber of the Polish 
Supreme Court can be considered inde-
pendent and impartial. The judgment is 
based on a reference for a preliminary 
ruling brought by the Labour and Social 
Insurance Chamber of the Polish Su-
preme Court (Joined Cases C-585/18, 
C-624/18, and C-625/18).

In the cases at issue, Supreme Court 
judges protested against their early 
retirement, following the new Pol-
ish legislation lowering the retirement 
age of Supreme Court judges (see also 
case C-619/18 and the CJEU’s judg-
ment of 24 June 2019 in this case in eu-
crim 2/2019, p. 80). A new Disciplinary 
Chamber at the Supreme Court was es-
tablished to hear such actions by a new 
2017 law. The referring court, before 
which such actions were heard prior to 
the reform, calls into question whether 
the Disciplinary Chamber offers suffi-
cient guarantees of independence under 
Union law and whether it can eventually 
disapply national legislation that trans-
ferred competence to the Disciplinary 
Chamber (for details about the case and 
the opinion of AG Tanchev, see eucrim 
2/2019, p. 81). 

The judges in Luxembourg first had 
to deal with several objections against 
the admissibility of the reference and re-
jected the arguments put forward by the 
Polish Public Prosecutor General, inter 
alia, as follows:
�� Arg.: Laying down rules on the juris-

diction of national courts and national 
councils falls within the exclusive com-
petence of Member States. ↔ As the 
CJEU has previously held, although the 
organisation of justice in the Member 
States falls within their competence, 
they are required to comply with their 
obligations deriving from EU law when 
exercising that competence.
�� Arg.: The provisions of national law 

at issue do not implement EU law or fall 
within its scope and therefore cannot 
be assessed under that law (especially 
Art. 19 para. 1 subpara. 2 TEU and 
Art. 47 of the Charter). ↔ The appli-
cants in the main proceedings are relying 
on the prohibition against discrimination 
in employment provided for by Direc-
tive 2000/78; thus, a situation is given 
in which the Member State “implements 
EU law” in the sense of Art. 51(1) of the 
Charter. In addition, Art. 19 TEU does 
not require that Member States be im-
plementing EU law.

�� Arg.: The CJEU is not allowed to 
interpret the Charter because it has to 
respect Protocol No.  30 on application 
of the Charter of Fundamental Rights of 
the European Union to the Republic of 
Poland and to the United Kingdom. ↔ 
The protocol does not concern the sec-
ond subparagraph of Art.19(1) TEU, and 
it neither calls into question the applica-
bility of the Charter in Poland, nor is it 
intended to exempt the Republic of Po-
land from its obligation to comply with 
the provisions of the Charter.
�� Arg.: The reference is no longer nec-

essary because the referring Labour and 
Social Insurance Chamber disregards 
the new composition and jurisdiction of 
the Polish courts. ↔ The arguments put 
forward concern matters of substance 
and cannot affect the admissibility of the 
questions referred.

As regards the substance of the ques-
tions, the CJEU reaffirmed that the Pol-
ish disciplinary regime must comply 
with the right to effective judicial pro-
tection as enshrined in Article 47 of the 
Charter. This means, in particular, that 
everyone is entitled to a fair hearing by 
an independent and impartial tribunal. 
The CJEU then reiterated its settled case 
law on the requirement that courts be in-
dependent:
�� External dimension: The court con-

cerned can exercise its functions entirely 
autonomously, without being subject 
to any hierarchical constraint or subor-
dinated to any other body and without 
taking orders or instructions from any 
source whatsoever, thus being protected 
against external interventions or pres-
sure liable to impair the independent 
judgment of its members and to influ-
ence their decisions;
�� Internal dimension (linked to impar-

tiality): An equal distance is maintained 
from the parties to the proceedings and 
their respective interests with regard to 
the subject matter of those proceedings. 
This aspect requires objectivity and the 
absence of any interest in the outcome 
of the proceedings apart from the strict 
application of the rule of law;

https://www.consilium.europa.eu/media/40644/guidelines-st12107-en19.pdf
https://www.consilium.europa.eu/media/40644/guidelines-st12107-en19.pdf
http://curia.europa.eu/juris/document/document.jsf?text=&docid=220770&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=4196196
http://curia.europa.eu/juris/document/document.jsf?text=&docid=220770&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=4196196
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�� Any guarantees of independence and 
impartiality require rules, particularly 
as regards the composition of the body, 
and the appointment, length of service, 
and grounds for abstention, rejection, 
and dismissal of its members, in order to 
dispel any reasonable doubt in the minds 
of individuals as to the imperviousness 
of that body to external factors and as to 
its neutrality with respect to the interests 
before it;
�� In accordance with the principle of 

the separation of powers, which charac-
terises the operation of the rule of law, 
the independence of the judiciary must 
be ensured in relation to the legislature 
and the executive;
�� Organisational and procedural rules 

must be such as to preclude not only any 
direct influence, in the form of instruc-
tions, but also any more indirect forms 
of influence.

The CJEU concluded that it is up to 
the referring court to ascertain whether 
the framework of the new Disciplinary 
Chamber fulfills these requirements, 
but it provides several suggestions as to 
which specific factors should be consid-
ered: 

For example, the mere fact that the 
judges of the Disciplinary Chamber were 
appointed by the President of the Repub-
lic of Poland does not infringe impartial-
ity if, once appointed, they are free from 
influence or pressure when carrying out 
their role. The prior participation of the 
National Council of the Judiciary, which 
is responsible for proposing judicial ap-
pointments, would be acceptable if that 
body is itself sufficiently independent 
of the legislature, the executive, and the 
President of the Republic. 

Furthermore, factors that characterise 
the Disciplinary Chamber more directly 
must also be taken into account, such as 
its exclusive jurisdiction, its constitution 
with newly appointed judges alone, and 
its high degree of autonomy within the 
Supreme Court. 

Altogether, the judges in Luxem-
bourg highlighted that, although any sin-
gle factor is not capable of calling into 

question the independence of the Disci-
plinary Chamber per se and seen in iso-
lation, this may conversely not be true 
once the factors are viewed together. 

Ultimately, the Grand Chamber of the 
CJEU examined the legal consequences 
that occur if the referring court negates 
the independence of the Disciplinary 
Chamber, and concluded: “If that is the 
case, the principle of the primacy of EU 
law must be interpreted as requiring the 
referring court to disapply the provision 
of national law which reserves juris-
diction to hear and rule on the cases in 
the main proceedings to the abovemen-
tioned chamber, so that those cases may 
be examined by a court which meets the 
abovementioned requirements of inde-
pendence and impartiality and which, 
were it not for that provision, would 
have jurisdiction in the relevant field.” 

New Polish regulations on the disci-
plinary regime against judges are also 
the subject of infringement proceed-
ings initiated by the Commission (Case 
C-791/19; see also eucrim 2/2019, 
pp. 81–82). In previous judgments, the 
CJEU had already declared the lower-
ing of the retirement age for judges at 
the Supreme Court and at the level of 
ordinary courts to be incompatible with 
Union law. (TW)

CJEU: Polish Retirement Rules  
at Ordinary Court Level Contrary 
to EU Law

On 5 November 2019, the Grand Cham-
ber of the CJEU declared that another is-
sue of the Polish justice reform was not 
in line with EU law. After having ruled 
on 24 June 2019 that lowering the retire-
ment age of the Supreme Court judges is 
contrary to EU law (see Case C-619/18 
in eucrim 2/2018, p. 80), the CJEU also 
affirmed non-compliance with regard 
to the new retirement scheme for Pol-
ish judges and public prosecutors (Case 
C-192/18). 

A Polish law of 12 July 2017 low-
ered the retirement age of ordinary court 
judges and public prosecutors as well as 
the age for early retirement of Supreme 

Court judges to 60 years for women and 
65 years for men (previously 67 for both 
sexes). The power of the Polish Minis-
ter of Justice to extend the active service 
period of judges at the ordinary courts 
above and beyond the new retirement 
age was also the subject of the case. 
Since the European Commission found 
these rules to be contrary to EU law, it 
brought an action for failure to fulfil ob-
ligations before the Luxembourg Court.

The CJEU first held that the differ-
ences in retirement age between fe-
male and male judges/prosecutors is 
a direct discrimination based on sex. 
The CJEU rejected the argument Pol-
ish government that the difference is an 
“authorised positive action” under Arti-
cle 157(4) TFEU and Article 3 of Direc-
tive 2006/54, because early retirement 
for women would indirectly compen-
sate them for difficulties experienced 
in receiving promotions throughout 
their professional careers. The CJEU 
held on the contrary that “(t)he setting, 
for retirement, of an age condition that 
differs according to sex does not offset 
the disadvantages to which the careers 
of female public servants are exposed 
by helping those women in their pro-
fessional life and by providing a rem-
edy for the problems which they may 
encounter in the course of their profes-
sional career.” As a result, the new leg-
islation infringes Art. 157 TFEU (prin-
ciple of equal pay for male and female 
workers for equal work) and Directive 
2006/54 (implementation of the prin-
ciple of equal opportunities and equal 
treatment of men and women in matters 
of employment and occupation).

Second, the CJEU also held that the 
discretion given to the Minister of Jus-
tice to decide whether or not to authorise 
that ordinary court judges may continue 
to carry out their duties above and be-
yond the new (lower) retirement age is 
contrary to Union law. It found that the 
substantive conditions and detailed pro-
cedural rules governing that decision-
making power are contrary to the criteria 
for independence of judges, which can 

http://curia.europa.eu/juris/document/document.jsf?text=&docid=219725&pageIndex=0&doclang=en&mode=req&dir=&occ=first&part=1&cid=4178283
http://curia.europa.eu/juris/document/document.jsf?text=&docid=219725&pageIndex=0&doclang=en&mode=req&dir=&occ=first&part=1&cid=4178283
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be deduced from Art. 19 para. 1 sub-
para. 2 TEU and as set out in the first 
judgment on the Polish justice reform 
of 24 June 2019. The too vague and un-
verifiable conditions for extension and 
the potential length for the discretionary 
decision are not acceptable.

Moreover, the judges in Luxembourg 
found that the necessary imperviousness 
of judges to all external intervention or 
pressure is not guaranteed. They mainly 
argue that the combination of lowering 
the normal retirement age of judges at 
the ordinary courts and of conferring 
discretion for extension to the Minister 
of Justice fails to comply with the prin-
ciple of irremovability. In this context, 
the judges remarked that “the combina-
tion of the two measures … is such as to 
create, in the minds of individuals, rea-
sonable doubts regarding the fact that 
the new system might actually have 
been intended to enable the Minister for 
Justice, acting in his discretion, to re-
move, once the newly set normal retire-
ment age was reached, certain groups 
of judges serving in the ordinary Polish 
courts while retaining others of those 
judges in post.” 

In sum, the CJEU follows the conclu-
sion of AG Tranchev of 20 June 2019 
(see eucrim 2/2019, pp. 80–81) and its 
judgment of 24 June 2019 on changes 
to the retirement age of Supreme Court 
judges (see above). It is the second of a 
series of pending cases before the CJEU 
that attack the justice reform in Poland 
for exerting more political influence into 
the judiciary. (TW)

AG: References Against Disciplinary 
Proceedings Against Polish Judges  
at Ordinary Courts Inadmissible

On 24 September 2019, Advocate Gen-
eral Tanchev proposed that references 
for a preliminary ruling of two Polish 
district courts voicing doubt as to the 
compatibility of the new disciplinary 
regime introduced in Poland via judicial 
reforms in 2017 with Art. 19(1) sub
para. 1 TEU should be declared inad-
missible. 

The cases are registered as Joined 
Cases C-558/18 and C-563/18 (Miasto 
Łowicz v Skarb Państwa – Wojewoda 
Łódzki, joined parties: Prokuratura Re-
gionalnaw Łodzi, Rzecznik Praw Oby-
watelskich and Prokuratura Okręgowa 
w Płocku v VX, WW, XV).

The cases at issue refer first to a civil 
law suit between the municipality of 
Łowicz and the State Treasury before the 
District Court of Łódź, and, second, to a 
criminal trial before the District Court of 
Warsaw against a gang whose defend-
ants seek protection from the state be-
cause of their cooperation with the law 
enforcement authorities. Both district 
courts submit that they may take deci-
sions that are not in favour of the State 
authorities; therefore they fear becom-
ing the subject of disciplinary proceed-
ings. The referring judges are concerned 
that the disciplinary regime introduced 
in Poland in 2017 may entail politically 
motivated disciplinary penalties, which 
infringes the second subparagraph of 
Art. 19(1) TEU.

AG Tanchev first affirmed that the 
situation in the main proceedings falls 
within the material scope of Art. 19(1) 
subpara. 2 TEU (the obligation for Mem-
ber States to provide remedies sufficient 
to ensure effective legal protection in the 
fields covered by Union law). Accord-
ingly, the CJEU is vested with the au-
thority “to rule on structural breaches of 
the guarantees of judicial independence, 
given that Article 19 TEU is a concrete 
manifestation of the rule of law, one of 
the fundamental values on which the 
European Union is founded under Arti-
cle 2 TEU.” Structural breaches of judi-
cial independence inevitably impact on 
the preliminary ruling mechanism under 
Art. 267 TFEU and thus on the capac-
ity of Member State courts to act as EU 
Courts.

However, AG Tanchev found that 
requirements on admissibility for a 
preliminary ruling have not been met 
in the present case. The reference does 
not sufficiently explain the relationship 
between the relevant provisions of EU 

law and the Polish measures in question. 
Furthermore, the AG observed that there 
seems to be mere subjective fear on the 
part of the referring court, because con-
crete disciplinary proceedings have not 
yet been initiated. Therefore, the ques-
tions remain hypothetical as to what 
makes the request inadmissible under 
Art. 267 TFEU.

The reference at issue is one of a se-
ries of proceedings before the CJEU in 
which Polish judges are taking a stand 
against the judicial reforms in Poland, 
which attack the rule of law. In total, 
they have brought forward around 14 
references for preliminary rulings. In ad-
dition to these references, the Commis-
sion initiated infringement proceedings 
(see, inter alia, Case C-619/18 and Case 
C-192/18 on the lowering of the retire-
ment rules for judges and public pros-
ecutors – all reported in eucrim 2/2019, 
pp. 80 ff. and in this issue). In the Joined 
Cases C585/18, C-624/18 and C-625/18,  
by judgment of 19 November 2019, the 
CJEU ruled on the independence of the 
Polish Disciplinary Chamber in cases 
involving Supreme Court judges taking 
legal action against their early retire-
ment. (TW)

Commission Refers New Disciplinary 
Regime for Polish Judges to CJEU
After Poland failed to address the Com-
mission’s concerns about the new disci-
plinary regime for Polish judges, set out 
in the reasoned Opinion of the Commis-
sion of 17 July 2019 (see eucrim 2/2019, 
pp. 81–82), the Commission referred the 
case to the European Court of Justice on 
10 October 2019. The Commission is 
mainly critical of the following issues:
�� The possibility to initiate disciplinary 

investigations and sanctions against or-
dinary court judges is based on the con-
tent of their judicial decisions, including 
exercise of their right under Art. 267 
TFEU to request preliminary rulings 
from the CJEU;
�� The new Disciplinary Chamber of the 

Polish Supreme Court does not guaran-
tee independence and impartiality in the 

http://curia.europa.eu/juris/document/document.jsf?text=&docid=218141&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=4196403
http://curia.europa.eu/juris/document/document.jsf?text=&docid=218141&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=4196403
https://ec.europa.eu/commission/presscorner/detail/EN/IP_19_6033
https://ec.europa.eu/commission/presscorner/detail/EN/IP_19_6033
https://ec.europa.eu/commission/presscorner/detail/EN/IP_19_6033
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composition and selection process, as 
required by EU law and CJEU case law;
�� The President of the Disciplinary 

Chamber has almost unfettered discre-
tion to determine the disciplinary court 
of first instance, so that the principle that 
a court is “established by law” is not re-
spected;
�� There are no guarantees that disci-

plinary proceedings against judges are 
processed within a reasonable time-
frame;
�� The judges’ defence rights are under-

mined.
The case is registered at the CJEU as 

C-791/19. The Commission applied for 
an expedited procedure, which is also in 
line with its new concept to strengthen 
the rule of law, as presented in the Com-
mission Communication of 17 July 2019 
(see eucrim 2/2019, p. 79).

The new disciplinary regime against 
Polish judges of ordinary courts is also 
subject to a reference for preliminary 
ruling (Joined Cases C-558/18 and 
C-563/18). On 24 September 2019, 
AG Tanchev proposed declaring these 
references inadmissible; they were 
brought to the CJEU by two Polish dis-
trict courts. Other reforms of the Polish 
judicial system that were introduced by 
Poland two years ago and that seek to 
increase political influence in the jus-
tice sector will keep the CJEU busy, 
since they are subject to other infringe-
ment proceedings and references for 
preliminary rulings. In total, Polish 
courts have made references for pre-
liminary rulings in about 14 cases. On 
19 November 2019, the Grand Cham-
ber of the CJEU already indicated that 
the new Disciplinary Chamber of the 
Supreme Court, which is responsible 
for deciding complaints by Supreme 
Court judges, may infringe the guaran-
tees of independence and impartiality. 
On 24 June 2019, the CJEU ruled that 
the Polish reform lowering the retire-
ment age of Supreme Court judges is 
contrary to EU law (Case C-619/18, see 
eucrim 2/2019, p. 80). On 5 November 
2019, the CJEU declared that the new 

retirement scheme for Polish judges 
and public prosecutors at the ordinary 
court level is not in line with EU law. 
(TW)

Hungary and Poland Impede 
Conclusions on Rule-of-Law Evaluation
Hungary and Poland blocked the adop-
tion of Council conclusions on evalu-
ation of the rule-of-law dialogue. The 
rule-of-law dialogue was established in 
2014. It consists of a structured dialogue 
between the Commission and Member 
States that disrespect the rule of law and 
the Annual Dialogues on the Rule of 
Law, allowing national governments to 
discuss rule-of-law related issues within 
the Council. In 2016, the General Affairs 
Council agreed to reevaluate the frame-
work by the end of 2019.

At its meeting on 19 November 2019, 
the General Affairs Council discussed 
the evaluation and the draft conclu-
sions. Ministers also exchanged views 
with FRA Director, Michael O’Flaherty. 
The Finnish Presidency stated that 
26 delegations supported the conclu-
sions as published in Council Docu-
ment 14173/19. They advocate a yearly 
stocktaking exercise revolving around 
the state of play and key developments 
in the rule of law. Such an annual stock-
taking could draw on the Commission’s 
annual rule-of-law reports, which would 
in turn create synergies between the in-
stitutions. Furthermore, ministers wish 
“for the dialogue to be stronger, more 
result-oriented and better structured, for 
preparations for the dialogue to be more 
systematic, and for proper follow-up to 
be ensured.” The organisation and in-
depth discussion of rule-of-law-related 
issues in other Council configurations is 
also encouraged.

Strengthening the rule of law is one 
of the top priorities of Finland’s Coun-
cil Presidency during the second half 
of 2019. The Finnish Presidency wel-
comed the Commission’s new con-
cept to strengthen the rule of law, as 
presented on 17 July 2019 (see eucrim 
2/2019, p. 79). It also supports the pro-

posal by Belgium and Germany for a 
periodic peer review mechanism on the 
rule of law, which could reinforce mu-
tual understanding and unity among the  
EU Member States. (TW)

Area of Freedom, Security 
and Justice

New Eurobarometer: Strong Increase in 
Citizens’ Positive Perception of the EU
A new Eurobarometer survey was re-
leased on 5 August 2019. It shows a 
strong general increase in citizens’ posi-
tive perception of the European Union. 
The survey was conducted by means of 
27,464 face-to-face interviews in the 28 
Member States and five candidate coun-
tries in June 2019, shortly after the Eu-
ropean elections.

According to the survey, trust in the 
EU is at his highest level since 2014 
and remains higher than trust in national 
governments or parliaments. Trust in the 
EU increased in 20 Member States, with 
the highest scores in Lithuania (72%), 
Denmark (68%) and Estonia (60%).

Support for the Economic and Mon-
etary Union with one single currency, 
the euro, has reached a new record high 
within the Eurozone. Throughout the 
EU, support for the euro has not changed 
since the last survey in autumn 2018 and 
remains at its highest level since spring 
2007.

Across the EU, 73% of citizens feel 
they are citizens of the EU. In all 28 
Member States, the majority of respond-
ents feels this way (the national scores 
range from 93% in Luxembourg to 52% 
in Bulgaria).

Immigration is still seen as the main 
concern at the EU level, even though 
the number of respondents mentioning 
this concern has decreased since autumn 
2018. The survey is marked by a signifi-
cant rise in concern over climate change 
and the environment. Climate change, 
which was ranked fifth in autumn 2018, 
now ranks second as an issue for the first 
time. The concern over terrorism, which 

http://curia.europa.eu/juris/liste.jsf?language=EN&num=C-791/19
https://www.consilium.europa.eu/en/meetings/gac/2019/11/19/
https://www.consilium.europa.eu/media/41394/st14173-en19.pdf
https://www.consilium.europa.eu/media/41394/st14173-en19.pdf
https://www.consilium.europa.eu/media/41394/st14173-en19.pdf
https://ec.europa.eu/commission/presscorner/detail/en/ip_19_4969
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was ranked first in spring 2017, has once 
again slightly decreased since autumn 
2018 and is now ranked third, together 
with concerns about the economic situ-
ation and the state of Member States’ 
public finances. 9% of the respondents 
mention crime as one of their two main 
concerns (tenth rank). The number of 
people mentioning concern about crime 
has remained fairly stable, between 9 
and 10%, since spring 2017. (CG)

Security Union

20th Progress Report on Security Union

spot 

light

The EU achieved progress in 
fighting terrorism, stepping up 
information exchange, counter-

ing radicalisation, preventing violent ex-
tremism, and addressing cybersecurity; 
however, further efforts are needed. This 
is the main message of the “20th pro-
gress report towards an effective and 
genuine Security Union” that was pre-
sented by the European Commission on 
30 October 2019. The report reveals 
that, since the attacks in Halle/Germany 
and in Paris/France at the beginning of 

October 2019, both right-wing extrem-
ism/anti-Semitism and jihadi inspired 
terrorism continue to be security priori-
ties in the EU.

Within the framework of the report 
series (for the 19th progress report, see 
eucrim 2/2019, p. 82), the 20th progress 
report focuses particularly on the fol-
lowing:
�� Cybersecurity of 5G networks;
�� Countering disinformation;
�� External dimension of cooperation in 

the Security Union.
In the field of legislative priorities, 

the report highlights the following is-
sues:
�� In order to prevent radicalisation 

(both jihadi and right-wing violent ex-
tremism), the legislative proposal to 
prevent the dissemination of terrorist 
content online is considered essential. 
According to the Commission, this leg-
islation would set clear rules and safe-
guards obliging internet platforms to 
take down terrorist content within one 
hour upon receipt of a reasoned request 
by competent authorities and to take 
proactive measures (for the proposal, 
see eucrim 2/2018, pp. 97–98 and the 

article by G. Robinson, eucrim 4/2018, 
p. 234). The European Commission
calls on the legislators (Council and EP) 
to swiftly conclude negotiations by the 
end of 2019.
�� Within the framework of the EU In-

ternet Forum, internet companies agreed 
on their commitment to the EU Crisis 
Protocol – an enhanced cooperation 
mechanism ensuring coordinated and 
rapid reaction to contain the spread of 
viral terrorist or violent extremist con-
tent online;
�� Implementation of interoperability 

of the systems for security and border/
migration control is one of the top pri-
orities for the Commission in 2020. The 
report points out the necessity of strong-
er and smarter information exchange. 
However, further legislation to complete 
established legislation on interoperabil-
ity (see eucrim 2/2019, pp. 103–104) is 
needed. Therefore, the EP and Council 
are called on to swiftly reach agreement 
on the pending proposals on technical 
amendments to ETIAS and the reforms 
of the Visa Information System and Eu-
rodac;
�� While welcoming the launch of the 

European Judicial Counter Terrorism 
Register at Eurojust (see eucrim 2/2019, 
p. 100), the Commission calls on the EP
to quickly advance the legislative pro-
posal of law enforcement access to e-
evidence (see, in this context, the latest 
news in the category “Law Enforcement 
Cooperation”);
�� Cybersecurity remains a key area of 

EU action. In this context, the report 
points to the EU cybersecurity certifi-
cation framework (see eucrim 2/2019, 
p. 98), which now needs to be imple-
mented. The legislative initiative for 
a European Cybersecurity Industrial, 
Technology and Research Competence 
and Network of National Coordination 
Centres, however, is still pending and 
should be concluded soon. In addition, 
work continuous on tackling hybrid 
threats. This includes the elaboration of 
a “conceptual model” framework to sup-
port Member States in identifying the 

New LLM Programme “European Criminal Justice in a Global Context” 
at Utrecht University 

In the next academic year, the Utrecht Law School is starting a new master LLM pro-
gramme. The programme focuses on the role of criminal justice systems in a Europe-
anized and internationalized legal environment, including enforcement and applicable 
human rights and constitutional standards. The content focuses on the following:

�� The constitutional foundations for criminal justice in a Europeanized setting, includ-
ing the fundamental rights dimension and the harmonisation of defence rights and 
safeguards;

�� The effects and impact of EU law on domestic criminal justice and its relationship 
with administrative law enforcement in such areas as anti-money laundering, finan-
cial fraud, and other serious cross-border offences;

�� The different legal regimes for transnational enforcement cooperation and the ex-
change of information, including the European Arrest Warrant and the European In-
vestigation Order;

�� The relationships between national criminal justice and EU authorities such as Euro-
just and the European Public Prosecutor’s Office;

�� The relationship between European criminal justice and its global context (external 
dimension).

For details about the programme, its objectives, career prospects, admission and ap-
plication procedures, etc., visit the website on the master programme. (TW)

https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/european-agenda-security/20191030_com-2019-552-security-union-update-20_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/european-agenda-security/20191030_com-2019-552-security-union-update-20_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/european-agenda-security/20191030_com-2019-552-security-union-update-20_en.pdf
https://oeil.secure.europarl.europa.eu/oeil/popups/ficheprocedure.do?reference=2018/0331(COD)&l=en
https://oeil.secure.europarl.europa.eu/oeil/popups/ficheprocedure.do?reference=2018/0331(COD)&l=en
https://oeil.secure.europarl.europa.eu/oeil/popups/ficheprocedure.do?reference=2018/0331(COD)&l=en
https://oeil.secure.europarl.europa.eu/oeil/popups/ficheprocedure.do?reference=2018/0328(COD)&l=en
https://oeil.secure.europarl.europa.eu/oeil/popups/ficheprocedure.do?reference=2018/0328(COD)&l=en
https://oeil.secure.europarl.europa.eu/oeil/popups/ficheprocedure.do?reference=2018/0328(COD)&l=en
https://oeil.secure.europarl.europa.eu/oeil/popups/ficheprocedure.do?reference=2018/0328(COD)&l=en
https://oeil.secure.europarl.europa.eu/oeil/popups/ficheprocedure.do?reference=2018/0328(COD)&l=en
https://www.uu.nl/masters/en/european-criminal-justice-global-context
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type of hybrid attack they might face. 
For hybrid threats on the EU agenda, see 
also eucrim 2/2019, p. 85.

Cybersecurity and resilience of 5G 
networks is another hot topic where EU 
action is required in the near future. The 
progress report highlights the risk as-
sessment report by the Member States 
(with the support of the European Com-
mission and the European Agency for 
Cybersecurity) published on 9 October 
2019. The report identifies a number of 
important cybersecurity challenges for 
5G that authorities, suppliers, and us-
ers are likely to face in the future. The 
report reveals that suppliers will be 
the focus of cyberattacks, in particu-
lar those from non-EU countries. The 
Commission calls on Member States to 
swiftly agree on a toolbox of mitigat-
ing measures to address the identified 
cybersecurity risks at the national and 
Union levels, as recommended by the 
Commission in March 2019.

The Commission also takes stock of 
the progress made in countering disin-
formation and in protecting elections 
against other cyber-enabled threats. 
The Commission, inter alia, evaluated 
the Code of Practice on Disinformation 
for online platforms and the advertis-
ing sector that became applicable in 
October 2018. It acknowledges efforts 
made by the signatories; however, 
more consistent actions are necessary 
because actions taken by the platforms 
vary in terms of speed and scope in 
order to ensure the implementation of 
their commitments. 

As in previous reports, the Commis-
sion is not satisfied with the implementa-
tion of core EU legislation in the fields 
of terrorism and cybercrime. The Com-
mission urges Member States to fully 
transpose, inter alia, the following EU 
legislation:
�� The EU Passenger Name Record Di-

rective;
�� The Directive on combating terror-

ism;
�� The Directive on control of the acqui-

sition and possession of weapons;

�� The 4th Anti-Money Laundering Di-
rective.

Ultimately, the report provides up-
dates on the external dimension of the 
EU’s security policy. It highlights the 
proposed opening of negotiations for 
an agreement allowing the exchange of 
personal data between Europol and the 
New Zealand authorities to fight serious 
crime and terrorism. New Zealand has 
been added to the list of priority coun-
tries for such agreements; negotiations 
with eight other priority countries from 
the Middle East/North Africa (MENA) 
region are ongoing. 

Alongside the Europol cooperation 
with third countries, another cornerstone 
is the transfer of passenger name record 
data (PNR). The Commission points out 
its recommendation to the Council to 
authorise negotiations for an EU-Japan 
PNR agreement. It is envisaged that ar-
rangements be in place before the start 
of the Olympic games in Tokio in 2020. 
Negotiations with Canada on a new PNR 
agreement are on track. On the interna-
tional level, the Commission presented 
a proposal to the Council for a decision 
on the EU position in the International 
Aviation Organization with regard to 
standards and recommended practices 
on passenger name record data.

Security cooperation with the West-
ern Balkans remains at the top of the EU 
agenda. In this context, the progress re-
port refers to the bilateral anti-terrorism  
arrangements with Albania and North 
Macedonia, which were signed on 9 Octo-
ber 2019 and which implement the 2018 
Joint Action Plan on Counter-Terrorism 
for the Western Balkans. The arrange-
ments include tailor-made, concrete pri-
ority actions which the countries should 
take in the course of 2019 and 2020, 
and set out the Commission’s support in 
this regard. In addition, the Commission 
signed an agreement with Montenegro 
on border management cooperation be-
tween Montenegro and the European 
Border and Coast Guard Agency. 

In conclusion, the 20th progress re-
port on the Security Union states that, 

besides the need for the swift conclu-
sion of pending legislative proposals, 
agreed measures and instruments must 
“be turned into an operational reality on 
the ground” in the EU Member States. 
(TW)	

Self-Assessment Reports on EU Code 
of Practice on Disinformation
In October 2018, the industry agreed on 
a self-regulatory EU Code of Practice 
to address the spread of online disinfor-
mation and fake news. The signatories 
recognised the objectives outlined in the 
Commission Communication “Tackling 
online disinformation ‒ a European ap-
proach” of April 2018. This was the 
first worldwide “private-public part-
nership” to fight disinformation. The 
Code of Practice is also one of the main 
pillars of the EU’s Action Plan against 
the phenomenon of disinformation and 
fake news.

The Code has been signed by the 
leading IT companies Facebook, Goog-
le, Twitter, Mozilla, and Microsoft as 
well as seven European trade associa-
tions. They commit themselves to de-
ploy policies and processes in relation to 
the scrutiny of ad placements, political 
advertising and issue-based advertising, 
integrity of services and the empower-
ment of consumers, and the research 
community. An annual account report 
from each company/association forms 
the basis for measuring and monitoring 
the Code’s effectiveness. 

These annual self-assessment reports 
were published on 29 October 2019. In 
addition, the Commission published a 
summary and brief analysis of the re-
ports.

The Commission acknowledges that 
the signatories have made comprehen-
sive efforts to fulfil their commitments 
over the last 12 months. The Code led to 
higher transparency regarding the plat-
form’s policies against disinformation 
and the ability to monitor structured dia-
logues. However, further serious steps 
by individual signatories and the com-
munity as a whole are still necessary. 

https://ec.europa.eu/digital-single-market/en/news/eu-wide-coordinated-risk-assessment-5g-networks-security
https://ec.europa.eu/digital-single-market/en/news/eu-wide-coordinated-risk-assessment-5g-networks-security
https://ec.europa.eu/digital-single-market/en/news/cybersecurity-5g-networks
https://ec.europa.eu/digital-single-market/en/news/cybersecurity-5g-networks
https://ec.europa.eu/commission/presscorner/detail/en/statement_19_6166
https://ec.europa.eu/commission/presscorner/detail/en/statement_19_6166
https://ec.europa.eu/commission/presscorner/detail/en/statement_19_6166
https://ec.europa.eu/home-affairs/news/news/20191009_security-union-implementing-counter-terrorism-arrangements-albania-north-macedonia_en
https://ec.europa.eu/home-affairs/news/news/20191009_security-union-implementing-counter-terrorism-arrangements-albania-north-macedonia_en
https://ec.europa.eu/home-affairs/news/news/20191009_security-union-implementing-counter-terrorism-arrangements-albania-north-macedonia_en
https://ec.europa.eu/digital-single-market/en/news/code-practice-disinformation
https://ec.europa.eu/digital-single-market/en/news/communication-tackling-online-disinformation-european-approach
https://ec.europa.eu/digital-single-market/en/news/communication-tackling-online-disinformation-european-approach
https://ec.europa.eu/digital-single-market/en/news/communication-tackling-online-disinformation-european-approach
https://ec.europa.eu/commission/files/factsheet-report-progress-action-plan-against-disinformation_en
https://ec.europa.eu/digital-single-market/en/news/annual-self-assessment-reports-signatories-code-practice-disinformation-2019
https://ec.europa.eu/newsroom/dae/document.cfm?doc_id=62698
https://ec.europa.eu/newsroom/dae/document.cfm?doc_id=62698
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The Commission observes that the 
reported actions taken by the platforms 
vary significantly in terms of scope and 
speed. In general, actions to empower 
consumers and the research community 
lag behind the original commitments (as 
evidenced prior to the European Parlia-
ment elections in May 2019). Further-
more, there are differences across the 
Member States as regards the deploy-
ment of the respective policies for the 
various commitments included in the 
Code.

Although cooperation between the 
platforms and stakeholders (e.g., fact-
checkers, researchers, and civil organi-
sations) improved, the provision of data 
and search tools is still episodic and ar-
bitrary and does not respond to the de-
mands of researchers for independent 
scrutiny. More efforts are also needed to 
establish sound cooperation with truly 
independent organisations. 

The Commission observed that the 
platforms provided information on EU-
specific metrics regarding the imple-
mentation of the Code; however, these 
metrics mainly focus on the number of 
accounts taken down or ads rejected. 
They do not enable a qualitative insight 
into the actual impact of the self-regula-
tory measures and mechanisms for inde-
pendent scrutiny. 

Lastly, the Commission notes that 
other IT platforms and advertising com-
panies/services operating in the EU have 
not joined the Code.

The self-assessment reports are the 
starting point for a comprehensive as-
sessment of the Code’s effectiveness, 
which will be carried out by the Com-
mission itself. The assessment is ex-
pected for the first half of 2020. The 
Commission will additionally take the 
following into account:
�� Input from the European Regula-

tors Group for Audiovisual Services 
(ERGA), as foreseen in the Action Plan 
against Disinformation;
�� An evaluation from a third-party or-

ganisation selected by the signatories, as 
foreseen under the Code of Practice; 

�� An assessment from an independent 
consultant engaged by the Commission 
and expected in early 2020;
�� A Commission report on the Euro-

pean Parliament elections.
On the basis of this comprehensive 

assessment, the Commission will decide 
whether the self-regulatory approach via 
the Code of Practice on disinformation 
is satisfactory or whether further regula-
tory measures should be taken. (TW)

Schengen

Commission: Croatia Ready 
for Schengen
On 22 October 2019, the Commission 
issued a Communication in which it 
confirmed that Croatia meets all nec-
essary conditions for accession to the 
Schengen area. The Commission also 
confirmed that Croatia fulfilled commit-
ments undertaken within the framework 
of the accession negotiations that are 
also relevant for the Schengen acquis. 
These areas mainly include the  good 
functioning of the judiciary and the re-
spect for fundamental rights. 

Croatia declared that it wants to be 
part of the Schengen regime in March 
2015, which triggered a long evalua-
tion and monitoring process whether the 
country fulfils all parts of the Schengen 
acquis. 

Since 2013, this process has been 
jointly carried out by the Member States 
and the Commission. They are support-
ed by EU bodies, offices, and agencies; 
the Commission has an overall coordi-
nation role. The Commission prepares 
and plans the evaluation and adopts 
evaluation reports, while the Council 
has the responsibility to adopt recom-
mendations for remedial actions. This 
is the first time that the new Schengen 
evaluation and monitoring mechanism 
has been applied.

A country that wishes to accede must 
show compliance in a number of policy 
fields, e.g.:
�� In its capacity to take responsibility 

for controlling the external borders on 
behalf of the other Schengen States and 
for issuing uniform Schengen visas;
�� In its capacity to efficiently cooperate 

with law enforcement agencies in other 
Schengen States, in order to maintain a 
high level of security once internal bor-
der controls are lifted.

The Communication confirmed that 
Croatia has successfully implemented 
the  Schengen rules in the areas of data 
protection, police cooperation, common 
visa policy, return, the Schengen Infor-
mation System (SIS), firearms, and ju-
dicial cooperation in criminal matters. 
It also affirmed that Croatia meets the 
Schengen rules on external border man-
agement; however, Croatia must work 
continuously to keep the standard, espe-
cially in this field. 

It is now up to the Council to verify 
the evaluation results. The Schengen ac-
quis is only applicable after the Council 
takes a decision giving green light. (TW)

ECA: Use of Information Systems for 
Border Control Can Be More Efficient
The EU’s information systems in the 
field of internal security supporting 
border controls are well designed; how-
ever, more efforts are needed to ensure 
completeness and timely entry of the 
data. This is the main outcome of the 
European Court of Auditor’s special re-
port No 20/2019. The report examined 
whether the design and use of the major 
information systems utilised to perform 
border checks in the Schengen area are 
efficient. The systems at issue are:
�� The Schengen Information System 

(SIS);
�� The Visa Information System (VIS);
�� Eurodac (European Asylum Dacty-

loscopy Database – fingerprint compari-
son system);
�� The European Border Surveillance 

System (Eurosur);
�� The Passenger Name Record systems 

(PNR).
The auditors found that border 

guards increasingly use and rely on 
these systems. The efficiency of border 

https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/european-agenda-migration/20191022_com-2019-497-communication_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/european-agenda-migration/20191022_com-2019-497-communication_en.pdf
https://www.eca.europa.eu/en/Pages/DocItem.aspx?did=51952
https://www.eca.europa.eu/en/Pages/DocItem.aspx?did=51952
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checks, however, is hampered because 
some data is currently not included in 
the systems, while other data is either 
incomplete or not entered in a timely 
manner. 

Furthermore, it was found that the 
systems are not used in a uniform way 
– including a discrepancy between the
number of Schengen visas issues and the 
number of visa checks – which indicates 
that use of the information in the sys-
tems is not systematic.

Regarding the completeness of data, 
one problem is that officers often receive 
hundreds of results – mainly false posi-
tives – when they check names. This not 
only impacts efficiency, but also increas-
es the risk of overlooking real hits. 

Long delays in putting IT solutions 
for surveillance and passenger records 
into practice are another critical point, 
preventing border authorities from shar-
ing important information efficiently.

The ECA made the following recom-
mendations to the Commission:
�� Promote further trainings, especially 

as regards the use of SIS II and VIS;
�� Shorten the time to correct weakness-

es identified during Schengen evalua-
tions;
�� Analyse discrepancies in visa checks;
�� Improve data quality control proce-

dures;
�� Reduce delays in data entry.

The Commission provided state-
ments to the ECA’s findings and recom-
mendations. The response is annexed to 
the report. (TW)

Institutions

European Court of Justice (ECJ)

Additional Area Offered on Website
The Court of Justice of the European 
Union has added a new area to its web-
site,  which offers the following infor-
mation:
�� Open access to preliminary ruling 

cases;

�� A compilation of relevant decisions 
delivered by national courts;
�� Notes and studies in relation to re-

search and monitoring works;
�� Factsheets on various subjects;
�� Legal monitoring documents present-

ing current legal, judicial, and case-law 
developments by one or more Member 
States and by the Courts of the European 
Union.

The new area is based on the database 
of the Judicial Network of the European 
Union (Réseau judiciaire de l’Union 
européenne, RJUE), which was estab-
lished in 2017 between the CJEU and 
participating national courts from the 
EU Member States. (CR) 

New Judges Jääskinen and Wahl
On 7 October 2019, two new judges, 
Niilo Jääskinen and Nils Wahl, took up 
their positions at the Court of Justice. 

Niilo Jääskinen, appointed for the 
period from 7 October 2019 to 6 Octo-
ber 2021, last served as Judge and Vice-
President of the Supreme Administrative 
Court of Finland. He replaces Mr Allan 
Rosas. 

Nils Wahl, who last served as Advo-
cate General at the Court of Justice of 
Sweden, was appointed for the period 
from 7 October 2019 to 6 October 2024. 
He replaces Mr Carl Gustav Fernlund. 
(CR)

Presidents of Chambers of the General 
Court Elected
On 30 September 2019, the Judges of the 
General Court elected the Presidents of 
their ten Chambers. The ten presidents 
elected for the period from 30 Septem-
ber 2019 to 31 August 2022 are Heikki 
Kanninen, Vesna Tomljenović, Anthony 
Michael Collins, Stéphane Gervasoni, 
Dean Spielmann, Anna Marcoulli, Ri-
cardo da Silva Passos, Jesper Svenning-
sen, Maria José Costeira, and Alexander 
Kornezov. (CR)

New Presidents of the General Court 
At the end of September 2019, Marc 
van der Woude was elected President of 

the General Court for the period from 
27 September 2019 to 31 August 2022. 
Mr Van der Woude has been serving as 
Judge at the General Court since 2010 
and as Vice-President of the General 
Court since 2016. He succeeds Marc 
Jaeger, who served as President of the 
General Court from 2007 to 2019. 

The newly elected Vice-President of 
the General Court for the period from 
27 September 2019 to 31 August 2022 
is Savvas Papasavvas. Mr Papasavvas 
has been serving as Judge at the Gen-
eral Court since May 2004. He succeeds 
Marc van der Woude. (CR)

New Members of the General Court
For the period from 1 September 2019 
to 31 August 2025, the terms of office 
of the following 12 Judges of the Gen-
eral Court were renewed: Ms Vesna 
Tomljenović, Ms Mariyana Kancheva, 
Ms Inga Reine, Ms Ramona Frendo, 
Mr Anthony Collins, Mr Stéphane Gerv-
asoni, Mr Eugène Buttigieg, Mr Fredrik 
Schalin, Mr Ulf Öberg, Mr Jan Passer, 
Mr Alexander Kornezov, and Mr Colm 
Mac Eochaidh.

In addition, the following persons 
were newly appointed as Judges of the 
General Court: Mr Laurent Truchot (for-
mer Judge at the French Court of Cassa-
tion), Ms Mirela Stancu (former Director 
for European Affairs, International Rela-
tions and Programmes of the Romanian 
Superior Council of Magistracy), Ms 
Tuula Riitta Pynnä (former Judge at the 
Supreme Court of Finland), Ms Tamara 
Perišin (former Special Adviser to the 
Croatian Ministry of Science and Educa-
tion), Ms Petra Škvařilová-Pelzl (former 
Legal Secretary at the Court of Justice), 
Ms Gabriele Steinfatt (former Judge 
at the Higher Administrative Court 
of Bremen), Mr Johannes Christoph 
Laitenberger (former Director-General 
of the Directorate-General for Competi-
tion of the European Commission), Mr 
José Martín y Pérez de Nanclares (for-
mer Director of the Office of the Presi-
dency of the Spanish Council of State), 
Mr Rimvydas Norkus (former President 

https://curia.europa.eu/jcms/upload/docs/application/pdf/2019-11/cp190135en.pdf
https://curia.europa.eu/jcms/upload/docs/application/pdf/2019-11/cp190135en.pdf
https://curia.europa.eu/jcms/upload/docs/application/pdf/2019-10/cp190130en.pdf
https://curia.europa.eu/jcms/upload/docs/application/pdf/2019-10/cp190130en.pdf
https://curia.europa.eu/jcms/upload/docs/application/pdf/2019-10/cp190127en.pdf
https://curia.europa.eu/jcms/upload/docs/application/pdf/2019-10/cp190127en.pdf
https://curia.europa.eu/jcms/upload/docs/application/pdf/2019-09/cp190123en.pdf
https://curia.europa.eu/jcms/upload/docs/application/pdf/2019-09/cp190123en.pdf
https://curia.europa.eu/jcms/upload/docs/application/pdf/2019-09/cp190124en.pdf
https://curia.europa.eu/jcms/upload/docs/application/pdf/2019-09/cp190122en.pdf
https://curia.europa.eu/jcms/upload/docs/application/pdf/2019-09/cp190122en.pdf
https://curia.europa.eu/jcms/upload/docs/application/pdf/2019-09/cp190122en.pdf
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of the Judicial Council of Lithuania), Mr 
Miguel Sampol Pucurull (former Deputy 
Director-General of EU and Internation-
al Affairs at the Abogacía General del 
Estado (Spanish Ministry of Justice), Mr 
Iko Nõmm (former Judge at the Estonian 
Court of Appeal), Ms Ornella Porchia 
(former Legal Adviser to the Permanent 
Representation of Italy to the European 
Union), Mr Roberto Mastroianni (for-
mer Adviser to the Italian Government 
for legislative affairs in the Department 
of European Affairs), and Mr Gerhard 
Hesse (former Director-General of the 
Legal Service of the Austrian Federal 
Ministry of Constitutional Affairs, Re-
forms, Deregulation and Justice). The 
oaths were taken on 26 September 2019, 
at which time the entry into office of the 
new Members also took place. (CR)

30th Anniversary of the General Court
On 25 September 2019, the General 
Court of the European Union celebrated 
its 30th anniversary. On 25 September 
1989, the first members of the Court took 
up their duties after the General Court of 
the EU had been set up by a Council De-
cision of 24 October 1988. (CR)  

Building Extension
On 19 September 2019, the Court of 
Justice of the EU inaugurated its new, 
fifth extension to the building complex. 
Among the guests of honour were His 
Royal Highness, the Grand Duke of 
Luxembourg; the Prime Minister of the 
Grand Duchy of Luxembourg, Mr Xa-
vier Bettel; the President of the Court, 
Mr Koen Lenaerts; and the architect, Mr 
Dominique Perrault. (CR) 

OLAF

OLAF Report 2018
On 3 September 2019, the European 
Anti-Fraud Office (OLAF) released its 
annual report for 2018. The key figures 
for 2018 are:
�� OLAF concluded 167 investigations;
�� OLAF issued 256 recommendations to 

the relevant national and EU authorities;
�� As a result of the investigations con-

cluded in 2018, OLAF recommended 
the recovery of €371 million to the EU 
budget;
�� 219 new investigations were opened 

in 2018.
The report also analyses a number of 

trends revealed by OLAF’s anti-fraud 
investigations. According to the report, 
setting up fake companies and disguis-
ing falsified business transactions is a 
very common method used by fraudsters 
in order to obtain EU funds. Moreover, 
fraud in the promotion of agricultural 
products (often in combination with 
money laundering through third coun-
tries) and evasion of customs duties were 
often investigated by OLAF. OLAF was 
successful in solving complex, transna-
tional, and intricate cases. This helped 
not only to stop (organised) criminals 
from defrauding the EU budget, but also 
protected the health and well-being of 
European citizens, as emphasized by 
OLAF Director-General Ville Itälä.

This year’s report includes a focus 
chapter that explains how OLAF cracks 
down on organized criminals, e.g., 
fraud in the promotion of agricultural 
products, organised crime in IT pro-
jects, VAT fraud with high-value elec-
tronics, etc. The report highlights that 
OLAF investigators have the necessary 
experience to quickly identify patterns 
of fraud and detect new areas of fraud. 
This is especially the case in cross-bor-
der situations in which suspicious be-
haviour cannot be detected by national 
authorities alone.

In addition to its investigative work, 
OLAF also regularly plays a substantial 
role in the negotiation of legislative in-
struments on the protection of the EU’s 
financial interests against fraud and cor-
ruption. In 2018, OLAF was involved in 
the development of a new Commission 
Anti-Fraud Strategy that aims to rein-
force OLAF’s analytical capacity, the 
cooperation between OLAF and Com-
mission services, and the Commission’s 
corporate oversight in anti-fraud matters 

(see eucrim 1/2019, p. 15). As a new 
task, OLAF will coordinate and monitor 
the implementation of anti-fraud strate-
gies. OLAF also worked on supporting 
the entry into force of a new global anti-
smuggling treaty, the Protocol to Elimi-
nate Illicit Trade in Tobacco Products, 
and on a new Commission Action Plan 
to fight the illicit tobacco trade.

From a legal perspective, a major 
event in 2018 was the Commission’s 
proposal to amend the Regulation con-
cerning investigations conducted by the 
European Anti-Fraud Office in order to 
enable OLAF to complement the work 
of the new European Public Prosecutor’s 
Office (EPPO) and to ensure a close and 
effective cooperation (cf. eucrim 1/2018, 
p. 5 f.). (CG)

Spanish Supreme Court Backs OLAF’s 
Findings on Tuna Customs Fraud
On 6 August 2019, OLAF reported that 
the Spanish Supreme Court confirmed 
the findings of OLAF investigations on 
evaded customs duties with regard to 
tuna imports from El Salvador. OLAF 
had investigated allegations of irregu-
larities in tuna exports from El Salva-
dor into the European Union, which did 
not meet the origin requirements of the 
EU’s Generalised System of Preference 
scheme. 

The investigations extended beyond 
European borders and involved close 
cooperation between OLAF, Member 
States, and third countries. In 2010, 
OLAF concluded its investigations and 
recommended the recovery of €9.7 mil-
lion to the EU budget. Since 2010, the 
case had been subject to Spanish court 
proceedings that were concluded in 
June 2019. The judgment of the Spanish 
Supreme Court is in line with OLAF’s 
findings and confirms the amount of 
€9.7 million to be recovered to the EU 
budget. (CG)

Conference Highlights Need for Strong 
AFCOS in Candidate Countries
Governments must “give law enforce-
ment and public administration the tools 

https://curia.europa.eu/jcms/upload/docs/application/pdf/2019-09/cp190121en.pdf
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they need to detect and to prosecute 
fraudsters,” said OLAF Director-Gener-
al Ville Itälä at the annual conference of 
Anti-Fraud Coordination Services (AF-
COS) in reference to EU candidate and 
potential candidate countries. The con-
ference was held on 18–20 September 
2019 in North Macedonia. It focused on 
translating operational knowledge into 
efficient fraud prevention measures. 

The conference also highlighted the 
importance of cooperation between 
OLAF and AFCOS in the candidate 
and potential candidate countries in or-
der to protect the EU budget. Between 

2014 and 2020, pre-accession funding 
amounts to €12 billion. AFCOS facili-
tate the effective cooperation and ex-
change of information with OLAF. They 
are active in the implementation of com-
prehensive anti-fraud strategies at the 
national level and share information on 
possible irregularities in relation to the 
management of EU funds.

OLAF will continue to maintain its 
investigatory role in candidate countries 
and potential candidate countries, even 
after the European Public Prosecutor’s 
Office (EPPO) becomes operational. 
The EPPO has no jurisdiction to directly 

investigate fraud in third countries out-
side the EU. Hence, the solid coopera-
tion established by the OLAF network 
remains crucial. (TW)

European Public Prosecutor’s Office

Ms Kövesi Appointed European Chief 
Prosecutor
After the decision by the Conference of 
Presidents (EP President David Sassoli 
and political group leaders) on 17 Octo-
ber 2019, Ms Laura Codruţa Kövesi is 
the first European Chief Prosecutor. She 
can now start her seven-year mandate. 
The Council endorsed the nomination on 
14 October 2019. The EP and the Coun-
cil laid their dispute on the candidate to 
rest in September. 

Ms Kövesi, a Romanian national, 
comes from the Prosecutor’s Office at-
tached to the High Court of Cassation 
and Justice of Romania. She held various 
positions as prosecutor during her pro-
fessional career in Romania. She gained 
renown as chief of the National Anticor-
ruption Directorate (DNA), where she 
initiated several corruption prosecutions 
against top Romanian officials.

As European Chief Prosecutor, she 
will be tasked mainly with organising the 
work of the EPPO and representing the 
Office in contacts with EU institutions, 
Member States, and third countries. She 
will be assisted by two deputies and will 
chair the college of prosecutors, which 
will be in charge of defining strategy and 
internal rules and ensuring coherence 
across and within PIF cases. (TW)

State of Play of EPPO Implementation
The Commission informed the justice 
ministers of the EU Member States on 
the state of play in implementation of 
the EPPO Regulation at the JHA Coun-
cil meeting on 7 October 2019. Euro-
pean Prosecutors who were nominated 
by the participating Member States were 
heard by the Selection Panel. However, 
some Member States still have not sub-
mitted their nominations.

Workshop on the Network of Associations for European Criminal 
Law and for the Protection of the Financial Interests of the EU

On 16 September 2019, OLAF organised a one-day workshop to discuss the future of 
the Network of Associations for European Criminal Law and for the Protection of the 
Financial Interests of the EU. The workshop took place in Brussels and was attended 
by 25 practitioners and academics from all over Europe.
The purpose of the workshop was also to encourage the establishment of new asso-
ciations or for existing associations to join the Network. As a result, the Network was 
already able to welcome new members, but institutions and associations that might 
be interested in joining the Network are warmly encouraged to get in contact (info@
eucrim.eu).
In her opening speech, OLAF Policy Director Margarete Hofmann recalled that the 
Network, which started with the creation of the first association in Rome in October 
1990, will turn 30 next year. Over that period, the protection of the financial interests 
of the Union had seen an enormous evolution, which culminated in the adoption of 
the Directive on the fight against fraud to the Union’s financial interests by means of 
criminal law (the PIF Directive) and the Regulation on the establishment of the Euro-
pean Public Prosecutor’s Office (EPPO) in 2017. She underlined that the Network has 
contributed to this success in no small measure, citing the Corpus Iuris studies that 
laid the theoretical foundation for the EPPO. The Honorary President and founder of 
the Network, Francesco de Angelis, provided an overview of the origins and achieve-
ments of the Network and made a passionate plea for turning the PIF Directive into a 
regulation in order to strengthen its uniform application. He also thought that the time 
is ripe for a more comprehensive codification of European criminal law, both substan-
tive and procedural. 
Following this introduction, the workshop was split into four sessions on ‘Membership 
and structure of the Network’; ‘Work and priorities’ (moderated by Professor John 
Vervaele, Utrecht); ‘Annual Meetings and Conferences’ (Professor Rosaria Sicurella, 
Catania); and the use of the eucrim journal and website (Thomas Wahl, MPI Freiburg). 
It was agreed to renew efforts to reactivate associations that had become less in-
volved in recent years, as well as to find new members. There was also agreement 
to identify new topics and strategic projects in which a significant number of network 
members could get involved, and some suggestions for such topics were made. Fi-
nally, it was felt that more importance should be attributed to the annual meetings of 
the presidents of the associations, by extending their duration and strategic focus. 
OLAF would organise the annual meeting of the presidents of the associations in 2020 
under the new format. 
Oliver Landwehr 
Legal and Policy Officer, OLAF

  Report
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The Commission also updated the 
ministers on other statuses of prepara-
tion:
�� The EPPO’s internal rules of proce-

dure;
�� Conditions of employment for Euro-

pean Delegated Prosecutors;
�� Creation of the case management sys-

tem (CMS);
�� The EPPO’s budget.

As regards the EPPO’s inclusion into 
the Council of Europe conventions (es-
pecially the Convention on Mutual Legal 
Assistance), in order to ensure a smooth 
cooperation with non-EU countries, the 
Commission has started informal discus-
sions with the Council of Europe.

The Commission closely accompanies 
and monitors the necessary adaptations in 
the legal and administrative framework 
in the Member States to comply with 
the EPPO Regulation. To this end, a se-
cured and restricted website was created 
(“EPPO Wiki”), where Member States 
have been requested to submit informa-
tion on the adaptation process.

Lastly, the Commission stressed that 
full implementation of the PIF Directive 
is essential, so that the EPPO can start 
operational business. Some Member 
States have not notified the Directive’s 
implementation and the Commission 
started the first phase of the infringe-
ment proceedings. (TW)

Europol

Plans for Europol-New Zealand 
Operational Agreement
Together with its 20th progress report 
towards an effective and genuine Se-
curity Union, the European Commis-
sion addressed a recommendation to 
the Council to authorise the opening of 
negotiations for an EU-New Zealand 
agreement. The initiative aims to allow 
Europol and New Zealand law enforce-
ment authorities to exchange personal 
data to fight serious crime and terrorism. 

The EU and New Zealand agreed on 
reinforcing law enforcement coopera-

tion in the aftermath of the Christchurch 
attacks. On the basis of a working agree-
ment signed in April 2019 (see eucrim 
2/2019, p. 89), Europol and New Zea-
land can exchange strategic information, 
but not personal data.

New Zealand has been taken up on 
the list of priority countries, which the 
Commission intends to conclude opera-
tional security agreements with in order 
to combat terrorism, migration, and oth-
er forms of serious crime. To date, these 
countries include those in the Middle 
East/North Africa (MENA) region. The 
Commission stressed that the EU and 
New Zealand are like-minded partners 
sharing similar views and approaches 
on many global issues. From Europol’s 
viewpoint, there are common operation-
al interests in the following areas: terror-
ism, cybercrime (including child sexual 
exploitation), outlaw motorcycle crimi-
nal gangs, and drug trafficking. Europol 
and New Zealand authorities have suc-
cessfully worked together in these areas 
in the past. (TW)

More Cooperation with EUIPO
On 7 November 2019, Europol and the 
European Union Intellectual Property 
Office (EUIPO) signed a formal agree-
ment to enhance their cooperation in the 
fight against intellectual property crime. 
The agreement continues the work that 
was already started in 2016, when the 
two agencies created a specialised unit 
within Europol that was funded by the 
EUIPO. Since then, this Intellectual 
Property Crime Coordinated Coalition 
(IPC3) has been coordinating and sup-
porting cross-border operations tackling 
IP crime across the EU. (CR)

Cooperation with Palo Alto Networks 
On 23 October 2019, Europol has 
signed a Memorandum of Understand-
ing (MoU) with Palo Alto Networks, 
an American multinational cybersecu-
rity company. The MoU enables the 
exchange of threat intelligence data and 
details of cybercrime trends as well as 
technical expertise and best practices, 

focusing on new adversary behaviours, 
malware families, and attack campaigns 
around the world. (CR)

Cooperation with FS-ISAC
On 19 September 2019, Europol’s Euro-
pean Cybercrime Centre (EC3) signed a 
Memorandum of Understanding (MoU) 
with the Financial Services Informa-
tion Sharing and Analysis Center (FS-
ISAC). Stronger cooperation with the 
European financial services sector aims 
to strengthen the law enforcement re-
sponse to financially motivated cyber-
criminals targeting banks and other 
financial institutions. Under the MoU, 
information sharing will be facilitated, 
and training exercises and informational 
summits will be fostered. 

FS-ISAC is an industry consortium 
with almost 7000 member firms and 
users in over 70 countries. By offering 
an intelligence platform, resiliency re-
sources, and a trusted peer-to-peer net-
work of experts to anticipate, mitigate, 
and respond to cyber threats, FS-ISAC 
is dedicated to reducing cyber-risk with-
in the global financial system. (CR)

Explanations in 120 Seconds
Europol has launched a new video series 
explaining law enforcement in 120 sec-
onds. In a series of five clips, the videos 
illustrate how drugs are produced, traf-
ficked, and distributed by serious and 
organised criminal organisations, what 
the negative consequences are for soci-
ety, and the international law enforce-
ment response to dismantling drug car-
tels. Drugs make for the largest criminal 
market in the EU with an EU retail drug 
market estimated to be worth at least 
€24 billion a year. (CR)

Europol in Brief 2018 
In September 2019, Europol published 
a brochure offering statistics and up-
dates of Europol’s year 2018. In 2018, 
Europol supported 1748 operations, 
the majority related to terrorism, cy-
bercrime, and drug trafficking. 8266 
operational reports were generated, 
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mainly in the area of serious and organ-
ised crime. With 370 deployments in 
2018, Europol’s mobile office support 
was a key feature of its support in 2018: 
overall, mobile offices were deployed 
to 43 countries. In addition, a record 
1.1 million SIENA (Secure Informa-
tion Exchange Network Application) 
messages were exchanged, the top five 
crime areas being robbery, drugs, fraud, 
immigration, and terrorism. Another 
record was achieved with regard to the 
number of searches conducted in the Eu-
ropol Information System (EIS), with 4 
million searches having been conducted 
in 2018. This constitutes an increase of 
65% compared to 2017. The Europol 
Platform for experts (EPE) allows its us-
ers to share non-personal data on crime 
and is used by law enforcement in more 
than 100 countries. 

Thanks to the European Union Seri-
ous and Organised Crime Threat Assess-
ment (SOCTA), the Internet Organised 
Crime Threat Assessment (IOCTA), and 
the EU Terrorism Situation and Trend 
Report (TE-SAT) (see eucrim news of 
9 September 2019), Europol provides 
a serious of detailed threat assessment 
reports outlining key threats and trends. 

Lastly, citizens are becoming in-
volved in fighting crime via Europol’s 
websites, tracking the EU’s most wanted 
fugitives as well and items leading to lo-
cations where child abuse is perpetrated. 
The ‘No more ransom’ portal offers de-
cryption for different types of ransom-
ware infections (see eucrim news of 
10 September 2019). In 2018, Europol 
reached its current maximum of staff at 
1294 staff members. (CR)

Major Action Day to Tackle EMPACT 
Priorities
From 5 to 8 September 2019, Joint Ac-
tion Day (JAD) Western Balkans 2019 
was carried out. 6708 officers on the 
ground, 50 officers in the Operational 
Centre at Europol’s headquarters, and 
eight agencies and international organi-
sations teamed up to tackle firearms traf-
ficking, illegal immigration, document 

fraud, and drug trafficking. As a result, 
214,147 persons, vehicles, and premises 
were checked and 175 individuals ar-
rested. (CR) 

Eurojust

Cooperation Agreement with Serbia 
Signed
On 12 November 2019, Eurojust and the 
Republic of Serbia signed a cooperation 
agreement allowing for the sharing of 
personal data and creating the possibility 
to appoint a Serbian Liaison Prosecutor 
to Eurojust. 

One of the requirements for the coop-
eration agreement was new Serbian leg-
islation on data protection which meets 
the EU standards. 

Eurojust maintains close connections 
to the Western Balkan countries: It has 
already signed cooperation agreements 
with North Macedonia (2008), Monte-
negro (2016) and Albania (2018). Before 
the agreement with Serbia, Eurojust al-
ready closely cooperated with the coun-
try, e.g., through Serbia’s involvement in 
a number of cases regarding serious or-
ganised crime and Serbia’s particpation 
in joint investigation teams that mainly 
dealt with drug trafficking offences. For 
Eurojust’s collaboration with non-EU 
countries, see also the article by Boštjan 
Škrlec (in this issue). (CR)  

Cooperation Agreement with Denmark
On 7 October 2019, Eurojust and the 
Kingdom of Denmark signed an agree-
ment to continue their criminal justice 
cooperation. In light of the new Eurojust 
Regulation entering into force in De-
cember 2019, the agreement was needed 
to be able to continue judicial coopera-
tion with Denmark, which is a Member 
State of the European Union but not a 
Member of Eurojust. Under the agree-
ment, Denmark has the status of an ob-
server at Eurojust College meetings and 
the possibility to set up a full Desk. It 
is subject to democratic oversight by its 
National Parliament and bound by the 

jurisdiction of the European Court of 
Justice and the European Data Protec-
tion Supervisor. Furthermore, Denmark 
will financially contribute to Eurojust’s 
budget. In operational terms, Denmark 
will maintain its access to Eurojust’s in-
formation systems and be able to second 
a representative to Eurojust. (CR)

Council Conclusions on Eurojust
At its meeting on 7–8 October 2019, the 
JHA Council adopted Conclusions on 
Eurojust, underlining the unique and vi-
tal role of Eurojust in the coordination of 
serious cross-border investigations and 
prosecution between national investigat-
ing and prosecuting authorities.

The Conclusions put emphasis on Eu-
rojust’s role and capabilities with regard 
to digital criminal justice. Key measures 
in this regard are:
�� A strong and modern IT infrastructure 

and Case Management System (CMS) 
on the part of Eurojust;
�� Access to the e-Evidence Digital Ex-

change System built by the Commission 
and operated by Member States. 

When looking at other EU agencies, 
the Council sees Eurojust and Europol 
as complementary to each other and urg-
es them to continue their efforts to work 
together closely. Looking at the EPPO, 
the Council has asked that the EPPO 
and Eurojust establish and maintain a 
close relationship and set up a working 
agreement as soon as possible. Lastly, 
cooperation between Eurojust and other 
EU bodies, offices, and agencies, such as 
OLAF and Frontex, should be continued.

Regarding Eurojust’s cooperation 
with third states, the Council is satisfied 
with Eurojust’s efforts to conclude coop-
eration agreements with the countries of 
the Western Balkans. It also encourages 
the agency to examine the conclusion of 
cooperation agreements with other third 
countries.

Looking at the newly created Judicial 
Counter-Terrorism Register at Eurojust, 
the Council reminds Member States of 
their obligation to transmit relevant in-
formation to the register. 
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The entering into force of the new 
Eurojust regulation as of 12  December 
2019 should allow Eurojust to deal more 
efficiently with the increasing demands 
of the national authorities, to draft its 
new rules of procedure, and to imple-
ment changes allowing the agency to 
better concentrate on its operational 
work. In view of the above, the Council 
also feels that Eurojust should be pro-
vided with adequate financial and hu-
man resources. (CR)

New National Member for Lithuania
On 20 August 2019, Margarita Šniutytė-
Daugėlienė took up her position as Na-
tional Member for Lithuania at Eurojust. 
Before joining Eurojust, Ms Šniutytė-
Daugėlienė served as Deputy Prosecutor 
General of Lithuania and Chief Public 
Prosecutor of the 2nd Criminal Prosecu-
tion Division at the Regional Prosecu-
tor’s Office of Klaipeda. She was also an 
EJN contact point for several years. Ms 
Šniutytė-Daugėlienė replaces Ms Laima 
Čekelienė, Eurojust National Member 
for 11 years. (CR)

New National Member for France
On 1 September 2019, Baudoin Thou-
venot took up his position as National 
Member for France at Eurojust. Before 
joining Eurojust, he served as Dean of 
the Investigative Judges for the Court of 
Paris and as an investigative judge for 
the Court of Paris. Mr Thouvenot re-
places Frédéric Baab, who had served 
as Eurojust National Member since Oc-
tober 2014. (CR)

Judicial Counter-Terrorism Register 
Launched
On 5 September 2019, a Counter-Terror-
ism Register (CTR) was launched (see 
also eucrim 2/2019). The CTR is man-
aged by Eurojust on a 24-hour basis. In 
the CTR, key judicial information on 
proceedings against suspects of all kinds 
of terrorist offences is centralised, with 
the aim of establishing links between 
them and, in this way, helping judicial 
authorities to more actively coordinate 

their work and identify the suspects or 
networks being investigated in specific 
cases with potential cross-border im-
plications. All Member States can use 
the CTR and are called upon to register 
information on suspects and cases via 
a special template. As the CTR focuses 
entirely on judicial proceedings and con-
victions, an overlap with the criminal 
analysis carried out by Europol is not to 
be expected. (CR) 

Frontex

Cooperation with OSCE
At the beginning of October 2019, Fron-
tex and the OSCE Secretariat agreed on 
a working agreement to strengthen their 
co-operation in combating cross-border 
crime, trafficking in human beings, and 
in addressing migratory challenges. The 
agreement covers the following areas:
�� Fostering good practices in border 

management;
�� Ensuring fundamental rights protec-

tion of people at the borders;
�� Developing capacities to address 

emerging forms of cross-border crime. 
The document was signed by OSCE 

Secretary General Thomas Greminger 
and Frontex Executive Director Fabrice 
Leggeri. (CR) 

Operation Mobile 2 
At the beginning of October 2019, a  
12-day operation, entitled Joint Action 
Day (JAD) Mobile 2, led to the detection 
of 439 stolen cars as well to the seizure 
of 11.9 million cigarettes, 20 tonnes of 
raw tobacco, 38 firearms and 296 pieces 
of ammunition, and some 200 kilos of 
hashish, marijuana, and cocaine. 166 
suspected people smugglers, drug smug-
glers, and persons involved in the pos-
session of smuggled excise goods and 
weapons were arrested. The operation 
was led by Frontex and supported by 
thirteen EU and five non-EU countries, 
Europol, and Interpol. It also led to the 
detection of 4365 irregular migrants. 
(CR)

Seamless Border Control 
In October 2019, Frontex ‒ together 
with the Border Service of Portugal 
(SEF) and the Lisbon Airport Author-
ity (ANA) ‒ tested new technologies 
for border control at Lisbon airport to 
see whether biometric solutions can de-
crease the waiting time at borders. The 
technology uses face recognition and 
touchless scanning of fingerprints with 
the aim of allowing passengers to pass 
through border checks without taking 
out their passports or other documents. 
The current trial covers EU citizens 
leaving the Schengen Area. (CR)

Ilkka Laitinen Passed Away
On 29 September 2019, Lieutenant Gen-
eral Ilkka Laitinen passed away at the 
age of 57. Laitinen was first Executive 
Director of Frontex upon its establish-
ment, serving from 2005 to 2014. Since 
2018, he served as Head of the Finnish 
Border Guard. 

Operation Against Foreign Terrorist 
Fighters 
From July to September, Frontex sup-
ported Operation Neptune  2 with two 
experts to assist in sea border control. 
The operation was targeted at suspected 
foreign terrorist fighters potentially us-
ing maritime routes between North Af-
rica and Southern Europe. It was coor-
dinated by Interpol and supported by the 
World Customs Organization (WCO). 
As a result, more than a dozen suspected 
foreign terrorist fighters could be detect-
ed travelling across the Mediterranean. 

Agency for Fundamental Rights (FRA)

Handbook on How to Apply the CFR 
in Lawmaking and Policymaking at 
National Level

FRA recently published a handbook of-
fering guidance on use of the EU Char-
ter of Fundamental Rights (the Charter) 
at the national level. The handbook 
aims to provide practical orientation on 
the scope of the Charter based on the 

http://www.eurojust.europa.eu/press/PressReleases/Pages/2019/2019-09-10.aspx
http://www.eurojust.europa.eu/press/PressReleases/Pages/2019/2019-09-10.aspx
http://www.eurojust.europa.eu/press/PressReleases/Pages/2019/2019-09-02.aspx
http://www.eurojust.europa.eu/press/PressReleases/Pages/2019/2019-09-02.aspx
http://www.eurojust.europa.eu/press/PressReleases/Pages/2019/2019-09-05.aspx
http://www.eurojust.europa.eu/press/PressReleases/Pages/2019/2019-09-05.aspx
https://eucrim.eu/news/european-judicial-counter-terrorism-register/
https://eucrim.eu/news/european-judicial-counter-terrorism-register/
https://frontex.europa.eu/media-centre/news-release/osce-secretariat-and-frontex-strengthen-co-operation-to-combat-cross-border-crime-N2xIE1
https://frontex.europa.eu/media-centre/news-release/439-stolen-cars-seized-in-12-days-as-part-of-frontex-led-operation-vvvirI
https://frontex.europa.eu/media-centre/news-release/439-stolen-cars-seized-in-12-days-as-part-of-frontex-led-operation-vvvirI
https://frontex.europa.eu/media-centre/news-release/frontex-testing-the-future-of-border-checks-at-lisbon-airport-DI84r4
https://frontex.europa.eu/media-centre/news-release/frontex-testing-the-future-of-border-checks-at-lisbon-airport-DI84r4
https://frontex.europa.eu/media-centre/news-release/frontex-honours-the-memory-of-its-first-executive-director-ilkka-laitinen-6XjAPt
https://frontex.europa.eu/media-centre/news-release/frontex-teams-up-with-interpol-to-track-down-foreign-terrorist-fighters-9SedgZ
https://fra.europa.eu/sites/default/files/fra_uploads/fra-2018-charter-guidance_en.pdf
https://fra.europa.eu/sites/default/files/fra_uploads/fra-2018-charter-guidance_en.pdf
https://fra.europa.eu/sites/default/files/fra_uploads/fra-2018-charter-guidance_en.pdf
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case law of the CJEU. It is targeted at 
all persons working in national legisla-
tive and administrative authorities, such 
as governments, parliaments, regional 
and local authorities, and at individuals 
working in courts and human rights in-
stitutions in the EU Member States.

The handbook is structured in three 
parts ‒ parts I and II and an annex. While 
the first part offers an introduction to the 
Charter for all target groups, the second 
part consists of two checklists designed 
for persons engaged in legislative and 
policy processes at the national level. The 
annex gives a summary of the Charter 
rights and how they relate to various other 
human rights catalogues, e.g., the ECHR 
and human rights’ instruments of the UN.

In detail, Part I focuses on the follow-
ing issues:
�� The EU system of fundamental rights 

protection;
�� The Charter’s relation to other fun-

damental rights instruments such as the 
ECHR;
�� Reasons for applying the Charter, its 

scope of application, and situations in 
which it applies;
�� The interpretation of and limitations 

on Charter rights.
Part II provides for the following:
�� A checklist to assess the applicabil-

ity of the Charter with regard to national 
law and policymaking;
�� A checklist to promote an initial un-

derstanding of whether or not a (draft) 
national act is in line with the Charter.  

The handbook is available in English, 
Finnish, and French. (CR)

Specific Areas of Crime /  
Substantive Criminal Law

Protection of Financial Interests 

30th Annual PIF Report 

spot 

light

On 11 October 2019, the Euro-
pean Commission published its 
2018 report on the protection of 

the European Union’s financial inter-

ests – fight against fraud. It is the 30th 
annual report, the first report having 
been published in January 1990. Hence, 
the 2018 report not only contains infor-
mation about the measures, results, and 
initiatives in 2018, but also outlines the 
major achievements of the EU’s fight 
against fraud and the protection of the 
EU budget over the last three decades. 
This historical review has also been 
summarised in the brochure “Protecting 
the European Union’s financial interests 
– 30 years of joint efforts”.

A wealth of information is provided 
on achievements and challenges in 2018. 
A first section outlines the cross-cutting 
policies, measures, and results in 2018 
as follows:
�� Legislative acts adopted by EU insti-

tutions;
�� European institutions’ legislative and 

policy initiatives;
�� CJEU jurisprudence;
�� Measures taken by the Member 

States;
�� Summary of statistics on detected 

fraud and irregularities.
The report continues with measures 

and results in the areas of revenue and 
expenditure. It also covers the following:
�� Recovery and other preventive/cor-

rectional measures;
�� Cooperation with Member States;
�� Early Detection and Exclusion Sys-

tem (EDES);
�� Follow-up to the European Parlia-

ment’s resolution on the 2017 PIF report.
The report highlights the following 

cross-cutting measures that were ad-
opted:
�� Work on implementation of the Regu-

lation on the establishment of the Euro-
pean Public Prosecutor’s Office (EPPO), 
the Netherlands and Malta having joined 
to the EPPO in August 2018;
�� Regulation (EU, Euratom) 2018/1046, 

the “Omnibus regulation,” which revises 
the EU’s financial rules to simplify them 
and make them more result-oriented. It 
includes revisions that simplify the use 
of financial instruments under the Euro-
pean Structural and Investment Funds. 

It also redefines conflicts of interest for 
all financial actors implementing the 
EU budget in the various management 
modes, including at the national level;
�� Commission proposal to revise Regu-

lation (EU, Euratom) No 883/2013. The 
revision of the Regulation is primarily 
driven by the need to adapt the operation 
of OLAF to the functioning of the future 
EPPO (see also eucrim 1/2018, pp. 5–6);
�� Council Regulation (EU) 2018/1541 

on administrative cooperation and the 
fight against fraud in the field of VAT 
to increase the capacity of the Member 
States to address the most damaging VAT 
fraud schemes and diminish the VAT gap 
(see eucrim 3/2018, pp. 161–162);
�� Commission Anti-Fraud Strategy of 

29 April 2019 (see eucrim 1/2019, p. 15 
and the article by Marin/Makri in this 
issue).

In addition, the anti-fraud provisions 
in the legal framework of the next multi-
annual spending period 2021–2027 were 
refined. This includes the persons’ obli-
gation to fully cooperate in the protec-
tion of the EU’s financial interests and to 
grant access rights to the Commission, 
OLAF, the EPPO, and the European 
Court of Auditors (ECA) as well as to 
other third parties who are involved in 
implementing EU funded grants.

As regards traditional, own resources 
(mainly customs duties) on the revenue 
side, detected fraudulent and non-fraud-
ulent irregularities decreased in 2018 
compared to the five-year average for 
the period 2014–2018; however, the fi-
nancial amount affected was larger. 

In 2018, solar panels were the goods 
most affected by fraud and irregulari-
ties in monetary terms as was the case 
in 2017 and 2016. The most challenging 
problem, however, remains the under-
valuation of goods, in particular foot-
wear and textiles imported from China. 
Furthermore, fraudsters increasingly 
abuse the low-value consignment reliefs 
when it comes to cross-border e-com-
merce. As a result, the 2018 PIF report 
makes several recommendations to the 
Member States; they must enhance and 

https://fra.europa.eu/en/news/2019/new-language-versions-fra-charter-handbook
https://fra.europa.eu/en/news/2019/new-language-versions-fra-charter-handbook
https://ec.europa.eu/anti-fraud/sites/antifraud/files/pif_report_2018_en.pdf
https://ec.europa.eu/anti-fraud/sites/antifraud/files/pif_report_2018_en.pdf
https://ec.europa.eu/anti-fraud/sites/antifraud/files/pif_report_2018_en.pdf
https://ec.europa.eu/anti-fraud/sites/antifraud/files/pif_2018_30_years_brochure_en.pdf
https://ec.europa.eu/anti-fraud/sites/antifraud/files/pif_2018_30_years_brochure_en.pdf
https://ec.europa.eu/anti-fraud/sites/antifraud/files/pif_2018_30_years_brochure_en.pdf
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enforce customs control strategies for 
cross-border e-commerce trade and en-
sure the correct collection of traditional, 
own resources.

As for the expenditure side, the report 
acknowledges that the Member States 
have put in place a number of measures; 
however, they differ widely in nature 
and purpose. In 2018, Member States’ 
operational measures included the in-
troduction of IT risk scoring tools, fraud 
risk assessments, and training courses to 
raise general fraud awareness. Statisti-
cal data paint a picture similar to that for 
revenue: fewer fraud cases detected, but 
a larger financial amount affected. 

The report also shows that findings 
concerning the patterns and conclusions 
presented in previous annual reports can 
be verified: as regards the agricultural 
sector, most problems persist on the lo-
cal level, which makes prompt action 
on the part of national authorities nec-
essary. As regards the cohesion funds, 
improvements were made in 2018, and 
the strengthened prevention capabilities 
seem to show promising results. How-
ever, the Commission has still to assess 
whether they are actually due to more 
efficient systems rather than to under-
detection and under-reporting. 

As in previous years, the current re-
port calls on Member States to adopt or 
further develop their national anti-fraud 
strategies in order to ensure correct 
spending of EU funds. In this context, 
the following aspects should be taken 
into account:
�� Risk analysis conclusions contained 

in the present and previous reports;
�� The need to structure the coordina-

tion between administrative and crimi-
nal checks and investigations;
�� Incorporation of tips from the media 

and from whistleblowers into the control 
system; 
�� Opportunity to strengthen the risk 

analysis-based approach to detect ir-
regularities and fraud, including the use 
of IT tools.

Since the 2018 PIF report is the last 
report in the era of the Juncker Com-

mission, it ultimately takes stock of the 
achievements during this mandate. The 
most important achievements were:
�� The Directive on the fight against 

fraud by means of criminal law (see also 
eucrim 2/2017, pp. 63–64);
�� The Regulation to establish the EPPO 

by enhanced cooperation (see also eu-
crim 3/2017, pp. 102–103); 
�� The revision of the financial regula-

tion (see above);
�� The proposal for a targeted revision 

of OLAF Regulation 883/2013.
When presenting the report Günther 

Oettinger, Commissioner for Budget 
and Human Resources at the time, also 
pointed out the launch of the “EU Budg-
et Focused On Results” (BFOR) initia-
tive, which aims at joint efforts on the 
part of EU institutions, governments, 
and civil society with a view to better 
spending, increased accountability, and 
transparency.

The PIF 2018 report concluded that 
the new anti-fraud strategy of April 2019 
will be the main basis for the new Com-
mission under Ursula von der Leyen 
in order to meet the future challenges 
posed by the changing environment, in 
particular by new technologies. 

The 2018 PIF report is accompanied 
by five staff working documents ad-
dressing the following issues: 
�� Implementation of Article 325 by the 

Member States in 2018 (SWD(2019) 
364); 
�� Statistical evaluation of irregularities 

reported for own resources, natural re-
sources, cohesion policy and pre-acces-
sion assistance, and direct expenditure 
(SWD(2019) 365 final – part 1, part 2, 
and part 3):
�� Follow-up to recommendations to the 

Commission report on the protection 
of the EU’s financial interests − fight 
against fraud, 2017 (SWD(2019) 363 
final);
�� Early Detection and Exclusion Sys-

tem (EDES) – Panel referred to in Ar-
ticle 108 of the Financial Regulation 
(SWD(2019) 362 final);
�� Annual overview, with information 

on the results of the Hercule III Pro-
gramme in 2018 (SWD(2019) 361 final).

The PIF report will now be discussed 
in the European Parliament, which will 
issue a resolution on the situation of the 
protection of the EU’s financial inter-
ests. (TW)

Council Advances Legislation Against 
VAT Fraud in E-Commerce
On 8 November 2019, the ECOFIN 
Council reached a political agreement 
on future EU legislation that would 
make VAT-relevant data in e-commerce 
trade available to anti-fraud authorities. 
The new rules will oblige payment ser-
vice providers to keep records of cross-
border payments related to e-commerce. 
These data can then be accessed and an-
alysed by anti-fraud specialists (the “Eu-
rofisc” network). The aim is to facilitate 
the identification of both EU and non-
EU online sellers if they do not comply 
with VAT obligations. Amendments to 
the regulation on administrative coop-
eration in the area of VAT will pave the 
way for national tax authorities to coop-
erate in this area in order to detect VAT 
fraud and control compliance with VAT 
obligations. 

The envisaged legislation has yet to 
be confirmed by the European Parlia-
ment. It is expected that the new rules 
will apply as of 2024. (TW)	

Corruption

Council Discusses Way Forward 
in Prevention of and Fight Against 
Corruption

At the JHA Council meeting in Luxem-
bourg on 7 October 2019, the justice 
ministers of the EU Member States held 
a debate on EU action against corrup-
tion. Points of discussion were:
�� Additional action at the EU level to 

ensure a coordinated, comprehensive 
and coherent approach to preventing and 
fighting corruption in EU institutions 
and Member States;
�� Possible added value of an EU-wide 

https://ec.europa.eu/anti-fraud/sites/antifraud/files/pif_2018_implementation_325_en.pdf
https://ec.europa.eu/anti-fraud/sites/antifraud/files/pif_2018_implementation_325_en.pdf
https://ec.europa.eu/anti-fraud/sites/antifraud/files/pif_2018_statistical_evaluation_of_irregularities_1_3_en.pdf
https://ec.europa.eu/anti-fraud/sites/antifraud/files/pif_2018_statistical_evaluation_of_irregularities_2_3_en.pdf
https://ec.europa.eu/anti-fraud/sites/antifraud/files/pif_2018_statistical_evaluation_of_irregularities_3_3_en.pdf
https://ec.europa.eu/anti-fraud/sites/antifraud/files/pif_2018_follow_up_recommendations_en.pdf
http://ec.europa.eu/anti-fraud/sites/antifraud/files/pif_2018_early_detection_and_exclusion_%20system_edes_en.pdf
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https://www.consilium.europa.eu/en/press/press-releases/2019/11/08/e-commerce-council-reaches-provisional-agreement-on-new-rules-for-exchange-of-vat-payment-data/
https://www.consilium.europa.eu/en/press/press-releases/2019/11/08/e-commerce-council-reaches-provisional-agreement-on-new-rules-for-exchange-of-vat-payment-data/
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assessment instrument for anti-corrup-
tion policies;
�� Role of the EU in the global fight 

against corruption;
�� Streamlining and modernization of 

current EU legislation against corruption.
The ministers mainly agreed that a 

new, comprehensive EU strategy or ac-
tion plan to fight and prevent corruption 
should be developed. In this context, the 
EU should focus on areas in which the 
EU’s work can bring added value. Possi-
ble synergies with existing international 
instruments should be reviewed in order 
to avoid duplication of efforts. Lastly, it 
was concluded that the EU should be-
come a full member of the Council of 
Europe’s Group of States against Cor-
ruption (GRECO) in the future, although 
further discussion is needed as to what 
this accession would mean for the EU in 
practice. (TW)

Money Laundering

MEPs Concerned about Member States’ 
Implementation of EU’s AML Legislation 
On 19 September 2019, MEPs adopted 
a resolution on the state of implementa-
tion of the Union’s anti-money launder-
ing legislation. MEPs expressed serious 
concerns about the lack of implementa-
tion of the 4th AML Directive by a large 
number of Member States and about the 
fact that the transposition deadlines for 
the 5th AML Directive in 2020 will also 
not be met by many Member States. 

The resolution also addresses the 
shortcomings of the EU’s fight against 
money laundering and terrorist financ-
ing due to regulatory and supervisory 
fragmentation, the weak enforcement 
of EU rules, and inefficient supervi-
sion. 

MEPs believe that the current leg-
islative approach, by means of which 
minimum standards are established in 
the Directives, is a barrier to effective 
supervision, the seamless exchange of 
information, and coordination. There-
fore, the resolution backs the Commis-

sion’s plans to replace the Directives 
by an AML/CFT regulation that would 
establish a harmonised, directly ap-
plicable Union law (see also the AML 
package tabled by the Commission in 
July 2019 as reported in eucrim 2/2019, 
pp. 94–97). 

Greater impetus should be given to 
improving cooperation between the ad-
ministrative, judicial, and law enforce-
ment authorities within the EU and, in 
particular, the Member States’ Financial 
Intelligence Units (FIUs).

Ultimately, the resolution favours the 
establishment of a new methodology to 
identify high-risk third countries with 
strategic deficiencies in efficient AML/
CTF actions. In this context, the Com-
mission is called on to apply a trans-
parent process with clear and concrete 
benchmarks for these countries and to 
ensure public scrutiny. (TW)

ESAs Concerned about ML/TF 
Monitoring and Reporting 

spot 

light

On 4 October 2019, the Euro-
pean Supervisory Authorities 
(ESAs) published their  second 

joint opinion on the risks of money laun-
dering (ML) and terrorist financing (TF) 
affecting the European Union’s (EU) fi-
nancial sector. The opinion is based on 
Art. 6(5) of Directive (EU) 2015/849, 
the 4th Anti-Money Laundering Direc-
tive (4th AMLD). The provision calls on 
the ESAs to issue an opinion every two 
years on the risks of money laundering 
and terrorist financing affecting the Un-
ion’s financial sector. The first opinion 
was issued in February 2017. The 
“ESAs” are the European Banking Au-
thority (EBA), the European Insurance 
and Occupational Pensions Authority 
(EIOPA), and the European Securities 
and Markets Authority (ESMA). 

The ESAs’ report is based on infor-
mation provided by national anti-money 
laundering (AML) and countering the 
financing of terrorism (CFT) competent 
authorities (CAs) and on information ob-
tained in the context of the ESAs’ work.

Underpinning the risk-based ap-

proach introduced by the 4th AMLD, the 
joint opinion is, above all, designed to 
help identify, understand, manage, and 
mitigate the risks of money launder-
ing and terrorist financing that the EU 
and its Member States face. The risks 
are grouped into two broad categories: 
cross-sectoral risks and sector-specific 
risks. The opinion identifies the follow-
ing issues as the main ML/TF risks that 
cut across all sectors:
�� The UK’s withdrawal from the EU 

which, inter alia, results in relocations of 
companies, thus making adequate super-
vision difficult;
�� New technologies, making it difficult 

to understand new products and services 
available to credit institutions;
�� Virtual currencies, bringing about 

challenges due to the absence of a com-
mon regulatory regime and the anonym-
ity associated with them, and requiring 
CAs to engage in more cooperation with 
the private sector;
�� Divergent national legal frameworks: 

although this is a direct consequence of 
the minimum level of EU harmoniza-
tion, diverging transposition especially 
in the area of prevention of the use of 
the financial system for the purpose of 
ML/TF is apparent;
�� Divergent supervisory practice: here, 

the CAs’ engagement in the same sec-
tor varies significantly; in some sectors, 
a large number of CAs do not even carry 
out an assessment of controls;
�� Weaknesses in the implementation of 

internal controls within firms, in particu-
lar as regards customer due diligence;
�� Application of non-adequate de-

risking methods, i.e., a firm’s decision 
to no longer offer services to some cat-
egories of customers associated with a 
higher ML/TF risk, which leads to the 
increased use of informal and unregu-
lated channels by customers.

The ESAs propose a number of ac-
tions to the CAs, which could mitigate the 
identified ML/TF risks. These include:
�� Better cooperation and information 

exchange between CAs and UK au-
thorities in order to cope with the chal-

https://www.europarl.europa.eu/doceo/document/TA-9-2019-0022_EN.html
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lenges that result from re-establishment 
of firms in EU Member States following 
the UK’s withdrawal from the EU;
�� Familiarization with new technical 

developments, in particular in the Fin-
Tech and RegTech sectors, and engaging 
directly with private companies;
�� Close monitoring of developments 

associated with virtual currencies and 
assessment of whether changes to the 
AML/CFT regulatory and legal frame-
work is required;
�� Setting of clear regulatory expecta-

tions as regards internal controls, taking 
account, for instance, of the ESAs’ risk 
factor guidelines;
�� Support for the exchange of informa-

tion and cooperation between law en-
forcement, firms, and CAs;
�� Guidance for the de-risking policies 

of the firms.
In the second section, the opinion ex-

amines the risks in specific sectors, e.g., 
credit institutions, life insurance com-
panies, payment institutions, bureaux 
de change, investment firms, etc. Each 
sector is assessed according to the fol-
lowing five aspects:
(1)	 Inherent risk in the sector;
(2)	 Quality of controls and common 

breaches in the sector;
(3)	 Overall risk profile of the sector;
(4) 	Emerging risks in the sector;
(5)	 Recommendations for the CAs.

In the sector-specific context, the 
ESAs are alarmed by the fact that a 
number of CAs have not carried out an 
assessment of controls in certain sectors. 
Poor quality controls result in a higher 
number of breaches.

An interactive tool, available on the 
EBA website, completes the joint opinion. 
It provides a snapshot of all ML/TF risks 
covered in the joint opinion. (TW)	

Tax Evasion

Commission: Benefits of Administrative 
Cooperation in Direct Taxation Unclear
On 12 September 2019, the Commis-
sion presented its first evaluation report 

on Directive 2011/16/EU regarding ad-
ministrative cooperation in the field of 
taxation. The Directive lays down rules 
and procedures for the cross-border ex-
change of tax information between the 
national tax administrations. The Di-
rective has been applied since January 
2013. It aims at effectively managing 
the taxpayer’s obligations and prevent-
ing tax evasion in his/her country of 
residence rooted in abuse of the freedom 
to move, operate, and invest across na-
tional borders. In the end, the Directive 
shall contribute to fairer taxation and 
transparency.

The information in the evaluation re-
port is based on a study by an external 
contractor, on material provided by the 
tax administrations of the EU Member 
States, and on earlier Commission re-
ports in the area of administrative tax co-
operation. The report aims to analyse the 
application of the Directive according to 
five fundamental aspects: effectiveness, 
efficiency, coherence, relevance, and EU 
added value.

The evaluation report mainly con-
cludes that assessment of the aspects 
was difficult because the evidence sub-
mitted was limited and thin. For most 
Member States, there is no answer to the 
question of whether the needs addressed 
by the Directive have been met in an ef-
ficient and effective way. In particular, 
the monetary benefits of the Directive’s 
mechanisms remain unclear. For the 
next evaluation cycle, the Commission 
will focus more strongly on obtaining 
clearer information from Member States 
on the use of the information exchanged. 
(TW)

EP: Plans to Set up a Subcommittee 
on Tax and Financial Crime
In September 2019, the coordinators 
of the Economic and Monetary Affairs 
Committee (ECON) in the European 
Parliament officially decided to create a 
permanent subcommittee on tax and fi-
nancial crime. The initiative was mainly 
propelled by the Greens/EFL Group, 
which feels that the new subcommittee 

is needed to follow up on special or in-
quiry committees that were established 
in the aftermath of several tax avoidance 
scandals, such as the Panama Papers or 
LuxLeaks. The subcommittee would 
be the successor to the special commit-
tee TAX 3, which had continued the 
work of the ad hoc committees TAXE, 
TAX2, and PANA. In its final report of 
26 March 2019 on financial crimes, tax 
evasion, and tax avoidance, TAX 3 stat-
ed that “there is an urgent and continu-
ous need for reform of the rules, so that 
international, EU and national tax sys-
tems are fit for the new economic, social 
and technological challenges of the 21st 
century.”

The permanent subcommittee can 
build on the work of the previous com-
mittee and investigate tax evasion, tax 
avoidance, and money laundering. It 
could become a major driving force for 
reform legislation, preventing multi-
national companies from failing to pay 
corporate taxes or a small amount of 
taxes on their profits in Europe. 

“The decision is a victory for all of 
us who want to see an end to the dodgy 
tax practices and illicit activities that un-
dermine the global financial system and 
fracture our societies,” Sven Giegold 
said. Giegold is a German MEP from the 
Green Party and one of the initiators of 
the decision. 

The establishment of the subcommit-
tee has yet to be approved by the Confer-
ence of Presidents of the Parliament, and 
the precise mandate has yet to be agreed. 
(TW)

Cybercrime

The Current Cybercrime Landscape: 
IOCTA 2019 

spot 

light

On 9 October 2019, Europol 
published its 2019 Internet Or-
ganised Crime Threat Assess-

ment (IOCTA). The 2019 IOCTA pro-
vides key findings and recommendations 
regarding the cybercrime threat land-
scape, focusing on six crime priorities:

https://tools.eba.europa.eu/joint-opinion/JO_ML_TF_2019.html
https://ec.europa.eu/taxation_customs/sites/taxation/files/2019_staff_working_document_evaluation_on_dac.pdf
https://eur-lex.europa.eu/legal-content/en/LSU/?uri=CELEX:32011L0016
http://crwwgroup.net/en/2019/10/07/eu-economic-and-monetary-affairs-committee-will-create-a-subcommittee-to-investigate-tax-avoidance-and-money-laundering/
http://crwwgroup.net/en/2019/10/07/eu-economic-and-monetary-affairs-committee-will-create-a-subcommittee-to-investigate-tax-avoidance-and-money-laundering/
http://crwwgroup.net/en/2019/10/07/eu-economic-and-monetary-affairs-committee-will-create-a-subcommittee-to-investigate-tax-avoidance-and-money-laundering/
https://www.europarl.europa.eu/doceo/document/TA-8-2019-0240_EN.pdf
https://www.europarl.europa.eu/doceo/document/TA-8-2019-0240_EN.pdf
https://sven-giegold.de/permanent-tax-committee/
https://www.europol.europa.eu/sites/default/files/documents/iocta_2019.pdf
https://www.europol.europa.eu/sites/default/files/documents/iocta_2019.pdf
https://www.europol.europa.eu/sites/default/files/documents/iocta_2019.pdf
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�� Cyber-dependent crime;
�� Online child sexual exploitation;
�� Payment fraud;
�� Criminal abuse through the Darknet;
�� The convergence of cybercrime and 

terrorism;
�� Cross-cutting crime factors. 

Looking at cyber-dependent crime 
(meaning any crime that can only be 
committed using computers, computer 
networks, or other forms of information 
communication technology), the overall 
volume of ransomware attacks has de-
clined. Attackers seem to focus on fewer 
but more profitable targets. Neverthe-
less, ransomware remains the most sig-
nificant threat in the field of cybercrime. 
In its recommendation on how to tackle 
cyber-dependent crime, the report finds 
that targeting major crime-as-a-service-
providers is the most successful ap-
proach. Furthermore, the report recom-
mends the following:
�� Strong cooperation between law en-

forcement and the private sector;
�� Collaboration between the network 

and information security sector and cy-
ber law enforcement authorities;
�� The use of existing cooperation chan-

nels.
Low-level cybercrimes should also 

be targeted as a means of intervention in 
the criminal careers of young, develop-
ing cybercriminals.

As regards child sexual exploitation 
online, the report finds a continued in-
crease in available child sexual exploi-
tation material (CSEM), self-generated 
explicit material (SGEM), and even live 
distant child abuse (LDCA). In order 
to reduce CSEM material, the report 
recommends coordinated action with 
the private sector and the deployment 
of new technology, a structural edu-
cational campaign across Europe, and 
law enforcement cooperation with de-
veloping countries. One concrete meas-
ure to prevent child sex offenders from 
travelling to third countries to sexually 
abuse children would be the use of pas-
senger name record (PNR) data by EU 
law enforcement authorities (accessible 

through the Travel Intelligence team 
within Europol). 

In the area of payment fraud, the re-
port sees CNP (card not present) fraud 
as the main priority; however, skimming 
also continues to evolve as do jackpot-
ting attacks. To combat payment fraud, 
the report recommends cooperation be-
tween the public and private sectors, the 
exchange of information, training of em-
ployees, and raising awareness among 
customers. 

The report emphasizes the key role of 
the Darknet in the increasing number of 
single-vendor shops and smaller, frag-
mented markets as an enabler of trade in 
an extensive range of criminal products 
and services. To combat criminal abuse 
through the Darknet, the report identifies 
the following measures as key:
�� Coordinated investigation and pre-

vention actions;
�� The ability to maintain accurate real-

time information;
�� Improved coordination and stand-

ardisation of undercover online investi-
gations;
�� An EU-wide legal framework to 

clarify jurisdiction despite anonymity 
issues.

Challenges with regard to the con-
vergence of cybercrime and terrorism 
include the wide array of online service 
providers (OSPs) and the use of new 
technologies being exploited by terrorist 
groups. To counter terrorist groups’ on-
line propaganda and recruitment opera-
tions, the report recommends addressing 
the entire spectrum of abused OSPs. In 
order to manage a crisis after a terrorist 
attack, the report emphasizes the need 
for cross-platform collaboration and a 
multi-stakeholder crisis response proto-
col on terrorist content online. 

New cross-cutting crime factors 
include hackers and fraudsters now 
routinely targeting crypto-assets and 
enterprises. In order to tackle these fac-
tors, the report recommends that law 
enforcement develop and share knowl-
edge with the judiciary, establish rela-
tionships with cryptocurrency-related 

businesses, and share information with 
Europol. (CR) 	

Guidelines and Recommendations 
on Spear Phishing
On 4 November 2019, Europol’s Europe-
an Cybercrime Centre (EC3) published a 
report on how to prevent, respond to, and 
investigate spear phishing attacks.

Spear phishing describes the practice 
of targeting specific individuals within 
an organisation or business for the pur-
poses of distributing malware or extract-
ing sensitive information. 

The report gives an overview of the 
threat of spear phishing from the per-
spective of law enforcement and in-
dustry. It explains the background of 
the concept of spear phishing, outlines 
the most common modi operandi, and 
offers guidance and recommendations 
on technical solutions, prevention, and 
awareness as well as on attribution and 
operational response. 

According to the report, email is the 
most widely used vector for spear phish-
ing. The most commonly used modus 
operandi is reconnaissance, i.e., deceiv-
ing the target. In order to achieve this 
aim, phishing emails try to include as 
much content that is familiar to the re-
cipient as possible. Information used to 
create this familiar content is usually 
simply found online. 

When attacking, a fraudulent link 
is often sent, leading to a replica of 
a trusted website (phishing site). At-
tackers also attempt to make the target 
download and open a malicious file in 
order to gain access to the system. Busi-
ness Email Compromise (BEC) is often 
aimed at convincing employees to trans-
fer large sums of money to the criminal’s 
bank account. 

Depending on the goal of the attacker, 
the target’s files may be encrypted and a 
ransom payment (ransomware) demand-
ed, remote control may take over the 
target’s system (Remote Access Trojan), 
relevant credentials may be stolen (key 
loggers), or the network may be moni-
tored and files extracted. 

https://www.europol.europa.eu/sites/default/files/documents/report_on_phishing_-_a_law_enforcement_perspective.pdf
https://www.europol.europa.eu/sites/default/files/documents/report_on_phishing_-_a_law_enforcement_perspective.pdf
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In order to respond to phishing, the 
report recommends two sorts of techni-
cal solutions, namely policies and soft-
ware. By means of security policies, 
users can be prevented from engaging 
in risky behaviour. Commercial and 
open source software solutions can help 
mitigate the threat of phishing and au-
tomatically detect phishing attempts. 
Furthermore, the report recommends 
investing in prevention and awareness 
raising measures to establish a resilient 
user base, e.g., by offering anti-phishing 
training to employees.   

When launching an investigation, law 
enforcement should have in place proce-
dures and methods for handling this type 
of incident, e.g., reporting tools between 
the private sector and law enforcement 
and other public-private partnerships.

In order to reduce abuse of the Do-
main Name System (DNS), the report 
recommends that registrars and regis-
tries adopt aggressive anti-abuse meas-
ures. Ultimately, the report regrets the 
loss of the WHOIS data. The WHOIS 
database contained personal information 
on registrants of domain names. Law en-
forcement have no longer direct access 
due to the new GDPR rules. (CR)

Cyber-Attack Simulation Exercise 
On 31 October 2019, Europol conducted 
the first law enforcement exercise of this 
kind (CyLEEx19), simulating a cross-
border cyberattack on critical infrastruc-
ture. The exercise, which was organised 
by EC3 and ENISA, brought together 20 
cybercrime investigators and cybersecu-
rity experts from the public and private 
sectors. By means of a faked scenario, 
participants were asked to test the EU 
Law Enforcement Emergency Response 
Protocol (see eucrim news of 13 May 
2019) by reacting to, responding to, 
and collectively deciding on simulated 
large-scale cyberattacks. The attacks 
were related to incidents, such as mis-
use of IT resources, unauthorised access 
to systems, vulnerability exploitations, 
Distributed Denial of Service (DDoS), 
and malware infections. (CR)

Racism and Xenophobia

Regulation on Removal of Internet 
Content Promoting Terrorism –  
State of Play

On 24 September 2019, the European 
Parliament’s LIBE Committee backed 
the  position, as agreed by the plenary 
before May’s European elections, on 
the proposed Regulation seeking pre-
vention of the dissemination of online 
content promoting terrorism (for the 
EP’s resolution of 17 April 2019, see 
eucrim 1/2019, p. 21). The LIBE Com-
mittee’s decision paved the way for the 
start of negotiations with the Council 
on the legislative dossier. The Council 
already agreed on its position in De-
cember 2018.

MEPs accented that the following 
points are important in their position:
�� Obligation for internet companies 

to remove content promoting terrorism 
within one hour of receiving an order 
from national authorities;
�� Regarding sanctions, companies that 

systematically and persistently fail to 
abide by the law should be fined up to 
4% of their global turnover;
�� Implementation of a clause that pro-

tects free speech and press freedom;
�� Obligation for hosting service provid-

ers to establish user-friendly complaint 
mechanisms; 
�� No obligation for hosting service pro-

viders, such as Facebook or YouTube, 
to proactively identify terrorist content, 
because this would be a too great a bur-
den for these platforms; monitoring the 
information or actively seeking facts 
indicating illegal activity should be the 
responsibility of the competent national 
authority only;
�� No obligation to use filters or auto-

mated tools;
�� Increased support for small plat-

forms, which may not be familiar with 
removal orders.

Swift agreement on the new EU rules 
to tackle the dissemination of terrorist 
content online is one of the priorities of 
the EU’s security policy. (TW)

Procedural Criminal Law

Procedural Safeguards

Commission Implementation Report 
on Access to Lawyer Directive
On 27 September 2019, the European 
Commission published its implementa-
tion report on Directive 2013/48/EU on 
the right of access to a lawyer. The Di-
rective is one of the six EU procedural 
rights directives that aim to harmonise 
safeguards of suspected or accused per-
sons in criminal proceedings throughout 
the European Union.

The so-called A2L Directive ensures, 
inter alia, that individuals have a lawyer 
from the first stage of police questioning 
and throughout criminal proceedings. 
Adequate, confidential meetings with 
the lawyer are also guaranteed. In Eu-
ropean Arrest Warrant proceedings, the 
Directive lays down the right of access 
to a lawyer in the executing EU country 
and the right to appoint a lawyer in the 
issuing country.

Beyond the right of access to a law-
yer, the Directive also includes the rights 
for persons deprived of their liberty to 
have a third person informed thereof, to 
communicate with third persons, and to 
communicate with consular authorities/
to have legal representation arranged for 
by them. 

The report concludes that consider-
able progress has been made in the pro-
tection of fair trial rights in the EU, but 
difficulties regarding key provisions of 
the Directive exist in a number of Mem-
ber States. 

Points of concern are as follows:
�� The scope of rights enshrined in the 

Directive: some jurisdictions require a 
formal act that triggers the right of ac-
cess to a lawyer or do not apply the right 
to persons who have not been deprived 
of liberty; 
�� The extent of possible derogations;
�� Waiver of the right of access to a law-

yer;
�� Conditions governing how people 

https://www.europol.europa.eu/newsroom/news/cyleex19-inside-simulated-cross-border-cyber-attack-critical-infrastructure
https://www.europol.europa.eu/newsroom/news/cyleex19-inside-simulated-cross-border-cyber-attack-critical-infrastructure
https://www.europol.europa.eu/newsroom/news/cyleex19-inside-simulated-cross-border-cyber-attack-critical-infrastructure
https://eucrim.eu/news/eu-law-enforcement-emergency-response-protocol/
https://eucrim.eu/news/eu-law-enforcement-emergency-response-protocol/
https://www.europarl.europa.eu/news/en/headlines/security/20190919STO61425/meps-want-internet-firms-to-remove-content-promoting-terrorism-within-an-hour
https://www.europarl.europa.eu/news/en/headlines/security/20190919STO61425/meps-want-internet-firms-to-remove-content-promoting-terrorism-within-an-hour
https://ec.europa.eu/info/sites/info/files/implementation_report_on_the_eu_directive_on_access_to_a_lawyer.pdf
https://ec.europa.eu/info/sites/info/files/implementation_report_on_the_eu_directive_on_access_to_a_lawyer.pdf
https://eur-lex.europa.eu/legal-content/EN/LSU/?uri=celex:32013L0048
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can access a lawyer in the issuing Mem-
ber State of a European Arrest Warrant.

On 12 November 2019, the Commis-
sion discussed the report with MEPs in 
the EP’s LIBE Committee. The Commis-
sion announced that it will continue to 
assess Member States’ compliance with 
the Directive and take every appropriate 
measure, including possible infringe-
ment proceedings, to ensure conform-
ity with the provisions of the Directive 
throughout the European Union.

The Commission’s implementation 
report comes alongside a report from 
the Fundamental Rights Agency on the 
practice of eight EU Member States. The 
latter investigated the implementation 
of certain defence rights, including the 
right to be advised and represented by a 
lawyer. (TW)

FRA Report on Information about 
Defence Rights and Rights to Access 
to a Lawyer

spot 

light

Full access to justice is not guar-
anteed, at least not in an equal 
way, because defendants are of-

ten poorly informed or access to legal 
assistance is inadequate. This is one of 
the main results of a report issued by the 
European Union Agency for Fundamen-
tal Rights (FRA) on 27 September 2019. 

The report entitled “Rights in prac-
tice: access to a lawyer and procedural 
rights in criminal and European arrest 
warrant proceedings” summarises the 
views of over 250 interviewed profes-
sionals and defendants in eight Mem-
ber States: Austria, Bulgaria, Denmark, 
France, Greece, the Netherlands, Poland, 
and Romania. FRA investigated how the 
following defence rights of suspected or 
accused persons (set out in primary and 
secondary Union law) are implemented 
in said Member States in practice:
�� Information about defence rights;
�� Right to be advised and represented 

by a lawyer;
�� Rights of persons arrested on the ba-

sis of an EAW.
Key findings of the report include:
�� Information provided to defendants 

differs in both scope and content and in 
how it is conveyed;
�� Treatment of defendants other than a 

suspect at the initial stage of the crimi-
nal proceedings, lack of practice on the 
part of police officers, lack of practice 
in verifying defendants’ understanding 
of the situation or identifying his/her 
vulnerabilities, and other factors lead to 
defendants not being fully aware of their 
procedural rights;
�� Defendants very often receive mini-

mal or unclear information about the 
charges against them;
�� Sometimes individuals are ques-

tioned as witnesses or are “informally” 
asked questions instead of being treated 
suspected persons; in this way, persons 
are deprived of their right to remain si-
lent and not to incriminate themselves;
�� Police officers sometimes discourage 

defendants from exercising their right to 
a lawyer;
�� Particularly people who are deprived 

of their liberty often do not receive legal 
assistance promptly and directly;
�� Defendants deprived of liberty are not 

always allowed to talk to their lawyers 
in private before their first questioning; 
instead, conversations with lawyers are 
short or take place in public corridors in 
the presence of police officers;
As regards the specific case of uphold-
ing defence rights in EAW proceedings, 
the report mainly discovered the follow-
ing:
�� Many respondents said that they did 

not understand their rights as regards 
warrants and the meaning of their con-
sent to surrender;
�� Language barriers often impede the 

effective enjoyment of rights in EAW 
cases;
�� Defendants regularly face significant 

difficulties in establishing a double de-
fence, i.e., not only access to a lawyer 
in the executing, but also in the issuing 
State. The reasons for this are manifold, 
including linguistic difficulties, police 
officers’ lack of knowledge, and unwill-
ingness to interfere in another country’s 
jurisdiction. The report revealed system-

ic deficiencies in the context of the exe-
cuting authorities’ obligations to inform 
on and assist in appointing a lawyer in 
the issuing state.

The FRA report includes several rec-
ommendations to the Member States 
on how to improve the effective exer-
cise of said defence rights and to rem-
edy the detected flaws. The FRA report 
is a preparatory work which the Com-
mission asked for. It complements the 
Commission report on how EU Member 
States have implemented the EU’s Ac-
cess to a Lawyer Directive. This report 
was issued on the same day as the FRA 
report. Furthermore, the FRA reported 
on earlier FRA activity on procedural 
rights, such as the 2016 report on Mem-
ber States’ legal frameworks, policies, 
and practices regarding the right to in-
formation, translation, and interpreta-
tion in criminal proceedings (see eucrim 
4/2016, p. 163). (TW)	

CJEU: Scope of EU’s Procedural Rights 
Directives in Procedures Ordering 
Committal to Psychiatric Hospital

On 19 September 2019, the CJEU de-
livered a judgment dealing with the ap-
plicability and interpretation of the pro-
cedural rights directives in a situation 
where the judicial authorities of a Mem-
ber State ordered a person be committed 
to a psychiatric hospital. The case (C-
467/18 − criminal proceedings against 
“EP”) was brought to the CJEU by a 
Bulgarian court, which voiced doubts 
as to whether the Bulgarian provisions 
governing compulsory admission of 
mentally ill persons to a medical facility 
are in conformity with the rights guaran-
teed in Directive 2012/13 (right to infor-
mation), Directive 2013/38 (access to a 
lawyer), Directive 2016/343 (presump-
tion of innocence), and the Charter of 
Fundamental Rights of the EU. 

The referring court has to deal with 
the legality of the procedure against 
“EP” who killed his mother in a state 
of paranoid schizophrenia and was or-
dered to adopt compulsory medical 
measures by means of a special proce-

https://fra.europa.eu/en/publication/2019/criminal-proceedings-rights
https://fra.europa.eu/en/publication/2019/criminal-proceedings-rights
https://fra.europa.eu/en/publication/2019/criminal-proceedings-rights
https://fra.europa.eu/en/publication/2019/criminal-proceedings-rights
https://ec.europa.eu/commission/presscorner/detail/en/mex_19_5875
https://ec.europa.eu/commission/presscorner/detail/en/mex_19_5875
https://ec.europa.eu/commission/presscorner/detail/en/mex_19_5875
http://curia.europa.eu/juris/document/document.jsf?text=&docid=217905&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=191632
http://curia.europa.eu/juris/document/document.jsf?text=&docid=217905&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=191632
http://curia.europa.eu/juris/document/document.jsf?text=&docid=217905&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=191632
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dure defined in the Bulgarian code of 
criminal procedure.

First, the CJEU dealt with the ques-
tion of the applicability of Directive 
2012/13 and Directive 2013/48. By 
above all referring to the wording of the 
provisions on the applicability of the Di-
rectives (Articles 2 of each) and on the 
interpretation of the fundamental right 
to liberty and security (as enshrined in 
Art. 6 CFR, Art. 5 ECHR), the CJEU 
concluded that the Directives’ scope 
covers judicial proceedings in which an 
order may be made for the committal to 
a psychiatric hospital of a person who, 
at the conclusion of earlier criminal pro-
ceedings, was found to be the perpetrator 
of acts constituting a criminal offence. 
As a consequence, this person must also 
be informed of his/her rights as soon as 
possible, at the latest before his/her first 
official questioning by the police.

Second, the CJEU ruled on the re-
view powers of the national court. In 
this context, the CJEU considers nation-
al legislation not to be in line with EU 
law (right to an effective remedy) if the 
court is not able to rule on the respect 
of procedural safeguards in the proceed-
ings that took place prior to those before 
the court.

Third, the CJEU clarified, however, 
that Directive 2016/343 on the presump-
tion of innocence does not apply if the 
order for the committal to a psychiatric 
hospital was based on a law aiming at 
preventing danger, such as the Bulgarian 
Health Law. As a consequence, EU law 
is not the yardstick to assess whether the 
rights enshrined in the Directives were 
upheld in such preventive procedures. 

However, Art. 3 of Directive 2016/ 
343 is applicable if the judicial proceed-
ings for the committal to a psychiatric 
hospital and thus the deprivation of lib-
erty do not pursue merely therapeutic, 
but also safety purposes. Therefore, the 
public prosecutor’s office has the burden 
of proof that the person whose admis-
sion is sought is the perpetrator of acts 
deemed to constitute such a danger. 
(TW)

Data Protection

Security Union: Commission Wants 
Mandate for EU-Japan PNR Agreement
During the EU-Asia Connectivity Forum 
held in Brussels on 27 September 2019, 
Commission President Jean-Claude 
Juncker announced that the Commis-
sion recommended that the Council give 
green light to open negotiations with Ja-
pan on the transfer of Passenger Name 
Records (PNR). PNR are travel infor-
mation data necessary to enable reser-
vations to be processed by air carriers. 
Nowadays, PNR data are considered a 
building block in preventing and pros-
ecuting terrorism and serious crime.

The Commission’s recommendation 
to the Council to authorise the opening 
of negotiations for an EU-Japan PNR 
agreement (COM(2019) 420 final) is ac-
companied by an annex setting out di-
rectives for the negotiations. The direc-
tives define not only the objectives of the 
envisaged agreement but also the param-
eters necessary to safeguard and control 
respect for the protection of personal 
data, fundamental rights, and freedom of 
individuals, irrespective of nationality 
and place of residence, in the context of 
the transfer of PNR data to Japan. 

The Commission’s initiative con-
cretely implements an idea in the EU-
Japan Strategic Partnership Agreement 
(signed in July 2018), which specifically 
encourages both parties to use “available 
tools, such as passenger name records to 
prevent and combat acts of terrorism and 
serious crimes.” The agreement aims at 
further strengthening the key strategic 
partnership between the EU and Japan 
in the fight against terrorism and other 
forms of serious crime. The EU already 
concluded an agreement on mutual legal 
assistance in criminal matters with Japan 
for this purpose.

Currently, the EU has two PNR 
schemes in force with Australia and the 
United States of America. The EU is also 
negotiating a PNR agreement with Can-
ada after the CJEU declared a previously 
planned agreement with Canada void in 

2017 (see eucrim 3/2017, pp. 114–115). 
The transfer of the PNR data of pas-
sengers on international flights to the 
European Union (EU) countries and 
the processing of these data by law en-
forcement authorities in the EU Mem-
ber States is regulated by the EU PNR 
Directive 2016/681 (see also eucrim 
2/2016, p. 78). At the global level, the 
International Civil Aviation Organisa-
tion (ICAO) is currently working with 
its Member States to establish a standard 
for the processing of PNR data.

Regarding the envisaged EU-Japan 
PNR accord, it is now up to the Council 
to consider the recommendation and to 
adopt a Decision authorising the Com-
mission to open negotiations. (TW)

EU Governments Look into Future 
of Interoperability
After having agreed on the legal frame-
work of the interoperability of EU In-
formation Systems designed for border/
migration control and police/judicial 
cooperation (see eucrim 2/2019, p. 103), 
delegations from the Member States’ 
governments are now discussing further 
extensions. The Finnish Council Presi-
dency continued discussions that started 
earlier this year during the Romanian 
Presidency to explore further needs of 
law enforcement and possible EU sup-
port (see the discussion paper of 6 Sep-
tember 2019, published by Statewatch).

The Council Presidencies aim at driv-
ing forward interoperability through 
automation. Discussions have, for in-
stance, taken place on possibilities to 
interconnect queries through the Prüm 
regime (featuring cross-border access to 
DNA, dactyloscopic and vehicle regis-
tration databases) with the centralised 
EU information systems. The Council 
Presidency also referred in this context 
“to increased interoperability, which 
means adding possibilities for end users 
to reach new data sources with a single 
query.” The latter also means including 
new data categories into the Prüm re-
gime, e.g., firearms, driving licences, or 
facial images. Another aspect concerns 

https://ec.europa.eu/commission/presscorner/detail/en/IP_19_5872
https://ec.europa.eu/commission/presscorner/detail/en/IP_19_5872
https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=COM:2019:0420:FIN
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ:L:2018:216:TOC
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ:L:2018:216:TOC
https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX%3A22010A0212%2801%29
https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX%3A22010A0212%2801%29
https://eur-lex.europa.eu/eli/dir/2016/681/oj?locale=en
https://eur-lex.europa.eu/eli/dir/2016/681/oj?locale=en
http://www.statewatch.org/news/2019/sep/eu-council-automation-data-exchange-national-11434-19.pdf
http://www.statewatch.org/news/2019/sep/eu-council-automation-data-exchange-national-11434-19.pdf
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making data held at Europol interoper-
able with other EU-level data, where 
projects are already running. 

The discussion paper also mentions 
other ongoing projects that promote au-
tomation and interoperability, such as 
EPRIS-ADEP − a system for making 
available certain biographical data con-
tained in national police records. 

It concludes that the EU should not 
stop at the implementation of the agreed 
interoperability package of May 2019 
and a potential reform of the Prüm re-
gime, but take a proactive approach to 
the future of interoperability. (TW)

Federal Administrative Court Refers 
German Data Retention Law to 
European Court of Justice 

On 25 September 2019, the German 
Federal Administrative Court (Bundes-
verwaltungsgericht) decided to refer to 
the European Court of Justice in order to 
clarify whether the German data reten-
tion law is compatible with Union law. 

The German Federal Administrative 
Court now has to decide on the lawsuits 
of an Internet provider and a telephone 
provider who are opposing their obli-
gation to retain the telecommunication 
traffic data of their users as laid down 
in Sections 113a, 113b of the Telecom-
munications Act. According to these 
provisions, introduced in the new Ger-
man data retention law of 2015 (the first 
national law implementing the Data 
Retention Directive 2006/24/EC having 
been declared unconstitutional by the 
German Federal Constitutional Court 
− FCC), telecommunications providers 
are obliged to retain the traffic data of 
their users for a period of 10 weeks and 
location data for four weeks in order to 
be able to provide them to the law en-
forcement authorities, if necessary. The 
retained data may only be used by the 
authorities for the prosecution of serious 
criminal offences or for the prevention 
of danger to the life, body, or freedom of 
a person or of threats to the existence of 
the Federation or a Land (§ 113c Tele
communications Act). 

In the previous instance, the Admin-
istrative Court (Verwaltungsgericht) of 
Cologne had stated that the applicants 
were not obliged to retain the telecom-
munication traffic data, arguing that 
this obligation set by the German data 
retention law contravenes European 
Union law. As a result of a previous, 
very similar decision by the Higher 
Administrative Court of Münster (cf. 
eucrim 2/2017, p. 71), the Federal Net-
work Agency (Bundesnetzagentur) has 
already decided not to enforce the reten-
tion obligations for telecommunications 
and Internet providers for the time be-
ing. 

The Administrative Court of Co-
logne and the Higher Regional Court 
of Münster both referred to the judg-
ment of the CJEU of 21 December 
2016, in cases C-203/15 and C-698/15, 
Tele 2 Sverige et al. (cf. eucrim 4/2016, 
p. 164), which established very narrow
conditions for national laws to main-
tain data retention rules. This decision 
has led to serious doubts on whether 
there is a general prohibition of blan-
ket retention systems that can be justi-
fied neither by the gravity of threats to 
public security nor by stringent security 
and access requirements. 

The CJEU found in its judgment that 
the British and Swedish legislations on 
data retention were not compatible with 
Union law. Compared to the British 
and Swedish legislation, however, the 
German provisions are more restrictive 
(e.g., in terms of the period of retention) 
and set strict security and access rules in 
order to protect the data. The German 
Federal Administrative Court therefore 
decided not to simply take over the find-
ings of the 2016 judgment, but to make 
reference for a preliminary ruling to the 
CJEU.

The judges in Luxembourg now have 
to deal with the question of whether a 
national law (and the German data reten-
tion law in particular), providing a blan-
ket retention measure that clearly inter-
feres with Art. 5 of Directive 2002/58/
EC, can be justified under Art. 15 of the 

same directive or whether it is generally 
forbidden by Union law. If the Court 
finds that the German data retention law 
contravenes Union law, it will not be ap-
plicable anymore due to the primacy of 
Union law.

There is also a complaint against the 
current German data retention law pend-
ing before the FCC. The Constitutional 
Court has repeatedly dismissed motions 
for a temporary injunction, arguing that, 
even after the CJEU 2016 decision, 
questions still remain that are not suit-
able for clarification within summary 
proceedings. It is uncertain whether a 
final Constitutional Court decision can 
be expected soon. 

In addition to the reference from Ger-
many, courts in Belgium, France, and 
Estonia referred questions to the CJEU 
regarding the compatibility of their 
countries’ data retention legislation with 
EU law, notably Art. 15 of Directive 
2002/58/EC (“the e-privacy Directive”) 
– see pending cases C-520/18; C-511/18;
and C-746/18 (see also eucrim 1/2019, 
p. 26). The Investigatory Powers Tribu-
nal, London, posed the question on ap-
plicability of the “Tele2 Sverige/Watson 
requirements” in the national security 
field (Case C-623/17). (CG)

Victim Protection

CJEU: Victims of Crime Can Be Re-
Examined if Judge’s Bench Changed
By judgment of 29 July 2019, the CJEU 
shared the opinion of Advocate General 
Yves Bot in case C-38/18 (criminal pro-
ceedings against Massimo Gambino and 
Shpetim Hyka), namely that Arts. 16 and 
18 of Directive 2012/29/EU establishing 
minimum standards on the rights, sup-
port, and protection of victims of crime 
do not preclude national rules. Accord-
ing to the national rules, re-examina-
tion of a victim is held necessary if the 
judge’s bench changes and the defence 
counsel of the accused persons do not 
consent to the court reading the written 
record of the oral evidence previously 

https://www.bverwg.de/pm/2019/66
https://www.bverwg.de/pm/2019/66
https://www.bundesverfassungsgericht.de/SharedDocs/Pressemitteilungen/DE/2017/bvg17-028.html;jsessionid=6AD2CF2780962A57600F30BAF512BC69.1_cid383
https://www.bundesverfassungsgericht.de/SharedDocs/Pressemitteilungen/DE/2017/bvg17-028.html;jsessionid=6AD2CF2780962A57600F30BAF512BC69.1_cid383
http://curia.europa.eu/juris/liste.jsf?language=en&num=c-520/18&td=ALL
http://curia.europa.eu/juris/liste.jsf?language=en&num=c-511/18&td=ALL
http://curia.europa.eu/juris/liste.jsf?language=en&num=c-746/18&td=ALL
http://curia.europa.eu/juris/document/document.jsf?text=&docid=198575&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=7445686
http://curia.europa.eu/juris/liste.jsf?language=en&jur=C%2CT%2CF&num=c-38/18&parties=&dates=error&docnodecision=docnodecision&allcommjo=allcommjo&affint=affint&affclose=affclose&alldocrec=alldocrec&docdecision=docdecision&docor=docor&docav=docav&docsom=docsom&docinf=docinf&alldocnorec=alldocnorec&docnoor=docnoor&docppoag=docppoag&radtypeord=on&newform=newform&docj=docj&docop=docop&docnoj=docnoj&typeord=ALL&domaine=&mots=&resmax=100&Submit=Rechercher
http://curia.europa.eu/juris/liste.jsf?language=en&jur=C%2CT%2CF&num=c-38/18&parties=&dates=error&docnodecision=docnodecision&allcommjo=allcommjo&affint=affint&affclose=affclose&alldocrec=alldocrec&docdecision=docdecision&docor=docor&docav=docav&docsom=docsom&docinf=docinf&alldocnorec=alldocnorec&docnoor=docnoor&docppoag=docppoag&radtypeord=on&newform=newform&docj=docj&docop=docop&docnoj=docnoj&typeord=ALL&domaine=&mots=&resmax=100&Submit=Rechercher
http://curia.europa.eu/juris/liste.jsf?language=en&jur=C%2CT%2CF&num=c-38/18&parties=&dates=error&docnodecision=docnodecision&allcommjo=allcommjo&affint=affint&affclose=affclose&alldocrec=alldocrec&docdecision=docdecision&docor=docor&docav=docav&docsom=docsom&docinf=docinf&alldocnorec=alldocnorec&docnoor=docnoor&docppoag=docppoag&radtypeord=on&newform=newform&docj=docj&docop=docop&docnoj=docnoj&typeord=ALL&domaine=&mots=&resmax=100&Submit=Rechercher
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given by that victim. For the opinion 
of AG Bot and the underlying Italian 
rules that triggered the reference for a 
preliminary ruling, see eucrim 1/2019, 
pp. 28–29.

The CJEU stresses that the victim’s 
right to be protected from secondary and 
repeated victimization is without preju-
dice to the accused persons’ defence 
rights and their right to a fair trial. It 
also refers to the case law of the ECtHR 
highlighting the importance of question-
ing witnesses before the deciding judge. 

However, the ECtHR case law also 
indicates that the Member States must 
recognise particular circumstances that 
may justify a waiver of witness exami-
nation if it is not important for the con-
viction. Hence, re-examination of the 
victim is permitted if the court in the 
main proceedings does not identify spe-
cific protection needs that would make 
specific protection measures necessary 
pursuant to Arts. 23 and 24 of Directive 
2012/29. This is up to the referring Ital-
ian court to decide. (TW)

Cooperation

Judicial Cooperation

Entry into Force of Surrender 
Agreement Between European Union 
and Norway/Iceland 

On 28 June 2006, the European Un-
ion, the Republic of Iceland, and the 
Kingdom of Norway entered into an 
agreement on the surrender procedure 
between the Member States of the Eu-
ropean Union and Iceland and Norway. 
The agreement aims at improving the 
surrender procedure for the purpose of 
prosecution or execution of a sentence 
between the EU Member States and Ice-
land and Norway. The expedited extra-
dition procedures are largely based on 
the European Arrest Warrant model (cf. 
eucrim 1–2/2006, p. 19). 

According to the final provisions, the 
agreement enters into force on the first 

day of the third month following the 
day on which the Secretary-General of 
the Council of the European Union has 
found that all formal requirements (es-
pecially the deposit of the notifications 
and declarations) have been fulfilled. 
With the submission by Italy of its noti-
fications and declarations on 29 August 
2019, all EU Member States, Iceland, 
and Norway have now deposited their 
declarations and notifications. Accord-
ingly, the formal requirements have 
been fulfilled and the Agreement entered 
into force on 1 November 2019. The li-
brary of the European Judicial Network 
provides further information about the 
notifications and declarations and other 
useful details. (CG)

Eurojust Guidelines: Deciding on 
Competing Requests for Surrender and 
Extradition 

Eurojust published a revised version of 
its guidelines for deciding on compet-
ing European Arrest Warrants (EAWs) 
of 2004. The new guidelines enlarge the 
scope of the original guidelines, includ-
ing scenarios for both the situation of 
multiple EAWs and the situation of con-
flicts between an EAW and a request for 
extradition presented by a third country 
(Art.s 16 (1) and (3) of Council Frame-
work Decision 2002/584/JHA).

By means of five scenarios, the re-
vised guidelines give advice on how to 
proceed in the situations when two or 
more EAWs against the same person 
were issued:
(1)	 for prosecution of the same 
offence(s);
(2)	 for prosecution of different offenc-
es. Furthermore:
(3)	 when two or more EAWs against 
the same person, of which one (or more) 
EAW(s) for prosecution and one (or 
more) EAW(s) for the execution of a 
custodial sentence or a detention order 
in relation to different offences, were is-
sued;
(4)	 when two or more EAWs against the 
same person for the execution of two (or 
more) custodial sentences or detention 

orders in relation to different offences 
were issued;
(5)	 when one or more EAW(s) and one 
(or more) request(s) for extradition were 
issued. (CR)

European Arrest Warrant

CJEU: Executing Judicial Authority 
Must Make Precise Assessment  
of Detention Conditions

spot 

light

On 15 October 2019, the CJEU 
(Grand Chamber) further clari-
fied its case law as to the condi-

tions under which the surrender of a per-
son sought by a EAW can be refused 
because standards of detention in the is-
suing state infringe the prohibition of 
inhuman or degrading treatment (Art. 4 
of the Charter of Fundamental Rights). 
The judgment follows the landmark 
judgment Arranyosi and Căldăraru 
(case C-404/15, see eucrim 1/2016, 
p. 16), and the judgment in case C-220/18
PPU (Generalstaatsanwaltschaft [condi-
tions of detention in Hungary], also re-
ferred to as “Aranyosi  III”, see eucrim 
2/2018, pp. 103–104).
hh Background of the Case:
The judgment of 15 October 2019 

was triggered by a request for a prelimi-
nary ruling from the Higher Regional 
Court (Oberlandesgericht) of Hamburg, 
Germany regarding the execution of a 
EAW against Mr Dorobantu for the pur-
pose of conducting criminal proceed-
ings in Romania (case C-128/18). After 
having initially approved his surrender, 
the execution was halted by the German 
Federal Constitutional Court. The FCC 
argued that the Higher Regional Court 
of Hamburg had to file a preliminary 
ruling to Luxembourg because the legal 
questions at issue had not been precisely 
decided in the Kirchberg’s courtrooms. 
For the case history, see eucrim 1/2018, 
pp. 32–33. 

The Hamburg Court mainly put for-
ward four queries:
�� Extent and scope of the review by the 

executing judicial authority if it possess-

https://www.ejn-crimjust.europa.eu/ejn/NewsDetail/EN/664
https://www.ejn-crimjust.europa.eu/ejn/NewsDetail/EN/664
http://www.eurojust.europa.eu/doclibrary/Eurojust-framework/Casework/Guidelines%20for%20deciding%20on%20competing%20requests%20for%20surrender%20and%20extradition%20%28October%202019%29/2019-10_Guidelines-competing-extradition-surrender-EAW_EN.pdf
http://curia.europa.eu/juris/document/document.jsf?text=&docid=219163&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=131322
http://curia.europa.eu/juris/liste.jsf?language=en&jur=C%2CT%2CF&num=c-128/18&parties=&dates=error&docnodecision=docnodecision&allcommjo=allcommjo&affint=affint&affclose=affclose&alldocrec=alldocrec&docdecision=docdecision&docor=docor&docav=docav&docsom=docsom&docinf=docinf&alldocnorec=alldocnorec&docnoor=docnoor&docppoag=docppoag&radtypeord=on&newform=newform&docj=docj&docop=docop&docnoj=docnoj&typeord=ALL&domaine=&mots=&resmax=100&Submit=Rechercher
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es information showing that there are 
systemic and generalized deficiencies in 
detention conditions in the issuing state;
�� Standards for the assessment of space 

per detainee in a prison cell;
�� Influence of existing legislative and 

structural measures that improve deten-
tion conditions in the issuing state on the 
assessment;
�� Possibility to weigh a fundamental 

rights infringement against the efficacy 
of judicial cooperation in criminal mat-
ters and the principles of mutual trust/
recognition.
hh The CJEU’s Judgment – Parameters:
The judges in Luxembourg essential-

ly follow the opinion of Advocate Gen-
eral Manuel Campos Sánchez-Bordona 
presented in April 2019 (see eucrim 
1/2019, p. 36).

If an executing judicial authority as-
sesses a real risk of inhuman or degrad-
ing treatment within the meaning of 
Art. 4 of the Charter, it must take into 
account all the relevant physical aspects 
of the conditions of detention in the pris-
on in which the person subject to surren-
der will be detained, e.g., the personal 
space available to each detainee in a cell 
in that prison, sanitary conditions, and 
the extent of the detainee’s freedom of 
movement within the prison. One pre-
condition remains, however, namely that 
the executing authority affirms systemic 
and generalised deficiencies in the de-
tention conditions of an issuing Member 
States.

Regarding the personal space avail-
able to each detainee, the executing 
judicial authority must take account 
the minimum requirements set by the  
ECtHR when interpreting Art. 3 ECHR. 
The CJEU stresses that the detainee 
must (at least) have the possibility to 
move around normally within the cell. 
The Court also refers to its previous case 
law in which it indicated that “a strong 
presumption of a violation of Article 3 
of the ECHR arises when the personal 
space available to a detainee is below 
3  m2 in multi-occupancy accommoda-
tion.”

Possible legal remedies and control 
mechanisms in the issuing state cannot 
rule out the existence of a real risk of 
inhuman or degrading treatment. In ad-
dition, the executing judicial authority 
cannot weigh up a found risk of the fun-
damental right’s infringement against 
considerations relating to the efficacy of 
judicial cooperation in criminal matters 
and to the principles of mutual trust and 
recognition. 
hh Put in focus:
Beyond specific questions within the 

EAW framework, the Dorobantu case is 
important because it deals with general 
questions on the relationship between 
the Charter and the ECHR if minimum 
requirements have not been developed 
by the European Union.

Although the main lines of argument 
as regards the interpretation of the ab-
solute right not to be treated in an in-
human or degrading way have mainly 
been clarified by the “Generalstaatsan-
waltschaft” case (“Arranyosi III”); the 
Dorobantu case gave the CJEU the op-
portunity to specify its “real risk” doc-
trine as regards possible infringements 
of Art. 4 of the Charter in detention con-
dition cases. Nonetheless, the judgment 
left open how to assess factors of single-
occupancy cells (TW).	

CJEU: EAWs Issued from Austrian 
Public Prosecutor’s Office Valid
After the CJEU decided on 27 May 2019 
that the German public prosecution of-
fices lack independence to issue Euro-
pean Arrest Warrants (see joined cases 
C-508/18 (O.G.) & C-82/19 PPU (P.I.), 
eucrim 1/2019, pp. 31–33), the CJEU 
came to a different result as regards the 
Austrian public prosecutor’s offices in a 
judgment of 9 October 2019. In the case 
at issue (case C-489/19 PPU), the Kam-
mergericht Berlin had doubts whether 
– following the judgment of May – it
could accept EAWs from Austria, be-
cause Austrian public prosecutors are 
subject to discretion or instruction from 
the executive, i.e., the Austrian Federal 
Minister of Justice.

The CJEU sees one main difference 
to the German situation. Under Austrian 
law, the public prosecutor’s decision to 
issue a national arrest warrant and to is-
sue an EAW must be endorsed by a court 
before their transmission. In the absence 
of endorsement, the arrest warrants do 
not produce legal effects and cannot be 
transmitted. If the following additional 
conditions are met, the concept of “is-
suing judicial authority” in Art. 6(1) of 
the EAW Framework Decision can be 
affirmed:
�� The court’s review of the public pros-

ecutor’s decision is ex officio, independ-
ent, and objective;
�� The court has access to the entire 

criminal file to which any specific direc-
tions or instructions from the executive 
are added; 
�� The court is able to review the con-

ditions of issue and the proportionality 
of the arrest warrants, thus adopting an 
autonomous decision which gives them 
their final form.

According to the CJEU, the Austrian 
law and procedure fulfil all these cri-
teria. Nonetheless, the decision on the 
German public prosecution offices trig-
gered several uncertainties. Additional 
references for preliminary rulings on 
the independence of other EU Member 
State’s public prosecution offices in the 
EAW context are pending (see also eu-
crim 2/2019, p. 110). (TW)

Statistics on Use of EAW in 2017
On 28 August 2019, the Commission 
published statistical data on the use of 
the European Arrest Warrant in 2017. 
The document, officially entitled “Re-
plies to questionnaire on quantitative 
information on the practical operation 
of the European arrest warrant –Year 
2017,” compiles data from the EU Mem-
ber States, both as regards the issuing 
and the execution of EAWs. The Com-
mission also provides an infographic 
that outlines the results. In addition, the 
Commission published a factsheet for 
citizens entitled “European arrest war-
rant – Makes Europe a safer place.”

http://curia.europa.eu/juris/document/document.jsf?text=&docid=218890&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=160945
https://ec.europa.eu/info/law/cross-border-cases/judicial-cooperation/types-judicial-cooperation/european-arrest-warrant_de
https://ec.europa.eu/info/law/cross-border-cases/judicial-cooperation/types-judicial-cooperation/european-arrest-warrant_de
https://ec.europa.eu/info/law/cross-border-cases/judicial-cooperation/types-judicial-cooperation/european-arrest-warrant_de
https://ec.europa.eu/info/law/cross-border-cases/judicial-cooperation/types-judicial-cooperation/european-arrest-warrant_de
https://ec.europa.eu/info/law/cross-border-cases/judicial-cooperation/types-judicial-cooperation/european-arrest-warrant_de
https://ec.europa.eu/info/sites/info/files/european_arrest_warrant_in_numbers_-_infographic.pdf
https://ec.europa.eu/info/sites/info/files/european_arrest_warrant_makes_europe_a_safer_place_-_factsheet_for_citizens.pdf
https://ec.europa.eu/info/sites/info/files/european_arrest_warrant_makes_europe_a_safer_place_-_factsheet_for_citizens.pdf
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As regards Member States as issuing 
States, the following figures are of inter-
est:
�� The total number of EAWs issued 

by Member States for the year 2017 is 
17,491, whereas 16,636 EAWs were is-
sued in 2016 and 16,144 in 2015;
�� Most EAWs were issued for theft 

offences and criminal damage (2649), 
fraud and corruption offences (1538), 
and drug offences (1535) in 2017. All 
these figures indicate a slight increase in 
comparison to 2016. 241 EAWs were is-
sued for terrorism offences, of which 183 
were issued by France alone and 30 by 
Italy. In comparison, in 2016, 165 EAWs 
were issued for terrorism offences;
�� 6317 issued EAWs resulted in the ef-

fective surrender of the person sought in 
2017.

As regards Member States as execut-
ing States, the following can be said:
�� The total number of persons actually 

arrested in 2017 was 7738, compared to 
7056 persons arrested by means of an 
EAW in 2016 (though only 24 Mem-
ber States provided information for that 
year, but 28 for 2017); 
�� The highest number of arrests in 2017 

occurred in the United Kingdom (1510 
arrests), Romania (853), and Spain 
(818);
�� In the 26 Member States that provid-

ed specific figures, judicial authorities 
initiated 8801 surrender proceedings;
�� The average duration of the extradi-

tion procedure – if the person sought did 
not consent to his/her surrender – de-
creased from 50.4 days in 2016 to 40.13 
days in 2017;
�� According to replies from 24 Mem-

ber States, the execution of an EAW was 
refused in 796 cases in 2017. This figure 
is quite stable compared to 2016 (719 re-
fusals for 25 Member States);
�� The most common reason for non-

execution in 2017 was that contained in 
Art. 4 No. 6 of the FD EAW: the execut-
ing state undertakes the execution of a 
custodial sentence against its nationals 
or residents. The situation in 2016 was 
similar;

�� The grounds for mandatory non-exe-
cution (Art. 3 of the FD) are still rarely 
applied;
�� Seven Member States reported a total 

of 100 refusals because the requirements 
of Art. 4a of the FD EAW (in absentia 
situations) had not been met in 2017; 
this is an increase compared to 2016  
(65 refusals);
�� Fundamental rights issues led to re-

fusals in seven Member States in a total 
of 109 reported cases.

It should be stressed that the figures 
must be interpreted cautiously. Not all 
of the Member States provided replies to 
every question in the standard question-
naire. Comparison to previous years is 
even more difficult because the response 
rates of Member States vary from year 
to year, and approaches to collecting sta-
tistical data vary. (TW)

European Investigation Order

First CJEU Judgment on European 
Investigation Order
On 24 October 2019, the CJEU deliv-
ered its first judgment interpreting Direc-
tive 2014/41/EU regarding the European 
Investigation Order in criminal matters 
(Case C-324/17 – Ivan Gazanozov). The 
case at issue dealt with the particularity 
of Bulgarian law that does not provide 
for any legal remedy against decisions 
ordering the search, seizure, and hearing 
of witnesses through a European Inves-
tigation Order. The referring Specialised 
Criminal Court, in essence, wanted to 
know whether the Bulgarian legislation, 
which (directly and indirectly) precludes 
a challenge to the substantive grounds 
of a court decision issuing an EIO, is in 
line with Art. 14 of the Directive (for the 
reference and the opinion of Advocate 
General Yves Bot, see eucrim 1/2019, 
pp. 36–37).

The judges in Luxembourg decided 
to reformulate the question referred to 
and clarified that the referring court is 
actually uncertain as to how to com-
plete Section J of the form set out in 

Annex A to the Directive, which is 
entitled “Legal remedies.” In this con-
text, the CJEU stated that a description 
of the legal remedy must be included 
only if a legal remedy has been sought 
against an EIO. It is not necessary to 
include an abstract description of the 
legal remedies, if any, that are available 
in the issuing Member States against 
the issuing of an EIO. The CJEU is of 
the opinion that this interpretation re-
sults from the wording of Section J of 
the form in the Annex of the Directive 
as well as from the objectives pursued 
by the Directive.
hh Put in focus: 
The CJEU’s answer can be consid-

ered disappointing in view of the pro-
tection of defence rights. The judges in 
Luxembourg did not follow the more 
far-reaching opinion of the Advocate 
General. He had concluded that Art. 14 
of the EIO Directive not only obliges 
the Member State to install legal rem-
edies, which enable concerned persons 
to challenge the substantive reasons for 
issuing the EIO, but the use of the EIO 
by that Member State must be frozen 
until the respective legislation on legal 
remedies is in place. The CJEU actu-
ally reduced the dispute in the main 
proceedings to a mere formal question. 
According to the CJEU, it is not neces-
sary to interpret Art. 14 “in the present 
case.” Thus, it implicitly backed the 
Bulgarian legislation, which does not 
foresee any legal remedy against the is-
suance of the EIO – to the detriment of 
the accused’s rights. (TW) 

Law Enforcement Cooperation

E-Evidence: Start of Negotiations 
on EU-US Agreement
On 26 September 2019, the European 
Commission announced the start of for-
mal negotiations with the United States 
Department of Justice on an EU-US 
agreement to facilitate access to elec-
tronic evidence in criminal investiga-
tions. Both parties reaffirmed their inten-

http://curia.europa.eu/juris/document/document.jsf;jsessionid=38DA222FDF64F2D46E7E4815AAE6F033?text=&docid=219454&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=764186
https://europa.eu/rapid/press-release_STATEMENT-19-5890_en.htm
https://europa.eu/rapid/press-release_STATEMENT-19-5890_en.htm
https://europa.eu/rapid/press-release_STATEMENT-19-5890_en.htm
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tion to conclude an agreement as quickly 
as possible. The next EU-US Justice 
and Home Affairs Ministerial meeting 
in December 2019 will review progress. 
At its meeting on 6 June 2019, the JHA 
Council endorsed a mandate for the 
Commission to start negotiations for an 
international e-evidence agreement with 
the United States (see eucrim 2/2019, 
p. 113).

The USA has a negotiating mandate 
through the CLOUD (Clarifying Law-
ful Overseas Use of Data) Act of March 
2018, which provides criteria for the ne-
gotiation of international agreements to 
facilitate the ability of other countries/
partners to obtain electronic data relat-
ing to the prevention, detection, investi-
gation, and prosecution of serious crime 
(for the CLOUD Act, see eucrim 2/2019, 
pp. 113–114 and the article by J Daskal 
in eucrim 4/2018, pp. 220–225). 

On 6 November 2019, the Commis-
sion services reported on the second 
negotiation round. The report reveals 
that there are still several matters of 
dispute. The Commission stressed that 
an EU–US Agreement can only be con-
cluded following agreement on internal  
EU rules on e-evidence. The Commis-
sion also expressed its unhappiness 
with the UK-US agreement on access to 
electronic data for the purpose of coun-
tering serious crime signed on 3 Octo-
ber 2019.

Other problematic issues included:
�� Different definition of data categories 

in European and American law;
�� Types of offences for which data ex-

change should become possible;
�� Involvement of judicial authorities in 

cross-border orders for e-evidence;
�� Definition of service providers and 

types of service providers to be covered 
by the agreement;
�� The need for strong privacy, data 

protection, and procedural rights safe-
guards.

The third negotiating round took 
place in Washington on 10 December 
2019, the day before the EU-US JHA 
Ministerial meeting. (TW)

MEPs Critical of EU-US E-Evidence 
Negotiations
At a hearing on 7 November 2019 at 
the EP’s LIBE Committee, MEPs called 
for meeting EU data protection stand-
ards within the framework of possible 
future data exchanges by means of the 
U.S. CLOUD Act. The CLOUD Act al-
lows U.S. law enforcement authorities 
to request the disclosure of data by ser-
vice providers in the USA, regardless of 
where the data is stored (for details, see 
eucrim 1/2018, p. 36; 4/18 p. 207 and 
the article by J Daskal in eucrim 4/2018, 
pp. 220–225).

The Commission is currently ne-
gotiating an agreement by means of 
which law enforcement authorities in 
the EU Member States can also ben-
efit from facilitated access to data held 
by U.S. service providers, such as Mi-
crosoft, Facebook, Apple, and Google. 
The European Data Protection Supervi-
sor Wiewiórowski stressed that data can 
only be transferred for the purpose of a 
concrete criminal investigation, and he 
called on the EU Member States to pro-
vide efficient remedies against the obli-
gation to data transfers. 

MEPs pointed out the much lower 
data protection standards in the USA and 
criticised that EP’s positions have not 
yet been taken into account during the 
negotiations. In addition, MEPs referred 
to the existing EU-US MLA agreement. 
(TW)

US and UK Sign Bilateral E-Evidence 
Agreement
On 3 October 2019, the United States 
and the United Kingdom signed the 
first agreement allowing the other par-
ty’s law enforcement authorities, when 
armed with appropriate court authorisa-
tion, to go directly to tech companies 
based in the other country to access 
electronic data in order to combat seri-
ous criminal offences. Such agreements 
are foreseen in the U.S. CLOUD Act, 
which responds to the converse prob-
lem that foreign countries face with re-
spect to their ability to access data held 

by U.S. service providers (for details, 
see the article by J Daskal in eucrim 
4/2018, pp. 220–225 ). 

According to the press release,  
“[b]oth governments agreed to terms 
which broadly lift restrictions for a 
broad class of investigations, not target-
ing residents of the other country, and 
assure providers that disclosures through 
the Agreement are compatible with data 
protection laws.” The other party’s per-
mission is required if essential state in-
terests are at stake; this especially con-
cerns death penalty prosecutions by the 
United States and UK cases involving 
the freedom of speech.

The agreement was described as 
“landmark” and “historic” upon its sign-
ing. The agreement was signed by U.S. 
Attorney General William P. Barr and 
UK Home Secretary Priti Patel at a cer-
emony at the British Ambassador’s resi-
dence in Washington, D.C. The agree-
ment is still in the legislative pipeline. 
It must be reviewed and approved by the 
U.S. and UK’s parliaments.

The major advantage of the agree-
ment is seen in the acceleration of crimi-
nal investigations because law enforce-
ment authorities will no longer need to 
go through the time-consuming, govern-
ment-to-government mutual legal assis-
tance process. (TW)

NGOs Urge U.S. Congress to Oppose 
US-UK CLOUD Act Agreement
On 29 October 2019, twenty privacy, 
civil liberties, and human rights organi-
zations jointly addressed U.S. Congress 
committee chairmen to stop the US-
UK CLOUD Act Executive Agreement 
signed on 3 October 2019. It will allow 
direct access by the party’s law enforce-
ment bodies to personal data held by pri-
vate service providers outside traditional 
mutual legal assistance procedures.

The organisations “believe that the 
Agreement fails to adequately protect 
the privacy and due process rights of 
U.S. and U.K. citizens.” They urge the 
U.S. parliament to disapprove the agree-
ment.

http://www.statewatch.org/news/2019/nov/eu-council-usa-e-evidence-13713-19.pdf
http://www.statewatch.org/news/2019/nov/eu-council-usa-e-evidence-13713-19.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/836969/CS_USA_6.2019_Agreement_between_the_United_Kingdom_and_the_USA_on_Access_to_Electronic_Data_for_the_Purpose_of_Countering_Serious_Crime.pdf
https://www.justice.gov/opa/pr/us-and-uk-sign-landmark-cross-border-data-access-agreement-combat-criminals-and-terrorists
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The organisations observe that the 
US-UK executive agreement exhibits 
many often cited human rights con-
cerns, e.g., diminished standards for 
law enforcement requests, lack of no-
tice, vague oversight mechanisms, etc. 
They are particularly concerned because 
the agreement may become a template 
for future agreements, including with 
countries that have even less strict data 
protection standards. The main critical 
issues put forward are as follows:
�� The US-UK Agreement lowers the 

bar for law enforcement access to both 
stored communications content, such as 
emails, and live wiretaps in the USA;
�� It does not consistently foresee prior 

judicial authorization of an order and 
goes below standards of the Fourth 
Amendment;
�� Requirements for minimization of 

data and targeting individual requests 
do not apply equally to the USA and the 
UK;
�� The accord includes neither provi-

sions on notice to the data subject nor 
any new remedies for individuals;
�� The threshold for crimes covered by 

the agreement is low, and the protective 
requirement of dual criminality no long-
er plays a role;
�� Vague external oversight;
�� The agreement does away with a ro-

bust human rights review by the U.S. 
authorities;
�� It also fails to uphold the standards 

against infringements to the freedom of 
speech as defined in the CLOUD Act;
�� Sharing of gained information among 

the UK and American law enforcement 
authorities may violate U.S. law.
�� In addition, the undersigning organi-

sations question whether the UK – still 
a Member of the European Union – was 
competent to enter into a bilateral agree-
ment. (TW)

EP Report on EU E-Evidence Legislation 
Advocates Strengthened Safeguards 
After the EP elections, the EP Confer-
ence of Presidents decided in October 
2019 that work should resume on the EU 

e-evidence rules. The e-evidence pack-
age consists of two proposals tabled by 
the European Commission in April 2018 
(see eucrim 1/2018, pp. 35–36): a Regu-
lation on European Production and Pres-
ervation Orders for electronic evidence 
in criminal matters and a Directive on 
the appointment of legal representatives 
for the purpose of gathering evidence in 
criminal proceedings.

German MEP Birgit Sippel (S&D) 
was reappointed as rapporteur on 4 Sep-
tember 2019. On 11 November 2019, 
Sippel presented her draft report at the 
LIBE meeting. She proposes a total of 
267 amendments, the main proposals of 
which are as follows:
�� Introducing an automatic, meaningful 

notification of the enforcing EU Mem-
ber State: the issuing authority must 
send each Production and Preservation 
Order not only to the service provider, 
but also simultaneously to the execut-
ing State where the service provider is 
established or, for service providers not 
established in the Member States bound 
by this Regulation, where its legal repre-
sentative has been appointed;
�� Involving the “affected state”: not 

only the “issuing” and “executing” states 
are part of the procedure, but also the 
“affected state,” i.e., the state of perma-
nent residence of the person concerned. 
It will have the possibility to bring its 
doubts as regards the lawfulness of an 
order to the attention of the executing 
State;
�� Introducing a new refusal mecha-

nism: the draft report introduces several 
grounds for non-recognition and non-
execution of a European Production or 
Preservation Order. They are aligned to 
the grounds for refusal provided for in 
the Directive on the European Investiga-
tion Order, thus ensuring consistency. 
The responsibility for applying these 
refusal grounds shifts from the service 
provider to the executing authority, 
which will now be entitled to refuse the 
orders based on a list of specific and lim-
ited grounds. If the executing authority 
does not react within a fixed period of 

time, the service provider is obliged to 
preserve or produce the requested data 
to the issuing authority;
�� Overhauling the concept of a Regu-

lation and Directive: Sippel suggests 
directly integrating the content of the 
proposed Directive into the Regulation, 
thus clarifying that the providers’ obli-
gation to appoint legal representatives 
cannot be used for other instruments 
and that the obligation only applies to 
the Member States participating at the 
Regulation;
�� Obligations in relation to the nomina-

tion of legal representatives: the draft re-
port also clarifies that only service pro-
viders not established in the EU or EU 
service providers established in an EU 
Member State not bound by the Regu-
lation but offering services in the par-
ticipating Member States are required to 
designate a legal representative in one of 
the participating Member States where 
it offers its services. Regarding service 
providers already established in a partic-
ipating Member State, orders should be 
directly addressed to the main establish-
ment of the service provider where the 
data controller is established;
�� Implementing new review procedure 

in case of conflicting obligations with 
third-country law: the report suggests 
a new review procedure if questions of 
conflicts of law in third countries (e.g., 
the USA) arise. By contrast to the Com-
mission proposal, the procedure is more 
pared down and involves the executing 
and affected states;
�� Reinforcing safeguards for persons 

concerned: the rights of persons whose 
data are to be obtained by an order are 
strengthened and clarified. This includes 
fairer conditions for issuing orders and 
clear data categories (based on existing 
EU and national legislation and in line 
with CJEU case law). Furthermore, the 
rapporteur proposes more comprehen-
sive user information, limitations to the 
use of data obtained, rules on admis-
sibility of evidence and erasure of data 
obtained, as well as effective legal rem-
edies.

https://www.europarl.europa.eu/doceo/document/LIBE-PR-642987_EN.pdf
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The decision of the LIBE Commit-
tee on the draft report is necessary be-
fore the suggested amendments can be 
put forward to the plenary. If the plenary 
adopts the committee report, trilogue ne-
gotiations can start with the Council and 
the Commission. The Council published 
a consolidated version of its general ap-
proach, including the desired modifica-
tion to the Commission proposal, on 
11 June 2019. (TW)

EDPS Opinion on E-Evidence Proposal
On 6 November 2019, the European 
Data Protection Supervisor (EDPS) is-
sued his opinion on the new EU legal 
framework for gathering e-evidence in 
cross-border cases (for the Commission 
proposal, see eucrim 1/2018, pp. 35–36). 

The EDPS endorses the objective of 
ensuring quick and effective access of 
law enforcement to electronically stored 
data in another state, but calls on the EU 
legislator to find a balanced approach 
respecting the Charter of Fundamental 
Rights of the EU and EU data protec-
tion law and implementing all necessary 
safeguards. The main suggestion in the 
opinion is to systematically involve judi-
cial authorities of the enforcing Member 
State as early as possible. These authori-
ties should then have the possibility to 
effectively and efficiently review com-
pliance of the Production and Preserva-
tion Orders with the Charter and to raise 
grounds for refusal. This view is shared 
by many civil society stakeholders as 
well as by the European Parliament (see, 
e.g., eucrim 1/2019, pp. 38–40).

Furthermore, the EDPS is critical of 
the definition of the data categories and 
their overlap, which is not consistent 
with other EU law. He also calls for a 
re-balancing between the types of data 
for which European Production Orders 
could be issued and the categories of 
data concerned. The EDPS, in particular, 
believes that the proposed threshold for 
producing transactional and content data 
(three-year minimum of the maximum 
custodial sentence) is too low. Calling 
to mind the CJEU case law, which indi-

cates that these data would enable pre-
cise profiles of individuals to be estab-
lished, access can be made possible for 
serious crime only. The EDPS further 
argues that the sensitivity of subscriber 
and access data should not be underes-
timated because they may include priva-
cy-invasive electronic communications 
metadata.

The EDPS makes concrete recom-
mendations on the following other issues:
�� Data security;
�� Rights of the data subject, including 

enhanced transparency, and rights to 
remedy;
�� Immunities and privileges;
�� Legal representatives;
�� Time limits to produce data;
�� Possibilities for service providers to 

object.

Ultimately, the EDPS asks for more 
clarity on the interaction between the 
EU’s internal e-evidence rules and other 
instruments, especially a future EU-US 
agreement. In this context, the EDPS 
stresses that the EU legal framework 
must uphold a high level of data pro-
tection and constitute the reference for 
respect for fundamental rights when 
negotiating international agreements on 
cross-border access to electronic evi-
dence.

The EDPS already issued detailed ad-
vice to the Commission regarding nego-
tiations with the USA on an e-evidence 
agreement (eucrim 1/2019, p. 41). The 
present opinion also completes other 
data protection statements, e.g., those by 
the European Data Protection Board (see 
eucrim 3/2018, p. 162). (TW)

  Council of Europe*
   Reported by Dr. András Csúri (AC) and Christine Götz (CG)

Foundations

European Court of Human Rights

Seibert-Fohr New German Judge 
to ECtHR
The Council of Europe Parliamentary 
Assembly (PACE) elected Professor 
Anja Seibert-Fohr as new judge to the 
European Court of Human Rights on 
27 July 2019. Her term of nine years 
commenced on 1 January 2020. Profes-
sor Anja Seibert-Fohr succeeds Profes-
sor Angelika Nußberger who has been 
serving as judge at the European Court 
of Human Rights for Germany since 
2011. Seibert-Fohr was a member of the 

Human Rights Committee from 2013 to 
2017. Since 2016, she has held the chair 
of Public Law, International Law and 
Human Rights at the University of Hei-
delberg. (CG)

Specific Areas of Crime

Corruption

GRECO: Fifth Round Evaluation Report 
on Spain
On 13 November 2019, GRECO pub-
lished its fifth round evaluation report on 
Spain. The focus of this evaluation round 

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CONSIL:ST_10206_2019_INIT&from=DE
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CONSIL:ST_10206_2019_INIT&from=DE
https://edps.europa.eu/sites/edp/files/publication/opinion_on_e_evidence_proposals_en.pdf
https://edps.europa.eu/sites/edp/files/publication/opinion_on_e_evidence_proposals_en.pdf
http://assembly.coe.int/nw/xml/News/News-View-EN.asp?newsid=7555&lang=2
http://assembly.coe.int/nw/xml/News/News-View-EN.asp?newsid=7555&lang=2
https://rm.coe.int/quinta-ronda-de-evaluacion-prevencion-de-la-corrupcion-y-promocion-de-/168098c693
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